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1.1 Requirements

You must be logged in as an administrator before installing Acronis Access. Verify that you meet the
following requirements.
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1.1.1 Operating System Requirements

Note: Acronis Access 7.2.3 is the last version that supports 32bit operating systems. Newer versions of Acronis
Access will support only 64bit ones.

Recommended:

= Windows Server 2016 Standard

= Windows Server 2012 R2 Standard & Datacenter

= Windows Server 2008 R2 Standard, Enterprise & Datacenter, with Service Pack 1

Supported:

=  Windows Server 2016 Standard

=  Windows Server 2012 R2 Standard & Datacenter

= Windows Server 2012 Standard & Datacenter

= Windows Server 2008 R2 Standard, Enterprise & Datacenter, with Service Pack 1

=  Windows Server 2008 Standard, Enterprise & Datacenter, 32 & 64 bit editions, with Service Pack
2

Note: For testing purposes, the system can be installed and runs on Windows 7 or later. These desktop class
configurations are not supported for production deployment.




1.1.2 Mobile Client Requirements

Supported devices:

= Apple iPad 2nd generation and later.

= Apple iPad mini 1st generation and later.

= Apple iPhone 4S and later.

= Apple iPod Touch 5th generation and later.

= Android smartphones and tablets (devices with x86 processor architecture are not supported).
= Windows smartphones and tablets (Windows RT is not supported).

Note: Windows devices will work with Acronis Access servers version 6.0 and newer.

Supported OS's:
= jOS 8or later.
= Android 4.1 or later (devices with x86 processor architecture are not supported).

=  Windows 8.1 or later (Windows RT is not supported).

Note: Windows devices will work with Acronis Access servers version 6.0 and newer.

The Acronis Access app can be downloaded from:

"  ForiOS http://www.grouplogic.com/web/meappstore.

®  For Android https://play.google.com/store/apps/details?id=com.grouplogic.mobilecho.
= For Windows PC and Tablet or Phones.

1.1.3  Minimum Hardware Recommendation

Example deployments

These deployment figures assume that all of Acronis Access' components are running on the same
virtual machine or physical server.

Note: The recommended disk space assumes that the File Repository's file purging of old & deleted revisions is
configured.

Note: The recommended disk size is only a starting point and may need to be increased depending on the size &
number of files being synced by users.

Note: Acronis Access server can be installed on virtual machines.

Note: Make sure that you have enough space to run the Acronis Access installer. 1GB of space is required for
the installer to run.

Note: These values are our recommendations for a production environment. If you plan on starting a trial or
installing Acronis Access for testing purposes, you can step-down the hardware depending on your test load.

Small Deployments
= Up to 25 users

=  CPU: Intel i7 Xeon class with 4 cores or AMD equivalent.


http://www.grouplogic.com/web/meappstore
https://play.google.com/store/apps/details?id=com.grouplogic.mobilecho

= RAM: 16 GB
= Disk Space: 100 GB

Medium Deployments

= Up to 500 users

= CPU: Intel i7 Xeon class with 8 cores or AMD equivalent.
= RAM:40GB

= Disk Space: 2 TB RAID

Large Deployments

=  Upto 2500 users.

= CPU: Intel i7 Xeon class with 16 cores or AMD equivalent.
= RAM: 64 GB

= Disk Space: 10 TB RAID

Note: For deployments larger than 2500 users, a clustered server configuration is recommended. Please
contact Acronis support for deployments larger than 2500 users.

1.1.4 Network Requirements

= 1 Static IP Address. 2 IP addresses may be needed for certain configurations.

= QOptional but recommended: DNS names matching the above IP addresses.

= Network access to your Domain Controller if you plan on using Active Directory (LDAP).
= Network access to an SMTP server for email notifications and invitation messages.

®  The address 127.0.0.1 is used internally by the Access Mobile Client and should not be routed
through any kind of tunnel - VPN, Mobilelron, Good Dynamics and etc.

= All machines running the Access Server or the Gateway Server need to be bound to the Windows
Active Directory.

There are two components that handle HTTPS traffic, the Gateway Server and the Acronis Access
Server. The Gateway Server is used by mobile clients to access both files and shares from the Data
Sources. The Access Server provides the web user interface for Sync & Share clients, and is also the
administration console for both Mobile Access and Sync & Share.

For most deployments it is recommended that one IP address is used for both servers, with different
ports and separate DNS entries. This one IP address configuration is sufficient for most installations.
The server can be configured to use separate IP addresses for each component if your specific
deployment and/or setup requires it.

If you want to allow mobile devices access from outside your firewall, there are several options:

= Port 443 access: Acronis Access uses HTTPS for encrypted transport, so it fits in naturally with
common firewall rules allowing HTTPS traffic on port 443. If you allow port 443 access to your
Acronis Access server, authorized iPad clients can connect while inside or outside of your firewall.
Acronis Access can also be configured to use any other port you prefer.



VPN: The Access Mobile Client supports access through a VPN connection. Both the built in iOS
VPN client and third-party VPN clients are supported. iOS management profiles can optionally be
applied to devices using Mobile Device Management (MDM) systems or the Apple iPhone
Configuration Utility to configure the certificate-based iOS “VPN-on-demand” feature, giving
seamless access to Acronis Access servers and other corporate resources.

Reverse proxy server: If you have a reverse proxy server set up, iPad clients can connect without
the need for an open firewall port or a VPN connection. The Access Mobile Client app supports
reverse proxy pass-through authentication, username / password authentication, Kerberos
constrained authentication delegation and certificate authentication. For details on adding
certificates to the Access Mobile Client app, visit the Using client certificates article.

Good Dynamics enabled Access Mobile Client app: The Access Mobile Client app includes the
ability to be enrolled in and managed by the Good Dynamics platform. In this configuration, all
network communication between Access Mobile Clients and Gateway Servers is routed through
the Good Dynamics secure communication channel and Good Proxy Server. For more details, see
the Access Mobile Client for Good Dynamics manual page.

Mobilelron AppConnect enrolled Access Mobile Client app: If the Access Mobile Client
application is enrolled with Mobilelron's AppConnect platform, then all network communication
between Access Mobile Client clients and Gateway Servers can be routed through the Mobilelron
Sentry. For more information see the Mobilelron AppConnect manual page.

Certificates:
Acronis Access ships and installs with self-signed certificates for testing purposes. Production
deployments should implement proper CA certificates.

Note: Certain web browsers will display warning messages when using self-signed certificates.
Dismissing those messages allows the system to be used without problems. Using self-signed
certificates for production conditions is not recommended.

1.1.5 Desktop Client Requirements

Supported operating systems:

Windows XP, Windows Vista, Windows 7, Windows 8 and 8.1, Windows 10

Note: In order to use the Acronis Access Desktop client on Windows XP, you will need to use relaxed SSL
cipher rules. For more information: Changing the Acronis Access Tomcat SSL Ciphers.

Mac OS X 10.6.8 and higher with Mac compatible with 64-bit software.

Note: The Access desktop client version 7.1.2 is the last version that is compatible with Mac OS X 10.6 and
10.7. If you want to use a newer version of the Acronis Access desktop client, you will have to update your
Mac OS.

Note: When installing the Acronis Access Desktop client, make sure that the sync-folder you create is not in
a folder synchronized by another software. For a list of known conflicts visit Conflicting Software.

Supported web browsers:

Mozilla Firefox 6 and later

Internet Explorer 9 and later

Note: When using Internet Explorer you have to make sure that Do not save encrypted pages to disk is
unchecked in order to be able to download files. This setting is found under Internet Options -> Advanced
-> Security.




Note: Internet Explorer 11 and earlier do not support uploads of files larger than 4GBs.

= Google Chrome
= Safari 5.1.10 or later

1.2 Installing Acronis Access Advanced on your server

The following steps will allow you to perform a fresh install and test Acronis Access Advanced with
HTTPS using the provided Self Signed certificate.

Note: For upgrade instructions visit the Upgrading (p. 58) section.

Note: For instructions on installing on a cluster visit the Installing Acronis Access on a cluster (p. 17) section.

The installation of Acronis Access involves three steps:

1. Installation of the Acronis Access Server installer.
2. Configuration of the network ports and SSL certificates used by the Acronis Access Server.
3. Using the web-based setup wizard to configure the server for your use.

Installing Acronis Access
Please make sure you are logged in as an administrator before installing Acronis Access.

1. Download the Acronis Access installer.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access,

7.0.0x366

Cancel |

4. Press Next to begin.
5. Read and accept the license agreement.
6. Press Install.



Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

7. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x]
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

Browse... |
< Back | Mext = I Cancel |

8. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.

Acronis Access

—PostareSQL Install Location:

Data Paﬂ'1:| C:'\Program Files (x86)\Acronis\Access\C Browse... |

—PostgreSQL Super-User Credentials:

PostgreSQL Super-Jser password: | ========

Re-enter password: | ========
PostgreSQL Port: | 5432

Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

9. A window displaying all the components which will be installed appears. Press OK to continue.
10. When the Acronis Access installer finishes, press Exit.

11. The configuration utility will launch automatically to complete the installation.

Acronis Access Setup Utility =

"-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

For instructions on using the Configuration utility, visit the Using the Configuration Utility (p. 8) page.

1.3 Using the Configuration Utility

The Acronis Access installer comes with configuration utility, which allows you to quickly and easily
set up the access to your Acronis Access Gateway server, File Repository and Acronis Access Server.



The Gateway Server is used by mobile clients to access both files and shares. The Access Server
provides the web user interface for Acronis Access clients, and is also the administration console for

bot

h Mobile Access and Sync & Share.

Note: See the Network Requirements (p. 5) section for more information on best practices for the IP address
configurations of Acronis Access.

Note: For information on adding your certificate to the Microsoft Windows Certificate Store, visit the Using
Certificates article.
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The Access Server provides the web user interface for Acronis Access clients, and is also the
administration console for both Mobile Access and Sync & Share.

Address - The IP address of your Web Interface or pick All Addresses to listen on all interfaces.
Port - The port of your Web Interface.

Certificate - Path to the certificate for your Web Interface. You can choose a certificate from the
Microsoft Windows Certificate Store.

Chain Certificate - Path to the Intermediate certificate for your Web Interface. You can choose
one from the Microsoft Windows Certificate Store. This certificate is only required if your
Certificate Authority has also issued you an Intermediate certificate.

Redirect requests from port 80 - When selected, Tomcat will listen for incoming traffic on the
unsecure port 80 and redirect it to the HTTPS port you have specified above. If you have another
program listening on port 80, do not check this box.

Service Account - This allows the Acronis Access Server service to run in the context of another
account. This is normally not required in typical installations.



Gateway Server Overview
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The Gateway Server is used by mobile clients to access both files and shares.

= Address - The IP address of your Gateway Server or pick All Addresses to listen on all interfaces.

= Port - The port of your Gateway Server.

= Certificate - Path to the certificate for your Gateway Server. You can choose a certificate from
the Microsoft Windows Certificate Store.

= Service Account - This allows the Gateway Server service to run in the context of another
account. This is normally not required in typical installations.

®  Proxy requests for Access Server - When checked, users will connect to the Gateway Server
which will then proxy them to the Access Server. This is available on when you have an Access
Server and Gateway server installed on the same machine.

= Redirect requests from port 80 - When selected, Tomcat will listen for incoming traffic on the

unsecure port 80 and redirect it to the HTTPS port you have specified above. If you have another

program listening on port 80, do not check this box.



File Repository Overview

e Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | All available addresses j

{* Local System Account

(" This Account
File Store Path | C:\ProgramData\Acronis\Acce ...

Port 57387

Configuration Log

m

=4 Irl: o

w
m

g

Help 0K | Cancel | |

The File Repository is used by Sync & Share functionality. If you are haven't enabled Sync & Share,
you can accept the standard values. If you are using Sync & Share, the file store path should specify
the disk location to be used for storage. If you plan to use Amazon S3 for storage, then the default
values are ok.

Address - The IP address of your File Repository or pick All Addresses to listen on all interfaces. If
you specify an IP or DNS address, the same address should also be specified in the File
Repository section of the web interface. For more information on it, visit the File Repository
article.

Port - The port of your File Repository. The same port should also be specified in the File
Repository section of the web interface. For more information on it, visit the File Repository
article.

File Store Path - UNC path to your File Store. If you change the File Store path, you MUST
manually copy any files that are already in the original File Store location to your new location.

Note: If you move the File Store to another location, you should upload a new file to make sure it is
going into the correct new location. Another thing is downloading a file that was already in the file
store to make sure all of the files that were in the original location can be accessed at the new location.

Service Account - If the file storage for the repository is on a remote network share, then the
service account should be configured to be one that has permissions to that network share. This
account must also have read and write access to the Repository folder (e.g. C:\Program Files
(x86)\Acronis\Access\File Repository\Repository) to write the log file.

Note: If you use a specific account for the serivce instead of the Local System Account, you will have to
open the Services control panel, open the properties for the Acronis Access File Repository service and edit
the Log On tab. You need to manually enter the account and its password in the appropriate fields.

After you have filled in all the necessary fields, pressing Apply or OK will restart the services you have
made changes to. It will take 30-45 seconds after the services have started before the Acronis Access



Server is available. At this point, a web browser will automatically launch and connect to the Acronis
Access's IP address and port. On the login page, set the administrator password and then the Setup
Wizard (p. 12) will guide you through the setup process.

Note: Write down the administrator password, as it cannot be recovered if forgotten.

Note: If you need to change any of the network IP addresses/ports or certificates used by the Acronis Access
components, you can run the Configuration Utility again at any time to make these changes. It will
automatically adjust the necessary configuration files and restart the services for you.

1.4 Using the Setup wizard

After installing the software and running the configuration utility to setup network ports and SSL
certificates, the administrator now needs to configure the Acronis Access server. The Setup Wizard
takes the administrator through a series of steps to get the basic functionality of the server working.

Note: If you are upgrading from activEcho or mobilEcho, please read the Upgrading (p. 58) section before
continuing.

Note: After the configuration utility has run, it will take 30-45 seconds for the server to come up the first time.

Navigate to the Acronis Access's web interface using the IP address and port specified in the
configuration utility. You will be prompted to set the password for the default administrator account.

Note: Administrators can be configured later on, for more information visit the Server Administration section.

This wizard helps you setup the core settings for the functionality of your product.

= General Settings cover settings of the web interface itself, like the language, the color scheme,
the server name used in admin notifications, licensing and administrators.

= |LDAP settings allow you to use Active Directory credentials, rules and policies with our product.

= SMTP settings cover functionality in both Mobile Access features and Sync & Share features. For
Mobile Access, the SMTP server is used when sending enrollment invitations. Sync & Share
features use the SMTP server to send folder invitations, warnings, summaries of errors.

All of the settings you see in the Initial Configuration page will also be available after you complete it.
For more information on any of the settings, please visit the Server Administration articles.



Going through the initial configuration process

Licensing

& administrator -

Acronis
Access

Licensing
@ Start trial

() Enter license key

(1l understand the details and scope of my license may be found on my invoice and at

hitp //www.acronis.com/company/licensing.htm

Continue

To start a trial:

1. Select Start Trial, enter the required information and press Submit.

To license your Access Server:

1. Select Enter license keys.
2. Enteryour license key and mark the checkbox.
3. Press Save.

General Settings

Server Settings

Server Name | Acronis ACCess
Web Address | hitps:/fiwww access domain.com

Mobile Client Enroliment wWww access domain.com
Address

Use Custom Logo []
Audit Log Language English v
1. Enter a Server Name.

2. Specify the root DNS name or IP address where users can access the website (starting with
http:// or https://).



3. Specify the DNS name or IP address to which the mobile users will enroll to.

Select the default language for the Audit Log. The current options are English, German, French
and Japanese.

5. Press Save.

SMTP

SMTP

Acronis Access Server uses the configured SMTP server to send emails
fo invite users to share or enroll mobile devices, as well as notify users
and administrators of server activity.

SMTP Server Address | mail company.com
SMTP Server Port 25
Use secure connection?
From Name | Access Administrator
From Email Address | administrator@company com

Use SMTP  []
authentication?

Note: You can skip this section, and configure SMTP later.

Enter the DNS name or IP address of your SMTP server

Enter the SMTP port of your server.

If you do not use certificates for your SMTP server, unmark Use secure connection?.
Enter the name which will appear in the "From" line in emails sent by the server.
Enter the address which will send the emails sent by the server.

o U A WN P

If you use username/password authentication for your SMTP server, mark Use SMTP
authentication? and enter your credentials.

N

Press Send Test Email to send a test email to the email address you set on step 5.
Press Save.



LDAP
LDAP

An LDAP connection to your Active Directory can be used to provide
moblle access and sync and share access to users in your organization.
LDAP Is not required for unmanaged mobile access or sync and share
support, but is required for managed mobile access. Only LDAP
connections to Microsoft Active Directory are supported.

Enable LDAP?

LDAP Server Address

LDAP Server Port

Use Secure LDAP
Connection?

LDAP Username

LDAP Password

LDAP Password
Confirmation

LDAP Search Base

Domains for LDAP
Authentication

LDAP information
caching interval

Idap.company.com

389

O

company.com\Administrator

dc=mycompany, dc=com

€.g. mycompany.com. Users
with email addresses whose
domains are in this list must
authenticate against LDAP.
Users in other domains will
authenticate against the
Acronis Access database.

mycompe

[[] Require exact match

15

Note: You can skip this section, and configure LDAP later.

1. Mark Enable LDAP.

15
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Enter the DNS name or IP address of your LDAP server.
Enter the port of your LDAP server.

If you use a certificate for connections with your LDAP server, mark Use Secure LDAP
Connection.

Enter your LDAP credentials, with the domain. (e.g. acronis\hristo).
Enter your LDAP search base.

Enter the desired domain(s) for LDAP authentication. (i.e.to enable LDAP authentication for an
account with the email joe@glilabs.com, you would enter glilabs.com)

8. Press Save.

Local Gateway Server

Local Gateway Server

Acronis Access mobile app clients connect to the Access server using its Gateway Server
address. Depending on your server configuration, your desktop sync clients and web clients
may also connect here. Your Gateway Server is currently running on 192 168.2 129:443 Itis
recommended that you configure your clients fo connect using a DNS address that is
reachable from all networks they will be connecting from_ If your clients connect though a
proxy server, this address may actually be the DNS address of your proxy server An example:
gateway mycompany.com

Address clients use to connectto the | gateway.mycompany.com
SErver:

Save  Skip

Note: If you're installing both a Gateway Server and the Acronis Access Server on the same machine, the
Gateway Server will automatically be detected and administered by the Acronis Access Server. You will be
prompted to set the DNS name or IP address on which the Local Gateway Server will be reachable by clients.
You can change this address later on.

1. Set a DNS name or IP address for the local Gateway Server.

2. Press Save.

File Repository

1. Select afile store type. Use Filesystem for a file store on your computers or Amazon S3 for a file
store in the cloud.

2. Enter the DNS name or IP address for the file repository service.

Note: The Acronis Access Configuration utility is used to set the file repository address, port and file
store location. The File Store Repository Endpoint setting must match the settings in the File Repository
tab of the Configuration Utility. To view or modify these settings, run AcronisAccessConfiguration.exe,
typically located in C: \Program Files (x86)\Acronis\Configuration Utility\ on the
endpoint server.

3. Select an encryption level. Choose between None, AES-128 and AES-256.
Select the minimum free space available before your server sends you a warning.

5. Press Save.



1.5 Clustering Acronis Access

Acronis Access allows the configuration of high-availability setups without needing third-party
clustering software. This is configured through the new Cluster Groups feature introduced in Acronis
Access 5.1. The setup procedure is simple, but provides high-availability for the Acronis Access
Gateway Servers as they are the component under the heaviest load. All of these configurations are
managed through the Acronis Access Server.

For more information and instructions on setting up a Cluster Group, visit the Cluster Groups article.

Although we recommend using the built-in Cluster Groups feature, Acronis Access also supports
Microsoft Failover Clustering, for more information visit the Supplemental Material section.

1.6 Load balancing Acronis Access

Acronis Access supports load balancing. For more information please visit the Load Balancing Acronis
Access and Cluster Groups articles.

2 Installing Acronis Access on a Microsoft Failover
Cluster

Warning! Acronis Access failover clustering is not supported by versions older than 5.0.3. If you're using an
older version, you will have to upgrade to version 5.0.3 or newer before proceeding with any kind of cluster
configurations.

The guides listed below will help you install Acronis Access on your cluster.

In this section

Installing Acronis Access on a Windows 2003 Microsoft Failover Cluster17
Installing Acronis Access on a Windows 2008 (R2) Microsoft Failover Cluster 31
Installing Acronis Access on a Windows 2012 (R2) Microsoft Failover Cluster 45

2.1 Installing Acronis Access on a Windows 2003
Microsoft Failover Cluster
Installing Acronis Access

Please make sure you are logged in as an administrator before installing Acronis Access.

1. Download the Acronis Access installer.



2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

4. Press Next to begin.
Read and accept the license agreement.
Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

7. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

Browse... |
< Back | Mext = I Cancel |

8. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.



9. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostgreSQL Install Location:

Data Path:l 5:PSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-User password: I s

Re-enter password: | FEEEEEEE
PostgreSOL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

10. A window displaying all the components which will be installed appears. Press OK to continue.
When the Acronis Access installer finishes, press Exit.

Creating the cluster group
1. Open the Cluster Administrator and open Groups.

2. Right-click on Groups and select New and then Group. Give the cluster group a proper name. (e.g.
Acronis Access, AAS Cluster)

&5 Cluster Administrator - SATURN {.)

File View Window Help

8| 9la| x|=] B 2=

=] hame State Owner Description

, PHTGL Online RHEA
Cluster Group Online RHEA
Test Cluster Group  Offline TITAN

(2] Active Resources

(2] metwork Interfaces
@ TITAN

(2] Active Groups

(2] Active Resources

(2] metwork Interfaces

O i
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3. Select the machines which will be a part of this cluster group and press Finish.

Preferred Owners 5

A4S Cluster

List all preferred owners on the right, and then arrange them in the order of preference.

Ayailable nodes: Preferred owners:

Name ] Name l

<- Remove |

Move Up

Move Down

< Back I Finish I Cancel

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/"').

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access cluster group

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access cluster group.



2. Open New and select Resource.

&% Cluster Administrator - SATURN (.)

File View Window Help
8| 2la| XlE| B 2o|=lz=E

B8 % SATURN Name State Owiner Resource Type Description
=0 Gowps Iu‘] Cluster IP Address  Online RHEA 1P Address
g Na '
4 PHTGL Bfing Online Gtrls g:me ﬁg :M:::km -
-Ga) Test Cluste  Take Offline QT onl:x e Dis::;u:e‘; L Quorum Di
(1 Resources Moye Group
=] Cluster Configt
{1 Resource 1
@] Netwarks name
{21 Network Ir TR

Er g RHEa Configure Appication
(] Active Gron
(] ActiveRes  Properties
(] Netwark Interfaces
=g TITAN
(] Active Groups
(] Active Resources
(] Network Interfaces

Delete G+

| [ | 7

3. Enter a name for the service and select the correct cluster group.
4. From the Resource Type drop down menu select Generic Service and press Next.

Acronis Access Tomeat

Name: IAcronis Access Tomcat
Description: l
Resource type: Generic Service i

Generic Script

Group: Generc Se
. IP Address
I Run this resourc| |ocal Quorum
Majority Node Set

2 3 Message Queuin
To continue, click N Networgk Name ¥

Physical Disk

Print Spooler

Volume Shadow Copy Service T as
WINS Service | —

| [ o]

< Back I Nexst > I Cancel I
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5. Make sure both of your nodes are listed as Possible owners and press Next.

Acronis Access Tomcat

Possible owners are nodes in the cluster on which this resource can be brought online.
Specify the possible owners for this resource.

Ayailable nodes: Possible owners:

Name ] Name I

Add > I @p) RHEA
@ TITAN
<- Hemove I

< Back I Next > I Cancel |

Skip the dependencies for now by pressing Next.

Enter the correct service name of the service you are adding (e.g. postgresql-x64-9.2) and press
Next.

Skip the Registry Replication window for now by pressing Next.
9. Press Finish to complete the procedure.

Setting an IP address for the cluster group
1. Right-click on the Acronis Access cluster group.
2. Open New and select Resource.

% Cluster Administrator - SATURN (.)

" =10l x|
File Wiew Window Help

8| 214 xle B

B % SATURN Hame State Owner Resource Type
=0 Groups |LL] Cluster IP Address  Online RHEA IP Address
- R . 3
il PHTGL Bting Onifine Gin4s Oniine RIER Network Name
R 1os ot Tk ik Online RHEA Physical Disk Quorum Disk
§o) Test Cluste s Online RHEA Distributed Transaction Coardinator
() Resources Moye Group
80 %”;:ﬁr'ff; Delete GHitD
-] Networks fene Qi
(1 Metwork Ir TSR

B o RHEA Configure Appication
(1 Active Gron
(] ActiveRes  Properties
(] Metwork Interfaces
=@ TITAN
:I Active Groups
(] Active Resources
(] Metwork Interfaces

Description

I I 77
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3. Enter a name for the resource and select the correct cluster group.
4. From the Resource Type drop down menu select IP Address and press Next.

New Resource »

Acronis Access IP

Name: lAcronis Access [P

Description: l

Resourcetype:  [IP Address =l
Generic Script i

Group: Generic Service
i(|P Address

I Bun this resoure| [ ocal Quorum

M ajority Node Set

3 : Message Queuing
To continue, click N Netwark Name

Physical Disk

Print Spooler

Yolume Shadow Copy Service Tas
WINS Service ol
< | »f |

¢ Back I Nest > I Cancel I

5. Make sure both of your nodes are listed as Possible owners and press Next.

Possible Owners i

Acronis Access P

Possible owners are nodes in the cluster on which this resource can be brought online.
Specify the possible owners for this resource.

Ayailable nodes: Possible owners:

Name l Name |

Add > @p) RHEA
@ TITAN

i

<- Hemove

< Back I Next > I Cancel I

6. Skip the dependencies for now by pressing Next.

7. Enter the IP address you will use for this cluster group.
8. Enter the subnet mask and press Finish.

Adding a shared disk
1. Right-click on the Acronis Access cluster group.



2.

Open New and select Resource.

&% Cluster Administrator - SATURN (.) i = Iﬂlﬂ

File Yiew Window Help

fﬁl @I@J bl |1 % ||

B % SATURN Mame State Owner R e Tm P
=00 Growps Iu‘] Cluster IP Addess  Online RHEA 1P Address
i N ;
23l PHIGL Ering Orie Gris Oniine RHEA Network Name
T Take Offine CrHT Onioe RHEA Physical Disk Quorum Disk
o) Test uste s Online RHEA Distributed Transaction Coordinator

(] Resources Move Group
=] Cluster Configt
{1 Resource 1

-] Networks
{2 Network Ir [T

Er g RHEa Configure Appication
(] Active Gron
(] ActiveRes  Properties
(] Netwark Interfaces
=g TITAN
(] Active Groups
(] Active Resources
(] Network Interfaces

Delete G+
Rename

| [ | 7

3.
4.

Enter a name for the resource and select the correct cluster group.
From the Resource Type drop down menu select Physical Disk and press Next.

New Resource '

Name: IDisk a:

Description: I

Resource type: | Physical Disk L]
Group: [pas [~

™ Run this resource in a separate Resource Monitor

To continue, click Next.

< Back I Nest > I Cancel
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5.

6.
7.

Make sure both of your nodes are listed as Possible owners and press Next.

Possible Owners 8

Disk O:

Possible owners are nodes in the cluster on which this resource can be brought online.
Specify the possible owners for this resource.

Ayailable nodes: Possible owners:
Name I Name l
Add > I @p) RHEA
@ TITAN
<- Hemove

< Back I Next > I Cancel |

Skip the dependencies for now by pressing Next.
Select an available disk from the drop down menu and press Finish.

Configuring dependencies

For PostgreSQL and Acronis Access File Repository do the following:

1.

2
3.
4

5.

Right-click on the appropriate service and select Properties.

Click on the Dependencies tab.

Click on Modify.

Select the shared disk you have added and move it to the right side.

pSOL Properties T 2l

General  Dependencies |.-’-‘«dvanced| F'alametersl

\a 2
Snedi Awailable rezources: Dependencies:
peify w
HgeEilliEs M arne | Resource Tup M arne | Resource Typ
B [iDisk 0: Physical Disk
M arme: <_|
4] | © | | ®
Ok | Cancel | Broperties |
Maodify... | Broperties |
QK. | Cancel | Lpply |

Press OK.




For PostgreSQL also do the following:

1. Click on the Registry Replication tab.

2. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

Generall Dependenciesl .-’-‘«dvancedl Parameters Fegisty Replication |

|. pSOL

Programs or zervices may store data in the regizty. Therefore, it iz important
ta have thiz data available on the node on which they are running. Specify
the registiy keys below HEEY_LOCAL_MACHINE that should be replicated
to all hodes in the cluster.

el A egistry Key 2l

Boot registy key:
ISYS TEMACurrentControlS ethS ervices postgresgl-«64-9. 2

ak. I Cancel

add. || Hedivh || Bevoe |

QK | Cancel | Aol |

For the Acronis Access Gateway Server service do the following:
1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.

3. Click on Modify.



4. Select the IP Address and Physical disk and move them to the right side.

General Dependencies IAdvancedI Parameters | Registry Replication |
AAS Gateway
] odiy Dependencies 20
TESOUIC )
Ayailable resources: Dependencies:
Resou
E ‘l?lame | Resource Typ . | Name | Resource Typ:
lu] Cluster Name Network Name er |P
GmMsoTC Distributed Tra ¢ |
4| | H < | ®
I oK I Cancel | Eroperties |
Modify... | Eroperties |
oK | Cancel | Spply l
5. Press OK.

For the Acronis Access Tomcat service do the following:
1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.

3. Click on Modify.
4

Select the PostgreSQL and Acronis Access Gateway Server services and move them to the right
side.

Acronis Access Tomcat Propetties I 21x]

General Dependencies |Advanced| Paramelersl Registry Replicationl

Acronis Access Tomeat
] odiy Dependences 20
[ESOUIC
Ayailable resources: Dependencies:
Resou
Tar; Name ] Resource Typ 5 I Name I Resource Typ
m] Cluster IP Address IP Address Ea Generi

E@ClusterName Network Name .. I .

(0 Disk G: Physical Disk
MspTC Distributed Tra
< | 2] | | B

oK I Cancel | Eloperkiesl

Modify... I Properties I

0K | Cancel | Lpply |




5. Press OK.

Bringing the cluster group online and using the Configuration Utility
1. Right-click on the cluster group and press Bring online.

2. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility

3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

(5] Acronis Access Configuration Utility -

Access Web Server Access Mobile Gateway ] File Repository ]
Server Endpaint Service Account
Address |The Client Access IP j

Part 4430

Certificate | Acronis Access

=

[~ Proxy requests for Access Server

-

Configuration Log

Help oK | Cancel | |

4. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.




Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mohile Gateway I File Repositary I
—Server Endpaint Service Account
Address IThe Client Access IP ;l

Port |443,—

Certificate I Acronis Access _I

gah?gmte I— ll —_I

{¥ Local System Account

[ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

Access Web Server I Access Mobile Gateway  File Repository |
Server Endpoint —Service Account
Address | 127.0.0.1] |

Port 5787

% Local System Account

" This Account I
File Store Path | E:\FileStorePath s |
Confirm Password I

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

6. Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.
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2. Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

3. Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/"').

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

5. Move the cluster group to the second node. To do so, right-click on the cluster group and click on
Move Group.

6. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility

7. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

(2] Acronis Access Configuration Utility -

Access Web Server  Access Mobile Gateway ] File Repository ]
Server Endpoint Service Account
Address |The Client Access IP j

Port 4430

Certificate | Acronis Access

o

[ Proxy reguests for Access Server

-

Configuration Log

Help 0K | Cancel | |

8. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.




Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mohile Gateway I File Repositary I
—Server Endpaint Service Account
Address IThe Client Access IP ;l

Port |443,—

Certificate I Acronis Access _I

gah?gmte I— ll —_I

{¥ Local System Account

[ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

9. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

Access Web Server I Access Mobile Gateway  File Repository |
Server Endpoint —Service Account
Address | 127.0.0.1] |

Port 5787

% Local System Account

" This Account I
File Store Path | E:\FileStorePath s |
Confirm Password I

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

10. Click OK to complete the configuration and restart the services.

2.2 Installing Acronis Access on a Windows 2008 (R2)
Microsoft Failover Cluster

Installing Acronis Access

Please make sure you are logged in as a domain administrator before installing Acronis Access.
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Download the Acronis Access installer.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366 Cancel

Press Next to begin.
Read and accept the license agreement.
Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

7. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist.

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

Browse... |
< Back | Mext = I Cancel |

8. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.



9. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostgreSQL Install Location:
Data Path:l 5:PSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-User password: I ========

Re-enter password: | ========
PostgreSQL Port: |5432

Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

10. A window displaying all the components which will be installed appears. Press OK to continue.
When the Acronis Access installer finishes, press Exit.

Creating the Service group
1. Open the Failover Cluster Manager and expand your cluster.
2. Right-click on Services and Applications and select More Actions.



3. Select the Create Empty Service or Application and press Next. Give the service group a proper
name. (e.g. Acronis Access, AAS Cluster).

8 Failover Cluster Manager

File Action ‘iew Help

= | [ e

B Failover Cluster Manager

Services and applications Recent Cluster Events: Mone in the last 24 hours

[ B shim lilabs. com
= 5 g5 andanoications LI e I
bt =5 ¢ : . Ls Tepe | Cuirent Dwres | Auto start |
= G [;.Iudes Configure a Service or Apphcation, ., <l Ol Benenic Serv TR ez
& Storage ] »
1 B8 Netvarks Wirtual Machines. ..
4| Cluster Ever I CE Sl Create Empty Service or Application |

1 Service or application. 1 item selected.

mECluster
@
Status: Auto Start: Preferred Dwners:
Partial Onne Yes <none>
Alerts: Storage: Cument Owner:
<NONE> 1 Disks - 1 online XTR
Client Access MName: Capacity: Dther Rezources:
MECLUSTER Taotal: 50 GE 2

Free Space: 48.92 GB

IP Addresses: Percent Free: 97.8%

1 Addreszes - 1 online

[This action group contains actions that are not frequently used when managing Fallover clusters.

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access Service group

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access service group and select Add a resource.



2. Select Generic Service.

i Failover Cluster Manager

File Action ‘iew Help

¢ = | 2im| B
% Failover Cluster Manager

(=) Y shimano.gllabs . com
= = Services and applications

AASCluster Recent Cluster Events: Mone in the last 24 hours

.. Summary of AASCluster
_51 Modes Bring this service or application online

% Storage Take this service or application offline

ﬁ MNetworks Mowe this service or application ko ancther node »
4|

i

Auto Start: Yes

0]

Clusker Ev
Manage shares and storage
#Add a shared Folder
Shiows the critical avents For this application
Add storage Status | |
Add a resource 1 - Client Access Poink

) 2 - Generic Apphcation
Disable auko start 3 - Generic Script
Show Dependency Report 4 - Generic Service:

) Maore resources. .. »
Yiew Pt
Delete
Rename
Refresh &) Offine
Properties &) Offline
Help

|Th|s action creates a new resource in the service or application.

3. Select the proper service and press Next.

| Select Service

Select the service you want to uze from the kst

Hame | Description Iﬂ
Acroniz Access File Repository Server File Repository Server for Acronis Access

Jrer Acionis Access Gateway [boronizdocessGatewa . Mobile Gateway Server for Acionis Access
Application E xperience Proceszes appication compatibility cache raque, ..
Application |dentity Determines and verifies the identity of an applica...
Application Information Facilitates the nning of interactive apphcations...
Application Layer Gateway Sarvice Provides suppaodt fiar 3rd party protocod plug-inz f,..
Application Management Processes installation, removal, and enumeratio...
Background Intelligent Transfer Service Transfers files n the background using idle netw,.,
Basze Filtaring Engine The Baze Fitetng Engine [BFE] is a service that, ll

Mewt > I Cancel

4. On the confirmation window press Next.



5. Press Next on the Replicate Registry Settings window.
6. On the summary window press Finish.

Setting a Client Access Point
1. Right-click on the Acronis Access service group and select Add a resource.
2. Select Client Access Point.

28 Failover Cluster Manager
File  Action ‘iew  Help

= |>[mH

= Falover Cluster Manager T e
5 83 shimano,gliabs.com AASCluster Recent Cluster Events: Mone in the last 24 hours
= 5 Services and spplications | Summary of AASCluster
) A
3] -aﬁ Modes Bring this service or application onling

. Storage Take this service or application offline

= Auto Start: Yes
= i Metworks Move this service or application ko another node  ®

3| Cluster Ev

Manage shares and storage
Add a shared folder
Show the critical events For this application
Statusz | I
1 - Client Access Poink
. 2 - Generic Application
GLogat 3 - GEneric Script
Shiow Dependency Report 4 - Genetic Service
Mare resources. .. »
View Yo
Delete
Rename
Refresh %) Offline
8) Oifine
Properties —')
Help

|Th|s action creates a new resource in the service or application.

3. Enter a name for this access point.



4. Select a network.

Client Access Point

Enter Metbwork MName and IP Address:

Canfirrnation

M anme: IMSEI.B!ari

One or more |Pyd addresses could not be configured automatically. For each network to be used, make sure
the network is selected, and then tvpe an addiess.

Configure Chenk
Access Point

Surmmary

| I &twinrks | Addigss
=2 172.27.0.0/16

I Mext > I Cancel

5. Enter the IP address and press Next.
6. On the Confirmation window press Next.

7. On the summary window press Finish.

Adding a shared disk
1. Right-click on the Acronis Access service group and select Add Storage.
2. Select the desired shared drive.

Select the disk or disks that you want to add.

Axvailable digks:

Mame | Status Capacity
[ s Clustes Disk 1 (&) Online

[ oc | concel |

A

3. On the Confirmation window press Next.
4. Onthe summary window press Finish.



Configuring dependencies

1. Double click on the Acronis Access Service group.

For PostgreSQL and Acronis Access File Repository services do the following:

1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.

3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Advanced Folicies ]

Reaistiy Replization

General Dependencies Folicies
Specify the resources that must be brought online before this resource can
be brought online:

ANDJOR
u Cluster Disk 1
* | Chck here to add a dependsncy

Insert I Delete ]
Cluster Disk 1
How ¢ work
| Ok I Cancel Apply

4. Press Apply and close the window.
For PostgreSQL also do the following:
1. Click on the Registry Replication tab.




2. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

Acronis Access PostgreSOL Properties E
| General

I Dependencies | Paolicies I
Advanced Policies Reqistry Replication

Programs or zervices may store data in the registy. Therefore, it is
important to have this data available on the node an which they are
unning. Specify the registiy keys below HEEY_LOCAL_MACHIME that
should be replicated to all nodes in the cluster.

| Bt Renist Kan [
Registry Key
=

St Boot registy key:

HKEY_LOCAL_MACHIMEY IEM\EurrentEontroISel\Services\.&croni&-’-‘«ccesspnstgresQL!

ak. I Cancel |

A

Add | Edit | Remowe |

0K | Cancel | Apply |

For the Acronis Access Gateway Server service do the following:

1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronisAccessGateway) [XT]<%T> Pro... E3

Adwanced Policies | Fegisy Replication

General Dependencies Policies

Specify the rezources that must be brought online before this rezource can
be browght online:

AND/OR | Resouce

Hame: &45Cluster

r

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | ol |  amw |

4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Acronis Access Tomcat Properties E

Advanced Paolicies I Reqiztry Replization I
General Dependencies Palicies

Specify the rezources that must be brought online before thiz resource can
be brought online:

| AND/OR | Rezource
Acroniz dooess Gateway [AoronizticcessG ateway) ...

3 AMD ;
# |Click here to add a dependency

Inzert Lelete

Acroniz dooess Gateway [doroniztiocessG ateway] [T 1<=T> AND
Acronis Access PostgreSEL

How resource dependencies waork

0k I Cancel Apply |

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access Service group and set it as a dependency for the network name.

Bringing the service group online and using the Configuration Utility
1. Right-click on the Acronis Access service group and press Bring this application or service group
online.

2. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility



3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the

4.

42

Acronis Access Service group.

Access Web Server Access Mobile Gateway | File Repositary |

—Server Endpaint Service Account
Address |The Client Access IP ;l

Port W

Certificate I Acronis Access _I

{¥ Local System Account

[ Proxy requests for Access Server

[ Redirect requests From pork 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure

port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate | Acronis Access =
aﬂ;mte I ll __I

[ Redirect requests from port 80

¥ Local System Account

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help
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Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

(] Acronis Access Configuration Utility -
Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
= | 127.0.0.1] j {* Local System Account
Port 57387
(" This Account
File Store Path | E:\FileStorePath
Configuration Log

Help 0K | Cancel | Apply

Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

Complete the installation.

Configure your Gateway Server's database to be on a location on a shared disk.

a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

Move the Acronis Access service group to the second node. To do so, right-click on the service
group and click on Move to the second node.

Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility



7. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
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Acronis Access Service group.

Access Web Server Access Mobile Gateway | File Repositary |

—Server Endpaint Service Account
Address |The Client Access IP ;l

Port W

Certificate I Acronis Access _I

{¥ Local System Account

[ Proxy requests for Access Server

[ Redirect requests From pork 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure

port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate | Acronis Access =
aﬂ;mte I ll __I

[ Redirect requests from port 80

¥ Local System Account

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help
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9. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

e Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | 127.0.0.1] |

{* Local System Account

" This Account
File Store Path | E:\FileStorePath

Port 57387

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help 0K | Cancel | Apply

10. Click OK to complete the configuration and restart the services.

2.3 Installing Acronis Access on a Windows 2012 (R2)
Microsoft Failover Cluster

Installing Acronis Access

Please make sure you are logged in as a domain administrator before installing Acronis Access.

1. Download the Acronis Access installer.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

4. Press Next to begin.

5. Read and accept the license agreement.



6. Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

7. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist.

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

AcronisAco

Browse... |
< Back | Mext = I Cancel |

8. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.

9. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostareSQL Install Location:

Data Paﬂ'1:| SPSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-Jser password: | ========

Re-enter password: | ========

PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

10. A window displaying all the components which will be installed appears. Press OK to continue.

When the Acronis Access installer finishes, press Exit.

Creating the role

1. Open the Failover Cluster Manager and right-click on Roles.



2. Select Create empty role. Give the role a proper name. (e.g. Acronis Access, AAS Cluster)

File Action View Help

e 2n

B Failover Cluster Manager

%5 Qigilabs Roles (1)
4 52 Qigllabs.com = =
S o Soach /|| Queres ~|id ~[iv)
b @ No Configure Role...
3 Status Type Owmer Node Pronty Information
[ Virtual Machines... k . .
- Y,
b 15 Nel (1) Partially Run_ Generic Service ANG Medium
f] Ciu Create Empty Role
View b
Refresh
Help
<] m
v %.El Preferred Owners:  Any node
Name Stalus Information
Server Name
[ "% Name: mE (%) Oriine
Roles
=, mobiEcho {mobiEc_ @Cﬁw
i mobilEcho Manage..  (¥) Offine
Storage
- o S
Summary | Resources |

This action creates an empty clustered role. Cluster resources will need to be added manually. This option is intended for advanced users.

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Find this line: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/"').

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.
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Adding all of the necessary services to the Acronis Access role

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access role and select Add a resource.

2. Select Generic Service.

48

Y

i

File Adtion View Help
s 2

Z4 Failover Cluster Manager

Roles: mE1

i: s Roles (1)
4 55 Qiglilabs.com . .
¥3 Roles Seardh /- || Quedes v|id v i)
b E :odes Name Status Type Owner Node Prionty Information
:g ‘mg:ks 1LE mE1 ﬁnu.-l.. Run. Genedc Sanire. YANG Medium
{5i] Cluster Events @ i it Bke
7, | Stop Role
@ | Add File Share
@ | Move ’
—t
@ | Change Startup Priority 3
E { information Details.
{4] | Show Critical Events
= jAddStorage
I@ | Add Resource ’ Chent Access Point
<| 2 - . S >
B3 | More Actions » Generic Application -
- == i Generic S
v %il X ! Remove St Owmers: Any node
T Generic Service
JEROpEsues More Resources > ~
Status: Partially Running !
Priority: Medum
Owner Node: YANG =
Client Access Name: mE!
IP Addresses: 172273385 G
Summary | Resources

Copyright © Acronis International GmbH, 2002-2016




3. Select the proper service and press Next.

i New Resource Wizard

Select the zervice pou wank ta use from the list

on

Eeree Mame | Description |i|
Acroniz Acceszs File Repositary Server File Repository Sarver for Acronis Access
Acroniz Access Gateway [boronisbccessGatewa...  Mobile Gatewayp Server for Acraniz Access

er fo

Application Esperience Processes applcation compatibility cache reque, .
Application 1derntity Determines and verifies the identity of an applica...
Application Information Facilitates the nnning of interactive apphcations...
Application Layer Gateway Service Provides suppodt for 3rd party protocol plug-ins ..
Application M anagement Processes installation, removal, and enumeratio. ..
Background Intelligent Transfer Service Tranzfers files in the background using idle netw...
Basea Filtering Enaine The Baze Filtering Engine [BFE] iz a servica that,,, ll

Mest > I Cancel

4. On the Confirmation window press Next.

5. Onthe summary window press Finish.

Setting an Access Point

1. Right-click on the Acronis Access role and select Add a resource.




2. Select Client Access Point.

| File Action View Help

| & =| 2w B
‘ B ::ilgef:l:ster Manager Roles (1)
4 53 Qiglilabs.com -
¥3 Roles search | Queies v|id vi{]
b ;odes Name Status Type Owner Node Proaty Information
& Nomgeks (& mE1 (22) Paciahe Rum._Genede Sacvice YANG Medum
b o % | Start Role
{1] Cluster Events 5
& | Stop Role
[z | Add File Share
B | Move 3
@ Change Startup Priority ’
@ Show Critical Events
& | Add Storage A
[ J I@ Add Resource ’ Chent Access Point
< : { >
B3 | More Actions » Generic Application
AR ",\ mE1 % | Remove Generic Script 5 . Aoy sod
N —t 1 Generic Service
|
5] | Properties More Resources » ~
Status: Partially Running
Priority: Medum
Owner Node: YANG =
Client Access Name: mE1
IP Addresses: 172273385 j
Summary | Resources |
i Roles: mE1l

3. Enter a name for this access point.
4. Select a network.

ﬁ Mew Resource Wizard E

.

]'-' Client Access Point

Enter Mebwork Marme and IP Address:

Canfirmaticn

Hame: JaasCiusted

One or more |IPvd addresses could not be configured automatically. For each network to be used, make sure
the network iz selected, and then wpe an addiess.

Configure Chent
Access Point

Surmmary

| Metworks | Addiess

I Mest > I Cancel

5. Enter the IP address and press Next.
6. On the Confirmation window press Next.
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7. Onthe summary window press Finish.

Adding a shared disk

1. Right-click on the Acronis Access role and select Add Storage.
2. Select the desired shared drive.

Add Storage E3

Select the dizk o1 disks that pou want to add.

Avvailable disks:

Mame [ Status _Caparity
[ s Clustet Disk 1 (%) Oniline

Configuring dependencies
1. Select the Acronis Access role and click on the Resources tab

For PostgreSQL and Acronis Access File Repository services do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Adwanced Policies | Regiztiy Replication
General Dependencies I Paolicies

Specify the resources that must be brought online before this resource can
b browght online;

ANDZOR
2
*

Inset I Delete ]

Cluster Disk 1

a1 i3 wark

[ ok | cawa | sy |

4. Press Apply and close the window.

For the Acronis Access Gateway Server service do the following:
1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronishAccessGateway) [XT]<XT> Pro.. E

Adwanced Policies | Fegisy Replication I
General Dependericies ] Palicies
Specify the rezources that must be brought online before this rezource can
be browght online:
AND/OR | Resouce

Hame: &45Cluster

3 AND r 3
#* | Lk here to add a dependency

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | o | e |




4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access role and set it as a dependency for the network name.

Acronis Access Tomcat Properties
Adwvanced Policies I Registiy Replication
General Diependencies | Faolicies

Specify the rezources that must be braught online befare thiz resource can
be brought online:

| AND/OR | Reszource
Arronis dccess Gateway [Boronizdccessiateway) ..

» AMD
#* |Click here to add a dependency

Inzert Delete

Acrohis dccess Gateway [Aoronistcoess@ateway] [HT]10<T: AMD
Acroniz dccess PostgreSOL

Hows resournce dependencies work

QK I Cancel Apply

Starting the role and using the Configuration Utility
1. Right-click on the Acronis Access role and press Start role.

2. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility



3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the

4.

54

Acronis Access Service group.

Access Web Server Access Mobile Gateway | File Repositary |

—Server Endpaint Service Account
Address |The Client Access IP ;l

Port W

Certificate I Acronis Access _I

{¥ Local System Account

[ Proxy requests for Access Server

[ Redirect requests From pork 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure

port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate | Acronis Access =
aﬂ;mte I ll __I

[ Redirect requests from port 80

¥ Local System Account

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help
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5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

(5] Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | 127.0.0.1] |

{* Local System Account

" This Account
File Store Path | E:\FileStorePath

Port 57387

Configuration Log

Help 0K | Cancel | Apply

6. Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

3. Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

For PostgreSQL do the following:

1. Open the Failover Cluster Manager.
Find and select the PostgreSQL Generic Service resource.

Right-click on it and select Properties.

s W N

Click on the Registry Replication tab.



5. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

6. Move the Acronis Access role to the second node.

Using the Configuration Utility on the second node
1. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility

2. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

(] Acronis Access Configuration Utility -

Access Web Server  Access Mobile Gateway ] File Repository ]
Server Endpoint Service Account
Add The Client A P

ress | e Client Access j s
Port 4430
Certificate | Acronis Access
[ Proxy reguests for Access Server
-
Configuration Log

‘h

T
i
o

el
=
=
[=]

P8

Help 0K | Cancel | |

3. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.




Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mohile Gateway I File Repositary I
—Server Endpaint Service Account
Address IThe Client Access IP ;l

Port |443,—

Certificate I Acronis Access _I

gah?gmte I— ll —_I

{¥ Local System Account

[ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

4. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

Access Web Server I Access Mobile Gateway  File Repository |
Server Endpoint —Service Account
Address | 127.0.0.1] |

Port 5787

% Local System Account

" This Account I
File Store Path | E:\FileStorePath s |
Confirm Password I

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

5. Click OK to complete the configuration and restart the services.
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3 Upgrading

In this section

Upgrading from Acronis Access to @ NEWEr VErSiON ........cceeeecvvrveeeeeeeennn. 58
Upgrading to Acronis Access Advanced........ccccceeecciivieeeeeeecicciiineeeee e 60
Upgrading from mobilEcho 4.5 or earlier ......cccooeeceviieeeeeieeccciieeeee e, 61
Upgrading from activEcho 2.7 or earlier.....ccccceeeeecieeecccieee e, 106
Upgrading Gateway ClIUSTEIS........ccccveeeiiiieeeecee et e 132
Upgrading Load-balanced configurations..........ccccevveeiiiieeeiccieee e, 134

3.1 Upgrading from Acronis Access to a newer version

The upgrade procedure from a previous version of Acronis Access is a simplified process and requires
almost no configuration.

Backup the vital components:

The Apache Tomcat folder

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files
and log files will be removed. We recommend you make a copy of the Apache Tomcat folder, which
by default is found here: C:\Program Files (x86)\Acronis\Access\Common\.

We recommend that you backup the web.xml file before updating. Your web.xml file will be
overwritten on upgrade. On versions 7.1.2 and newer, you can find a backup at C: \Program Files
(x86)\Acronis\Access\Access Server\Web
Application\WEB-INF\<timestamp>.previous.web.xml. If you have made any specific
changes that you wish to retain (excluding Single Sign On, those changes are preserved) , you will
have to manually copy and paste your changes from the old file.

The PostgreSQL database

The following method creates an *.sql file containing a text representation of the source database.

1. Opena Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

2. Once your current Command Prompt directory is the bin folder, enter the following line:

pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup.sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database

3. A'"Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.



Note: Typing the password will not result in any visual changes in the Command Prompt window.

4. Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:
pg_dumpall -U postgres > alldbs.sql

Where al ldbs.sql will be the generated backup file. It can include a full path specification, for instance
D:\Backups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.htm|
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http://www.postgresql.org/docs/9.2/static/backup.htm|
http://www.postgresql.org/docs/9.1/static/backup.htm|

The Gateway Server(s) database(s)

1. Go to the server on which you have your Acronis Access Gateway Server installed.
2. Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

3. Copy the mobilEcho.sqlite3 file and paste it in a safe location.

The Acronis Access configuration file

1. Navigate to the Acronis Access installation folder containing the configuration file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Access Server

2. Copy the acronisaccess.cfg file and paste it in a safe location.


http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/backup.html

Upgrade

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

3. Press Next to begin.
Read and accept the license agreement.
5. Press Upgrade.

6. Review the components which will be installed and press Install.
7. Review the installed components and close the installer.

8. You will be prompted to open the Configuration Utility, press OK.

Acronis Access Setup Utility |

'\-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

9. Verify that none of the settings in the Configuration Utility have changed. After you have verified
all of your settings are as expected, press OK to close the Configuration Utility and start the
Acronis Access services.

3.2 Upgrading to Acronis Access Advanced

In order to upgrade your Acronis Access Server to the Advanced version, all you need is a Acronis
Access Advanced license key.

To do so:

1. Open the Acronis Access Web interface as an administrator.



2. Open the General Settings tab and click on Licensing.
3. Addyour license.

Adding a new license

1. Copy your license key.

2. Pasteit in the Add license key field.

3. Read and accept the licensing agreement by selecting the checkbox.
4. Press Add License.

3.3 Upgrading from mobilEcho 4.5 or earlier

In this section

Before YOU BEEIN.......coiiiiiee ettt ettt e et e 61
The UPErade PrOCESS .....ueeieevieieeeiieeeeetteeeeettee e eettee e eetae e e e etaeeessraneesennes 67
Downgrading to MobilEChO 4.5..........ooeiiiieeeeeeeecee e 105

3.3.1 Before You Begin

Back up mobilEcho before upgrading

Please back up the data files used by your existing mobilEcho server. The Acronis Access installer
backs up these files, but to be safe, it is recommended that you have you own backup copy before
you begin the upgrade.

The process for backing up and restoring a mobilEcho 4.5 or earlier server can be found here:
http://docs.grouplogic.com/display/MobilEcho/mobilEcho+Server+Backup+and+Restoration

Upgrade your version of mobilEcho to version 4.5 before proceeding with the
upgrade to Acronis Access.

Know your configuration
Before you proceed with the upgrade make sure you know the following:

= Do you have both mobilEcho and activEcho installed?
= Are they on the same computer or on separate machines?

= Which ports is mobilEcho using? On which port is the File Server and on which port is the
Management server?

= Which port is activEcho using? Is the File Repository on the same machine?

Enhancements

Acronis Access includes a number of enhancements that improve the configuration and management
of mobilEcho servers, as well as consolidate management of both the mobilEcho and activEcho
products into a single console. This guide will describe the architectural and functional changes you'll
need to consider as you upgrade to Acronis Access.



In Acronis Access, you don't need to setup Network Reshare Path Mapping, because we're doing it
automatically, but you have to have a "Folder" Data Source created that points to each server
hosting home directories.

You must carefully plan for your upgrade

Acronis Access introduces extensive architectural and functional changes to mobilEcho’s software
services, database/settings locations, and administration. While these changes introduce powerful
new features and integration, the upgrade to Acronis Access requires careful consideration.

For single server deployments of mobilEcho, the process is fairly straightforward. If you are using a
reverse proxy server, a load balancer, have multiple mobilEcho servers, or are using Microsoft
Failover Clustering, it is essential that you understand the upgrade considerations in this document
for your specific scenario.

This document includes the details you need to plan for and safely upgrade to Acronis Access. It is
highly recommended that you perform this upgrade on a test environment that simulates your
unique mobilEcho deployment, before you upgrade your production mobilEcho server(s).

Load balanced mobilEcho servers and Microsoft Failover Clusters

If you have deployed multiple mobilEcho servers front-ended by a load balancer or if you are running
mobilEcho on a Microsoft Failover Cluster, you will need to upgrade to Acronis Access 5.1 or newer.
A new feature has been introduced in 5.1 that allows groups of load balanced Gateway servers to be
automatically administered from within the Acronis Access Server console. This feature eliminates
the need to replicate registry settings and script updates to your servers. Adding a new data source
(volume) to your servers is a one step process that is handled automatically by the management
console. For more information, visit the Cluster Groups article.

Installing and upgrading mobilEcho on a Windows Failover Cluster is a complicated process. The architecture
changes introduced in mobilEcho 5.0 require change to the way mobilEcho works on Windows Failover Clusters.

For instructions on installing Acronis Access on a cluster, visit the Installing Acronis Access on a cluster (p. 17)
article.

For instructions on upgrading a mobilEcho cluster to a Acronis Access cluster, visit the Upgrading Acronis Access
on a cluster (p. 138) article.

Architectural and Terminology Changes

Acronis has consolidated the mobilEcho and activEcho products into a common software platform.

These two products continue to be licensed separately and can be used separately or together, but
they now share a common installer and administration console. This common web-based console is
called the Acronis Access Server.

mobilEcho 4.5 and earlier included two management consoles:

mobilEcho Administrator — This Windows program was used to define the file share “Volumes” that
were available to mobilEcho clients, to monitor active users, and to configure general mobilEcho File



Access Server settings.

mé mobilEche - [PEZTEST] - mobilEche HIE E3

P

File Server services running normally. Q

Help...

About...

Suspend File Sharing | -_
Licensing...
Check for Updates

Active Sessions: 4
Licenses Used: 2

|§|

Users Yolumes Settings

4.5.1x103

mobilEcho Client Management Administrator — This web-based console was used to onboard,

monitor and remote wipe mobilEcho client users, to define client security and configuration policies,
and to assign the mobilEcho servers, network folder shortcuts, and synchronized folders that appear
automatically within the mobilEcho app.

mobilEcho

Client Management Administrator

Manage Group Profiles

Group profiles configure the mobilEcho cllent's application settings, capabilities, and the list of available servers shown to the group members. The group
profile list is shown in the order of precedence. The first group in thelist that a user belongs to will determine their profile.

Filter by | Name 3 ‘

Common Name / Display Name Distinguished Name Enabled

Marketing CN=Marketing, OU=Groups,DC=glilabs,DG=com ™y 4 delete
Groupt CN=Group? CN=Users DG=glilabs,DC=com ™~ 4 delete
Group2 CN=Group2,CN=Users, DC=glilabs,0C=com ™ ] delete

CN=Domain Users,CN=Users,DC=glilabs,DC=com

© 2002-2013 Acronis Intemational GmbH. Al rights reserved. | Help

With the release of Acronis Access, these two management consoles have been combined into a
single web-based console called Acronis Access Server.

Leave Adminisiration & & administrator ~

Acronis

ACCESS Group Policies User Policies Allowed Apps Default Access Restrictions

Manage Group Policies

Group policies configure the mobile client's application settings, capabilities and security settings. The group policy listis shown in

the order of precedence. The first group in the list thal a user belongs to will delermine their poiicy
< Add Group Policy Fillerby Name v Fiter Reset
Common Name / Display Name Distinguished Name Enabled
CN=Demo Users OU=Groups DC=glilabs, DC=com T ‘L i :
CN=Domain Admins, CN=Users, DC=giilabs, DC=com ™ v x

The Acronis Access Server is a web application that fills the following roles:

®  mobilEcho administration console
" activEcho administration console

" activEcho client web interface



If you are only using the mobilEcho product, your existing mobilEcho Client Management
Administrator web console (typically running on port 3000 of your mobilEcho server) will be
upgraded to an Acronis Access Server web console when you upgrade to Acronis Access.

The functions within the mobilEcho Administrator Windows program are now handled by the Acronis
Access Server web console. Upon upgrading to Acronis Access, you will no longer use the mobilEcho
Administrator to configure your mobilEcho File Access Server service and it will be removed from
your mobilEcho server.

Settings are no longer stored in the Windows Registry

Earlier versions of mobilEcho stored mobilEcho File Access Server settings and configured Volumes in
the Windows Registry. When upgrading to Acronis Access, these settings are moved to an internal
SQL database. If you have any automated processes that add mobilEcho Volumes directly to the
Windows Registry, or that back up mobilEcho’s registry settings, these processes will need to be
modified to act on the SQL database instead.

On an upgraded server, this SQL database is located here by default:

C:\Program Files (x86)\Group Logic\mobilEcho Server\database\mobilEcho.sqlite3

If you are managing Volumes for a set of load balanced mobilEcho servers by directly editing the
registry, a new clustered mobilEcho server management feature is being introduced that will
alleviate the need to make Volume changes in the registry.

Administering your Acronis Access server

Existing settings

All existing mobilEcho 4.5 or earlier volumes, enrolled users, policies, assigned servers and folders,
and allowed apps are migrated to your Acronis Access Server during the upgrade process. Existing
mobilEcho client users will continue to connect to the server without any client side changes
necessary, and will receive the same policies and data sources. While it is recommended they
upgrade to the Acronis Access iOS client app or Acronis Access Android client app, older versions of
the client app are compatible with the Acronis Access server.

Configuring server administrators

Any existing users or groups configured as mobilEcho administrators before your upgrade to Acronis
Access continue to have full admin rights to the Acronis Access Server web console. Acronis Access
introduces new role-based admin rights that can be used to limit admin capabilities for specific users



or groups. To add or edit administrators, visit the Administrators page on the General Settings menu.
Add Provisioned LDAP Administrator Group

Selected group:

Administrative Rights

Full administrative rights?

¥/ Can manage users?

¥ Can manage mobile data sources?
7| Can manage mobile policies?
7

Can view audit log?

Find group that  begins with ¥ Search

atels] Cancel

Email Templates

If you have customized the email template used for the mobilEcho Enrollment Invitation email that is
sent to your users, this email template is not migrated when upgrading to Acronis Access. There is a
new interface for editing email templates. In the Acronis Access Console, you will need to open the
Email Templates page in the General Settings menu and modify the email template as required. For
more information, visit the Email Template Settings article.

Note: A copy of your previous mobilEcho templates can be found in the Legacy mobilEcho files folder by default
located here: C: \Program Files (x86)\Group Logic\Access Server\Legacy mobilEcho files. The
files are named invitation.html.erb and invitation.txt.erb. These files can be used as a reference when
customizing the new templates.

Leave Adminstraton & & administrator »

Acronis
Access

Email Templates

server can be customaed 1o meet your needs
ritlen in ERB, embedded Ruby Fle:

SelectLanguage. | Englsh v

Select Emad Tempiate.  Eny for moble access v

Avatatie Parameters  @INVItation.emai - User's emal address
@invitation.pin - User's PN
@invitation.display_name - Use:
@management server_address

@invitation.
@app_name - App
@is_good - True If 3
@send_os_instructions - Tr
@send_android_instruction:
@locale - Lecale code for this

Data Source / Volume management

Acronis Access consolidates the server administration features of the mobilEcho Administrator
Windows program and the mobilEcho Client Management Administrator web console into a single
web interface. By doing so, the concept of Volumes is no longer required.



Giving users access to a new file share or SharePoint location is now a one step process. To do so,
click Add New Folder on the Folders tab of the Data Sources page. In this single step, you will:

1. Give the Folder a Display Name that your users will see
2. Select the Gateway Server you would like to use to provide access to this data source

3. Select the type of data source: Local folder on the Gateway Server, SMB/CIFS share, SharePoint
Site or Document Library, or activEcho server.

Select whether this folder is automatically synchronized to the users is it assigned to.

5. Select whether this folder is displayed in the root of the mobilEcho server, assuming your users
are configured to allow browsing the root of the server.

6. Assign this folder to a collection of Active Directory (AD) users or groups so that it automatically
appears in their mobilEcho app.

Edit Folder

Display Name: Demo Share

Select the Gateway Server to use 1o give access 1o this data source:
Local (192.168.1.141:443

Data Location:  On the Gateway Server v

Enter the path to the local folder on this Acronis Access Gateway Server that you would like to share.
(Example: "E-\Shares\Documents\") You can include the wildcard string %USERNAME in the path, in
which case the wildcard will be replaced with the user's username.

Path: D:\Demo Share
Sync: | MNone v

Show When Browsing Server

[[] Require Salesforce.com Activity Logaing « B

Assign This Folder to a User or Group

Find User or Group that | begins with v Search

This folder is assigned to:

Common Name Distinguished Name

Save Cancel

To configure a Gateway Server to automatically appear in the mobilEcho client app, use the Gateway
Servers Visible on Clients tab. On this page you can assign AD users or groups to your Gateway
Server(s) and these users will see these servers listed in their mobilEcho app. They will be able to

view and browse into any Folders that have the “Show when browsing server” property enabled AND
that they have file permissions to access.

Foiders Gal y Servers Visible on Clients Assigned Sources

Gateway Servers Visible on Clients

Display Name ~  Server Address

Assigned to
Local 192.168.1.141:443 Domain Admins @

Main Server 192 168.1.140.443 Demo Users @z



Start using advanced mobilEcho Client Management features

If your existing mobilEcho server did not have the mobilEcho Client Management features configured,
the Acronis Access install process will guide you though the basic configuration that will allow you to
start using these advanced features.

To get started you will be asked for LDAP settings to allow Acronis Access Server to enumerate your
Active Directory users and groups and for SMTP settings so that enrollment email invitations can be
sent to your users.

Once this configuration is performed, you can take advantage of user and group policies, per-device
tracking and many additional features.

New Audit Logging option

Acronis Access includes a new Audit Logging feature that allows Acronis Access Gateway servers to
report all file activities back to the Acronis Access web console. These activities are stored in a
consolidated Audit Log that can be used to audit all file operations being performed by users.

Audit Logging is disabled by default on Gateway Servers. To enable audit logging on a Gateway Server,
visit the Gateway Servers page, click the Details button for the desired server, then select the Audit
Logging option on the Logging tab.

Main Server

Status  Logging  Active Users

It is recommended that the Debug Logging setting only be changed at the reguest of a customer support
representative. Additional debug logging can be useful in troubleshooting problems on the server.
Please consult the documentation for more information on where log files are located.

Audit Logging Archive Log File
[] Debug Logging

Close

Events will then be logged into the Audit Log, accessible from the main menu of the Acronis Access
Server.

3.3.2 The Upgrade Process

Acronis Access Upgrade Process

First, please identify the type of mobilEcho deployment you will be upgrading. The instructions for
these scenarios are detailed in the next section of this document. The most common scenarios are:
1. Single mobilEcho Server without Client Management configured

= Asingle Windows server, running the mobilEcho File Access Server service only
2. Single mobilEcho Server with Client Management

= Asingle Windows server, running both the mobilEcho File Access Server service and the
mobilEcho Client Management service

3. Multiple mobilEcho Servers with Client Management



= Multiple Windows servers running the mobilEcho File Access Server service, with one of
those Windows servers also running the mobilEcho Client Management service

4. Multiple mobilEcho Servers front-ended by a load balancer

®  One standalone Windows server running the mobilEcho Client Management service, and two
or more Windows servers running the mobilEcho File Access Server service only, front-ended
by a load-balancer.

5. Windows Failover Cluster
= Supported in version 5.0.3 or newer.

= A multi-node Windows Failover Cluster running mobilEcho on 1 or more active/active or
active/passive virtual servers.

Important notes on Scenario 4 — Load Balanced mobilEcho File Access Servers

If you are running multiple mobilEcho File Access Servers front-ended by a load balancer, each of these
mobilEcho servers must be kept configured with identical mobilEcho Volumes, so that users can connect to any
node to access their files. The most common way to maintain identical Volumes on these sets of load balanced
servers is to replicate the mobilEcho Volumes settings, which are stored in the registry in mobilEcho 4.5 or
earlier.

In Acronis Access, the Volumes settings have been moved into a SQL database. If you upgrade to Acronis Access,
your existing scripted registry updates used when adding new volumes to your mobilEcho servers will cease to
work. A new feature has been introduced in 5.1 that allows groups of load balanced Gateway servers to be
automatically administered from within the Acronis Access Server console. This feature eliminates the need to
replicate registry settings and script updates to your servers. Adding a new data source (volume) to your servers
is a one step process that is handled automatically by the management console. For more information, visit the
Cluster Groups article.

Important notes on Scenario 5 — Windows Failover Cluster

Installing and upgrading mobilEcho on a Windows Failover Cluster is a complicated process. The architecture
changes introduced in mobilEcho 5.0 require change to the way mobilEcho works on Windows Failover Clusters.

For instructions on installing Acronis Access on a cluster, visit the Installing Acronis Access on a cluster (p. 17)
article.

For instructions on upgrading a mobilEcho cluster to a Acronis Access cluster, visit the Upgrading Acronis Access
on a cluster (p. 138) article.

In this section

Upgrading a single mobilEcho server without Client Management configured 69

Upgrading a single mobilEcho server with Client Management enabled83

Upgrading multiple mobilEcho servers with Client Management......... 100

Upgrading a single mobilEcho server with Client Management enabled and an activEcho server 105



3.3.2.1 Upgrading a single mobilEcho server without Client Management
configured

Scenario 1 - Upgrading a single mobilEcho server without Client Management configured

mobilEcho File Access Server only

VPN, HTTPS
Reverse Proxy or

n E FileAccess  Firowall Route \

a

- n

In this scenario, you have a single Windows Server running just the mobilEcho File Access Server
service. With this architecture, you have not enabled the optional mobilEcho Client Management
Administrator web console and are not using mobilEcho’s policy and remote management features.
When your users set up mobilEcho, they manually enter their server name, username, and password
into the mobilEcho app.

When upgrading to Acronis Access, your mobilEcho File Access Server is upgraded to an Acronis
Access Gateway Server. This service will continue to accept connections from mobilEcho clients and
to act as the gateway to any file server, NAS or SharePoint data sources your users are accessing.

The upgrade will also install the Acronis Access Server web console. This new console replaces the
mobilEcho Administrator Windows program previously used to administer your mobilEcho server.
The Acronis Access Server web console allows you to administer your mobilEcho servers from one
unified web interface and will allow you to take advantage of additional client management features
if you desire.

To perform an upgrade to Acronis Access:

1. Backup all of the necessary files following these guides: mobilEcho 4.5 Backup and/or activEcho
2.7 backup.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Download the Acronis Access Server installer to your mobilEcho server and run the installer.
a. To access the latest installer, please visit: http://www.grouplogic.com/web/aalatest

b. You will need to enter your product serial number for verification before downloading the
installer.



c. Theinstaller file is named: AcronisAccessAdvancedSetup.exe
4. Click Next on the Welcome Screen.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access,

6.0.0x155 Mext = I Cancel

5. Please accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS il
SOFTWARE LICENSE AGREEMENT

FLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CAREFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO LI

TTATTITT AT WTTTT CTMMATIT AT A FATATTTAT A AT, T ST IETsT o

< Back I I Accept this agreement | Cancel |

6. Click the Upgrade option to automatically upgrade your mobilEcho File Access Server service to
an Acronis Access Gateway Server. In the upgrade process, the Acronis Access Server and its
required services will also be installed.



Note: Do not choose Custom and install only the Acronis Access Gateway Server. The Acronis Access
Server is the new web console that replaces the mobilEcho Administrator Windows program. It is
required to administer your mobilEcho server. If you do not install it, you will have no means to change
your mobilEcho settings or to give access to new file shares.

Acronis Access Setup Options

Acronis Access

—Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server and
associated companents.

Note: The Custom options should only be vsed for specialized configurations.

Uninstall... | Custom... | | Upgrade. .. I Cancel |

7. Select an installation location for the Acronis Access components being installed. If you are
upgrading an existing mobilEcho server, these paths will default to your existing installation
location. We recommend you do not change these installation paths.

Select Target Path

Acronis Access

Acronis Access Server

I C:\Program Files (x88)\Group Logic\Access Server!, Browse. .. |

Acronis Access File Repository

I C:\Program Files (x86)\Group Loqic\File Repository Browse... |

Acronis Access Configuration Utlity

I C:\Program Files (x86)\Group Logic\Configuration Uitlity', Browse... |

< Back | Mext = I Cancel |

8. The Acronis Access Server uses a PostgreSQL database to store its settings. This database is
required and is installed automatically.

Note: Please enter and confirm a Super-User password for the “postgres” administrative account. Be
sure to record this password in a safe place.




Note: It is not recommended that you alter the PostgresSQL install location or port.

PostgresQL Configuration

Acronis Access

—PostgreSQL Install Location:

Base Path: IC:'lPDsbgrESQL'l,Q.Z'l, Browse. .. |
Data Path: IC:'lPDsbgrESQL'l,g.Z'l,Data'l, Browse... |

—PostareSQL Super-User Credentials: (will be created if necessary)

PostgreSQL Super-User password: I FEEEETEEE

Re-enter password: | TEEEEEEEY

PostgreSQL Port: | 5432

< Back | Mext = I Cancel |

Please review the services being installed and upgraded. Then click Install to begin the upgrade.

Acronis Access Install Warning

Acronis Access

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services,

Acronis Access Server v, 6,0.0,155
+ Acronis Access Tomcat web server v, 7.0.42
+ Java Runtime Environment v. 7.0.510
Acronis Access Gateway Server v, 4.5.2.103 = v, 6.0.0.125
Acronis Access File Repository v, 6.0.0.155
Acronis Access Configuration Utility v. 6.0.0.155
PostgreSQL Database Server v, 9.2.4

< Back | Install I Cancel |

Note: All required components will be automatically installed in sequence. This may take 5 to 15
minutes depending on your server. Future upgrade installs will be quicker.
Acronis Access Component Installation N

Acronis Access

Installing Acronis Access Server. .

Waiting for product installation to complete - this could take several minutes...




10. Once installation has completed, a summary of the components installed is shown. Click Exit to
continue.

Acronis Access Setup completed

Acronis Access

The following 7 products were installed or upgraded:

Acronis Access Server version §.0.0.155

+ Acronis Access Tomcat web server v, 7.0.42

+ Java Runtime Environment v, 7.0.510 &4-bit
Acronis Access Gateway Server version 6.0.0,125
Acronis Access File Repository version 6.0.0, 155
Acronis Access Configuration Utility version 6.0.0. 155
PostgreSQL Database Server 64-bit 9.2.4

View Log |

11. At this point in the upgrade process, all necessary software has been installed, but you must now
configure the network interfaces, ports, and certificates that will be used.

IMPORTANT NOTE: If you do not proceed with this configuration step, your mobilEcho server will not
be functional. This step is mandatory.

When exiting the installer, you will be prompted to run the Acronis Access Configuration Utility. Click
OK to continue.

Acronis Access Setup Utility x|

"-.I The installation is complete but further configuration is required.

=" Click OK to run the Acronis Access Configuration Utility.

If you accidently skip this step or need to change your network interfaces, ports, or certificates in the
future. You can manually run the configuration utility at any time.

On upgraded mobilEcho servers, the utility’s default location is:

C:\Program Files (x86)\Group Logic\Configuration Utility\AcronisAccessConfiguration.exe

12. Within the Configuration Utility, the Gateway Server tab is used to configure your Acronis Access
Gateway Server’s network address, port, and certificate. The Acronis Access Gateway Server is
the core mobilEcho service that your mobilEcho clients connect to and that gives access to your
file servers, NAS, and SharePoint servers. This service was called the mobilEcho File Access Server
prior to Acronis Access.



Note: You existing settings are retained. Please confirm that these settings match your existing
mobilEcho File Access Server settings. This service typically runs on all available network addresses on
port 443. If you have an existing SSL server identity certificate, it will be automatically selected. If you
do not, a self-signed certificate will be generated.

(5] Acronis Access Configuration Utility -

Access Web Server  Access Mobile Gateway ] File Repository ]

Server Endpoint Service Account
Address | Internal IP j

Port 4430

Certificate | Acronis Access J

o

[ Proxy reguests for Access Server

-

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help 0K | Cancel | |

13. The Access Server tab is used to configure your Acronis Access Server’s network address, port,
and certificate. The Acronis Access Server is the web console that is used to perform all server
administration and remote client management. This console replaces the mobilEcho
Administrator Windows program and is required.

Note: Please review the settings for the Access Server. The default settings are recommended. This web
console typically runs on all available network addresses on port 3000. If you have an existing SSL

server identity certificate, it will be automatically selected. If you do not, a self-signed certificate will be
generated.

& Acronis Access Configuration Utility |

'Gateway Server Access Server | File Repository |

Server Endpoint Service Account

Address I All available addresses j ’75' [l Systen Areaunk
Paort IW

Certificate I Acronis Access _I

[ Redirect requests from port 80

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel Apply




14. Acronis Access Server requires that a File Repository location be selected. If you are using
mobilEcho only, this File Repository will not be used to store anything, but setting a location is

still required.

This repository is used by Acronis’ activEcho file sync and share features.

These features will not be

enabled if you are upgrading a server that does not already have them installed, but you can chose to

enable them at a later time, if desired.

The default location for the File Repository is:

C:\ProgramData\Acronis\Access\FileStore

If you would like to try out activEcho in the future, you may want to select a location on a data drive

instead of the C: drive. This location can be modified post-install, too.

© Acronis Access Configuration Utility
Access Web Server I Access Mobile Gateway  File Repository l
Server Endpoint Service Account
Address | All available addresses j £+ el Syt Pl
Port 5787
(" This Account
File Store Path | C:\ProgramData'\Acronis\acce ...
Configuration Log
oading settings for File Repository
Settings for File Repository loaded successfully
oading settings for Access Mobile Gateway
Settings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server
Settings for Access Web Server loaded successfully
Help Ok | Cancel | ‘

15. Click OK to exit the Configuration Utility and apply these settings.

16. You will now log into the Acronis Access Server web console for the first time to complete your
configuration. You will be prompted to click OK to launch a web browser and complete this

configuration.

Acronis Access Configuration Utility |

Acronis Access has been configured successfully and is starting
up. Please dick OK to launch a web browser and continue setting
up your server using the web interface, or Cancel to exit the
Configuration Utility,

[ 1]

Cancel

Required initial configuration of Acronis Access:

1. The Acronis Access Server web console should open automatically after completing the steps
above. It may take 30 seconds or so for the services to start up and the web page to load for the

first time.



2.

If the web page does not load automatically, open a web browser and navigate to the Access
Server HTTPS address and port you selected in the Configuration Utility.

a. For example: https://mobilecho.mycompany.com:3000 or https://localhost:3000

Note: Most of the settings in the SMTP, General Settings and LDAP pages should already be present from
your mobilEcho installation.

Acronis Access Server requires that a local administrator account be created. Please enter and
confirm a password for this local administrator account.

Acronis
Access

Welcome to Acronis

Access!

Please set the initial password for the:
Administrator.

Set Password

© 2002-2014 Acronis Intemational GmbH. All rights reserved. | Version 6.0.0x155 |

The username for this local administrator accountis: administrator

b. Keep this local administrator password in a safe place. It will be needed to log in as an
administrator, until you configure additional administrative users.

c. Onceyour server is configured, you will be able to designate additional Active Directory users
or groups to act as administrators of the server.

You will now be presented with a setup wizard that will guide you though the remainder of the

configuration process.

Licensing



a) You will be prompted to enter the new type of license or continue using your old mobilEcho
license.

6. SMTP settings

Acronis
Access

& administrator ~

SMTP

Acronis Access Server uses the configured SMTP server to send emails to invite users to share or enroll moblie
devices, as well as notify users and administrators of server activity.

SMTP Server Address | smip.example.com
SMTP Server Port 587
Use secure connection? [¥]
From Name mobilEcho Invitation
From Email Address | Invitation@example.com

Use SMTP
authentication?

Send Test Email Skip SMTP Setup

a. You will be prompted to configure the SMTP settings used by the Access Server to send email
alerts and client enrollment invitations.

b. There is an option to send a test email to confirm these settings.
7. LDAP settings

Acronis
Access LDAP

& administrator =

Licensing Directory Services can be used to provide mobile access 1o users in your organization. LDAP is required for
managed mobile access.

Enable LDAP? [¥]

LDAP Server Address dam exmaple com

LDAP Server Port 3268

Use Secure LDAP [
Connection?

LDAP Username examplewser

LDAP Password ssssenses

LDAP Password ssssanses
Confirmation

LDAP Search Base dc=example, dc=com

Domains for LDAP example com
Authentication

EECl  skip LDAP Selup

a. The Acronis Access Server needs an LDAP connection to search your Active Directory for the
users and groups you would like to assign policies and data sources to.

b. Please enter the LDAP information for an Active Directory server on your network. If you
have a multi domain network this will need to be a Global Catalog Server on port 3268 or
3269 (for SSL connections). Tool tips are provided for each field for more detail.

c. You are required to configure an LDAP username and password to be used when the server
makes request to LDAP.



d. The LDAP settings you enter will be tested when you save them.

8. Local Gateway Server — Client connection address

4l Local Gateway Server

our local gateway server |s being administered via address 10.11.1 47:445. What address should cliert connections use

a. Your mobilEcho Gateway Server has been automatically paired for administration by your
Acronis Access Server web console. This connection is made by IP address by default, and can
be modified later.

b. In this step, you will need to enter the network address that your mobilEcho clients use to
connect to this mobilEcho server. This is typically a DNS address and may be the DNS address
of this server, but could be the address of a proxy server used to gain access to this server.

9. Your initial configuration is now complete.

a. Click Finish Configuration to continue.

Upgrading Acronis Access 6.0 to 7.x or newer:

Once you have confirmed that the upgrade is successful, you can continue the upgrade to the latest
version by following the steps below..The upgrade procedure from a previous version of Acronis
Access is a simplified process and requires almost no configuration.

Backup the vital components:

The Apache Tomcat folder

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files
and log files will be removed. We recommend you make a copy of the Apache Tomcat folder, which
by default is found here: C:\Program Files (x86)\Acronis\Access\Common\.

We recommend that you backup the web.xml file before updating. Your web.xml file will be
overwritten on upgrade. On versions 7.1.2 and newer, you can find a backup at C: \Program Files
(x86)\Acronis\Access\Access Server\Web
Application\WEB-INF\<timestamp>.previous.web.xml. If you have made any specific
changes that you wish to retain (excluding Single Sign On, those changes are preserved) , you will
have to manually copy and paste your changes from the old file.

The PostgreSQL database

The following method creates an *.sql file containing a text representation of the source database.

1. Opena Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

2. Once your current Command Prompt directory is the bin folder, enter the following line:



pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup. sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database

3. A'"Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.

Note: Typing the password will not result in any visual changes in the Command Prompt window.

4. Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:
pg_dumpall -U postgres > alldbs.sql

Where al Lldbs .sql will be the generated backup file. It can include a full path specification, for instance
D:\BacRups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.htm|
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.htm|

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http://www.postgresql.org/docs/9.2/static/backup.htm|
http://www.postgresql.org/docs/9.1/static/backup.htm|

The Gateway Server(s) database(s)

1. Go to the server on which you have your Acronis Access Gateway Server installed.
2. Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

3. Copy the mobilEcho.sqlite3 file and paste it in a safe location.

The Acronis Access configuration file

1. Navigate to the Acronis Access installation folder containing the configuration file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Access Server

2. Copy the acronisaccess.cfg file and paste it in a safe location.


http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/backup.html

Upgrade

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

3. Press Next to begin.
Read and accept the license agreement.

5. Press Upgrade.
6. Review the components which will be installed and press Install.
7. Review the installed components and close the installer.

8. You will be prompted to open the Configuration Utility, press OK.

Acronis Access Setup Utility |

'\-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

Verify that none of the settings in the Configuration Utility have changed. After you have verified all
of your settings are as expected, press OK to close the Configuration Utility and start the Acronis
Access services.




Working with your mobilEcho Gateway Server

Your Gateway Server is automatically registered during the setup process and will appear in the
Gateway Servers list, where you can adjust its settings and view its details and status.

Foiders Gateway Servers Visible on Clients ~ Assigned Sources

Gateway Servers Visible on Clients

Display Name ~| Server Address | Assigned to
Local 192.168.1.141 TG, Demo Users @
Main Server it glilabs.com Domain Admins rd

When it was registered, the Volumes that existed on the mobilEcho Gateway Server prior to being
upgraded to Acronis Access were imported into the Data Sources — Folders list.

Folders  Gateway Servers Visible on Clients  Legacy Data Sources  Assigned Sources

Add New Folder

Folders

Folders define the file content locations that Acronis Access gives access to. Folders can be assigned to users and groups, so that they automatically
appear in the mobile client app. Each user will receive the collection of resources that is assigned to their user account and any groups they have
membership in. They can also be configured to be shown when a user browses to the Gateway Server.

Add specific folder locations on your Galeway Servers and assign these folders to users or groups.

Type « Display Name % Server & =] % Path ¢ Sync w
B testfolder Local ] D:itestfolder None Zx
@ Access Local -] hittps://192.168.1.141:3000 None Fx
E A Thousand Files Local (] \egaltest files\10000 files None x
= SharePoint Local o hiip-/fsharepoint2010.glilabs.com:2229 None x



There are no longer “Volumes” in mobilEcho 5.0. Instead of using Volumes to share data sources, you
will now create Folders. These Folders have an optional “Show when browsing server” property.
When this option is enabled, the Folder will appear when a user browses the root of the Gateway
Server in their mobilEcho app, just as Volumes were displayed in mobilEcho 4.5 or earlier.

Edit Folder

Display Name: | test folder

Select the Gateway Server to use fo give access to this data source:

Local (192.168.1.141

Data Location:  On the Gateway Server v

Enter the path to the local folder on this Acronis Access Gateway Server that you would like to share. (Example
"E:\Shares\Documents\") You can include the wildcard string %USERNAMES in the path, in which case the wildcard will
be replaced with the user's usemame

Path: | D:\testfolder

Syne: | None v

Show When Browsing Server
[ Require Salesforce.com Activity Logging 5 &=
Assign This Folder to a User or Group
Find User or Group that | begins with ~ Search

This folder is assigned to:

Common Name Distinguished Name

All the Volumes from your mobilEcho 4.5 or earlier server were imported into to the Acronis Access
console as Folders with the “Show when browsing server” property enabled. So, they will continue to
appear when your users browse the root of a mobilEcho Gateway Server. Any Folders added later
can be configured to act like Volumes be enabling this setting. You can also begin using advanced
client management features, such as the ability to add Folders that automatically appear in the
mobilEcho client app for the list of Active Directory user or groups you assign them to.

As shown below, the 4 existing Volumes from this mobilEcho 4.5 server were imported into the
Folders list after Gateway Server registration, and they continue to appear when browsing the server
from the mobilEcho app.

Folders  Gateway Servers Visible on Clients  Legacy Data Sources  Assigned Sources

Add New Folder
Folders

Folders define the file content locations that Acronis Access gives access to. Folders can be assigned to users and groups, so that they automatically
appear in the mobile client app. Each user wil receive the collection of resources that is assigned to their user account and any groups they have
membership in. They can also be configured to be shown when a user browses to the Gateway Server.

Add specific folder locations on your Galeway Servers and assign these folders fo users or groups.

Type » Display Name % Server & a % Path % Sync 2
& testfolder Local o D-\testiolder None #x
@ Access Local ] hitps //192.168.1.141:3000 None #x
E3 Thousand Files Local o \wegattest files\10000 fles None: #Fx
w SharePoint Local ] hitp:/isharepoint2010.glilabs.com:2229 None Zx



You can also begin to create and use client policies and officially enroll users with your server so that
they are managed by these policies. A Default policy that applies to all users can be enabled and
configured, or you can add custom policies based on Active Directory users and groups.

Once policies have been configured, you can use the Enroll Users page to send enrollment invitation
emails to your users so that they can enroll as managed users.

3.3.2.2 Upgrading a single mobilEcho server with Client Management
enabled

Scenario 2 - Upgrading a single mobilEcho server with Client Management enabled

File Access Server & Client Management Server

T e
61’-) ]

/ VPN, HTTPS
b Reverse Proxy or
File Access Server &  Firewall Route \ -
Client Management
o L Server services a

In this scenario, you have a single Windows server that is running mobilEcho 4.5 or earlier. This
server has both the required mobilEcho File Access Server service running and the optional
mobilEcho Client Management Server service enabled.

When upgrading to Acronis Access, your mobilEcho File Access Server is upgraded to an Acronis
Access Gateway Server. This service will continue to accept connections from mobilEcho clients and
to act as the gateway to any file server, NAS or SharePoint data sources your users are accessing.

Your mobilEcho Client Management Administrator web console will be upgrade to an Acronis Access
Server web console. This new web console allows you to administer your mobilEcho servers and
clients from one unified web interface.

To perform an upgrade of Acronis Access:

1. Backup all of the necessary files following these guides: mobilEcho 4.5 Backup and/or activEcho
2.7 backup.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Download the Acronis Access Server installer to your mobilEcho server and run the installer.
a. To access the latest installer, please visit: http://www.grouplogic.com/web/aalatest

b. You will need to enter your product serial number for verification before downloading the
installer.



c. Theinstaller file is named: AcronisAccessAdvancedSetup.exe
4. Click Next on the Welcome Screen.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access,

6.0.0x155 Mext = I Cancel

5. Please accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS il
SOFTWARE LICENSE AGREEMENT

FLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CAREFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO LI

TTATTITT AT WTTTT CTMMATIT AT A FATATTTAT A AT, T ST IETsT o

< Back I I Accept this agreement | Cancel |

6. Click the Upgrade option to automatically upgrade your mobilEcho File Access Server service to
an Acronis Access Gateway Server. In the upgrade process, the Acronis Access Server and its
required services will also be installed.



Note: Do not choose Custom and install only the Acronis Access Gateway Server. The Acronis Access
Server is the new web console that replaces the mobilEcho Administrator Windows program. It is
required to administer your mobilEcho server. If you do not install it, you will have no means to change
your mobilEcho settings or to give access to new file shares.

Acronis Access Setup Options

Acronis Access

—Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server and
associated companents.

Note: The Custom options should only be vsed for specialized configurations.

Uninstall... | Custom... | | Upgrade. .. I Cancel |

7. Select an installation location for the Acronis Access components being installed. If you are
upgrading an existing mobilEcho server, these paths will default to your existing installation
location. We recommend you do not change these installation paths.

Select Target Path

Acronis Access

Acronis Access Server

I C:\Program Files (x88)\Group Logic\Access Server!, Browse. .. |

Acronis Access File Repository

I C:\Program Files (x86)\Group Loqic\File Repository Browse... |

Acronis Access Configuration Utlity

I C:\Program Files (x86)\Group Logic\Configuration Uitlity', Browse... |

< Back | Mext = I Cancel |

8. The Acronis Access Server uses a PostgreSQL database to store its settings. This database is
required and is installed automatically.

Note: Please enter and confirm a Super-User password for the “postgres” administrative account. Be
sure to record this password in a safe place.




Note: It is not recommended that you alter the PostgresSQL install location or port.

PostgresQL Configuration

Acronis Access

—PostgreSQL Install Location:

Base Path: IC:'lPDsbgrESQL'l,Q.Z'l, Browse. .. |
Data Path: IC:'lPDsbgrESQL'l,g.Z'l,Data'l, Browse... |

—PostareSQL Super-User Credentials: (will be created if necessary)

PostgreSQL Super-User password: I FEEEETEEE

Re-enter password: | TEEEEEEEY

PostgreSQL Port: | 5432

< Back | Mext = I Cancel |

Please review the services being installed and upgraded. Then click Install to begin the upgrade.

Acronis Access Install Warning

Acronis Access

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services,

Acronis Access Server v, 6,0.0,155
+ Acronis Access Tomcat web server v, 7.0.42
+ Java Runtime Environment v. 7.0.510
Acronis Access Gateway Server v, 4.5.2.103 = v, 6.0.0.125
Acronis Access File Repository v, 6.0.0.155
Acronis Access Configuration Utility v. 6.0.0.155
PostgreSQL Database Server v, 9.2.4

< Back | Install I Cancel |

Note: All required components will be automatically installed in sequence. This may take 5 to 15
minutes depending on your server. Future upgrade installs will be quicker.
Acronis Access Component Installation N

Acronis Access

Installing Acronis Access Server. .

Waiting for product installation to complete - this could take several minutes...




10. Once installation has completed, a summary of the components installed is shown. Click Exit to
continue.

Acronis Access Setup completed

Acronis Access

The following 7 products were installed or upgraded:

Acronis Access Server version §.0.0.155

+ Acronis Access Tomcat web server v, 7.0.42

+ Java Runtime Environment v, 7.0.510 &4-bit
Acronis Access Gateway Server version 6.0.0,125
Acronis Access File Repository version 6.0.0, 155
Acronis Access Configuration Utility version 6.0.0. 155
PostgreSQL Database Server 64-bit 9.2.4

View Log |

11. At this point in the upgrade process, all necessary software has been installed, but you must now
configure the network interfaces, ports, and certificates that will be used.

IMPORTANT NOTE: If you do not proceed with this configuration step, your mobilEcho server will not
be functional. This step is mandatory.

When exiting the installer, you will be prompted to run the Acronis Access Configuration Utility. Click
OK to continue.

Acronis Access Setup Utility x|

"-.I The installation is complete but further configuration is required.

=" Click OK to run the Acronis Access Configuration Utility.

If you accidently skip this step or need to change your network interfaces, ports, or certificates in the
future. You can manually run the configuration utility at any time.

On upgraded mobilEcho servers, the utility’s default location is:

C:\Program Files (x86)\Group Logic\Configuration Utility\AcronisAccessConfiguration.exe

12. Within the Configuration Utility, the Gateway Server tab is used to configure your Acronis Access
Gateway Server’s network address, port, and certificate. The Acronis Access Gateway Server is
the core mobilEcho service that your mobilEcho clients connect to and that gives access to your
file servers, NAS, and SharePoint servers. This service was called the mobilEcho File Access Server
prior to Acronis Access.



Note: You existing settings are retained. Please confirm that these settings match your existing
mobilEcho File Access Server settings. This service typically runs on all available network addresses on
port 443. If you have an existing SSL server identity certificate, it will be automatically selected. If you
do not, a self-signed certificate will be generated.

(2] Acronis Access Configuration Utility -

Access Web Server  Access Mobile Gateway | File Repository |

—Server Endpaint Service Account
Address I Internal IP ;I

Port I 4430

Certificate I Acronis Access _I

¥ Local System Account

r Proxy requests for Access Server

[T Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help | 0K I Cancel | Applhy |

13. The Access Server tab is used to configure your Acronis Access Server’s network address, port,
and certificate. The Acronis Access Server is the web console that takes the place of your
mobilEcho Client Management Server web console.

Note: Please confirm the settings match your existing mobilEcho Client Management Server settings.
This web console typically runs on all available network addresses on port 3000. If you have an existing

SSL server identity certificate, it will be automatically selected. If you do not, a self-signed certificate
will be generated.

& Acronis Access Configuration Utility |

'Gateway Server Access Server | File Repository |

Server Endpoint Service Account

Address I All available addresses j ’75' [l Systen Areaunk
Paort 3000

Certificate I Acronis Access _I

[ Redirect requests from port 80

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel Apply




14. Acronis Access Server requires that a File Repository location be selected. If you are using
mobilEcho only, this File Repository will not be used to store anything, but setting a location is

still required.

This repository is used by Acronis’ activEcho file sync and share features.

These features will not be

enabled if you are upgrading a server that does not already have them installed, but you can chose to

enable them at a later time, if desired.

The default location for the File Repository is:

C:\ProgramData\Acronis\Access\FileStore

If you would like to try out activEcho in the future, you may want to select a location on a data drive

instead of the C: drive. This location can be modified post-install, too.

© Acronis Access Configuration Utility
Access Web Server I Access Mobile Gateway  File Repository l
Server Endpoint Service Account
Address | All available addresses j £+ el Syt Pl
Port 5787
(" This Account
File Store Path | C:\ProgramData'\Acronis\acce ...
Configuration Log
oading settings for File Repository
Settings for File Repository loaded successfully
oading settings for Access Mobile Gateway
Settings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server
Settings for Access Web Server loaded successfully
Help Ok | Cancel | ‘

15. Click OK to exit the Configuration Utility and apply these settings.

16. You will now log into the Acronis Access Server web console for the first time to complete your
configuration. You will be prompted to click OK to launch a web browser and complete this

configuration.

Acronis Access Configuration Utility |

Acronis Access has been configured successfully and is starting
up. Please dick OK to launch a web browser and continue setting
up your server using the web interface, or Cancel to exit the
Configuration Utility,

[ 1]

Cancel

Required initial configuration of Acronis Access:

1. The Acronis Access Server web console should open automatically after completing the steps
above. It may take 30 seconds or so for the services to start up and the web page to load for the

first time.



2.

If the web page does not load automatically, open a web browser and navigate to the Access
Server HTTPS address and port you selected in the Configuration Utility.

a. For example: https://mobilecho.mycompany.com:3000 or https://localhost:3000

Note: Most of the settings in the SMTP, General Settings and LDAP pages should already be present from
your mobilEcho installation.

Acronis Access Server requires that a local administrator account be created. Please enter and
confirm a password for this local administrator account.

Acronis
Access

Welcome to Acronis

Access!

Please set the initial password for the:
Administrator.

Set Password

© 2002-2014 Acronis Intemational GmbH. All rights reserved. | Version 6.0.0x155 |

The username for this local administrator account is: administrator

b. Keep this local administrator password in a safe place. It will be needed to log in as an
administrator, until you configure additional administrative users.

c. Once your server is configured, you will be able to designate additional Active Directory users
or groups to act as administrators of the server.

You will now be presented with a setup wizard that will guide you though the remainder of the

configuration process.

Licensing



a) You will be prompted to enter the new type of license or continue using your old mobilEcho
license.

6. SMTP settings

Acronis
Access

& administrator ~

SMTP

Acronis Access Server uses the configured SMTP server to send emails to invite users to share or enroll moblie
devices, as well as notify users and administrators of server activity.

SMTP Server Address | smip.example.com
SMTP Server Port 587
Use secure connection? [¥]
From Name mobilEcho Invitation
From Email Address | Invitation@example.com

Use SMTP
authentication?

Send Test Email Skip SMTP Setup

a. You will be prompted to configure the SMTP settings used by the Access Server to send email
alerts and client enrollment invitations.

b. There is an option to send a test email to confirm these settings.
7. LDAP settings

& administrator =

Acronis
Access
LDAP
Licensing Directory Services can be used to provide mobile access 1o users in your organization. LDAP is required for

managed mobile access.

Enable LDAP? [¥]

LDAP Server Address dam exmaple com

LDAP Server Port 3268

Use Secure LDAP [
Connection?

LDAP Username examplewser

LDAP Password ssssenses

LDAP Password ssssanses
Confirmation

LDAP Search Base dc=example, dc=com

Domains for LDAP example com
Authentication

EECl  skip LDAP Selup

a. The Acronis Access Server needs an LDAP connection to search your Active Directory for the
users and groups you would like to assign policies and data sources to.

b. Please enter the LDAP information for an Active Directory server on your network. If you
have a multi domain network this will need to be a Global Catalog Server on port 3268 or
3269 (for SSL connections). Tool tips are provided for each field for more detail.

c. You are required to configure an LDAP username and password to be used when the server
makes request to LDAP.

d. The LDAP settings you enter will be tested when you save them.
8. Your initial configuration is now complete.

a. Click Finish Configuration to continue.



Registering your mobilEcho Gateway Server(s)

When upgrading an existing mobilEcho 4.5 or earlier server, where the mobilEcho Client
Management service was configured, all the Servers that were configured on the Servers & Folders
page are imported into the Acronis Access Gateway Servers list.

These Gateway Servers are initially imported as Legacy gateway servers. This means they have not
yet been registered to be controlled and administered by the Acronis Access web console. This
registration is required to manage these Gateway servers once they have been upgraded to Acronis
Access.

In order to be registered for administration, these servers must first be upgraded to Acronis Access.
Until they are upgraded, you will continue to use the mobilEcho Administrator Windows program to
administer those servers.

As shown in the example below, the two servers in the Servers & Folder page in mobilEcho 4.5 now
appear on the Gateway Servers page.

mobilE

Client Management Administrator

Servers and Folders

that they automatically appear in the mobilEcho client app. Servers and folders can
nt profiles. Each user will receive the collection of resources thatis assigned to

be assigned to any use: of mobilEcho
their user account and any groups they have membership in.

Assign by user or group

Agdd or modify the servers and folders assigned to a specific user or group.

Servers

Add your mobliEcho file servers here. In order to configure a shared folder below, the server that foider resides on must first be added to this list

Local

Main Server

& aoministrator ~

Acronis
Access

Gateway Servers +Acd Gateway Server  EERVIIEEElTH

Type ¢ Name Address Version Status Active Sessions
2  Loa 192168.1.141 Legacy 0 0 -

S Main Server m.giabs com Legaty 0 O Dewis -

All the existing Folders configured in the mobilEcho 4.5 Client Management Administrator are first
migrated into the Legacy Data Sources tab on the Data Sources page. You can continue to add and
modify the folders on this page until you upgrade their associated Gateway Server to Acronis Access.
Once a Gateway Server is upgraded to Acronis Access and registered to be administered by this
Acronis Access server, the folders associated with that Gateway Server will be moved to the main
Folders tab on the Data Sources page.



Note: Each mobilEcho Gateway Server can only be administered by one Acronis Access console. If your
organization maintains multiple mobilEcho Client Management Servers (now called Acronis Access Servers), you
will need to deploy unique Gateway Servers for each Acronis Access Server.

& administrator ~

Acronis

Access Folders  Gateway Servers Visile on Clents

Assigned Sources

Add New Legacy Foider

Legacy Data Sources

‘olders fist

If you need o add or edit foiders k

o from this page

Type « Display Name ¢ Server Sync
B Access Local None Zx
&  Management Main Server None Zx
& Presentations Main Server 1 None Zx
= Reports Main Server locaifiles\Reports None @x
&  SharePoint Local sp None Zx
&  SharePoint 2010 Main Server $p2010 None Zx
= SharePoint 2013 Main Server sp2013 None Zx
&  TeamDocs Main Server localfiles\Team Docs None Zx
& testfoider Local test None Zx
&  Thousand Files Local fest files110000 files None @x

In this scenario, you should only have one Windows Server running the Acronis Access console and
the Gateway Server, so you will have just one server listed on the Gateway Servers page. This server
needs to be registered so that you can administer it.

1. Click the menu button for the Gateway Server on your Acronis Access server and select Register.

a Local 192.168.1.141 Legacy 0 O Detail

[# Edit Address

@ Register

X Remove



2. You will be asked if the existing network address for the server you are registering can be used to
directly access the server. The existing address is typically the network address that your mobile
device users must use to access the Gateway Server, so it’s possible this address points to a proxy
server or load balancer.

Note: If this is the case, you need to select “No” at this dialog and enter an alternate network address
that will be used by the Acronis Access server to gain direct network access to this Gateway Server

Register server ‘Local’

This Gateway Server's client-facing address is 192.168.1.141. This server will now
be administered from the Acronis Access web console. If 192.168.1.141 points to a
load balancer or reverse proxy server, you may need to configure an alternate
administration address. s 192 168.1.141 an address that can be used to directly
access this individual Gateway Server?

DNo  oYes

3. You will then be presented with the registration dialog.

Register server 'Local’

Name:

Local

Address for administration and client connections:

hitpsz//  192.168.1.141

[] Use alternate address for client connections
Administration Key:

FDXC-WPEW-F7YH 0

Allow connections from Acronis Access servers using self-signed certificates

Save Cancel

Note: If your Gateway Server is using a self-signed SSL certificate, you will need to enable “Allow
connections from Acronis Access servers using self-signed certificates”.

Note: You will also need to enter an Administration Key, to enable the pairing with this remote server.
This is done to validate and secure the administrative relationship.

4. To obtain an Administration Key from your Gateway Server, open a new browser window or tab
and navigate to the Gateway Server’s HTTPS address. This should be the same address that is
listed in the “Address for administration and client connections” field.

LGB Administration
Access
In order to configure this Acronis Access Gateway Server, It needs to be registered with an Acronis Access Management

Server. To do this, visit the Gateway Servers section on the Management Server to register a new Gateway Server using the
following key

XVPX-JKTW-KTZ2

Note: For security purposes, this must be done from a web browser running on the actual Windows
Server that the Gateway Server is running on. You will not be able to view your Administration Key
from a remote web browser.

5. Enter the 12 digit Administration Key (including dashes) into the registration form and click Save.



Note: Once the server has been registered it will appear in the Gateway Servers list as registered and
you can adjust its settings and view its details and status.

Gateway Servers + Add Gateway Server
Type ¢ Name ~  Address | Version © Status ¢ Active Sessions ¢
2 Main Server rit.glilabs.com Legacy 0 O Details |~
a Local 192.168.1.141 L] L] @ Details ‘
@ Details
& Edit

0 Access Restrictions
x Remove

When registered, the Volumes that existed on the mobilEcho Gateway Server prior to being
upgraded to Acronis Access are imported into the Data Sources — Folders list.

Acronis

Access Foders  Galeway ServersVisbieon Clenls  Legacy DataSources  Assigned Souces

Add New Folder

Folders

jocabions on your Gateway Servers and assign these folders 10 users or groups.

Type ~ Display Name ¢ Server 8 ¢ Path
& testfoider Local ° Dtestfoider Zx
@ Access Local o hitps: 3000 @Zx
& Thousand Files Local o vegaltest fiie fies None @Zx
#  SharePont Local o hitp.//sharepoint2010.gilabs.com 2229 None Zx




There are no longer “Volumes” in mobilEcho 5.0. Instead of using Volumes to share data sources, you
will now create Folders. These Folders have an optional “Show when browsing server” property.
When this option is enabled, the Folder will appear when a user browses the root of the Gateway
Server in their mobilEcho app, just as Volumes were displayed in mobilEcho 4.5 or earlier.

Edit Folder

Display Name: | test folder

Select the Gateway Server to use fo give access to this data source:

Local (192.168.1.141

Data Location: | On the Gateway Server v
Enter the path to the local folder on this Acronis Access Gateway Server that you would like to share. (Example

"E:\Shares\Documents\") You can include the wildcard string %USERNAMES in the path, in which case the wildcard will
be replaced with the user's usemame

Path: | D:\testfolder

Syne: | None v

Show When Browsing Server
[ Require Salesforce.com Activity Logging 5 &=
Assign This Folder to a User or Group
Find User or Group that | begins with ~ Search

This folder is assigned to:

Common Name Distinguished Name

All the Volumes from your mobilEcho 4.5 or earlier server were imported into to the Acronis Access
console as Folders with the “Show when browsing server” property enabled. So, they will continue to
appear when your users browse the root of a mobilEcho Gateway Server. Any Folders added later
can be configured to act like Volumes be enabling this setting. You can also begin using advanced
client management features, such as the ability to add Folders that automatically appear in the
mobilEcho client app for the list of Active Directory user or groups you assign them to.



As shown below, the 4 existing Volumes from this mobilEcho 4.5 server were imported into the
Folders list after Gateway Server registration, and they continue to appear when browsing the server
from the mobilEcho app.

Folders  Gateway Servers Visible on Clients  Legacy Data Sources  Assigned Sources

Add New Folder

Folders

Folders define the file content locations that Acronis Access gives access to. Folders can be assigned to use
appear in the mobi
membership in. They

nd groups, so that they automatically
ient app. Each user wil re e c of resources that is assigned to their user account and any groups hey have
can also be configured to be shown when a user browses to the Gateway Server.

Add specific folder locations on your Galeway Servers and assign these folders to users or groups.

Type « Display Name % Server =] % Path < Sync o
& testfolder Local o D:Miestfolder None Ex
@ Access Local ] hitps://192.168.1.141:3000 None Ex
k4 Thousand Files Local ] \wegattest files\10000 files None Zx
&  SharePoint Local o hitp://sharepoint2010.glilabs.com:2229 hone #x

ON THIS DEVICE & Access
&=, File Inbox 4l SharePoint
= My Files @ testfolder

FAVORITES .
@ Thousand Files

l Bookmarked Folders
NETWORK FOLDERS & SERVERS

/lu\ Home Felder

4 File Shares

Upgrading Acronis Access 6.0 to 7.x or newer:

Once you have confirmed that the upgrade is successful, you can continue the upgrade to the latest
version by following the steps below.The upgrade procedure from a previous version of Acronis
Access is a simplified process and requires almost no configuration.

Backup the vital components:

The Apache Tomcat folder

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files
and log files will be removed. We recommend you make a copy of the Apache Tomcat folder, which
by default is found here: C:\Program Files (x86)\Acronis\Access\Common\.

We recommend that you backup the web.xml file before updating. Your web.xml file will be
overwritten on upgrade. On versions 7.1.2 and newer, you can find a backup at C: \Program Files
(x86)\Acronis\Access\Access Server\Web
Application\WEB-INF\<timestamp>.previous.web.xml. If you have made any specific
changes that you wish to retain (excluding Single Sign On, those changes are preserved) , you will
have to manually copy and paste your changes from the old file.



The PostgreSQL database

The following method creates an *.sql file containing a text representation of the source database.

1. Opena Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

2. Once your current Command Prompt directory is the bin folder, enter the following line:

pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup. sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database

3. A'"Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.

Note: Typing the password will not result in any visual changes in the Command Prompt window.

4. Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:
pg_dumpall -U postgres > alldbs.sql

Where al Lldbs.sql will be the generated backup file. It can include a full path specification, for instance
D:\BacRups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.htm|
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.htm|

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http://www.postgresql.org/docs/9.2/static/backup.htm|
http.//www.postgresql.org/docs/9.1/static/backup.html

The Gateway Server(s) database(s)

1. Go to the server on which you have your Acronis Access Gateway Server installed.

2. Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

3. Copy the mobilEcho.sqlite3 file and paste it in a safe location.

The Acronis Access configuration file

1. Navigate to the Acronis Access installation folder containing the configuration file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Access Server

2. Copy the acronisaccess.cfg file and paste it in a safe location.


http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/backup.html

Upgrade

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

3. Press Next to begin.
Read and accept the license agreement.

5. Press Upgrade.
6. Review the components which will be installed and press Install.
7. Review the installed components and close the installer.

8. You will be prompted to open the Configuration Utility, press OK.

Acronis Access Setup Utility |

'\-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

Verify that none of the settings in the Configuration Utility have changed. After you have verified all
of your settings are as expected, press OK to close the Configuration Utility and start the Acronis
Access services.




3.3.2.3  Upgrading multiple mobilEcho servers with Client Management

Scenario 3 - Upgrading multiple mobilEcho servers with Client Management

Multiple, separate mobilEcho servers

mobilEcho Server #1

San Francisco
) sssa File Access Server &
Server services / VR
a Firewall Route \ -
i \ E
4 e
File Access Server

Client Management
.
L
mobilEcho Server #2 VPN, HTTPS
New York Reverse Proxy or
service only

In this scenario, you have a multiple Windows servers running mobilEcho 4.5 or earlier. One server
has both the required mobilEcho File Access Server service running and the optional mobilEcho Client
Management Server service enabled. The other servers are just acting as mobilEcho File Access
Servers.

When upgrading to Acronis Access, your mobilEcho File Access Servers will be upgraded to Acronis
Access Gateway Servers. This service will continue to accept connections from mobilEcho clients and
to act as the gateway to any file server, NAS or SharePoint data sources your users are accessing.

The mobilEcho Client Management Administrator web console on your server acting as your
mobilEcho Client Management Server will be upgraded to an Acronis Access Server web console.
After upgrade, you will no longer use the mobilEcho Administrator Windows program on each
mobilEcho File Access Servers to administer those servers. This new web console will be used to
administer all of your mobilEcho servers and clients from one unified web interface.

To perform an upgrade of Acronis Access:
On the Windows Server acting as your mobilEcho Client Management Server:

1. Follow the instructions in Scenario 2 to upgrade the Windows Server that is acting as your
mobilEcho Client Management Server. This is the server that you connect to when you log into
the mobilEcho Client Management Administrator web console.

2. Once you complete that upgrade, you will have a functional Acronis Access Server web console
with the mobilEcho File Access Server (now called an Acronis Access Gateway Server) residing on
that Windows server registered for administration. You will also see your additional servers listed
on the Acronis Access Gateway Servers page as “Legacy” servers. In the example below, your
upgraded server “BGU2008” is registered and your yet to be upgraded server “Department
Server” has not yet been registered.



3. Next, you will upgrade each additional server that is acting as a mobilEcho File Access Server only.
Please follow the steps bellow.

On every Windows Server acting as a mobilEcho File Access Server only:

1. Backup all of the necessary files following these guides: mobilEcho 4.5 Backup and/or activEcho
2.7 backup.



2. Run the Acronis Access installer on the desired server.
3. Press Next on the Welcome screen.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access,

6.0.0x155 Mext = I Cancel

4. Read and accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS 3
SOFTWARE LICENSE AGREEMENT

FLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CAREFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMEBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO LI
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< Back I I Accept this agreement | Cancel |

5. Click Custom.

Acronis Access Setup Options

Acronis Access

—Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server and
associated companents,

Note: The Custom options should only be used for specialized configurations.

Uninstall... Custom... | | Upgrade. .. I Cancel




6. Select only the Acronis Access Gateway Server component and press

Acronis Access Setup Components

Acronis Access

—Components to Install:
Individual compeonents should normally be installed when deploying multiple Acronis
Access servers or other non-standard configurations.

™ Acronis Access Server 6.0.0.155

¥ Acronis Access Gateway Server V. 4.5.2.103 —-> 6.0.0.125
[~ Acronis Access File Repository 6.0.0.155

I PostgreSQL Database Server GAs)

< Back | Mext = | Cancel |

Next

7. The rest of the installation and Configuration Utility steps follow what is outlined in the earlier
scenarios, with the exception that you will not need to configure the Access Server and File
Repository in the Configuration Utility.

8. When you complete the Configuration Utility process, there will be no additional web console
configuration, as the Acronis Access Server console was not installed.

9. Return to the Acronis Access Server console on the first server you performed the full installation
on. Open the Gateway Servers page and click the menu button for the additional Gateway Server
that you just upgraded to Acronis Access, and select Register.




10. You will be asked if the existing network address for the server you are registering can be used to
directly access the server. The existing address is typically the network address that your mobile
device users must use to access the Gateway Server, so it’s possible this address points to a proxy
server or load balancer.

Note: If this is the case, you need to select “No” at this dialog and enter an alternate network address
that will be used by the Acronis Access server to gain direct network access to this Gateway Server.

Register server ‘Local’

This Gateway Server's client-facing address is 192.168.1.141. This server will now
be administered from the Acronis Access web console. If 192.168.1.141 points to a
load balancer or reverse proxy server, you may need to configure an alternate
administration address. s 192 168.1.141 an address that can be used to directly
access this individual Gateway Server?

DNo  oYes

11. You will then be presented with the registration dialog.

Register server 'Local’

Name:

Local

Address for administration and client connections:

hitpsz//  192.168.1.141

[] Use alternate address for client connections
Administration Key:

FDXC-WPEW-F7YH 0

Allow connections from Acronis Access servers using self-signed certificates

Save Cancel

Note: If your Gateway Server is using a self-signed SSL certificate, you will need to enable “Allow
connections from Acronis Access servers using self-signed certificates”.

Note: You will also need to enter an Administration Key, to enable the pairing with this remote server.
This is done to validate and secure the administrative relationship.

12. To obtain an Administration Key from this Gateway Server, open a new browser window or tab
on the actual Windows Server that you are registering, and navigate to the Gateway Server’s
HTTPS address. This should be the same address that is listed in the “Address for administration
and client connections” field.

Note: For security purposes, this must be done from a web browser running on the actual Windows
Server that the Gateway Server is running on. You will not be able to view your Administration Key
from a remote web browser.

13. Enter the 12 digit Administration Key (including dashes) into the registration form and click Save.

Note: Once the server has been registered it will appear in the Gateway Servers list as registered and
you can adjust its settings and view its details and status.

Note: When registered, the Volumes that existed on this mobilEcho Gateway Server prior to being
upgraded to Acronis Access are imported into the Data Sources — Folders list. The will behave just as
explained in the prior upgrade scenarios.

choms Administration

In order to configure this Acronis Access Gateway Server, It needs to be registered with an Acronis Access Management
Server. To do this, visit the Gateway Servers section on the Management Server to register a new Gateway Server using the
following key

XVPX~JKTW-KTZ2




14. All management of this Gateway Server is now done from within Acronis Access Server web
console. When creating new Folders on the Data Sources page, this Gateway Server will now
appear in the list of Gateway Servers available to give access to the new Folder.

15. If you have any additional Gateway Servers to upgrade and register, please follow the same
procedure as above.

3.3.2.4 Upgrading a single mobilEcho server with Client Management
enabled and an activEcho server

For this procedure, please visit the Upgrading an activEcho server with a mobilEcho Client
Management Server (p. 113) article.

3.3.3 Downgrading to mobilEcho 4.5

Downgrading Acronis Access to mobilEcho 4.5 is a complicated procedure and should not be
attempted unless absolutely necessary. Make sure you make proper backups and place them in safe
locations.

To downgrade Acronis Access to mobilEcho 4.5:

Warning: Do not add any licenses to the mobilEcho Administrator until you've completed the whole
procedure. Do not edit the registry while performing this procedure!

In order for this procedure to work you need to have a made a successful upgrade to Acronis Access.

1. Before you begin, make a backup of the file settings_backup and the folder Legacy mobilEcho
files.

Note: The file is located here: C:\Program Files (x86)\Group Logic\mobilEcho Server
and the folder here: C:\Program Files (x86)\Group Logic\Access Server\Legacy mobilEcho files

Download the mobilEcho 4.5 installer and the Acronis Access installer.
Run the Acronis Access installer.

Press Next on the Welcome screen.

Accept the license agreement.

Click Uninstall to begin the downgrade procedure.

Press OK on the warning popup.

Select Uninstall all Acronis Access components.

W X N UL R WwWwN

Review the selected components and press Uninstall.

[EEN
o

. On the PostgreSQL Uninstallation popup press Yes. Some files and settings will remain.

[uny
[y

. Review everything uninstalled and press Exit.
. Run the mobilEcho 4.5 installer.

. Read and accept the license agreement and press Next.

[ =
> W N

. Select the folders where mobilEcho was installed previously. If they were the defaults, you can
use these defaults as well.

15. Press Install to begin the mobilEcho 4.5 installation. Once the installation is complete unselect
Launch the File Server Administrator and press Finish.

16. Run the settings_backup file you backed up.
17. Open the Legacy mobilEcho files folder you backed up.



a. Copy the invitation.html.erb and invitation.txt.erb files to: C:\Program Files (x86)\Group
Logic\mobilEcho Server\ManagementUI\app\views\user_mailer

b. Copy the mobilEcho_manager file to: C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI

c. Copy the production.sqlite3 file to: C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db

d. There may be a 4th file called priority.txt, if present, copy it to C:\Program Files (x86)\Group
Logic\mobilEcho Server\Management. You will have to create the Management folder
manually.

Note: It is highly recommended to delete the old file first, and then place the new one.

18. Start the mobilEcho File Access service and start the mobilEcho Management service.

Note: You will have to manually re-enable all of your user and group profiles.

3.4 Upgrading from activEcho 2.7 or earlier

In this section
Before YOU BEZIN......uiiiieiiiie ettt ettt et 106
The UpPErade ProCESS .....uuuiiecuiiieeeiieeeeciieeescteeeesiieeeessireeeessnraeeessnsaeeeens 107

3.4.1 Before You Begin

Back up activEcho before upgrading
Please back up the data files used by your existing activEcho server.

The process for backing up and restoring an activEcho 2.7 or earlier server can be found here:
http://docs.grouplogic.com/display/ActivEcho/Maintenance+Tasks

Note: All customizations of the activEcho web interface will be lost on upgrade.

Update your version of activEcho to version 2.7 before upgrading to Acronis Access.

Backup Tomcat before upgrading

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files,
certificates and log files will be removed. We recommend you make a copy of the Apache Tomcat
folder, which by default is found here: C:\Program Files (x86)\Group Logic\Common\.

Know your configuration
Before you proceed with the upgrade make sure you know the following:

® Do you have both mobilEcho and activEcho installed?
= Are they on the same computer or on separate machines?

= Which ports is mobilEcho using? On which port is the File Server and on which port is the
Management server?



= Which port is activEcho using? Is the File Repository on the same machine?

3.4.2 The Upgrade Process
activEcho 5.0 Upgrade Process

First, please identify the type of activEcho deployment you will be upgrading. The instructions for
these scenarios are detailed in the next section of this document. The most common scenarios are:
1. Single activEcho Server without a mobilEcho Client Management Server

= Asingle Windows server, running the activEcho Server only.
2. Single activEcho Server with a mobilEcho Client Management Server

= Asingle Windows server, running both the activEcho Server and the mobilEcho Client
Management and File Server services.

3. An activEcho Server and a mobilEcho Client Management Server on another server

= One Windows server running the activEcho Server and another server running the mobilEcho
Client Management service.

In this section

Upgrading a single activEcho server without a mobilEcho Client Management Server 107
Upgrading an activEcho server with a mobilEcho Client Management Server 113

Upgrading an activEcho server with a mobilEcho Client Management Server on another server 121

3.4.2.1 Upgrading a single activEcho server without a mobilEcho Client
Management Server

Scenario 1 - Upgrading a single activEcho server without a mobilEcho Client Management Server

In this scenario, you have a single Windows Server running just the activEcho Server. This procedure
will upgrade your activEcho server to the Acronis Access Server web console. This new console
retains all of activEcho's functionality with some added features. The Acronis Access Server web
console allows you to administer both activEcho and mobilEcho from one unified web interface.

To perform an upgrade of activEcho:

1. Backup all of the necessary files following these guides: mobilEcho 4.5 Backup and/or activEcho
2.7 backup.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Download the Acronis Access Server installer to your activEcho server and run the installer.
a. To access the latest installer, please visit: http://www.grouplogic.com/web/aalatest

b. You will need to enter your product serial number for verification before downloading the
installer.



c. Theinstaller file is named: AcronisAccessAdvancedSetup.exe

4. Click Next on the Welcome Screen.

5.

6.

7.

8.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access,

6.0.0x155 Mext = I Cancel

Please accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS 3
SOFTWARE LICENSE AGREEMENT

FLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CAREFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMEBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO LI
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< Back I I Accept this agreement | Cancel |

Click Upgrade to automatically upgrade your activEcho Server to the new Acronis Access Server.
In the upgrade process, a Gateway Server and it's required services will also be installed.

A prompt for remote mobilEcho Servers will be shown. If you don't have a mobilEcho Client
Management Server, press No. If you have a mobilEcho Client Management Server, go to the
Upgrading an activEcho server with a mobilEcho Client Management Server (p. 113) or Upgrading
an activEcho server with a mobilEcho Client Management Server on another server (p. 121)
articles covering upgrading with a mobilEcho installation present.

Acronis Access

Acranis Access Server now combines activEcho and the mobilEcho Client Management
server.

1 you have the mobiEcho Client Management server running on another server you
will need to copy over 3 files from that machine into this common server installation
(Note that this configuration is not common).

Warning: This import process cannot be done later. it must
be done as part of this upgrade.

Da you have another computer running a mobilEcho Client Management server that
you would like to import into this commen server installation?

Yes Mo

Select an installation location for the Acronis Access components being installed. If you are
upgrading an existing activEcho server, these paths will default to your existing installation



10.

11.

12.

location. We recommend you do not change these installation paths. Click Next.

Acronis Access Gateway Server

|C: Program Files (x86)\Group Logic\Gateway Server\ Browse...

Acronis Access File Repository

IC: Program Files (x86)\Group Logic\File Repository Browse...

Acronis Access Configuration Utility

IC: VProgram Files (x88)\Group Logic\Configuration Utlity', Browse...

< Back L] Cancel

Please review the services being installed and upgraded.

/) Acronis

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services.

Acronis Access Server v, 2.7,3,105 —> v, 5.0.0.547
+ Acronis Access Tomcat web server v, 7.0.34 —> v, 7.0.42
Acronis Access Gateway Server v. 5.0.0.431
Acronis Access File Repository v, 5.0.0,547
Acronis Access Configuration Utility v. 5.0.0.547
PostgreSQL Database Server v, 9.2.1 —» v, 9.2.4

<Back | Instal | cancel |

Press Install to begin the upgrade. Once the installation is complete, you will be shown a

summary of the installed components. Press Exit.

Y) Acronis
The following 7 products were installed or upgraded:
Acronis Access Server version 5.0.0.547
+ Acronis Access Tomcat web server v. 7.0.42
+ Java Runtime Environment v. 7.0.250 &4-bit
Acronis Access Gateway Server version 5.0.0.431
Acronis Access File Repository version 5.0.0.547
Acronis Access Configuration Utility version 5.0.0.547
PostgreSQL Database Server §4-bit 9.2.4
View Log Exit

Note: All required components will be automatically installed in sequence. This may take 5 to 15 minutes
depending on your server. Future upgrades will be quicker.

At this point in the upgrade process, all necessary software has been installed, but you must now
configure the network interfaces, ports, and certificates that will be used. This step is mandatory.
When exiting the installer, you will be prompted to run the Acronis Access Configuration Utility.
Click OK to continue.

Acronis Access Setup Utility |

\-.I The installation is complete but further configuration is required.

i Click OK to run the Acronis Access Configuration Utility.

Within the Configuration Utility, the Gateway Server tab is used to configure your Acronis Access
Gateway Server’s network address, port, and certificate. The Acronis Access Gateway Server is
the core Acronis Access service that your mobilEcho clients connect to and that gives access to
your file servers, NAS, and SharePoint servers.

Note: You existing settings are retained. Please confirm that these settings match your existing mobilEcho
File Access Server settings. This service typically runs on all available network addresses on port 443. If you



have an existing SSL server identity certificate, it will be automatically selected. If you do not, a self-signed
certificate will be generated.

. The Access Server tab is used to configure your Acronis Access Server’s network address, port,
and certificate. The Acronis Access Server is the web console that is used to configure all Sync &
Share features and your activEcho users as well as perform all server administration and remote
client management. This is also the console the users will use to access the web client.

Note: Please review the settings for the Access Server. The default settings are recommended. This web
console typically runs on all available network addresses on port 3000. If you have an existing SSL

server identity certificate, it will be automatically selected. If you do not, a self-signed certificate will be
generated.

& Acronis Access Configuration Utility |

'Gateway Server Access Server | File Repository |

Server Endpoint Service Account

Address I All available addresses j ’75' [l Systen Areaunk
Paort 3000

Certificate I Acronis Access _I

[ Redirect requests from port 80

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel Apply

Note: Acronis Access Server requires that a File Repository location be selected. This repository is used by
Acronis’ activEcho file sync and share features.

(5] Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | All available addresses j

{* Local System Account

(" This Account
File Store Path | C:\ProgramData\Acronis\Acce ...

Port 57387

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help oK | Cancel




14. Click OK to exit the Configuration Utility and apply these settings.

15. You will now log into the Acronis Access Server web console for the first time to complete your
configuration. You will be prompted to click OK to launch a web browser and complete this
configuration.

Acronis Access Configuration Utiliby |

A Acronis Access has been configured successfully and is starting

'0 up. Please didk OK to launch a web browser and continue setting

= up your server using the web interface, or Cancel to exit the
Configuration Utility.

oK I Cancel

Upgrading Acronis Access 6.0 to 7.x or newer:

Once you have confirmed that the upgrade is successful, you can continue the upgrade to the latest
version by following the steps below.The upgrade procedure from a previous version of Acronis
Access is a simplified process and requires almost no configuration.

Backup the vital components:

The Apache Tomcat folder

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files
and log files will be removed. We recommend you make a copy of the Apache Tomcat folder, which
by default is found here: C:\Program Files (x86)\Acronis\Access\Common\.

We recommend that you backup the web.xml file before updating. Your web.xml file will be
overwritten on upgrade. On versions 7.1.2 and newer, you can find a backup at C: \Program Files
(x86)\Acronis\Access\Access Server\Web
Application\WEB-INF\<timestamp>.previous.web.xml. If you have made any specific
changes that you wish to retain (excluding Single Sign On, those changes are preserved) , you will
have to manually copy and paste your changes from the old file.

The PostgreSQL database

The following method creates an *.sql file containing a text representation of the source database.

1. Open a Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

2. Once your current Command Prompt directory is the bin folder, enter the following line:

pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup.sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database




3. A'"Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.

Note: Typing the password will not result in any visual changes in the Command Prompt window.

4. Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:
pg_dumpall -U postgres > alldbs.sql

Where al Lldbs.sql will be the generated backup file. It can include a full path specification, for instance
D:\Backups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.htm|

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http.//www.postgresql.org/docs/9.2/static/backup.html
http://www.postgresql.org/docs/9.1/static/backup.htm|

The Gateway Server(s) database(s)

1. Go to the server on which you have your Acronis Access Gateway Server installed.
2. Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

3. Copy the mobilEcho.sqlite3 file and paste it in a safe location.

The Acronis Access configuration file

1. Navigate to the Acronis Access installation folder containing the configuration file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Access Server

2. Copy the acronisaccess.cfg file and paste it in a safe location.


http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/backup.html

Upgrade

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

3. Press Next to begin.
4. Read and accept the license agreement.

5. Press Upgrade.
6. Review the components which will be installed and press Install.
7. Review the installed components and close the installer.

8. You will be prompted to open the Configuration Utility, press OK.

Acronis Access Setup Utility |

'\-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

Verify that none of the settings in the Configuration Utility have changed. After you have verified all
of your settings are as expected, press OK to close the Configuration Utility and start the Acronis
Access services.

3.4.2.2  Upgrading an activEcho server with a mobilEcho Client
Management Server

Scenario 2 - Upgrading an activEcho server with a mobilEcho Client Management Server

In this scenario, you have one Windows Server running the activEcho Server and the mobilEcho File
Server and Management Server. This procedure will upgrade your activEcho server and mobilEcho
Client Management Server to the unified Acronis Access Server web console. The new console also
replaces the mobilEcho Administrator Windows program previously used to administer mobilEcho



servers. The Acronis Access Server web console allows you to administer both activEcho and
mobilEcho from one unified web interface.

To perform an upgrade of activEcho:

1. Backup all of the necessary files following these guides: mobilEcho 4.5 Backup and/or activEcho
2.7 backup.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Download the Acronis Access Server installer to your activEcho server and run the installer.
a. To access the latest installer, please visit: http://www.grouplogic.com/web/aalatest

b. You will need to enter your product serial number for verification before downloading the
installer.

c. The installer file is named: AcronisAccessAdvancedSetup.exe

4. Click Next on the Welcome Screen.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access.

6.0.0x155 Mext = I Cancel

5. Please accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS ﬂ
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CARFFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE” OR “YOU™), AND TO ﬂ
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< Back I I Accept this agreement | Cancel |




6.

10.

Click Upgrade to automatically upgrade your activEcho Server and mobilEcho Client
Management Server to the new Acronis Access Server. In the upgrade process, a Gateway Server
and it's required services will also be installed. If a File Server is present, the installer will upgrade
the File Server to the new Gateway Server instead of installing a new one.

Select an installation location for the Acronis Access components being installed. If you are
upgrading an existing activEcho server, these paths will default to your existing installation

location. We recommend you do not change these installation paths. Click Next.

Acronis Access Gateway Server

[ C:\Program Files (x88)\Group Logic\Gateway Server\ Browse...

Acronis Access File Repository

IC: Program Files (x86)\Group Logic\File Repository Browse...

Acronis Access Configuration Utility

IC: VProgram Files (x88)\Group Logic\Configuration Utlity', Browse...

< Back

i Cancel

Please review the services being installed and upgraded.

/) Acronis’

Setup will now install o upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services.

Acronis Access Server v, 2.7,3,105 —> v, 5.0.0.547
+ Acronis Access Tomcat web server v, 7.0.34 —> v, 7.0.42
Acronis Access Gateway Server v. 5.0.0.431
Acronis Access File Repository v, 5.0.0,547
Acronis Access Configuration Utility v. 5.0.0.547
PostgreSQL Database Server v, 9.2.1 —» v, 9.2.4

<Bacc | sl | cancel |

Press Install to begin the upgrade. Once the installation is complete, you will be shown a

summary of the installed components. Press Exit.

Y) Acronis
The following 7 products were installed or upgraded:
Acronis Access Server version 5,0.0.547
+ Acronis Access Tomcat web server v. 7.0.42
+ Java Runtime Environment v. 7.0.250 &4-bit
Acronis Access Gateway Server version 5.0.0,431
Acronis Access File Repository version 5.0.0.547
Acronis Access Configuration Utility version 5.0.0.547
PostgreSQL Database Server 64-bit 9.2.4
View Log Exit

Note: All required components will be automatically installed in sequence. This may take 5 to 15 minutes
depending on your server. Future upgrades will be quicker.

At this point in the upgrade process, all necessary software has been installed, but you must now
configure the network interfaces, ports, and certificates that will be used. This step is mandatory.
When exiting the installer, you will be prompted to run the Acronis Access Configuration Utility.
Click OK to continue.

Acronis Access Setup Utility x|

] The installation is complete but further configuration is required.

" Click OK to run the Acronis Access Configuration Utility.




11. Within the Configuration Utility, the Gateway Server tab is used to configure your Acronis Access
Gateway Server’s network address, port, and certificate. The Acronis Access Gateway Server is
the core Acronis Access service that your mobilEcho clients connect to and that gives access to
your file servers, NAS, and SharePoint servers.

Note: You existing settings are retained. Please confirm that these settings match your existing mobilEcho
File Access Server settings. This service typically runs on all available network addresses on port 443. If you

have an existing SSL server identity certificate, it will be automatically selected. If you do not, a self-signed
certificate will be generated.

12. The Access Server tab is used to configure your Acronis Access Server’s network address, port,
and certificate. The Acronis Access Server is the web console that is used to configure all Sync &
Share features and your activEcho users as well as perform all server administration and remote
client management. This is also the console the users will use to access the web client.

Note: Please review the settings for the Access Server. The default settings are recommended. This web
console typically runs on all available network addresses on port 3000. If you have an existing SSL

server identity certificate, it will be automatically selected. If you do not, a self-signed certificate will be
generated.

% Acronis Access Configuration Utility x|

'Gateway Server Access Server | File Repository |

Server Endpoint Service Account

Address I All available addresses j ’75' [l Systen Areaunk
Paort W

Certificate I Acronis Access _I

[ Redirect requests from port 80

Configuration Log

oading settings for Gateway Server
enerating a self-signed certificate
Settings for Gateway Server loaded successfully
oading settings for Access Server
Settings for Access Server loaded successfully
oading settings for File Repository
Settings for File Repository loaded successfully

Help | oK I Cancel Apply




Note: Acronis Access Server requires that a File Repository location be selected. This repository is used by

Acronis’ activEcho file sync and share features.

Acronis Access Configuration Utility

Access Web Server ] Access Mohile Gateway  File Repository l

Server Endpaint Service Account

Address | All available addresses j (') Lncal Syt Puccmmi
Port 57387
(" This Account
File Store Path | C:\ProgramData\Acronis\Acce ...
Configuration Log
oading settings for File Repository
ettings for File Repository loaded successfully
oading settings for Access Mobile Gateway
ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server
ettings for Access Web Server loaded successfully
Help 0K | Cancel |

13. Click OK to exit the Configuration Utility and apply these settings.

14. You will now log into the Acronis Access Server web console for the first time to complete your
configuration. You will be prompted to click OK to launch a web browser and complete this

configuration.

Acronis Access Configuration Utility

& Acronis Access has been configured successfully and is starting

! up. Please dick OK to launch & web browser and continue setting
up your server using the web interface, or Cancel to exit the
Configuration Utility,

[ 1]

Cancel

x|

Registering the Gateway

In this scenario, you should only have one Windows Server running the Acronis Access console and

the Gateway Server, so you will have just one server listed
needs to be registered so that you can administer it.

1. Click the menu button for the Gateway Server on your

a Local 192168.1.141 0

Legacy

on the Gateway Servers page. This server

Acronis Access server and select Register.
@ Details L,

[# Edit Address

@ Reqgister

X Remove



2. You will be asked if the existing network address for the server you are registering can be used to
directly access the server. The existing address is typically the network address that your mobile
device users must use to access the Gateway Server, so it’s possible this address points to a proxy
server or load balancer.

Note: If this is the case, you need to select “No” at this dialog and enter an alternate network address
that will be used by the Acronis Access server to gain direct network access to this Gateway Server

Register server ‘Local’

This Gateway Server's client-facing address is 192.168.1.141. This server will now
be administered from the Acronis Access web console. If 192.168.1.141 points to a
load balancer or reverse proxy server, you may need to configure an alternate
administration address. s 192 168.1.141 an address that can be used to directly
access this individual Gateway Server?

DNo  oYes

3. You will then be presented with the registration dialog.

Register server 'Local’

Name:

Local

Address for administration and client connections:

hitpsz//  192.168.1.141

[] Use alternate address for client connections
Administration Key:

FDXC-WPEW-F7YH 0

Allow connections from Acronis Access servers using self-signed certificates

Save Cancel

Note: If your Gateway Server is using a self-signed SSL certificate, you will need to enable “Allow
connections from Acronis Access servers using self-signed certificates”.

Note: You will also need to enter an Administration Key, to enable the pairing with this remote server.
This is done to validate and secure the administrative relationship.

4. To obtain an Administration Key from your Gateway Server, open a new browser window or tab
and navigate to the Gateway Server’s HTTPS address. This should be the same address that is
listed in the “Address for administration and client connections” field.

LGB Administration
Access
In order to configure this Acronis Access Gateway Server, It needs to be registered with an Acronis Access Management

Server. To do this, visit the Gateway Servers section on the Management Server to register a new Gateway Server using the
following key

XVPX-JKTW-KTZ2

Note: For security purposes, this must be done from a web browser running on the actual Windows
Server that the Gateway Server is running on. You will not be able to view your Administration Key
from a remote web browser.

5. Enter the 12 digit Administration Key (including dashes) into the registration form and click Save.



Note: Once the server has been registered it will appear in the Gateway Servers list as registered and
you can adjust its settings and view its details and status.

+ Add Gateway Server + Add Cluster Group

Gateway Servers

Type © Name ~  Address < Version * Status % Active Sessions *
a Main Server rrt.glilabs.com Legacy o @ Details |+
a Local 192.168.1.141 L] 0 @ Details | ~

@ Details

@ Edit

U Access Restrictions
® Remove

Upgrading Acronis Access 6.0 to 7.x or newer:

Once you have confirmed that the upgrade is successful, you can continue the upgrade to the latest
version by following the steps below.The upgrade procedure from a previous version of Acronis
Access is a simplified process and requires almost no configuration.

Backup the vital components:

The Apache Tomcat folder

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files
and log files will be removed. We recommend you make a copy of the Apache Tomcat folder, which
by default is found here: C:\Program Files (x86)\Acronis\Access\Common\.

We recommend that you backup the web.xml file before updating. Your web.xml file will be
overwritten on upgrade. On versions 7.1.2 and newer, you can find a backup at C: \Program Files
(x86)\Acronis\Access\Access Server\Web
Application\WEB-INF\<timestamp>.previous.web.xml. If you have made any specific
changes that you wish to retain (excluding Single Sign On, those changes are preserved) , you will
have to manually copy and paste your changes from the old file.

The PostgreSQL database

The following method creates an *.sql file containing a text representation of the source database.

1. Opena Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

2. Once your current Command Prompt directory is the bin folder, enter the following line:

pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup.sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database

3. A'"Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.



Note: Typing the password will not result in any visual changes in the Command Prompt window.

4. Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:
pg_dumpall -U postgres > alldbs.sql

Where al ldbs.sql will be the generated backup file. It can include a full path specification, for instance
D:\Backups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.htm|
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http://www.postgresql.org/docs/9.2/static/backup.htm|
http://www.postgresql.org/docs/9.1/static/backup.htm|

The Gateway Server(s) database(s)

1. Go to the server on which you have your Acronis Access Gateway Server installed.
2. Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

3. Copy the mobilEcho.sqlite3 file and paste it in a safe location.

The Acronis Access configuration file

1. Navigate to the Acronis Access installation folder containing the configuration file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Access Server

2. Copy the acronisaccess.cfg file and paste it in a safe location.


http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/backup.html

Upgrade

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

3. Press Next to begin.
Read and accept the license agreement.
5. Press Upgrade.

6. Review the components which will be installed and press Install.

7. Review the installed components and close the installer.

8. You will be prompted to open the Configuration Utility, press OK.

Acronis Access Setup Utility |

'\-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

Verify that none of the settings in the Configuration Utility have changed. After you have verified all
of your settings are as expected, press OK to close the Configuration Utility and start the Acronis
Access services.

3.4.2.3 Upgrading an activEcho server with a mobilEcho Client
Management Server on another server

Scenario 3 - Upgrading an activEcho server with a mobilEcho Client Management Server on another
server

Warning! For this scenario, we recommend that you keep your activEcho and mobilEcho servers separate and
upgrade each one individually. For instructions on upgrading your activEcho server, follow the Upgrading a
single activEcho server without a mobilEcho Client Management Server (p. 107) guide and for instructions on



upgrading your mobilEcho server, follow the Upgrading a single mobilEcho server with Client Management
enabled (p. 83) guide.

In this scenario, you have two (or more) Windows Servers with one running just the activEcho Server
and another running the mobilEcho File Server and Management Server. This procedure will upgrade
your activEcho server and mobilEcho Client Management Server to the unified Acronis Access Server
web console. The new console also replaces the mobilEcho Administrator Windows program
previously used to administer mobilEcho servers. The Acronis Access Server web console allows you
to administer both activEcho and mobilEcho from one unified web interface.

To perform an upgrade to Acronis Access Server:

1. Backup all of the necessary files following these guides: mobilEcho 4.5 Backup and/or activEcho
2.7 backup.

2. Write down the current IP Address of your server running mobilEcho and give the computer a
different IP address (You will need the new one as well).

3. Gotothe server running activEcho and add the IP address of your server running mobilEcho to a
separate network adapter.

4. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Download the Acronis Access Server installer to your activEcho server and run the installer.
a. To access the latest installer, please visit: http://www.grouplogic.com/web/aalatest

b. You will need to enter your product serial number for verification before downloading the
installer.

c. Theinstaller file is named: AcronisAccessAdvancedSetup.exe

6. Click Next on the Welcome Screen.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access.

6.0.0x155 Mext = I Cancel




7.

8.

10.

Please accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS il
SOFTWARE LICENSE AGREEMENT

FLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CAREFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMEBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO LI

TTATTITT AT WTTTT CTMMATIT AT A FATATTTAT A AT, T ST IETsT o

< Back I I Accept this agreement | Cancel |

Click Upgrade to automatically upgrade your activEcho Server to the new Acronis Access Server.
In the upgrade process, a Gateway Server and it's required services will also be installed.

If you have a mobilEcho Client Management Server, press Yes. If you don't have a mobilEcho
Client Management Server, go to the first article on upgrading without a mobilEcho installation

present.

ronis Access

Acronis Access Server now combines activEcho and the mobilEcho Client Management
server,

If you have the mobilEcho Client Management server running on another server you
will need to copy over 3 fles from that machine into this common server installation
(Note that this configuration is not common).

Warning: This import process cannot be done later. it must
be done as part of this upgrade.

Do you have another computer running a mobilEcho Client Management server that
'you would like to import into this commen server installation?

Yes No

Go to the server on which you have the mobilEcho Client Management server running and locate
these 3 files: production.sqlite3, mobilEcho_manager.cfg, priority.txt (this file might not exist)
and copy them to the machine on which you've started the upgrade to the folder location shown
to you on the dialog on your computer. This path is custom for each installation. (i.e.
C:\Users\Administrator\AppData\Local\Temp\Acronis Access Installer\) When all of the files
have been copied, press OK to continue.

Acronis Access - mobilEcho Remote Copy Files

ﬂ Acronis

Please manually copy the following 3 files from your remote mobilEcho Management
Server installation folder (typically 'C:\Program Files (x88)\Group Logic\mobilEcho
Server’) to 'C:\Users\Administrator \AppData'Local{Temp\Acronis Access Installery on
this computer,

ManagementUI\db\production.sqlite3
ManagementUI\mobilEcho_manaaer.cfg

Management\priarity. tut (this file might not exist)
Clidk OK when ready to continue.

Note: These files are generally located at:




C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db\production.sqlite3

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\mobilEcho_manager.cfg

C:\Program Files (x86)\Group Logic\mobilEcho Server\Management\priority.txt

11. Select an installation location for the Acronis Access components being installed. If you are
upgrading an existing activEcho server, these paths will default to your existing installation

location. We recommend you do not change these installation paths. Click Next.

Adronis Access Gateway Server

| C:\Program Files (x86)\Group Logic\Gatewsy Server| Browse...

Acronis Access File Repository

|c: \Program Files (x88)\Group Logic\File Repository| Browse...

Acronis Access Configuration Utility

|c: \Program Files (x88)\Group Logic\Configuration Uity Browse...

| [

cancel |

12. Please review the services being installed and upgraded.

Y) Acronis’

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services.

Acronis Access Server v. 2.7.3.105 —> v. 5.0.0.547
+ Acronis Access Tomeat web server v. 7.0.34 —> v, 7.0.42
Acronis Access Gateway Server v, 5.0.0.431
Acronis Access File Repository v. 5.0.0,547
Acronis Access Configuration Utlity v. 5.0.0.547
PostgreSQL Database Server v, 9.2.1—->v. 9.2.4

< Back | Install I Cancel |

13. Press Install to begin the upgrade. Once the installation is complete, you will be shown a

summary of the installed components. Press Exit.

Y) Acronis
The following 7 products were installed or upgraded:
Acronis Access Server version 5.0.0.547
+ Acronis Access Tomcat web server v. 7.0.42
+ Java Runtime Environment v. 7.0.250 &4-bit
Acronis Access Gateway Server version 5.0.0.431
Acronis Access Fil Repository version 5.0.0.547
Acronis Access Configuration Utility version 5.0.0.547
PostgreSQL Database Server §4-bit 9.2.4
View Log Exit

Note: All required components will be automatically installed in sequence. This may take 5 to 15 minutes
depending on your server. Future upgrades will be quicker.

14. At this point in the upgrade process, all necessary software has been installed, but you must now
configure the network interfaces, ports, and certificates that will be used. This step is mandatory.
When exiting the installer, you will be prompted to run the Acronis Access Configuration Utility.



Click OK to continue.

Acronis Access Setup Utility |

2 1 The installation is complete but further configuration is required.

. Click OK to run the Acronis Access Configuration Utility.

Using the Configuration Utility

On the Gateway Server tab

1. For the Address field, enter the IP address of your server that was running mobilEcho. This is the
address you wrote down at the beginning.
For the Port field, enter the port number that your mobilEcho File Server used.
Add the certificate you have been using for the mobilEcho File Server.

& Acronis Access Configuration Utility |

Gateway Server | Access Server | File Repository |

—Server Endpoint Service Account
Address I 192,168.1.124 j ’7'.7 Local System Account:
Port |443—
Certificate I Acronis Access _I

r Proxy requests for Access Server

™| Redirect requests From port 80

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel Apply

On the Access Server
1. For the Address field, enter the IP address you've been using for your activEcho server until now.
This should be the default.

2. Forthe Port field, enter the port number you've been using for your activEcho server until now.
This should be the default.



3. Add the certificate you have been using for your activEcho server.

@ Acronis Access Configuration Utility

'Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I 192.168.1.128 j ’75' [l Systen Areaunk
Port 3000

Certificate [[Acronis Access [

[ Redirect requests from port 80

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply

On the File Repository tab

1. For the Address field, enter the IP address or DNS

be the default.

name of your Repository Service. This should

For the Port field, enter the port number for your Repository Service. This should be the default.
Select the path to your FileStore folder. This should be the default.

Acronis Access Configuration Utility

Access Web Server I Access Mobile Gateway  File Repository |

Server Endpaint
Address I Al available addresses ;l
Part 5787
File Store Path I C:\ProgramData\Acronis\acce ... | Passpord

—Service Account

¢ Local System Account

" This Account I
Confirm Password I

—

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help |

o]

Cancel | applky |

After you have made all the necessary configurations, press OK to exit the Configuration Utility.
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Configuring your local Gateway Server

A A

Copy the Acronis Access Installer and place it on the server with mobilEcho.
Stop the mobilEcho Management Server service.

Run the installer and press Next on the Welcome Screen.

Read and accept the license agreement.

Press Custom.

Select only the Gateway Server component and press Next.

Acronis Access Setup Components

Y) Acronis’

—Components to Install:
Individual components should normally be installed when deploying multiple Acronis
Access servers or other non-standard configurations.
[” Acronis Access Server 5.0.3.110
¥ Acronis Access Gateway Server v, 4.5.0,965 > 5.0.3.104
[ Acronis Access File Repository 5.0.3.110
[ PostgreSQL Database Server 9.2.4
< Back | Next = | Cancel |

Review the installation path and press Next. This should be the default.

Review the components which will be installed and press Install.

After the installation finishes, close the installer and start the configuration utility (if it doesn
start automatically, it can generally be found at: C: \Program Files (x86)\Group
Logic\Configuration Utility).

10. For the Address field, specify the new IP you gave to your machine hosting mobilEcho.



11. For the Port field, specify the port number your mobilEcho File Server previously used (this
should be the default).

% Acronis Access Configuration Utility x|

Gateway Server |

Server Endpoint Service Account
Address j ’75' [l Systen Areaunk
Paort
Certificate I Acronis Access _I

[ Proxy requests for Access Server
[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server
aving settings for Gateway Server
estarting AcronisAccessGateway service

Help | oK I Cancel | Apply

12. Press OK to complete the configuration and close the utility.

13. Open the Acronis Access web interface and login.
14. Expand the Mobile Access tab and open the Gateway Servers page.

15. Locate the Gateway Server with a Legacy status, open the drop down menu for that gateway and
select Register.

. + Add New Gateway Server
Acronis Access Gateway Servers

Type ~ Name ¢ Address ¢ Version ¢ Status ¢ Active Sessions ¢ Licenses Used License
8 Local 192.168.1.128:443 502x104 Legacy O 1 of Unlimited activEcho O Details ~
(# Register
X Remove

16. A dialog will appear, press Yes.

Register server 'Local’

This gateway server's client-facing address is 192 168.1.128:443. This server will
now be administered from the Acronis Access web console. If 192 168 1 128443
points to a load balancer or reverse proxy server, you may need to configure an
alternate administration address. Is 192 168 1.128°443 an address that can be used
to directly access this individual gateway server?

QNo fYes



17. In the Address for administration and client connections field, enter the IP address of your
upgraded Gateway Server. This is the new IP address you gave to the machine previously hosting
mobilEcho.

Register server '"AWR'

Name:

AWR

Address for administration and client connections:

https:// | 192.168.1.123

[] Use alternate address for client connections
Administration Key:

MZWZ-9HRV-ZT3V o

[« Allow connections from Acronis Access servers using self-signed certificates

Save Cancel

18. In the Administration Key field, enter the key of your Gateway Server. To obtain it, open the IP
address of the Gateway in a browser. (e.g. https://192.168.1.1). This should be done on the
machine which previously had mobilEchoinstalled.

19. Register your Gateway by pressing Save.

Registering your local Gateway server
While on the Gateway Servers page:

1. Pressthe Add Gateway Server button.
2. Enter a display name for your new Gateway Server.

3. Enter the IP address of the Gateway. This is the IP address that was previously used by your
mobilEcho server (this is the IP you wrote down at the beginning).



4. Enter the administration key for that Gateway. To obtain it, open the IP address of the Gateway
in a browser. (e.g. https://192.168.1.1). This should be done on the machine that is now hosting
your Acronis Access Server.

Add New Gateway Server

Display Name:

Local Gateway

Address for administration: €

hitps:/f 192 168.1.124

[]Use alternate address for client connections €@
Administration Key: @
RAA3-JTF8-Z13A

certificates €

Save Cancel

5. Register your Gateway by pressing Save.

Upgrading Acronis Access 6.0 to 7.x or newer:

Once you have confirmed that the upgrade is successful, you can continue the upgrade to the latest
version by following the steps below.The upgrade procedure from a previous version of Acronis
Access is a simplified process and requires almost no configuration.

Backup the vital components:

The Apache Tomcat folder

On upgrade the Apache Tomcat may be upgraded and all of the current Tomcat configuration files
and log files will be removed. We recommend you make a copy of the Apache Tomcat folder, which
by default is found here: C:\Program Files (x86)\Acronis\Access\Common\.

We recommend that you backup the web.xml file before updating. Your web.xml file will be
overwritten on upgrade. On versions 7.1.2 and newer, you can find a backup at C: \Program Files
(x86)\Acronis\Access\Access Server\Web
Application\WEB-INF\<timestamp>.previous.web.xml. If you have made any specific
changes that you wish to retain (excluding Single Sign On, those changes are preserved), you will
have to manually copy and paste your changes from the old file.

The PostgreSQL database



The following method creates an *.sql file containing a text representation of the source database.

1.

Open a Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

Once your current Command Prompt directory is the bin folder, enter the following line:

pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup.sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database

A "Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.

Note: Typing the password will not result in any visual changes in the Command Prompt window.

Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:

pg_dumpall -U postgres > alldbs.sql

Where al ldbs.sql will be the generated backup file. It can include a full path specification, for instance

D:\Backups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.htm|
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http://www.postgresql.org/docs/9.2/static/backup.htm|
http://www.postgresql.org/docs/9.1/static/backup.html

The Gateway Server(s) database(s)

Go to the server on which you have your Acronis Access Gateway Server installed.
Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

Copy the mobilEcho.sqlite3 file and paste it in a safe location.

The Acronis Access configuration file

1.

2.

Navigate to the Acronis Access installation folder containing the configuration file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Access Server

Copy the acronisaccess.cfg file and paste it in a safe location.


http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html
http://www.postgresql.org/docs/9.1/static/backup.html

Upgrade

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting

in a failed installation.
2. Double-click on the installer executable.

Welcome to Acronis Access Advanced

Acronis Access

Setup Utility

This utility will install, update or remove Acronis Access.

Welcome to the Acronis Access Advanced

7.0.0x366

Cancel |

3. Press Next to begin.
Read and accept the license agreement.

5. Press Upgrade.

6. Review the components which will be installed and press Install.

7. Review the installed components and close the installer.

8. You will be prompted to open the Configuration Utility, press OK.

Acronis Access Setup Utility

'\-.I The installation is complete but further configuration is required.

- Click OK to run the Acronis Access Configuration Utility.

X

Verify that none of the settings in the Configuration Utility have changed. After you have verified all
of your settings are as expected, press OK to close the Configuration Utility and start the Acronis

Access services.

3.5 Upgrading Gateway Clusters

To upgrade an Acronis Access clustered configuration, you need to upgrade both the Acronis Access
Server and the Gateway Servers in your Cluster Group. For instructions on upgrading the Access
Server, visit the Upgrading from Acronis Access to a newer version (p. 58) article and for each

Gateway, you will need to do the following procedure.



For information on upgrading a Microsoft Failover Clustering configuration, visit the Supplemental
Material section.

Upgrading a Gateway Server
1. Runthe Acronis Access installer on the desired server.
2. Press Next on the Welcome screen.

Welcome to Acronis Access

Acronis Access

Welcome to the Acronis Access Setup Utility

This utility will install, update or remove Acronis Access,

6.0.0x155 Mext = I Cancel

3. Read and accept the license agreement.

Acronis Access License Agreement

Acronis Access

ACRONIS 3
SOFTWARE LICENSE AGREEMENT

FLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™

OR “EULA™) CAREFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMEBH (“ACRONIS™ OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS

AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO LI

TTATTITT AT WTTTT CTMMATIT AT A FATATTTAT A AT, T ST IETsT o

< Back I I Accept this agreement | Cancel |

4. Click Custom.

Acronis Access Setup Options

Acronis Access

—Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server and
assocated components,

Note: The Custom options should only be used for specialized configurations.

Uninstall... Custom... | | Upgrade. .. I Cancel




5. Select only the Acronis Access Gateway Server component and press Next.

Acronis Access

—Components to Install:
Individual components should normally be installed when deploying multiple Acronis
Access servers or other non-standard configurations.
[ Acronis Access Server v, 7.2.0.400 —>7.2,2.104
¥ Acronis Access Gateway Server W, 7.2.0,129 —> 7.2,2,100
[ Acronis Access File Repository v, 7.2.0.400 —> 7.2.2.104
™| Acronis fccess Pastares0l Server 3,4.4 (Installed)
< Back | Next = | Cancel |

6. Review the components and press Install.

7. Once the installation finish, review the Summary, and close the installer. You will be prompted to
open the Configuration Utility. Open it to review that all of your previous Gateway Server
settings are in place. Make any changes if necessary and press OK.

3.6 Upgrading Load-balanced configurations

This guide is intended for deployments that are load-balancing Acronis Access and all of its
components.

Stop all Acronis Access services on all nodes

1. Stop all Acronis Access services on all nodes. This includes the Access Tomcat service, the Access
Gateway Service, the Access PostgreSQL service and the File Repository service, depending on
what you have installed on each machine.

It is vital that all Access Tomcat services are stopped before you upgrade. We recommend
stopping the other services as well as a precaution.

2. Pick a node that will act as the primary and copy to it the installer for the new version of Acronis
Access that you wish to upgrade to. This node is Primary only in the sense that it will be
upgraded first and it will migrate any changes/settings to the other servers.



Upgrade the Primary node of Acronis Access services and verify they work

1.

On the selected Primary node, start the Acronis Access installer.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access,

7.0.0x366 Cancel |

Press Next on the Welcome screen and then Custom. This will allow you to upgrade only the
necessary services that are already installed on the machine, without installing others.

Select any Acronis Access services that you wish to upgrade. Choose only the ones that are
already present on the machine.

Note: Our installer will not update PostgreSQL. If you wish to update your version of PostgreSQL please
view our article on the topic and contact Acronis support before proceeding.

Press Install and let the installer finish and launch the the Configuration Utility.

Note: Do not change any settings in the Configuration Utility! Changing settings can cause issues with your
configuration.

Once the Configuration Utility starts all the necessary services, verify that Acronis Access on this
node works as expected.

Leave this instance of Acronis Access running while you update all other nodes.

Upgrading all other nodes

Once you have successfully updated the Primary Acronis Access node, continue by upgrading the rest
of the nodes.

1.
2.

Copy the Acronis Access installer to the desired node and start it.

Press Next on the Welcome screen and then Custom. This will allow you to upgrade only the
necessary services that are already installed on the machine, without installing others.

Select any Acronis Access services that you wish to upgrade. Choose only the ones that are
already present on the machine.

e.g. If there is only a Gateway server installed, select only the Gateway Server component in the
installer.

Note: Our installer will not update PostgreSQL. If you wish to update your version of PostgreSQL please
view our article on the topic and contact Acronis support before proceeding.

Press Install and let the installer finish and launch the the Configuration Utility.



Note: Do not change any settings in the Configuration Utility! Changing settings can cause issues with your
configuration.

5. Once the Configuration Utility starts all the necessary services, verify that the Acronis Access
components on this node work as expected.

4 Upgrading Acronis Access on a Microsoft Failover
Cluster

The following steps will help you upgrade your Acronis Access Server cluster to a newer version of
Acronis Access.

1. Goto the the active node.

2. Open the Cluster Administrator/Failover Cluster Manager.

3. Stop all of the Acronis Access services (including postgres-some-version). The shared disk must
be online.

AAS Cluster

FE Summary of AAS Cluster
i3

Status: Offline

Alerts: <none:

Preferred Owners: =T, XTR
Current Owner: *TH

MHame | Status
Server Mame

& Mame: A4S Cluster {#) Online
Disk Drives
o Cluster Disk 1 (®) Orling

Other Rezources

[ Acronis Access File Repository Server (#) Offline
L Acroniz Access Gatewap [AcronisiccessGa... @ Qitline
[ Acronis Access Tomeat (#) Offline
L& Acronis Access PostgreSOL @ Offline




4. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

Press Next to begin.
Read and accept the license agreement.
Press Upgrade.

Acronis Access Setup Options

Acronis Access

—Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server and
associated companents.

Note: The Custom options should only be vsed for specialized configurations.

Uninstall... | Custom... | | Upgrade. .. I Cancel |

9. Review the components which will be installed and press Install.

Acronis Access Install Warning

Acronis Access

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services.

Acronis Access Server v, 6,1.0.249 —> v, 5,1,1,108

Acronis Access Gateway Server v. 6.1.0,165 —> v, 5.1.1.103
Acronis Access File Repository v, 6.1.0.249 —=> v, 6.1.1.108
Acronis Access Configuration Utility v, 6.1.0.249 —»> v. 6.1,1.108

< Back |

Cancel |




10. Enter the password for your postgres super-user and press Next.
11. When the installation finishes, press Exit to close the installer.

Warning! Do not bring the cluster group online!

12. Move the cluster group to the second node.
13. Complete the same installation procedure on the second node.

14. Bring all of the Acronis Access services online.

5 Upgrading from mobilEcho 4.5 on a Microsoft
Failover Cluster

Warning! Acronis Access failover clustering is not supported by versions older than 5.0.3. If you're using an
older version, you will have to upgrade to version 5.0.3 or newer before proceeding with any kind of cluster
configurations.

The guides listed below will help you upgrade your cluster from mobilEcho to Acronis Access.

In this section

Upgrading a mobilEcho server on a Windows 2003 Failover Cluster to Acronis Access 138
Upgrading a mobilEcho server on a Windows 2008 (R2) Failover Cluster to Acronis Access 147
Upgrading a mobilEcho server on a Windows 2012 (R2) Failover Cluster to Acronis Access 158

5.1 Upgrading a mobilEcho server on a Windows 2003
Failover Cluster to Acronis Access

Open the Cluster Administrator and double-click on your service group.

Delete the mobilEcho service resources.

Note: Do not bring the entire cluster group offline, just delete the mobilEcho service resources.

3. Launch the installer on the active node.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366 Cancel




10.

11.

12.
13.

Press Next to begin.
Read and accept the license agreement.
Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

Either use the default path or select a new one for the Acronis Access main folder and press OK.

x]
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

"Acronis Access System directory

Browse... |
< Back | Mext = I Cancel |

Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.

Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostareSQL Install Location:

Data Paﬂ'1:| SPSOL Browse... |

—PostgreSQL Super-User Credentials:

PostgreSQL Super-Jser password: | ========

Re-enter password: | ========

PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

A window displaying all the components which will be installed appears. Press OK to continue.

When the Acronis Access installer finishes, press Exit.Navigate to your shared disk, locate and
copy these 3 files: production.sqlite3, mobilEcho_manager.cfg and priority.txt (this one might
not exist) and paste them to the Acronis Access installation directory, replacing the existing files.

Note: These files you should replace are generally located at:

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db\production.sqlite3

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\mobilEcho_manager.cfg

C:\Program Files (x86)\Group Logic\mobilEcho Server\Management\priority.txt




Configurations on the Active node
1. Configure your Gateway Server's database to be on a location on a shared disk.

a. Navigateto C:\Program Files (x86)\GroupLogic\mobilEcho Server\

b.  Find the database.yml file and open it with a text editor.

'./database/' and replace ./database/ with the path
'S:/mobilEcho_cluster/database/").

c. Find this line: database_path:
you want to use (e.g. database_path:

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access cluster group

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access cluster group.

2. Open New and select Resource.

&% Cluster Administrator - SATURN (.)

=10l x]

=2 ﬁ Groups

(] Resources
=] Cluster Configu
{1 Resource 1
-] Networks
(] Network Ir
(@) RHEA
(] Active Grol
(] Active Res

£l PHTGL
&) Test Cluste

= %‘ SATURN Name State Owiner

Resource Type Description

|U;] Cluster IP Address  Online RHEA
R Online RHEA
Online RHEA
Online RHEA

Bting Onifine 48
Take Offline Qr+T
Moye Group

elete GErD

Rename

New

Configure Application

Properties

(] Network Inkerfaces
=g TITAN

(7] Active Groups

(7] Active Resources

(] Network Inkerfaces

1P Address

Network Name

Physical Disk Quorum Disk.
Distributed Transaction Coordinator

I ) O

3. Enter a name for the service and select the correct cluster group.




4. From the Resource Type drop down menu select Generic Service and press Next.

Acronis Access Tomcat

Name: IAcronis Access Tomeat

Description: I

Resource type: Generic Service >
Generic Script a

Group:

. IP Address
I”" Run this resoure{ Local Quorum
Majority Node Set

2 2 Message Queuing
To continue, click N Network Name

Physical Disk

Print Spooler

Volume Shadow Copy Service T as
WINS Service =
«| | o] |

< Back I Nexst > I Cancel I

5. Make sure both of your nodes are listed as Possible owners and press Next.

Acronis Access Tomcat

Possible owners are nodes in the cluster on which this resource can be brought online.
Specify the possible owners for this resource.

Available nodes: Possible owners:
Name I Name I
Add > I @ RHEA
TITAN
<- Hemove

< Back I Next > I Cancel |

Skip the dependencies for now by pressing Next.

Enter the correct service name of the service you are adding (e.g. postgresql-x64-9.2) and press
Next.

Skip the Registry Replication window for now by pressing Next.
Press Finish to complete the procedure.

Configuring dependencies

For PostgreSQL and Acronis Access File Repository do the following:
1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.

3. Click on Modify.



4. Select the shared disk you have added and move it to the right side.

pSOQL Properties i 21|

General  Dependencies |.-’-‘«dvanced| F'alametersl

\a 2
G Awailable rezources: Dependencies:
Specify w
HgeEilliEs M arne | Resource Tup M arne | Resource Typ
g iDisk 0: Physical Disk
M arme: <_|
1] | H 1] | H
Ok | Cancel | Broperties |
Maodify... | Broperties |
QK. | Cancel | Lpply |

5. Press OK.

For PostgreSQL also do the following:

1. Click on the Registry Replication tab.

2. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

e R

pSOL Properties

21

Generall Dependenciesl .-’-‘«dvancedl Parameters Fegisty Replication |

|. pSOL

Programs or zervices may store data in the regizty. Therefore, it iz important
ta have thiz data available on the node on which they are running. Specify
the registiy keys below HEEY_LOCAL_MACHINE that should be replicated
to all hodes in the cluster.

el A egistry Key 2l

Boot registy key:
ISYS TEMACurrentControlS ethS ervices postgresgl-«64-9. 2

ak. I Cancel

add. || Hedivh || Bevoe |

QK | Cancel | Aol |




For the Acronis Access Gateway Server service do the following:
1.

2.
3.
4

5.

Right-click on the appropriate service and select Properties.

Click on the Dependencies tab.

Click on Modify.

Select the IP Address and Physical disk and move them to the right side.

AAS Gateway Properties

General Dependencies lAdvancedI Parameters | Registry Replication |

21|

AAS Gateway
Spect T 2l
TESOUIC
Ayailable resources: Dependencies:
Resou
E ‘Iflame rHesource Typ . |
Lu] Cluster Name Network Name
G mMsoTC Distributed Tra ¢ |
4| | = 4| j &
I oK I Cancel | Eroperties I
Modify... | Eroperties |
0K I Cancel | Soply |
Press OK.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.

2.

Click on the Dependencies tab.

3. Click on Modify.




4. Select the PostgreSQL and Acronis Access Gateway Server services and move them to the right

side.
Acronis Access Tomcat Properties i | _"J X|
General Dependencies IAdvancedl Parameters | Registry Replication |
Acronis Access Tomcat
e odiy Dependencies 20
Tesourc
Available resources: Dependencies:
Resou
E Name l Resource Typi I MName I Resource Typi
u Cluster IP Address IP Address £ i
tﬂ] Cluster Name Network Name .. I
([ Disk @: Physical Disk
GmsoTC Distiibuted Tra
< | >l < | =l
0K I Cancel | Broperties |
Modify... I PBroperties I
0K | Cancel | Apply |
5. Press OK.

Bringing the cluster group online and using the Configuration Utility
1. Right-click on the cluster group and press Bring online.

2. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility

3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

e Acronis Access Configuration Utility

Access Web Server Access Mobile Gateway | File Repository |

—Server Endpaint

r Proxy requests for Access Server

[T Reditect requests From park 80

Service Account

Address The Client Access IP -

| —I ¥ Local Sysbern Account
Part I 4430
Certificate IAcronis Acress |

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help |

o]

Cancel

Apply




4. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate I Acronis Access _I

aﬂ;mte I— ll —_I

¥ Local System Account

[ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

Access Web Server I Access Mobile Gateway  File Repository |

Server Endpoint —Service Account
Address [127.0.0.1 |

Part 5787

¢ Local System Account

" This Account I
File Store Path [ E:\FileStarePath s I
Confirm Password I

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

6. Click OK to complete the configuration and restart the services.
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Installation and configuration on the second node

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

3. Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

5. Move the cluster group to the second node. To do so, right-click on the cluster group and click on
Move Group.

6. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility

7. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

e Acronis Access Configuration Utility -

Access Web Server Access Mobile Gateway ] File Repository ]
Server Endpaint Service Account
Address |The Client Access IP j

Part 4430

Certificate | Acronis Access

=

[~ Proxy requests for Access Server

-

Configuration Log

Help 0K | Cancel | |

8. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.




Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mohile Gateway I File Repositary I
—Server Endpaint Service Account
Address IThe Client Access IP ;l

Port |443,—

Certificate I Acronis Access _I

gah?gmte I— ll —_I

{¥ Local System Account

[ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

9. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

Access Web Server I Access Mobile Gateway  File Repository |
Server Endpoint —Service Account
Address | 127.0.0.1] |

Port 5787

% Local System Account

" This Account I
File Store Path | E:\FileStorePath s |
Confirm Password I

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

10. Click OK to complete the configuration and restart the services.

5.2 Upgrading a mobilEcho server on a Windows 2008
(R2) Failover Cluster to Acronis Access

1. Open the Failover Cluster Manager and double-click on your service group.
2. Delete the mobilEcho service resources.
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Note: Do not bring the entire cluster group offline, just delete the mobilEcho service resources.

3. Launch the installer on the active node.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

Press Next to begin.
Read and accept the license agreement.
Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

9. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

C:\Program Files ) Browse... |
< Back | Mext = I Cancel |

"Acronis Access System directory

10. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.



11. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostgreSQL Install Location:

Data Path:l 5:PSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-User password: I ========

Re-enter password: | ========
PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

12. A window displaying all the components which will be installed appears. Press OK to continue.

13. When the Acronis Access installer finishes, press Exit.Navigate to your shared disk, locate and
copy these 3 files: production.sqlite3, mobilEcho_manager.cfg and priority.txt (this one might
not exist) and paste them to the Acronis Access installation directory, replacing the existing files.

Note: These files you should replace are generally located at:

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db\production.sqlite3

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\mobilEcho_manager.cfg

C:\Program Files (x86)\Group Logic\mobilEcho Server\Management\priority.txt

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access Service group

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access service group and select Add a resource.



2. Select Generic Service.

i Failover Cluster Manager

File Action ‘iew Help

¢ = | 2im| B
% Failover Cluster Manager

(=) Y shimano.gllabs . com
= = Services and applications

AASCluster Recent Cluster Events: Mone in the last 24 hours

.. Summary of AASCluster
_51 Modes Bring this service or application online

% Storage Take this service or application offline

ﬁ MNetworks Mowe this service or application ko ancther node »
4|

i

Auto Start: Yes

0]

Clusker Ev
Manage shares and storage
#Add a shared Folder
Shiows the critical avents For this application
Add storage Status | |
Add a resource 1 - Client Access Poink

) 2 - Generic Apphcation
Disable auko start 3 - Generic Script
Show Dependency Report 4 - Generic Service:

) Maore resources. .. »
Yiew Pt
Delete
Rename
Refresh &) Offine
Properties &) Offline
Help

|Th|s action creates a new resource in the service or application.

3. Select the proper service and press Next.

| Select Service

Select the service you want to uze from the kst

Hame | Description Iﬂ
Acroniz Access File Repository Server File Repository Server for Acronis Access

Jrer Acionis Access Gateway [boronizdocessGatewa . Mobile Gateway Server for Acionis Access
Application E xperience Proceszes appication compatibility cache raque, ..
Application |dentity Determines and verifies the identity of an applica...
Application Information Facilitates the nning of interactive apphcations...
Application Layer Gateway Sarvice Provides suppaodt fiar 3rd party protocod plug-inz f,..
Application Management Processes installation, removal, and enumeratio...
Background Intelligent Transfer Service Transfers files n the background using idle netw,.,
Basze Filtaring Engine The Baze Fitetng Engine [BFE] is a service that, ll

Mewt > I Cancel

4. On the confirmation window press Next.



5. Press Next on the Replicate Registry Settings window.
6. On the summary window press Finish.

Configuring dependencies

1. Double click on the Acronis Access Service group.

For PostgreSQL and Acronis Access File Repository services do the following:
1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.
3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Adwanced Policies | Regiztiy Replication I
General Dependencies Folicies
Specify the resources that must be brought online before thiz resource can
b browght online;
AND/OR
b |
% | Click here to add a dependency
Inset I Delete
Cluster Disk 1
Hiwy ndencies waork

[0k | _Cacd [ Awb |
4. Press Apply and close the window. |
For PostgreSQL also do the following:
1. Click on the Registry Replication tab.



2. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

Acronis Access PostgreSOL Properties E
| General

I Dependencies | Paolicies I
Advanced Policies Reqistry Replication

Programs or zervices may store data in the registy. Therefore, it is
important to have this data available on the node an which they are
unning. Specify the registiy keys below HEEY_LOCAL_MACHIME that
should be replicated to all nodes in the cluster.

| Bt Renist Kan [
Registry Key
=

St Boot registy key:

HKEY_LOCAL_MACHIMEY IEM\EurrentEontroISel\Services\.&croni&-’-‘«ccesspnstgresQL!

ak. I Cancel |

A

Add | Edit | Remowe |

0K | Cancel | Apply |

For the Acronis Access Gateway Server service do the following:

1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronisAccessGateway) [XT]<%T> Pro... E3

Adwanced Policies | Fegisy Replication

General Dependencies Policies

Specify the rezources that must be brought online before this rezource can
be browght online:

AND/OR | Resouce

Hame: &45Cluster

r

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | ol |  amw |

4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Acronis Access Tomcat Properties E

Advanced Paolicies I Reqiztry Replization I

General Dependencies Palicies

Specify the rezources that must be brought online before thiz resource can
be brought online:
| AND/OR | Rezource

Acroniz dooess Gateway [AoronizticcessG ateway) ...

3 AMD ;
# |Click here to add a dependency

Inzert Lelete

Acroniz dooess Gateway [doroniztiocessG ateway] [T 1<=T> AND
Acronis Access PostgreSEL

How resource dependencies waork

0k I Cancel Apply |

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access Service group and set it as a dependency for the network name.

Bringing the service group online and using the Configuration Utility
1. Right-click on the Acronis Access service group and press Bring this application or service group

online.
2. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility



3.

4.
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Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

Access Web Server Access Mobile Gateway | File Repositary |

—Server Endpaint Service Account
Address |The Client Access IP ;l

Port W

Certificate I Acronis Access _I

{¥ Local System Account

[ Proxy requests for Access Server

[ Redirect requests From pork 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure

port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate | Acronis Access =
aﬂ;mte I ll __I

[ Redirect requests from port 80

¥ Local System Account

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help
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Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

(5] Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | 127.0.0.1] |

{* Local System Account

" This Account
File Store Path | E:\FileStorePath

Port 57387

Configuration Log

Help 0K | Cancel | Apply

Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

Complete the installation.

Configure your Gateway Server's database to be on a location on a shared disk.

a. Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

Move the Acronis Access service group to the second node. To do so, right-click on the service
group and click on Move to the second node.

Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility



7.
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Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

Access Web Server Access Mobile Gateway | File Repositary |

—Server Endpaint Service Account
Address |The Client Access IP ;l

Port W

Certificate I Acronis Access _I

{¥ Local System Account

[ Proxy requests for Access Server

[ Redirect requests From pork 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure

port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate | Acronis Access =
aﬂ;mte I ll __I

[ Redirect requests from port 80

¥ Local System Account

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help
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9. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

e Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | 127.0.0.1] |

{* Local System Account

" This Account
File Store Path | E:\FileStorePath

Port 57387

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help 0K | Cancel | Apply

10. Click OK to complete the configuration and restart the services.

5.3 Upgrading a mobilEcho server on a Windows 2012
(R2) Failover Cluster to Acronis Access

Open the Failover Cluster Manager and double-click on your service group.
Delete the mobilEcho service resources.

Note: Do not bring the entire cluster group offline, just delete the mobilEcho service resources.

3. Launch the installer on the active node.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366 Cancel

6. Press Next to begin.

7. Read and accept the license agreement.



10.

11.

12.
13.

Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist.

Mote: Any files and folders in this path may be replaced during setup.

"Aaonis Access System directory

Browse... |
< Back | Mext = I Cancel |

Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.

Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostareSQL Install Location:

Data Paﬂ'1:| SPSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-Jser password: | ========

Re-enter password: | ========

PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

A window displaying all the components which will be installed appears. Press OK to continue.

When the Acronis Access installer finishes, press Exit.Navigate to your shared disk, locate and
copy these 3 files: production.sqlite3, mobilEcho_manager.cfg and priority.txt (this one might
not exist) and paste them to the Acronis Access installation directory, replacing the existing files.

Note: These files you should replace are generally located at:

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db\production.sqlite3

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\mobilEcho_manager.cfg

C:\Program Files (x86)\Group Logic\mobilEcho Server\Management\priority.txt




Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigateto C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access role

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access role and select Add a resource.

2. Select Generic Service.

= Failover Cluster Manager
File Action View Help
e 2@ A
&4 Failover Cluster Manager
4 B Qiglilabs.com i — - —
—q’ Roles Search J .Qaenes v‘t— ':_\!‘\
b 8- Nodes Name Status Type Owner Node Proaty Information
> -y e < mE1 (30) Padtiahe Run.._[enedc Senice YANG Medium
p 53 Networks — % | Start Role
Cluster Events =
& | Stop Role
| 58
| @& | Add File Share
|
B | Move »
|—
(% | Change Startup Priority »
[ Show Critical Events
; % | Add Storage
"7‘? Add Resource » Chent Access Point
< | B e
B | More Actions » Generic Application =
v ;; mE1 ‘ K | Remove Seaic Scp Owmers. Any node
3 =1 Generic Service
‘ - 7Prrsipienries More Resources » A
Status: Partially Running
Priority: Medum
Owner Node: YANG E
Client Access Name: mE1
IP Addresses: 172273385 v
| Summary | Resources |

'Roles: mE1




3. Select the proper service and press Next.

i New Resource Wizard

Select the zervice pou wank ta use from the list

on

Eeree Mame | Description |i|
Acroniz Acceszs File Repositary Server File Repository Sarver for Acronis Access
Acroniz Access Gateway [boronisbccessGatewa...  Mobile Gatewayp Server for Acraniz Access

er fo

Application Esperience Processes applcation compatibility cache reque, .
Application 1derntity Determines and verifies the identity of an applica...
Application Information Facilitates the nnning of interactive apphcations...
Application Layer Gateway Service Provides suppodt for 3rd party protocol plug-ins ..
Application M anagement Processes installation, removal, and enumeratio. ..
Background Intelligent Transfer Service Tranzfers files in the background using idle netw...
Basea Filtering Enaine The Baze Filtering Engine [BFE] iz a servica that,,, ll

Mest > I Cancel

4. On the Confirmation window press Next.

5. Onthe summary window press Finish.

Setting an Access Point

1. Right-click on the Acronis Access role and select Add a resource.




2. Select Client Access Point.

| File Action View Help

| & =| 2w B
‘ B ::ilgef:l:ster Manager Roles (1)
4 53 Qiglilabs.com -
¥3 Roles search | Queies v|id vi{]
b ;odes Name Status Type Owner Node Proaty Information
& Nomgeks (& mE1 (22) Paciahe Rum._Genede Sacvice YANG Medum
b o % | Start Role
{1] Cluster Events 5
& | Stop Role
[z | Add File Share
B | Move 3
@ Change Startup Priority ’
@ Show Critical Events
& | Add Storage A
[ J I@ Add Resource ’ Chent Access Point
< : { >
B3 | More Actions » Generic Application
AR ",\ mE1 % | Remove Generic Script 5 . Aoy sod
N —t 1 Generic Service
|
5] | Properties More Resources » ~
Status: Partially Running
Priority: Medum
Owner Node: YANG =
Client Access Name: mE1
IP Addresses: 172273385 j
Summary | Resources |
i Roles: mE1l

3. Enter a name for this access point.
4. Select a network.

ﬁ Mew Resource Wizard E

.

]'-' Client Access Point

Enter Mebwork Marme and IP Address:

Canfirmaticn

Hame: JaasCiusted

One or more |IPvd addresses could not be configured automatically. For each network to be used, make sure
the network iz selected, and then wpe an addiess.

Configure Chent
Access Point

Surmmary

| Metworks | Addiess

I Mest > I Cancel

5. Enter the IP address and press Next.
6. On the Confirmation window press Next.
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7. Onthe summary window press Finish.

Adding a shared disk

1. Right-click on the Acronis Access role and select Add Storage.
2. Select the desired shared drive.

Add Storage E3

Select the dizk o1 disks that pou want to add.

Avvailable disks:

Mame [ Status _Caparity
[ s Clustet Disk 1 (%) Oniline

Configuring dependencies
1. Select the Acronis Access role and click on the Resources tab

For PostgreSQL and Acronis Access File Repository services do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Adwanced Policies | Regiztiy Replication
General Dependencies I Paolicies

Specify the resources that must be brought online before this resource can
b browght online;

ANDZOR
2
*

Inset I Delete ]

Cluster Disk 1

a1 i3 wark

[ ok | cawa | sy |

4. Press Apply and close the window.

For the Acronis Access Gateway Server service do the following:
1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronishAccessGateway) [XT]<XT> Pro.. E

Adwanced Policies | Fegisy Replication I
General Dependericies ] Palicies
Specify the rezources that must be brought online before this rezource can
be browght online:
AND/OR | Resouce

Hame: &45Cluster

3 AND r 3
#* | Lk here to add a dependency

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | o | e |




4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access role and set it as a dependency for the network name.

Acronis Access Tomcat Properties
Adwvanced Policies I Registiy Replication
General Diependencies | Faolicies

Specify the rezources that must be braught online befare thiz resource can
be brought online:

| AND/OR | Reszource
Arronis dccess Gateway [Boronizdccessiateway) ..

» AMD
#* |Click here to add a dependency

Inzert Delete

Acrohis dccess Gateway [Aoronistcoess@ateway] [HT]10<T: AMD
Acroniz dccess PostgreSOL

Hows resournce dependencies work

QK I Cancel Apply

Starting the role and using the Configuration Utility
1. Right-click on the Acronis Access role and press Start role.

2. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility



3.

4.
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Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

Access Web Server Access Mobile Gateway | File Repositary |

—Server Endpaint Service Account
Address |The Client Access IP ;l

Port W

Certificate I Acronis Access _I

{¥ Local System Account

[ Proxy requests for Access Server

[ Redirect requests From pork 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure

port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mobile Gateway I File Repository I
—Server Endpaint Service Account
Address IThe Client Access IP ;I

Port I 443

Certificate | Acronis Access =
aﬂ;mte I ll __I

[ Redirect requests from port 80

¥ Local System Account

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help
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5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

(5] Acronis Access Configuration Utility -

Access Web Server ] Access Mohile Gateway  File Repository l
Server Endpaint Service Account
Address | 127.0.0.1] |

{* Local System Account

" This Account
File Store Path | E:\FileStorePath

Port 57387

Configuration Log

Help 0K | Cancel | Apply

6. Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

3. Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

For PostgreSQL do the following:

1. Open the Failover Cluster Manager.
Find and select the PostgreSQL Generic Service resource.

Right-click on it and select Properties.

s W N

Click on the Registry Replication tab.



5. Press Add and enter the following:

SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

6. Move the Acronis Access role to the second node.

Using the Configuration Utility on the second node

1. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility

2. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the

Acronis Access Service group.

e Acronis Access Configuration Utility

Access Web Server  Access Mobile Gateway ] File Repository ]

Server Endpoint Service Account

Add The Client A P

ress | e Client Access j s
Port 4430

Certificate | Acronis Access

[ Proxy reguests for Access Server

-

Configuration Log

el o ]

Cancel |

3. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access

Service group.



Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

Access Web Server | Access Mohile Gateway I File Repositary I
—Server Endpaint Service Account
Address IThe Client Access IP ;l

Port |443,—

Certificate I Acronis Access _I

gah?gmte I— ll —_I

{¥ Local System Account

[ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

4. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

Access Web Server I Access Mobile Gateway  File Repository |
Server Endpoint —Service Account
Address | 127.0.0.1] |

Port 5787

% Local System Account

" This Account I
File Store Path | E:\FileStorePath s |
Confirm Password I

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully

oading settings for Access Mobile Gateway

ettings for Access Mobile Gateway loaded successfully
oading settings for Access Web Server

ettings for Access Web Server loaded successfully

Help

5. Click OK to complete the configuration and restart the services.
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