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1 Mobile Access

This section of the web interface covers all the settings and configurations affecting mobile device
users.
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1.1 Concepts

Access Mobile Clients connect directly to your server rather than utilizing a third-party service,
leaving you in control. Acronis Access server can be installed on existing file servers, allowing iPads,
iPhones and Android devices to access files located on that server. These are typically the same files
already available to PCs using Windows file sharing and Macs using ExtremeZ-IP File Server.

Clients access Acronis Access servers using their Active Directory user account. No additional

accounts need to be configured within Acronis Access. The Access Mobile Client also supports file
access using local computer accounts configured on the Windows server Acronis Access is running on,
in the event you need to give access to non-AD users. The client management features described
below require AD user accounts.

A minimal deployment consists of a single Windows server running a default installation of Acronis
Access. This default installation includes the Acronis Access Server component installed and the local
Acronis Access Gateway Server with a license installed. This scenario allows devices running the
Access Mobile Client application to connect to this single file server, and allows for client
management. If client management is not needed, Data Sources can be setup on the local Gateway
Server and the Access Mobile Clients will be able to access these Data Sources, but the users will be
in control of their app settings.
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Fig 1. Single Gateway server, many Access Mobile Clients




Any number of Gateway Servers can later be added to the network and configured for access from
the client app.

Note: Details on installing Acronis Access are included in the Installing section of this guide. Configuration of
Gateway Servers and Data Sources is explained in the Mobile Access (p. 3) section.

If you wish to remotely manage your Access Mobile Clients, Acronis Access Client Management
allows you to create policies per Active Directory user or group. These policies can:

= Configure general application settings

= Assign servers, folders, and home directories to be displayed in the client app

= Restrict what can be done with files

= Restrict the other third party apps that Access Mobile Client files can be opened into
= Set security requirements (server login frequency, application lock password, etc.)

= Disable the ability to store files on the device

= Disable the ability to include Access Mobile Client files in iTunes backups

= Remotely reset a user's application lock password

= Perform a remote wipe of the Access Mobile Client app's local data and settings

= And many additional configuration and security options

Only one Acronis Access Server is required.

A typical network employing client management includes one server with the Acronis Access Server
and Acronis Access Gateway Server components installed and several additional Gateway Servers
acting as file servers. In this scenario, all mobile clients are configured to be managed by the Acronis
Access Server, and will contact this server each time the Access Mobile Client application is started,
to check for any changed settings and to accept application lock password resets and remote wipe
commands if necessary.

Access Mobile Client clients can be assigned a list of servers, specific folders within shared volumes,
and home directories in their management policy. These resources will automatically appear in the
Access Mobile Client app and the client app will contact these servers directly as needed for file
access.

Note: Details on enabling and configuring the client management are included in the Policies (p. 5) and
Managing Mobile Devices section of this guide.
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Fig 2. One Gateway Server, one Gateway Server + Acronis Access Server, many clients

1.2 Policies

Acronis Access Client Management allows policies to be assigned to Active Directory groups. Group
policies will usually address most or all of your client management requirements. The group policies
list is displayed in order of precedence, with the first group in the list having the highest priority.
When a user contacts the Acronis Access server, their settings are determined by the single highest
priority group policy they are a member of.

User policies are used when you want to enforce specific settings on a user regardless of the groups
he is in, as User policies have a higher priority than Group policies. User policies will override all
Group policies.

Group Management Tips

If you would like all or most of your users to receive the same policy settings, you can enable the Default group
policy. If it' s enabled all users which are not members of a group policy and do not have an explicit user policy,
will become members of the Default group. The Default group is disabled by default. If you would like to deny a
group of users access to Acronis Access management, ensure that they are not members of any configured
group policies. As long as a user account does not match any group policies, they will be denied the ability to
enroll in Acronis Access client management.

Group Policies ~ User Policies  Allowed Apps  Delault Access Restrictions

Manage Group Policies

Group policies configure the mobilEcho ciients application seftings, capabilifies and security seffings. The group policy list is shown in the order of precedence. The first group in the Bist that a
user belongs fo will determine their policy
+ Acdd Group Policy Filter by Name ¥ G Filter Reset
Commaon Mame | Display Name Distinguished Name Enabled

CH=hristo CN=Users DC=glilabs DC=com ™ & x
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1.2.1 Adding a New Policy

To add a new group policy:
1. Open the Group Policies tab.

2. Click the Add new policy button to add a new group policy. This will open the Add a new group
policy page.

Save Cancel

Add a New Group Policy
Search your directory and select a group for this policy.

Selected Group:

Find group that begins with j domain ad Search

Common Name / Display Name ~ Distinguished Name

Domain Admins CN=Domain Admins,CN=Users, DC=t-soft, DC=biz
Copy Policy Setfings from: ﬂ Apply

Important note: Certain Acronis Access policy settings apply differently fo Acronis Access for Android,
Acronis Access for Good Dynamics and Acronis Access with Mobilelron AppConnect. These exceptions
are noted below via the &, = and 0 icons. Hover over each icon to view details on the policy exceptions for
that setting. You can configure your Acronis Access Gateway Server(s) o only allow specific client platforms to
connect using the Acronis Access server.

3. Inthe Find group field, enter the partial or complete Active Directory group name for which
you'd like to create a policy. You can perform 'begins with' or 'contains' searches for Active
Directory groups. Begins with search will complete much faster than contains searches.

Click Search and then find and click the group name in the listed results.

5. Make the necessary configurations in each of the tabs (Security (p. 9), Application (p. 11), Sync (p.
14), Home Folders (p. 15) and Server (p. 16)) and press Save.



To add a new user policy:
1. Open the User policies tab.
2. Click the Add new policy button to add a new user policy. This will open the Add a new user

policy page.
Cancel

Add a New User Policy

Search your directory and select a user for this policy.

Selected User:

|

Find user that begins with || | hristo Search
Common Name / Display Name «~ Distinguished Name > Login Name
Hristo lichev CN=hristo,CN=Users,DC=glilabs,DC=com hristo

Copy Policy Settings from: V| Apply

Important note: Certain Acronis Access policy settings apply differently to Acronis Access for Android, Acronis
Access for Good Dynamics and Acronis Access with Mobilelron AppConnect. These exceptions are noted below
via the &, = and 6\ icons. Hover over each icon to view details on the policy exceptions for that setting. You can
configure your Acronis Access Gateway Server(s) to only allow specific client platforms to connect using the Acronis

Access server.

Security Policy =~ Application Policy Sync Policy Home Folders  Server Policy

3. Inthe Find user field, enter the partial or complete Active Directory user name for which you'd
like to create a policy. You can perform 'begins with' or 'contains' searches for Active Directory
users. Begins with search will complete much faster than contains searches.

Click Search and then find and click the user name in the listed results.

5. Make the necessary configurations in each of the tabs (Security (p. 9), Application (p. 11), Sync (p.
14), Home Folders (p. 15) and Server (p. 16)) and press Save.

1.2.2  Modifying Policies

Existing policies can be modified at any time. Changes to policies will be applied to the relevant
Access Mobile Client users the next time they launch the mobile app.

Connectivity requirements

Acronis Access clients must have network access to the Acronis Access server in order to receive profile updates,
remote password resets, and remote wipes. If your client is required to connect to a VPN before they can access
Acronis Access, they will also need to connect to the VPN before management commands will be accepted.




To modify a group policy

1. Click the Groups Policies option in top menu bar.

2. Click on the group you would like to modify.

3. Make any changes necessary on the Edit Group Policy page and press Save.
4

To temporarily disable a policy, uncheck the check box in the Enabled column for the desired
group. This change takes effect immediately.

5. To change a group's priority, click the up or down arrow in the Manage Groups Profiles list. This
will move the profile up or down one level.

To modify a user policy:

Open the User Policies tab.

Click on the user you would like to modify.

Make any changes necessary on the Edit User Policy page and press Save.

To temporarily disable a policy, uncheck the check box in the Enabled column for the desired
user.This change takes effect immediately.

P w N

1.2.3  Policy Settings
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1.2.3.1  Security Policy
Security Policy Application Policy sync Policy Home Folders Server Policy

App Password Creation: [M [
(® COptional
() Disabled

) Required

App Will Lock: | Immediately upon exit
Allow User to Change This Setting

Minimum Password Length: 0

Minimum Number of Complex Characters (such as $,&1) 0

Require One or More Letter Characters

Mobile client app will be wiped after 10 failed app password attempts

[] Wipe or Lock After Loss of Contact

Mobile client app will be | locked after 30 days of failing to contact this

client's Acronis ACCESS Server

Warn user starting 3 | days beforehand

Allow iTunes and iCloud to Back up Locally Stored Acronis Access Files

[] User Can Remove Mobile Client from Management

Wipe All Acronis Access Data on Removal

= App password creation - The Access Mobile Client application can be set with a lock password
that must be first entered when launching the application.

= Optional - This setting will not force the user to configure an application lock password, but
they will be able to set one from the Settings menu within the app if they desire.

= Disabled - This setting will disable the ability to configure an application lock password from
the Settings menu within the app. This might be useful in the case of shared mobile devices

where you prefer that a user cannot set an app password and will lock other users out of the
Access Mobile Client.

= Required - This setting will force the user to configure an application lock password if they do
not already have one. The optional application password complexity requirements and failed
password attempt wipe setting only apply when App password creation is set to Required.

= App will lock - This setting configures the application password grace period. When a
user switches from the Access Mobile Client to another application on their device, if
they return to the Access Mobile Client before this grace period has elapsed, they will
not be required to enter their application lock password. To require that the password is
entered every time, choose Immediately upon exit. If you would like the user to be able



to modify their App will lock setting from within the Access Mobile Client settings, select
Allow user to change this setting.

= Minimum password length - The minimum allowed length of the application lock
password.

®  Minimum number of complex characters - The minimum number of non-letter,
non-number characters required in the application lock password.

= Require one or more letter characters - Ensures that there is at least one letter character
in the application password.

= Mobile Client app will be wiped after X failed app password attempts - When this
option is enabled, the settings and data in the Access Mobile Client app will be wiped
after the specified number of consecutive failed app password attempts.

Wipe or lock after loss of contact- Enable this setting if you would like the Access Mobile Client
app to automatically wipe or lock in the case that it has not made contact with this Acronis
Access server in a certain number of days. Locked clients will automatically unlock in the event
that they later contact the server successfully. Wiped clients immediately have all the local files
stored in the Mobile Client app deleted, their client management policy removed, and all settings
reset to defaults. Wiped clients will have to be re-enrolled in management to gain access to
gateway servers.

=  Mobile Client app will be locked/wiped after X days of failing to contact this client's
Acronis Access server - Set the default action after the client fails to contact this Acronis
Access server for a number of days.

=  Warn user starting [ ] days beforehand - The Access Mobile Client app can optionally warn
the user when a 'loss of contact' wipe or lock is going to happen in the near future. This gives
them the opportunity to reestablish a network connection that allows the Access Mobile
Client app to contact it's Acronis Access Server and prevent the lock or wipe.

User can remove Mobile Client from management- Enable this setting if you would like your

Acronis Access users to be able to uninstall their management policy from within Acronis Access.

Doing so will return the application to full functionality and restore any configuration that was

changed by their policy.

= Wipe all Acronis Access data on removal - When user removal of policies is enabled, this
option can be selected. If enabled, all data stored locally within the Access Mobile Client
application will be erased if it is removed from management, ensuring that corporate data
does not exist on a client not under management controls.

Allow iTunes to back up locally stored Acronis Access files - When this setting is disabled, the
Access Mobile Client will not allow iTunes to back up its files. This will ensure that no files within
Acronis Access' secure on-device storage are copied into iTunes backups.



1.2.3.2  Application Policy
Security Policy ~ Application Policy  Sync Policy  Home Folders  Server Policy

Require Confirmation When Deleting Files
Allow User to Change This Setting

[] Set the Default File Action

Default Action: | Show Action Menu

Allow User to Change This Setting

Allow Files to be Stored on This Device
Allow User to Store Files in the 'My Files' On-Device Folder

Cache Recently Accessed Files on the Device

Maximum Cache Size: | 100 MB v
Allow User to Change This Setting

Content in My Files and File Inbox Expires after | 21 days

= Require Confirmation When Deleting Files - When enabled, the user will be asked for
confirmation each time they delete a file. If you would like the user to be able to later modify this
setting, select Allow user to change this setting.

= Set the Default File Action - This option determines what will happen when a user taps a file in
the Access Mobile Client application. If this is not set, the client application defaults to Action
Menu. If you would like the user to be able to later modify this setting, select Allow user to
change this setting.

= Allow Files to be Stored on the Device - This setting is enabled by default. When enabled, files
will be permitted to remain on the device, within Acronis Access' sandboxed storage. Individual
features that store files locally (My Filesfolder, sync folders, recently accessed file caching) can be
enabled or disabled using additional policy settings. If this option is disabled, no files will be
stored on the device, ensuring that no corporate data is on the device if it is lost or stolen. If this
setting is disabled, the user will not be able to save or sync files for offline use, cache files for
improved performance, or send files from other applications to the Access Mobile Client using
the "Open In" function.

= Allow User to Store Files in the 'My Files' On-Device Folder - If enabled, files can be copied
into the 'My Files' folder for offline access and editing. This is a general purpose storage area
within Acronis Access' on-device storage sandbox.

= Cache Recently Accessed Files on the Device - If enabled, server-based files that have been
recently access will be saved in a local cache on the device, for use if they are accessed again
and have not changed, providing performance and bandwidth conservation benefits.
Maximum Cache Size can be specified and the user can optionally be allowed to change this
setting.

= Display Thumbnail Previews for Server-Side Files - When enabled, thumbnail previews will be
displayed instead of filetype icons when browsing Data Sources and Gateway Servers.



®=  Thumbnail Cache Size: - Sets how much space will be reserved for thumbnails.

= Only Download Thumbnail Previews on WiFi Networks - When enabled, thumbnails will be
available only if the user is connected to a WiFi network.

= Content in My Files and File Inbox Expires after X days - If this option is enabled, files in the File
Inbox and in My Files will be deleted from the device after the set number of days.

Allow
Allow

These seftings can be used to disable certain Acronis Access mobile client application features and
capabilities. All copy, create, move, rename, and delete settings apply to files or folders located on Gateway
Servers. Files in Acronis Access's local My Files folder are stored on the device and are not affected. All other
settings apply to any files in the app, both server-based and locally stored.

Only file and folder operation settings apply to Mobile Access data sources accessed via the Acronis Access
web client interface.

File Operations Data Leakage Protection
File Copies / Creation Opening Acronis Access Files in Other Applications
File Deletes App WhitelistBlacklist ~ None v pE@E

File Moves
File Renames

Sending Files to Acronis Access from Other Apps [

Emailing Files from Acronis Access 1 [E

Folder Operations Printing Files from Acronis Access [ [E B
Folder Copies Copying text From Opened Files [ [ K
Folder Deletes Annotation and Editing

Folder Moves

Folder Renames
Adding New Folders
Bookmarking Folders

Allow PDF Annotation
Editing & Creation of Office Files
Editing & Creation of Text Files

'mobilEche’ File Links

Emailing 'mobilEcho’ File Links [[
Opening 'mobilEcho’ File Links [

These settings can be used to disable certain Access Mobile Client application features and
capabilities. All copy, create, move, rename, and delete settings apply to files or folders located on
Gateway servers. Files in the mobile client's local My Files folder are stored on the device and are not
affected. All other settings apply to any files in Acronis Access, both server-based and locally stored
on the client.

File Operations

= File Copies / Creation - If this option is disabled, the user will not be able to save files from other
applications or from the iPad Photos library to a Gateway Server. They will also be unable to copy
or create new files or folders on the Gateway Server server Gateway Server. This setting
supersedes any NTFS permissions that client may have that allow file creation.



File Deletes - If this option is disabled, the user will not be able to delete files from the Gateway
Server. This setting supersedes any NTFS permissions that client may have that allow file
deletion.

File Moves - If this option is disabled, the user will not be able to move files from one location to
another on the Gateway Server, or from the server to the Access Mobile Client application's local
My Files storage. This setting supersedes any NTFS permissions that client may have that allow
file or folder moves.

File Renames - If this option is disabled, the user will not be able to rename files from the
Gateway Server. This setting supersedes any NTFS permissions that client may have that allow
file renames.

Folder Operations

Folder Copies - If this option is disabled, the user will not be able to copy folders on or to the
Gateway Server. This setting supersedes any NTFS permissions that client may have that allow
folder creation. File copies / creation must be enabled for this setting to be enabled.

Folder Deletes - If this option is disabled, the user will not be able to delete folders from the
Gateway Server. This setting supersedes any NTFS permissions that client may have that allow
folder deletion.

Folder Moves - If this option is disabled, the user will not be able to move folders from one
location to another on the Gateway Server, or from the server to the Access Mobile Client
application's local My Files storage. This setting supersedes any NTFS permissions that client may
have that allow file or folder moves. Folder copies must be enabled for this setting to be
enabled.

Folder Renames - If this option is disabled, the user will not be able to rename or folders from
the Gateway Server. This setting supersedes any NTFS permissions that client may have that
allow folder renames.

Adding New Folders - If this option is disabled, the user will not be able to create new, empty
folders on the Gateway Server.

Allow Bookmarking Folders - If this option is disabled, the user will not be able to bookmark
on-device or on-server Acronis Access folders for quick shortcut access.

'mobilEcho' File Links

Emailing 'mobilEcho’ File Links - If this option is disabled, users will not be able to send
mobilEcho:// URLs to Acronis Access files or folders to other Acronis Access users. These links are
only functional if opened from a device where the recipient has the Access Mobile Client
installed and configured with a server or assigned folder that has access to the link location. The
user must also have file/folder-level permission to read the item.

Opening 'mobilEcho’ File Links - If this option is disabled, users will not be allowed to open
mobilEcho:// URLs to Acronis Access files or folders.

Data Leakage Protection

Opening Acronis Access Files in Other Applications - If this option is disabled, the Access Mobile
Client application will omit the Open In button and not allow files in Acronis Access to be opened
in other applications. Opening a file in another application results in the file being copied to that
application's data storage area and outside of Acronis Access control.



= App Whitelist/Blacklist - Select a predefined whitelist or blacklist that restricts that third
party apps that Acronis Access files can be opened into on the device. To create a whitelist or
blacklist, click Allowed Apps in the top menu bar.

Sending Files to Acronis Access from Other Apps - If this option is disabled, the Access Mobile
Client application will not accept files sent to it from other applications' Open In feature.

Sending Files to Acronis Access Using Quickoffice 'Save Back' - If this option is disabled, the
Acronis Access application will not accept files sent to it from the Quickoffice app's Save Back
feature.

Emailing Files from Acronis Access - If this option is disabled, the Access Mobile Client
application will omit the Email File button and not allow files in Acronis Access to be emailed
from the application.

Note: The Android platform does not have a built-in email app or function that can be disabled. To
block users from moving files into emails, you must instead disable Opening Acronis Access files into
Other Applications.

Printing Files from Acronis Access - If this option is disabled, the Access Mobile Client application
will omit the Print button and not allow files in Acronis Access to be printed.

Copying text From Opened Files - If this option is disabled, the Access Mobile Client will not
allow the user to select text in opened documents for copy/paste operations. This will prevent
data from being copied into other applications.

Annotation and Editing

Allow PDF annotation - If this option is disabled, the Access Mobile Client will not be allowed to
annotate PDFs.

Editing & Creation of Office files - If this option is disabled, users will not be allowed to edit
documents using the integrated SmartOffice editor.

Editing & Creation of Text files - If this option is disabled, users will not be allowed to edit .txt
files using the built-in text editor.

1.2.3.3  Sync Policy

Security Policy ~ Application Policy  Sync Policy  Home Folders  Server Policy

Allow User to Create Sync Folders

Client is Prompted to Confirm before Synced Files are Downloaded:  Always v
Allow User to Change This Setting

[J Only Allow File Syncing While Device Is on WiFi Networks
Allow User to Change This Setting

Auto-Sync Interval: | On App Launch Only v
Allow User to Change This Setting
[] Only Allow File Auto-Syncing While Device is on WiFi Networks



= Allow User to Create Sync Folders - Allows the user to create their own sync folders.

= Client is Prompted to Confirm Before Synced Files are Downloaded - Select the conditions under
which the user must confirm before files in synced folders are downloaded. Options are: Always,
While on cellular networks only, and Never. If Allow User to Change This Setting is enabled,
clients will be able to change the confirmation options.

= Only Allow File Syncing While Device is on WiFi Networks - When this option is enabled, Acronis
Access will not allow files to be synced over cellular connections. If Allow User to Change This
Setting is enabled, clients will be able to enable or disable automatic file syncing while on WiFi
networks.

= Auto-Sync Interval - When this option is enabled, Acronis Access will automatically sync never,
on app launch only or on several time intervals.

= Allow User to Change This Setting - When this option is enabled, the users will be able to
change the time interval from the Access Mobile Client app.

= Only Allow File Auto-Syncing While Device is on WiFi Networks - When this option is
enabled the auto-sync will not occur unless the user is connected via WiFi.

1.2.3.4 Home Folders

Security Policy ~ Application Policy ~ Sync Policy =~ Home Folders — Server Policy

[] Display the User's Home Folder

Display Name Shown on Client: Home Folder

Home Directory Type:

Active Directory Assigned Home Folder

Gateway Server used for access to Home Folders:
Local (192.168.2.129:443)

Custom Home Directory Path  Edit

Gateway Server | Not Selected

Home Folder Path:  Not Selected

Sync:  None

= Display the user's home folder- This option causes a user's personal home directory to appear in
the Access Mobile Client app.

= Display name shown on client - Sets the display name of the home folder item in the Access
Mobile Client app.

= Active Directory assigned home folder - The home folder shown in the Access Mobile Client
app will connect the user to the server/folder path defined in their AD account profile. The
Home Folder will be accessible via the selected Gateway.



= Custom home directory path - The home folder shown in the Access Mobile Client app will
connect the user to the server and path defined in this setting. The %USERNAME% wildcard
can be used to include the user's username in the home folder path. %4USERNAME% must be
capitalized.

= Sync - This option selects the type of sync of your Home Directory.

Note: This option does NOT affect the user's ability to sync their Home Folder with the desktop client.

1.2.3.5  Server Policy
Security Policy  Application Policy Sync Policy Home Folders Server Policy

Required Login Frequency for Resources Assigned by This Policy:
® Once Only, Then Save for Future Sessions
(C) Once per Session
() For Every Connection

[] Allow User to Add Individual Servers

Allow Saved Passwords for User Configured Servers
[] Allow File Server, NAS and Sharepoint Access From the Web Client

[ Allow User to Add Network Folders by UNC path or URL
Gateway Server used for access to user-configured Network Folders:
Local (192.168.2.129:443)

Block access to specific network paths

Blocked Path List: Add/Edit lists

Refresh lists

[] Only Allow This Mobile Client to Connect to Servers with Third-Party Signed SSL Certificates
Warn Client When Connecting to Servers with Untrusted SSL Ceriificates

Client Timeout for Unresponsive Servers: | 30 seconds v
Allow User to Change This Setting

= Required login frequency for resources assigned by this policy- sets the frequency that a user
must log into the servers that are assigned to them by their policy.

= Once only, then save for future sessions - The user enters their password when they are
initially enrolled in management. This password is then saved and used for any file server
connections they later initiate.

= Once per session - After launching the Access Mobile Client, the user is required to enter
their password at the time they connect to the first server. Until they leave the Access
Mobile Client application, they can then connect to additional servers without having to
reenter their password. If they leave the Access Mobile Client for any period of time and then
return, they will be required to enter their password again to connect to the first server.



= For every connection - The user is required to enter their password each time they connect
to a server.

= Allow user to add individual servers - If this option is enabled, users will be able to manually add
servers from within the Access Mobile Client application, as long as they have the server's DNS
name or IP address. If you want the user to only have their policy Assigned Servers available,
leave this option disabled.

= Allow saved passwords for user configured servers - If a user is allowed to add individual
servers, this sub-option determines whether they are allowed to save their password for
those server.

= Allow File Server, NAS and Sharepoint Access From the Web Client - When enabled, Web Client
users will be able to see and access mobile Data Sources as well.
= Allow File Server, Nas and SharePoint Folders to be Synced to the Desktop Client - When
enabled, desktop clients will be allowed to 1-way sync Network content.

= Allow Two-Way Syncing of File Server, Nas and SharePoint Folders to the Desktop
Client - When enabled, desktop clients will be allowed to 2-way sync Network content.

Note: To enable the 2-way syncing of Network content for the desktop clients, you must also have
allowed the following file and folder actions on the Application Policy tab: Creation (Adding for
folders), Copies, Deletes, Moves and Renames.

= Allow User to Add Network Folders by UNC path or URL - When enabled, the mobile client users
will be able to add and access network folders and SharePoint sites not assigned to them or not
accessible through the existing Data Sources. The selected Gateway Server must have access to
those SMB shares or SharePoint sites.

= Block access to specific network paths - When enabled, allows the administrator to create
and use blacklists of network paths which the users shouldn't be allowed to self-provision.

= Only allow this Mobile Client to connect to servers with third-party signed SSL certificates - If
this option is enabled, the Access Mobile Client will only be permitted to connect to servers with
third-party signed SSL certificates.

Note: If the management server does not have a third-party certificate, the client will be unable to reach
the management server after it's initial configuration. If you enable this option, ensure you have third-party
certificates on all your Gateway Servers.

= Warn client when connecting to servers with untrusted SSL certificates - If your users are
routinely connecting to servers that will be using self-signed certificates, you may choose to
disable the client-side warning dialog message they will receive when connecting to these
servers.

= Client timeout for unresponsive servers - This option sets the client login connection timeout for
unresponsive servers. If your clients are on especially slow data connections, or if they rely on a
VPN-on-demand solution to first establish a connection before a Gateway Server is reachable,
this timeout can be set to a value greater than the 30 second default. If you want the client to be
able to change this through the Access Mobile Client app, check Allow user to change this
setting.

1.2.3.6  Exceptions for policy settings

For users running the Access Mobile Client for Android, Access Mobile Client for Good Dynamics
(i0S) and Access Mobile Client with Mobile Iron AppConenct apps, there are some exceptions to
the way Acronis Access management policies are applied to the Access Mobile Client app. In the case
of Android, a few of the features of the iOS client are not yet supported, so the related policies do
not apply. In the case of Good Dynamics, a few of the standard Access Mobile Client policy features



are deferred to the Good Dynamics system and the Good Dynamics policy set that you have
configured on your Good Control server. With Mobilelron, a few of the standard Acronis Access
policy features are deferred to the Mobilelron AppConnect platform. These exceptions are noted on
the Acronis Access policy configuration pages. Hover over the Good, Android and Mobilelron logos
for more details on the individual policy exceptions.

1.2.4 Creating a Blocked Path list

You can create blacklists for paths you do not want your users to be able to self-provision from
mobile devices. These lists must be assigned to a User or Group policy and are valid only for
self-provisioned paths. When the list has been created and assigned to the proper Users and/or
Groups, you need to enable the Block access to specific network paths for every User/Group policy
that you want it to affect.

To create a list:

1. Open the web interface as an administrator.

2. Open the Policies (p. 5) page.
3. Click on the desired User policy or Group policy.
4. Open the Server Policy (p. 16) tab.
5. Select the Block access to specific network paths check box.
Note: You must perform this step for each User/Group policy that you want to assign the blacklist to.
6. Press Add/Edit lists.
7. On the Blocked Path Lists page press Add List.
8. Enter a name for the list.
9. Enter a path or list of paths that will be blacklisted. Each entry should be on a new line.

10. Open the Apply to User or Group tab.
11. Assign the list to the desired user(s)/group(s).
12. Press Save.

To enable the blacklist for a User or Group policy:
Open the web interface as an administrator.

Open the Policies (p. 5) page.

Click on the desired User policy or Group policy.

Open the Server Policy (p. 16) tab.
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Select the Block access to specific network paths check box.

Note: You must perform this step for each User/Group policy that you want to assign the blacklist to.

6. Select the desired list from the drop-down menu.

Note: Pressing Refresh lists will refresh the options in the drop-down menu.

7. Press Save to save and exit the policy.



1.2.5 Allowed Apps

Group Policies  User Policies  Allowed Apps ~ Default Access Restrictions

Allowed Apps

App whitelists and blacklists specify the third-party apps that Acronis Access will allow files to be opened
into. Please note: app whitelisting and blacklisting are not currently supported by Acronis Access for
Android

Acronis Access Client Management allows you to create whitelists or blacklists that restrict the
Access Mobile Client's ability to open files into other apps on a mobile device. These can be used to
ensure that any files accessible through the Access Mobile Client can only be opened into secure,
trusted apps.

Whitelists - allow you to specify a list of apps that Acronis Access files are allowed to be opened into.
All other apps are denied access.

Blacklists - allow you to specify a list of apps that Acronis Access files are not allowed to be opened
into. All other apps are allowed access.

In order for Acronis Access to identify a particular app, it needs to know the app's Bundle Identifier.
A list of common apps, and their bundle identifiers, are included in the Acronis Access Web Interface
by default. If the app you need to whilelist or blacklist is not included, you will need to add it to the
list.

Note: App whitelisting and blacklisting are not currently supported by the Access Mobile Client for Android.

Lists

Add whitelists and blacklists. Once created, whitelists and blacklists can be assigned to any Acronis
Access user or group policy. They will only apply to the user or group policies you specify.

= Name - Shows the name of the list set by the administrator.

= Type - Shows the type of the list (whitelist/blacklist)

= Add List - Opens the Add a New Whitelist or Blacklist menu.

In this section
Adding Apps Available for LiSts........ccouciiiiiciiieeeciiee et 19
Finding an App's bundle identifier.........ccoceeeeciiiiecciiiieeceeeeeee e, 20

1.2.5.1  Adding Apps Available for Lists

To add an app to be included on a whitelist or blacklist:

1. Click Allowed Apps in the top menu bar.
2. Click Add app in the Apps Available for Lists section.

3. Enter the App name. This can be the name of the app as it appears in the App Store, or an
alternate name of your choosing.



4. Enter the app's Bundle identifier. This must match the intended apps bundle identifier exactly, or
it will not white or blacklisted.

5. Click Save.

You can find the bundle identifier either by browsing the files on your device or you can view it in an
iTunes Library.

Add a New App

Add any app you would like to include in a whitelist or blacklist.

In order for Acronis Access to identify an app, the app's unigue "Bundle Identifier" is
required. Click here for instructions on how to find an app's bundle identifier.

App Name:  Quickoffice HD

Bundle Identifier: com.quicKoffice.quickofficeipad

Save Cancel

1.2.5.2  Finding an App's bundle identifier

Finding an app's bundle identifier by browsing the files on your device

If you use software that allows browsing the contents of your device's storage, you can locate a app
on the device and determine its bundle identifier . One app that can be used for this is iExplorer .
Connect your device to your computer with USB and open iExplorer or a similar utility.

Open the Apps folder on the device and locate the app you require.

Open that app's folder and locate its iTunesMetadata.plist file.

Open this PLIST file in a text editor.

Find the softwareVersionBundleld key in the list.
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The string value below it is the bundle identifier value that you will need to enter for the app in
Acronis Access. These are commonly formatted as: com.companyname.appname

Finding an app's bundle identifier in an iTunes Library

If you sync your device with iTunes and the app you desire is either on your device, or was
downloaded through iTunes, it will exist on your computer's hard drive. You can locate it on your
hard drive and look inside the app to find the bundle identifier.

1. Navigate to your iTunes Library and open the Mobile Applications folder.

2. Ona Macg, this is typically in your home directory, in ~/Music/iTunes/Mobile Applications/

3. Ona Windows 7 PC, this is typically in C: \Users\username\My Music\iTunes\Mobile
Applications/

4. If you have recently installed the app on your device, make sure you have performed an iTunes
sync before you continue.

Locate the app that you require in the Mobile Applications folder.
Duplicate the file and rename the extension to .ZIP



7. Unzip this newly created ZIP file and you'll end up with a folder with the application name.
Inside that folder is a file called iTunesMetadata.plist

9. Open this PLIST file in a text editor.

10. Find the softwareVersionBundleld key in the list.

11. The string value below it is the bundle identifier value that you will need to enter for the app in
Acronis Access. These are commonly formatted as: com.companyname.appname

1.2.6  Default Access Restrictions

This section allows you to set restrictions for clients contacting the management server and these
restrictions are also the default restrictions for Gateway Servers.

Note: For information on setting custom access restrictions for your Gateway Servers visit the Editing Gateway
Servers (p. 34) article in the Managing Gateway Servers section.

Group Policies User Policies Allowed Apps Default Access Restrictions

Default Access Restrictions

Configure the client enrollment status, client app types, and authentication
methods that can be used to connect to any Gateway Servers configured to use
these default seftings, and to connect to this Acronis Access server.

[ 1 Require that client is enrolled with an Acronis Access server
] Allow Client Certificate Authentication

] Allow Username/Password Authentication

W] Allow Smart Card Authentication

[« Allow Acronis Access Android Clients to Access this Server

] Allow Standard Acronis Access Android client

] Allow AppConnect managed Acronis Access Android client
] Allow Acronis Access i0S Clients to Access this Server

W] Allow Standard Acronis Access iQS8 Client
] Allow Good Dynamics Managed Acronis Access iOS Client
W] Allow AppConnect Managed Acronis Access i0S Client

Save

Configure the client enrollment status, client app types and authentication methods that can be used
to connect to this Acronis Access server and any Gateway Servers configured to use the default
access restrictions.



= Require that client is enrolled with an Acronis Access server - If you select this option, all Access
Mobile Clients connecting to this server are required to be managed by a Acronis Access server
that is listed under Allowable Acronis Access servers. This option ensures that all clients accessing
the server have the settings and security options you require. The server name entered must
match the management server name configured in the Access Mobile Client app. Partial names
may also be used to allow multiple client management servers in a domain, for instance. Partial
names do not need wildcard symbols.

= Allow Client Certificate Authentication - If you uncheck this option, users will not be able to
connect via certificate and will be able to connect via client username and password or smart
card.

= Allow Username/Password Authentication - If you uncheck this option, users will not be able to
connect via username and password and will be able to connect via client certificate or smart
card.

= Allow Smart Card Authentication - If you uncheck this option, users will not be able to connect
via smart card and will be able to connect via client username and password or certificate.

= Allow Acronis Access Android clients to access this server — If you uncheck this option, Android
devices will not be able to connect to the Acronis Access server and you won't be able to access
management as well. If you select this option, you can further set which clients can connect by
the options below.

= Allow standard Acronis Access Android client - If you select this option, this Acronis Access
server will allow users running the standard Android Acronis Access client app to connect. If
you do not want to allow Android users to access this Acronis Access server, you can uncheck
this setting.

= Allow AppConnect managed Acronis Access Android client - If you select this option, this
Acronis Access server will allow Android users with Acronis Access clients enrolled in
Mobilelron. If you do not want to allow Android users enrolled in Mobilelron to access this
Acronis Access server, you can uncheck this setting.

= Allow Acronis Access iOS clients to access this server — If you uncheck this option, iOS devices
will not be able to connect to the Acronis Access server and you won't be able to access
management as well. If you select this option, you can further set which clients can connect by
the options below.

= Allow Standard Acronis Access iOS Client — If you select this option, this Acronis Access
server will allow users running the standard iOS Access Mobile Client app to connect. If you
do not want to allow iOS users to access this Acronis Access server, you can uncheck this
setting.

= Allow Good Dynamics managed Acronis Access iOS clients — If you select this option, this
Acronis Access server will allow users using the iOS Access Mobile Client Good Dynamics
managed client to connect. If you do not want to allow users with the iOS Access Mobile
Client Good Dynamics client to access this Acronis Access server, you can uncheck this
setting.

= Allow AppConnect managed Acronis Access iOS clients — If you select this option, this
Acronis Access server will allow iOS users with Access Mobile Client enrolled in Mobilelron. If
you do not want to allow iOS users enrolled in Mobilelron to access this Acronis Accessserver,
you can uncheck this setting.

1.3 On-boarding Mobile Devices

To get started with the Acronis Access mobile client, users need to install the Access Mobile Client
application through the Apple App Store. If your company is using client management, the users also



need to enroll the Access Mobile Client app on their device with the Acronis Access Server. Once
enrolled, their mobile client configuration, security settings, and capabilities are controlled by their
Acronis Access user or group policy.

The Access Mobile Client application settings and features controlled by the management policy
include:

= Requiring a Access Mobile Client application lock password

= App password complexity requirements

= Ability to remove the Access Mobile Client app from management

= Allow emailing and printing files from the Access Mobile Client

= Allow storing files on the device

= Allow Access Mobile Client on-device files to be included in iTunes backups

= Allow sending files to the Access Mobile Client from other applications

= Allow opening Access Mobile Client files in other applications

®  Restrict the other applications that Access Mobile Client files are allowed to be opened into
= Allow PDF annotation

= Allow file and folder creation, renames and deletes

= Allow moving files

= Require confirmation when deleting

= Servers, folders, and home directories can be assigned so they automatically appear in the
Access Mobile Client app

= Assigned folders can be configured to perform 1-way to 2-way syncing with the server

In this section
Server-side Management Enrollment Process.........cccoceeeecveeeeecveeecennen. 23
User-side Management Enrollment Process .......cccceeeeevveeeecieeeecciveeenn. 26

1.3.1 Server-side Management Enrollment Process

Selecting an enrollment mode

Enroliment Settings

Mobile Client Enrollment www.access.domain.com
Address

] Allow mobile clients restored to new devices to auto-enroll without PIN
£7% Use user principal name (UPN) for authentication to Gateway Servers @
Device Enrollment Requires:

® A PIN number + Active Directory username and password
() Active Directory username and password only

1. Open the Acronis Access web interface.
2. Login as an administrator.
3. Open the Mobile Access tab.



4. Open the Settings tab.
5. Select the desired device enrollment requirements

Acronis Access includes two device enrollment mode options. This mode is used for all client
enrollments. You will need to select the option that fits your requirements:

PIN number + Active Directory username and password - In order to activate their Acronis
Access app and gain access to Acronis Access servers, a user is required to enter an expiring,
one-time use PIN number and a valid Active Directory username and password. This option
ensures that a user can only enroll one device, and only after receiving a PIN number issued by
their IT administrator. This option is recommended when the enhanced security of two-factor
device enrollment is required.

Active Directory username and password only - A user can activate their Acronis Access app
using only their Active Directory username and password. This option allows a user to enroll one
or more devices at any point in the future. Users just need to be given the name of their Acronis
Access Client Management server, or a URL pointing to their Acronis Access Client Management
server, which can be posted on a web site or emailed, simplifying the rollout of Acronis Access to
large numbers of users. This option is preferred in environments where two-factor enrollment is
not required and many users may need access to Acronis Access at any time, such as student
deployments.

Inviting a user to enroll

Users are typically invited to enroll with the Acronis Access Server with an email that is sent from an
Acronis Access Administrator. If required by the server, this email contains a one-time use PIN
number that is valid for a configurable number of days. The PIN number can be used to enroll the
Access Mobile Client app on one device only. If a user has multiple devices, they will need to be sent
one invitation email for each device that needs access. This email includes a link to the Access Mobile
Client app in the Apple App Store, in the case the app first needs to be installed. It also includes a
second link that, when tapped while on the device, will open the Access Mobile Client and
auto-complete the client enrollment form with the Acronis Access Server's name, the unique
enrollment PIN number, and the user's username. By using this link, a user simply enters their
account password to complete client enroliment.

Once an enrollment invitation is generated, the invited users are displayed on the Enrollment
Invitations page. Each user's PIN number is listed, in the case that you need to communicate it by
a means other than the automatic email.

Once a user successfully enrolls their Access Mobile Client using their one-time use PIN number,
they will no longer appear in this list.

To revoke a user's invitation PIN number, press delete to remove them from the list.

Filter by - The invitations list can be filtered by Username, Display Name, or Email Address.



=  Download enrollment invitations as CSV - The entire or filtered invitations list can be exported to
a CSV file and opened in Excel or imported into a custom process.

i > Send Enroliment Invitation  Export v
Enroliment Invitations

w

end an enroliment invitation to invite mobile clients to enroll with this Acronis Access server. This invitation will include their unique, required PIN number, instructions, and a shortcut to
egin the enroliment process. If you choose to give your users their PIN number by other means, they can also initiate the envoliment process from the Acronis Access Mobile Client

ettings menu or by opening this URL while on their device: mobiEcho//avid.gliabs.com/enroll
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Filter by Username y Fiter  Reset

Username < Display Name Email Address Distinguished Name > Expires PIN

mike Michael Collins mike@grouplogic.com CN=Michael Collins,CN=Users,DC=glilabs,DC=com 2014-02-17 13:35:55 BPXXGAXN x
mike Michael Collins mike@grouplogic.com CN=Michael Collins, CN=Users,DC=glilabs,DC=com 2014-02-17 13:35:55 WYN62CCA x
mike Michael Collins mike@grouplogic.com CN=Michael Collins, CN=Users,DC=glilabs,DC=com 2014-02-17 13:35:54 P2R2JRQF X

Using basic URL enrollment links when PIN numbers are not required:

If your server is configured to not require PIN numbers for client enrollment, you can give your users
a standard URL that will automatically start the enrollment process when tapped from the mobile
device.

To determine the enroliment URL for your management server, open the Mobile Access tab and
open the Enroll Users tab. The URL is displayed on this page.

Note: For more information on the two modes, visit the Settings (p. 51) section.

To generate a Acronis Access enrollment invitation:

1. Open the Mobile Access tab and open the Enroll Users tab
2. Press the Send Enrollment Invitation button.

3. Enter an Active Directory user name or group name and click Search. If a group is chosen, you can
press Add to show each email address in that group in the Users to invite list. This will allow you
to batch invite all members in a group. You can optionally remove one or more of those group
members before sending the invitations. You can perform 'begins with' or 'contains' searches for
Active Directory groups. Begins with search will complete much faster than contains searches.

4. Once you've added your first user or group, you can issue a new search and continue to add
additional users or groups to the list.

5. Review the list of Users to invite. You can Delete any users you would like to remove them from
the list.

6. If a user does not have an email address associated with their account, you will see No email
address assigned - click here to edit in the Email Address column. You can click any of these
entries to manually enter an alternate email address for that user. If a user is left with No email
address assigned, a PIN number will still be generated for them, and will be visible on the Enroll
Users page. You will need to convey this PIN number to the user by another means before they
can enroll their Access Mobile Client.

Note: If you prefer to manually communicate enrollment PIN numbers to the users, you can uncheck the
Send an enrollment invitation email to each user with a specified address option. Each PIN number will be
visible on the Enrollment Invitations page.




7. Choose the number of days you'd like the invitation to be valid for in the Number of days until
invitation expires field.

8. Choose the number of PINs you'd like to send to each user on the invitations list. This can be
used in cases where a user may 2 or 3 devices. They will receive individual emails containing each
unique one-time-use PIN.

Note: Acronis Access licensing allows each licensed user to activate up to 3 devices, each additional device
beyond 3 is counted as a new user for licensing purposes.

9. Choose the version or versions of the Access Mobile Client that you would like your users to
download and install on their device. You may choose iOS, Android, or Both. If you are using
Acronis Access for Good Dynamics, you can select that option and your users will only be
directed to download the Good Dynamics version of the Access Mobile Client.

10. Press Send.

Note: If you get an error message when sending, confirm that the SMTP settings in the SMTP tab under
General Settings are correct. Also, if you're using Secure connection, verify that the certificate you are using
matches the host name of your SMTP server.

Inviting users previously enrolled by mobilEcho 4.5 or earlier

mobilEcho 2.X did not require a PIN number to enroll a client in the Client Management system.
There are two options for migrating mobilEcho 2.X clients to the Acronis Access management system.
By default, mobilEcho servers that are upgraded from 2.X allow clients previously managed by the
2.X server to auto-enroll and appear in the Acronis Access Devices list without having to enter a PIN
number. If you would like to ensure that all devices accessing the system have enrolled with a PIN
number, you can disable this setting. In that case, if the user doesn't have User can remove Mobile
Client from management privileges, the user will need to delete Acronis Access from their device
and reinstall a new copy from the App Store before they can enroll using a PIN number.

Also note that when this auto-enroll setting is enabled, it will be possible to do an iTunes backup of a
device running a managed version of mobilEcho 2.X or 3.0, restore that backup to a new device, and

as long as the user has the active directory username and password for the associated account, that

new device can be automatically enrolled in client management without a PIN number.

It is recommended that you disable the auto-enroll setting after your previously managed clients
have all accessed the management server for the first time. They will appear in the Devices list when
this happens.

To allow mobilEcho clients that were already enrolled in mobilEcho 2.X Client Management to
automatically enroll after your mobilEcho Client Management server is upgraded to the Acronis
Access Server, enable the Allow mobilEcho clients previously managed by 2.X servers and managed
mobilEcho clients restored to new devices to auto-enroll without PIN setting.

1.3.2 User-side Management Enrollment Process

Each user sent a management enrollment invitation will receive an email that contains:

= Alink to install the Access Mobile Client from the Apple App Store.
= Alink used to launch the Access Mobile Client app and automate the enrollment process.
= Aone-time use PIN number.

®  Their management server address.



= The email guides them through the process of installing the Access Mobile Client and entering
their enrollment information.

From: Access Administrator <pam(@glilabs.com> Hide
Subject: Welcome to Acronis Access
Date: February 12, 2014 9:57-12 AM

pami@glilabs.com,

You have been given access to Acronis Access, a mobile file management application provided by your company.

This email incudes instructions for setting up the Acrons Access application. The PIN number below can be used to activate Acronis Access on one device.
Please ansure you have network access before completing these steps:

1. If you do not akeady have the Acronis Access app nstzled, please nstzl © now.

Tap here to install Acronis Access for i0S (iPad, Phone, Pod Touch)
Tap here to install Acronis Access for Android

2. Begin the enrolment process:

On i05:
1. Tap this link to automatically begin enrollment, or perform the folowing steps to do so manualy.
2. Start the Acronis Access 2pp and t2p "Enroll Now" 3t the welcome screen.
3. If you do not see 3 welcome screen, tap the Settings icon, then the Enrollment button.
4. Enter the information below.

On Android:
1. Tap this link to automatically begin enrollment, or perform the folowing steps to do so manualy.
2. Start the Acrons Access app and fap the Menu button on your devica.
3. Select "Seftings”, then tzp "Enroll Now"™.
4. Enter the information below.

PIN: D34WHNGQ

Server Address: 192.168.1.72:3000
Usemame: pam(@gliabs.com
Password: enter your company password

Your enrollment PIN exprres on Sat, 22 Feb 2014 14:59:10 +0200.

3. Tap the Enroll button.

4. If required by your security policy, you will be prompted to create an application lock password. This password wil need to be entered when
opening the Acronis Access app.

Once you have completed these staps, the servers znd folders availzble to you wil zppear in Acronis Access,
For detais on using Acronis Access, please visit the Acronis Access Client User Guide.

For further assistance, please contact your IT department.

If the Access Mobile Client app has already been installed, and the user taps the "Tap this link to
automatically begin enroliment..." option while viewing this email on their device, Acronis Access will
automatically launch and the enrollment form will be displayed. The user's server address, PIN
number, and username are also encoded in this URL, so these fields are auto-completed in the
enrollment form. At this point, the user simply enters their password to complete the enrollment
process.

The username and password required are the user's Active Directory username and password. These
credentials are used to match them to the proper user or group management policy, for access to
Gateway servers and if their management policy allows it, the saving of their credentials for Acronis
Access server logins.



If their management policy requires an application lock password, they will be prompted to enter
one. All password complexity requirements configured in their policy will be enforced for this initial
password, and for any change of their application lock password in the future.

If their policy restricts the local storage of files on their device, they will be warned that existing files
will be removed and allowed to cancel the management setup process if there are files they need to
deal with before they are removed.

To enroll in management

Enroll automatically via enrollment email

1. Open the email sent to you by your IT administrator and tap the click here to install the Acronis
Access link if you have not yet installed Acronis Access.

2. Once Acronis Access is installed, return to the invitation email on your device and tap Click this
link to automatically begin enrollment in step 2 of the email.

3. An enrollment form will be displayed. If you used the link in the invitation email to start the
enrollment process, your Server Address, PIN, and Username will be automatically filled out.

Note: If your server does not require a PIN number, it will not be displayed in the enrollment form.

4. Enter your password and tap Enroll Now to continue.

Note: The Username and Password are your standard company username and password. This is likely the
same as you use to log into your computer or to your email.

After completing the entire form, tap the Enroll button.

Depending on the configuration of your company's server, you may be warned that your
management server's security certificate is not trusted. To accept this warning and proceed, you
can click Proceed Always.

7. If a application lock password is required for your Access Mobile Client app, you will be asked to
set one. Password complexity requirements may apply and will be displayed if needed.

8. A confirmation window may appear if your management policy restricts the storage of files in
Acronis Access or disables your ability to add individual servers from within the Access Mobile
Client app. If you have files stored locally in the Access Mobile Client app, you will be asked to
confirm that any files in your My Files local file storage will be deleted. If you select No, the
management enrollment process will be canceled and your files will remain unchanged.

Manual enrollment

Open the Acronis Access app.

Open Settings.

Tap Enroll

Fill in your server's address, your PIN (if required), username and password.
After completing the entire form, tap the Enroll button.
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Depending on the configuration of your company's server, you may be warned that your
management server's security certificate is not trusted. To accept this warning and proceed, you
can click Proceed Always.

7. If aapplication lock password is required for your Access Mobile Client app, you will be asked to
set one. Password complexity requirements may apply and will be displayed if needed.



A confirmation window may appear if your management policy restricts the storage of files in Acronis
Access or disables your ability to add individual servers from within the Access Mobile Client app. If
you have files stored locally in the Access Mobile Client app, you will be asked to confirm that any
files in your My Files local file storage will be deleted. If you select No, the management enrollment
process will be canceled and your files will remain unchanged.

Ongoing Management Updates

After the initial management setup, Access Mobile Clients will attempt to contact the management
server each time the client app is started. Any settings changes, server or folder assignment changes,
application lock password resets, or remote wipes will be accepted by the client app at that time.

Connectivity requirements

Acronis Access clients must have network access to the Acronis Access server in order to receive profile updates,
remote password resets, and remote wipes. If your client is required to connect to a VPN before they can access
Acronis Access, they will also need to connect to the VPN before management commands will be accepted.

Removing Management
There are two options to remove your Access Mobile Client from management:

= Turn Off the Use Management option (if allowed by your policy)
= Remove the Access Mobile Client application
Depending on your Acronis Access management policy settings, you may have the right to remove

the Access Mobile Client from management. This will likely result in you not being able to access
corporate files servers. If you are allowed to do so, follow these steps to unmanage your device:

To unmanage your device follow the steps below:
1. Tap the Settings menu.
2. Turn OFF the Use Management option.

3. Your profile may require that your Access Mobile Client data is wiped when removing the device
from management. You can cancel the process at this point if you don't want to be wiped.

4. Confirm removing Acronis Access from management by tapping YES in the confirmation window.

Note: If your Acronis Access management profile does not allow you to unmanage your client, the Use
Management option will not be displayed on the Settings menu. In this case the only way to remove the device
from management is by uninstalling the Access Mobile Client application. Uninstalling the application will erase
all existing Access Mobile Client data and settings and will return the user to default application settings after
reinstalling.

To uninstall the Access Mobile Client app, follow the steps below:

1. Hold your finger on the Access Mobile Client app icon until it starts shaking.

2. Tap the "X" button on the Access Mobile Client application and confirm the uninstall process.
3. To reinstall the Access Mobile Client app, visit http://www.grouplogic.com/web/meappstore



1.4 Managing Gateway Servers

The Acronis Access Gateway Server is the server contacted by the Access Mobile Clients that handles
accessing and manipulating files and folders in file servers, SharePoint respositories, and/or Sync &
Share volumes. The Gateway Server is the "gateway" for mobile clients to their files.

The Acronis Access Server can manage and configure one or more Gateway Servers from the same
management console. The Gateway Servers under management appear in the Gateway Servers
section of the Mobile Access menu.

= Type - Shows the type of the gateway, at the moment it can only be of the Server type.
= Name - Cosmetic name given to the gateway when you create it.

= Address - DNS name or IP address of the gateway.

= Version - Shows the version of the Acronis Access Gateway Server.

= Status - Shows whether the server is Online or Offline.

= Active Sessions - Number of currently active sessions to this Gateway Server.

= Licenses Used - Number of licenses used and the number of available licenses.

®  License - Shows the current type(s) of license(s) used by the Gateway Server.

You can register new Gateway Servers using the Add new Gateway Server button. From the actions
menu for each Gateway Server the administrator can get more details on a server and its
performance, edit its configuration, change the access restrictions for the server, change licensing for
the server, or remove the Gateway Server.

Search

Edit Server: Local

General Settings  Logging  Search  SharePoint Advanced

Index local data sources for filename search

Default Path for Search Indices  C:\Program Files (x86)\Acronis\AccessiGaten

Support content search using Microsoft Windows Search where available

Apply Cancel

Index local data sources for filename search

By default, indexed searching is enabled on all Gateway Servers. You can disable or enable indexed
searching for each Gateway Server in the Gateway’s Edit Server dialog.

Default path

By default on a standalone server, Acronis Access stores index files in the Search Indexes directory in
the Acronis Access Gateway Server application folder. If you would like to locate the index files in a
different location, enter the path to a new folder.

Support content search using Microsoft Windows Search where available



Support for content search of shared is enabled by default, and can be enabled or disabled by
checking this option. You can enable or disable content searching for each Gateway Server in the Edit
Server dialog.

In addition to enabling this setting, content search requires that the Microsoft Windows Search
application be installed on the Acronis Access Gateway server and be configured to index any data
source where content search is enabled. Windows Search is built into Windows Vista and no
additional installation is required. It is also built into Windows Server 2008, but it is not enabled by
default. To enable it add the Role called File Services in the Server Manager, and have the Windows
Search Service enabled. Windows Search can be configured to index the necessary data sources by
right clicking the Windows Search icon in the Start bar and selecting Windows Search Options. You
can do Windows content searches on Windows reshares but the remote machine(s) must be in the
same domain as the Gateway Server.

Note: The Data Source's volume path must be a hostname or a fully qualified name in order to use content
search on Windows Reshares. IP addresses are not supported by Windows Search.

SharePoint

Entering these credentials is optional for general SharePoint support, but required to enumerate site
collections. For example, say you have two site collections: http://sharepoint.example.com and
http://sharepoint.example.com/SeparateCollection. Without entering credentials, if you create a
volume pointing to http://sharepoint.example.com, you will not see a folder called
SeparateCollection when enumerating the volume. The account needs to have Full Read access to
the web application.
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1.4.1 Registering new Gateway Servers

With the exception of automatic registration of a Gateway Server running on the same machine as
the management web application, registration of Gateway Servers is a multi-step, manual process.

1. Go to the computer on which you have the Gateway Server installed.
2. Open https://localhost/gateway_admin.



Note: The port 443 is the default port. If you have changed the default port, add your port number after
localhost.

3. Write down the Administration Key.

AL UILE A dministration
Access

In order to configure this Acronis Access Gateway Server, it needs to be registered with an Acronis
Access Management Server. To do this, visit the Gateway Servers section on the Management Server to
register a new Gateway Server using the following key:

4KR9-X77D-X7YX

4. Open the Acronis Access Web Interface.

5. Open the Mobile Access tab.

6. Open the Gateway Servers page.

7. Pressthe Add New Gateway Server button.

Add New Gateway Server

Display Name

Marketing Gateway

Address for administration: €

hitpsZ// | 192.168.1.72

Use alternate address for client connections €
Administration Key: @

4KRO-X7TD-XTYX

# Allow connections from Acronis Access servers using self-
signed certificates @

8. Enter a Display Name for your Gateway Server.

9. Enter the DNS name or IP address of your Gateway Server.

Note: If your mobile clients connect to the gateway by going through a reverse proxy server or
loadbalancer you should enable Use alternate address for client connections and enter the DNS name or IP
address of your reverse proxy server or loadbalancer.

10. Enter the Administration Key.

11. If required, allow connections with self-signed certificates to this gateway by enabling Allow
connections from Acronis Access servers using self-signed certificates.

12. Press the Save button.
After you've registered your Gateway Server, you may want to configure custom access restrictions

for this Gateway Server. For more information on this, visit the Editing Gateway Servers (p. 34)
section.



1.4.2 Server Details

Opening the Details page of a Gateway Server gives you a lot of useful information about that
specific server and its users.

Status

Local

Status Active Users

Display Name Local

Address for . ;4 giilabs.com

administration

Address for client avid.glilabs.com

connections

Operating System Microsoft Windows Server 2008 R2 Enterprise Edition Service
Pack 1, 64-bit

Gateway Server

- 7.0.0x160
version

Status Online
Last Contact 2014-11-11 07:41:25
Active Sessions 0
Licenses Used 0O of 500

Close

The Status section gives you information about the Gateway Server itself. Information like the
operating system, the type of the license, number of licenses used, version of the Gateway Server
and more.

Active Users

Local

Status Active Users

User =« Location % Device % Model ¢ 0§ ¢ ClientVersion % Policy % ldle Time ¢

fmedre  192.168.11.74.49325 T-Soft iPod touch 5G iPod Touch5G 105 6.1.0.158 Frank Medre  00:00:07

jprice 192.168.11.63:532087  iPad3 iPad 3 (WiFi) i05 6.1.0.138 John Price 00:00:13



Displays a table of all users currently active in this Gateway Server.

= User - Shows the user's Active Directory (full) name.

®  Location - Shows the IP address of the device.

= Device - Shows the name given to the device by the user.

=  Model - Shows the type/model of the device.

= OS - Shows the operating system of the device.

= Client Version - Shows the version of the Acronis Access app installed on the device.
= Policy - Shows the policy for the account used by the device.

= |dle Time - Shows the time the user has spent connected to the gateway.

1.4.3 Editing Gateway Servers

Access Restrictions

You can use the default access restrictions set in the Policies (p. 5) section or you can set custom
access restrictions for each Gateway Server.

Setting custom access restrictions for this Gateway Server

1. Pressthe Down arrow next to the Details button.

Select Access Restrictions.

Open the Use Custom settings tab.

Select the specific access restrictions you want for this Gateway Server.

vk W

Press Apply.

General Settings

Edit Server: Local

General Settings ~ Search  SharePoint Advanced

Display Name Local
Address for administration  access.mycompany.com

Address for client connections  accessgw.mycompany.com

Apply Cancel

Display Name - Sets the display name of the Gateway Server.

Address for administration - Sets the address on which the Gateway Server is reachable by the
Acronis Access Server.

Address for client connections - Sets the address on which mobile clients will connect to the
Gateway Server.



Logging
Edit Server: Local

General Settings ~ Logging  Search  SharePoint Advanced

It is recommended that the Debug Logging setting only be changed at the request of a customer
support representative. Additional debug logging can be useful in troubleshooting problems on the
SEerver

Please consult the documentation for more information on where log files are located.

Audit Logging Archive Log File
[] Debug Logging

Apply Cancel

The Logging section allows you to control whether the logging events from this specific Gateway
Server will be shown in the Audit Log and allows you to enable Debug logging for this server.

To enable Audit Logging for a specific gateway server:

Open the web interface.

Log in as an administrator.

Open the Mobile Access tab.

Open the Gateway Servers tab.

Find the server for which you want to enable Audit Logging.
Press the Details button.

In the Logging section check Audit Logging.
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Press the Save button.

To enable Debug Logging for a specific gateway server:

Note: The default location for the debug logs is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\Logs\AcronisAccessGateway

Open the web interface.

Log in as an administrator.

Open the Mobile Access tab.

Open the Gateway Servers tab.

Find the server for which you want to enable Debug Logging.
Press the Details button.

In the Logging section check Debug Logging.
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Press the Save button.



Search

Edit Server: Local

General Settings  Logging  Search  SharePoint Advanced

Index local data sources for filename search

Default Path for Search Indices  C:\Program Files (x86)\Acronis\AccessiGaten

Support content search using Microsoft Windows Search where available

Apply Cancel

Index local data sources for filename search

By default, indexed searching is enabled on all Gateway Servers. You can disable or enable indexed
searching for each Gateway Server in the Gateway’s Edit Server dialog.

Default path

By default on a standalone server, Acronis Access stores index files in the Search Indexes directory in
the Acronis Access Gateway Server application folder. If you would like to locate the index files in a
different location, enter the path to a new folder.

Support content search using Microsoft Windows Search where available

Support for content search of shared is enabled by default, and can be enabled or disabled by
checking this option. You can enable or disable content searching for each Gateway Server in the Edit
Server dialog.

In addition to enabling this setting, content search requires that the Microsoft Windows Search
application be installed on the Acronis Access Gateway server and be configured to index any data
source where content search is enabled. Windows Search is built into Windows Vista and no
additional installation is required. It is also built into Windows Server 2008, but it is not enabled by
default. To enable it add the Role called File Services in the Server Manager, and have the Windows
Search Service enabled. Windows Search can be configured to index the necessary data sources by
right clicking the Windows Search icon in the Start bar and selecting Windows Search Options. You
can do Windows content searches on Windows reshares but the remote machine(s) must be in the
same domain as the Gateway Server.

Note: The Data Source's volume path must be a hostname or a fully qualified name in order to use content
search on Windows Reshares. IP addresses are not supported by Windows Search.




SharePoint

Edit Server: Local

General Settings  Logging  Search  SharePoint Advanced

Reguired to enumerate SharePoint site collections. Account must have Full Read
privileges. If Kerberos is used, enter the user principal name (e.g.
account@example.com) into the account field and leave the domain field empty.

Domain | glilabs com
Username | hristo
Password

Password Confirmation

Apply Cancel

Entering these credentials is optional for general SharePoint support, but required to enumerate site
collections. For example, say you have two site collections: http://sharepoint.example.com and
http://sharepoint.example.com/SeparateCollection. Without entering credentials, if you create a
volume pointing to http://sharepoint.example.com, you will not see a folder called
SeparateCollection when enumerating the volume. The account needs to have Full Read access to

the web application.

To give your account Full Read permission, follow these steps (for SharePoint 2010):

1. Open the SharePoint Central Administration.
2. Click on Application Management.

SHAREPOINTZ2010V\administrator -

Site Actions ~ g Browse

7
I Like It

&, SharePoint2010 Central Administration » Application Management

Central 5 Web Applications
Administration . Manage web applications

Application Management Configure alternate access mappings



3. Under Web Applications click on Manage web applications.
4. Select your web application from the list and click on User Policy.

SHAREPOINT2010Vadministrator »

Web Applications

ﬁhlanage Features [Ty [ Blocked File Types | o) v e
= = = =]
0 a x g @Managed Paths —R 5@? $UserPern1issinn5 ‘i‘a‘ <7 'iw

New Extend Delete  General Authentication Self-Service Site User | Amonymous Permission
- Settings » !L Semvice Connections Providers Creation % Web Part Security Policy Policy Policy

Contribute Manage Security Policy
Central Web Application General Policy
Administration Hame URL Define broad permissions policies. Fort
Application Management  SharePoint - 21815 hitp://sharepoint2010.glilabs.com: 218157 21815
System Settings SharePoint - 21516 http://sharepoint2010.glilabs.com: 21816/ 21816
Manitaring SharePoint - 2229 http://sharepoint2010.glilabs.com:2229 2229
Backup and Restore SharePoint Claims - 23934 hitp://sharepoint2010.glilabs.com: 23934/ 23934
Security SharePoint - 80 http://sharepoint2010/ 80

Upgrade and Migration | o point _ 25054 http://sharepoint2010:25054/ 25054

General Application

Settings SharePoint Central Administration w4 http://sharepoint2010:5869/ 5869
Configuration Wizards SharePoint - 13537 https://sharepoint2010.qlilabs.com: 13537/ 13537
SharePoint - 43224 https://sharepoint2010.qlilabs.com: 43224/ 43224

5. Select the checkbox of the user you want to give permissions to and click on Edit Permissions of
Selected Users. If the user is not in the list, you can add him by clicking on Add Users.

Policy for Web Application O x

QK

=] Add Users X Delete Selected Users J Edit Permissions of Selected Users

[ Zene  Display Name User Name Permissions

I:‘ (4l NT AUTHORITY\LOCAL NT AUTHORITY\LOCAL SERVICE Full Read
zones) SERVICE

1 gan Search Crawling Account NT AUTHORITY\NETWORK Full Read
zones) SERVICE

O cal SHAREPOINT2010%administrator SHAREPOINT2010VAdministrator Full Read
zones)

(all GLILABS\administrator GLILABS\Administrator Full Read

zones)




6. From the Permission Policy Levels section, select the checkbox for Full Read - Has Full read-only

access.
Edit Users w3
Users
The palicy for these users wil Zone User Name Display Name
be modified. (all
‘ones)  CLILABS\Administrator |GLILABS\administre

Permission Policy Levels L
Permissions:
Choose the permissions you

want these users to have. ] Full Control - Has full contral.

Full Read - Has full read-only access.
] Deny Write - Has no write access.

] peny All - Has no access.

Choose System Settings

0

System accounts will not be Account operates as System
recorded in the User

Information lists unless the

account is directly added to

the permissions of the site,

Any changes made by a

system account will be

recorded as made by the

system instead of the actual

user account,

Save Cancel

7. Pressthe Save button.



Advanced

Edit Server: Local

General Settings  Logging  Search  SharePoint Advanced

It is recommended that these settings only be changed at the request of a
customer support representative.

[] Hide inaccessible items
[] Hide inaccessible items on reshares @
Hide inaccessible SharePoint sites

] Minimum Android client version

Minimum i0S client version | 2.0.0.282

Use Kerberos for SharePoint Authentication

[] Allow connections to SharePoint servers using seli-signed cerfificates

Allow connections to Acronis Access servers using self-signed certificates

¥| Allow connections from Acronis Access servers using self-signed ceriificates
] Show hidden SMB Shares

Use user principal name (UPN) for authentication with SharePoint Servers €@

Client session timeout in minutes | 13

Apply Cancel

Note: It is recommended that these settings only be changed at the request of a customer support
representative.

Hide inaccessible items - When enabled, files and folders for which the user does not have the
Read permission will not be shown.

Hide inaccessible items on reshares - When enabled, files and folders located on a network
reshare for which the user does not have the Read permission will not be shown.

Note: Enabling this feature can have a significant negative impact while browsing folders.

Hide inaccessible SharePoint sites - When enabled, SharePoint sites for which the user does not
have the necessary permissions will not be shown.

Minimum Android client version - When enabled, users connecting to this Gateway will be
required to have this or a later version of the Acronis Access Android client app.

Minimum iOS client version - When enabled, users connecting to this Gateway will be required
to have this or a later version of the Acronis Access iOS client app..

Use Kerberos for SharePoint Authentication - If your SharePoint server requires Kerberos
authentication, you should enable this setting. You will also need to make an update to the
Active Directory computer object for the Windows server or servers that are running the
Gateway server software. The Acronis Access Windows server needs to be given permission to



present delegated credentials to your SharePoint server on behalf of you users. Enabling the
Acronis Access Windows server to perform Kerberos Delegation:

1. In Active Directory Users and Computers, locate the Windows server or servers that you
have the Gateway Server installed on. They are commonly in the Computers folder.
Open the Properties window for the Windows server and select the Delegation tab.
Select Trust this computer for delegation to specified services only
Select Use any authentication protocol, this is required for negotiation with the SharePoint
server.

5. You must now add any SharePoint servers that you would like your users to be able to access
using Acronis Access . If your SharePoint implementation consists of multiple load balanced
nodes, you will need to add each SharePoint/Windows node to this list of permitted

computers. Click Add... to search for these Windows computers in AD and add them. For
each, you will need to select the "http" service type only.

Note: Please allow 15 to 20 minutes for these change to propagate through AD and be applied before
testing client connectivity. They will not take effect immediately.

= Allow connections to SharePoint servers using self-signed certificates - When enabled, allows
connections from this Gateway to SharePoint servers using self-signed certificates.

= Allow connections to Acronis Access servers with self signed certificates - When enabled, allows
connections from this Gateway to Acronis Access servers using self-signed certificates.

= Allow connections from Acronis Access servers with self signed certificates - When enabled,
allows connections to this Gateway from Acronis Access servers using self-signed certificates.

= Show hidden SMB Shares - When enabled, shows hidden system SMB shares to the users.

= (Client session timeout in minutes - Sets the time before an inactive user is kicked out of the
Gateway Server.

= Use user principal name (UPN) for authentication with SharePoint Servers - When enabled,
users will authenticate to SharePoint servers via their user principal name (e.g.
hristo@glilabs.com), otherwise they will authenticate with domain/username (e.g.
glilabs/hristo).

1.4.4 Licensing Gateway Servers

For more information on licensing your Gateway Servers, visit the Licensing (p. 72) section.

1.4.5 Cluster Groups

In Acronis Access version 5.1 or newer, you have the ability to create a cluster group of Gateway
Servers.

A cluster group is a collection of Gateway Servers that share the same configuration. This allows you
to control all of the Gateways in that group at once instead of having to configure the same settings
on every Gateway individually. Typically these servers are placed behind a load balancer to provide
high availability and scalability for mobile clients.

For a clustered gateway setup, you need a load balancer, two or more gateways and an Acronis
Access Server. All of your Gateway Servers should be added to a Cluster Group in the Acronis Access
web interface and placed behind the load balancer. Your Acronis Access Server acts as both your
management server and the server with which mobile clients enroll in client management. Its role is



to manage all policies, devices and settings while the gateways' role is to provide access to the file
shares.

To create a cluster group:

Please make sure that you have already configured a correct Address for Administration on each
Gateway before proceeding. This is the DNS or IP address of the Gateway server.
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Open the Acronis Access Web Interface.

Open the Mobile Access tab.

Open the Gateway Servers page.

Press the Add Cluster Group button.

Enter a display name for the group.

Enter the DNS name or IP address of the load balancer.

Mark the checkbox for each Gateway you want to be in the group.

Select the Gateway which will control the group's settings. All of the existing settings on that
Gateway (including assigned Data Sources and excluding the address for administration) will be
copied to every Gateway in the group.

Add Cluster Group

A cluster group is a collection of Gateway Servers that share the same configuration. Typically these
servers are placed behind a load balancer to provide high availability and scalability for mobile clients.

Display Name

IT Engineers

Address for client connections: €@

hitps:/f | Address of your loadbalancer

Gateway Servers Available for Clustering

Display Name »~  Address % Include %

Local 192.168.1.128:443
Showing 1 to 1 of 1 entries

Gateway Server to use for Settings | Local (192.168.1.128:443) |

The selected Gateway Server's settings will be applied to all other members of the Cluster Group. Any
data sources assigned to this Gateway Server will be migrated to the Cluster Group.

Create Cancel



9. Press Create.

Editing a cluster group:

Editing cluster groups does not differ from editing regular Gateways. For more information visit the
Editing Gateway Servers (p. 34) article.

Adding members to an existing cluster group:
1. Open the web interface and navigate to Mobile Access -> Gateway Servers.

2. Open the action menu for the desired cluster group and select Add Cluster Members from the
available actions.

3. Select the desired Gateway Servers from the list and press Add.

1.5 Managing Data Sources

You can share NTFS directories located on your Windows server or on a remote SMB/CIFS file share
for access by Access Mobile Client users. When Access Mobile Client users connect they see these
directories as file share volumes. You can create Data Sources that provide access to an Sync & Share
server.

Access to SharePoint 2007, 2010, 2013, 365 content

Acronis Access can provide access to files residing in document libraries on SharePoint 2007, 2010,
2013 and 365 servers. An Acronis Access SharePoint data source can point to an entire SharePoint
server, a specific SharePoint site or subsite, or a specific document library. These files can be opened,
PDF annotated, edited, and synced, just like files that reside in traditional file server or NAS storage.
Acronis Access also supports Check Out and Check In of SharePoint files.

SharePoint authentication methods supported

Acronis Access supports SharePoint servers that allow client authentication using NTLMv1, NTLMv2,
Claims based and Kerberos. If your SharePoint server requires Kerberos authentication, you will need
to make an update to the Active Directory computer object for the Windows server or servers that
are running the Acronis Access server software. The Acronis Access Windows server needs to be
given permission to present delegated credentials to your SharePoint server on behalf of you users.

Claims based authentication involves authenticating with an authentication server, obtaining an
authentication token, and providing that token to the SharePoint server, rather than authenticating
with the SharePoint server directly. Acronis Access supports claims based authentication to Office
365 SharePoint sites. To authenticate, the gateway server first contacts Microsoft Online to
determine the location of the authentication server. This server may be hosted by Microsoft Online,
or may be within the corporate network (via Active Directory Federated Services). Once
authentication is complete and an binary security token is obtained, this token is sent to the
SharePoint server, which returns an authentication cookie. This cookie is then provided to
SharePoint in lieu of other user credentials.



Changing Permissions for Shared Files and Folders

Acronis Access uses the existing Windows user accounts and passwords. Because Acronis Access
enforces Windows NTFS permissions, you should normally use Windows’ built-in tools for adjusting
directory and file permissions. The standard Windows tools provide the most flexibility for setting up
your security policy.

Acronis Access Data Sources that reside on another SMB/CIFS file server are accessed using an
SMB/CIFS connection from the Gateway Server to the secondary server or NAS. In this case, access to
the secondary server is performed in the context of the user logged into the Access Mobile Client app.
In order for that user to have access to files on the secondary server, their account will need both
"Windows Share Permissions" and NTFS security permissions to access those files.

Permissions to files residing on SharePoint servers are regulated in accordance to the SharePoint
permissions configured on the SharePoint server. Users receive the same permissions through
Acronis Access as they receive when they access SharePoint document libraries using a web browser.

In this section
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1.5.1 Folders

In addition to Gateway Servers, Folders can also be assigned to Acronis Access user and group
policies, allowing them to automatically appear in a user's Acronis Access Mobile client application.
Folders can be configured to point to any Acronis Access Gateway Server, or even a subdirectory
within a shared volume. This allows you to give a user direct access to any folders that might be
important to them. By doing so, they don't have to navigate to the folder by knowing the exact
server, shared volume name, and path to the folder.

Folders can point to any type of content that Acronis Access is providing access to. They simply refer
to locations in Gateway Servers that have already been configured within the Acronis Access
management. This can be a local file share volume, a "network reshare" volume providing access to
files on another file server or NAS, a DFS share or a SharePoint volume.

Note: When creating a DFS Data Source you need to add the full path to the DFS like so:

\\company.com\namespace\share

Folders can optionally be configured to sync to the client device. The Access Mobile Client folder sync
options include:

Note: This setting does not affect the desktop client.

= None - The folder will appear as a network-based resource in the Acronis Access client app and
can be accessed and worked with just like a Gateway server.

= 1-Way - The folder will appear as a local folder in the Acronis Access client app. Its complete
contents will be synced from the server to the device and it will be kept up to date if files on the



server are added, modified, or deleted. This folder is intended to give local/offline access to a set
of server-based files and appears as read-only to the user.

= 2-Way - The folder will appear as a local folder in the Acronis Access client app. Its complete
contents will initially be synced from the server to the device. If files in this folder are added,
modified, or deleted, either on the device or on the server, these changes will be synced back to
the server or device.

Require Salesforce activity logging

Acronis has partnered with Salesforce to offer an option for logging access to files shown to
customers using Acronis Access. Enabling this option will require any user who has this folder
assigned to their management policy to log a customer activity in Saleforce before they can open any
file in the folder. This is done completely within the Access Mobile Client app.

= Allitems in this folder will be restricted from being emailed, printed, copied or moved outside
this folder, or opened in other apps on the device.

= This feature requires a Acronis Access client and server of version 5.0 or later.

= Acronis Access for Android clients does not support this Salesforce integration.

SharePoint Sites and Libraries

You can give easy access to SharePoint sites and libraries to your Access Mobile Client users by
creating a Data Source. There are a couple of ways to create SharePoint Data Sources depending on
your SharePoint configuration:

= Creating a Data Source for a whole SharePoint site or subsite

When creating a Data Source for a SharePoint site or subsite, you only need to fill in the URL field.
This should be address of your SharePoint site or subsite.

e.g. https://sharepoint.mycompany.com:43222

e.g. https://sharepoint.mycompany.com:43222/subsite name

= (Creating a Data Source for a SharePoint Library

When creating a Data Source for a SharePoint Library, you need to fill both the URL and Document
Library Name fields. In the URL field you enter the address of your SharePoint site or subsite and for
the Document Library Name field you enter the name of your Library.

e.g. URL: https://sharepoint.mycompany.com:43222
e.g. Document Library Name: My Library

®  Creating a Data Source for a specific folder within a SharePoint Library

When creating a Data Source for a specific folder within a SharePoint Library, you will have to fill in
all fields. In the URL field you enter the address of your SharePoint site or subsite, for the Document
Library Name field you enter the name of your Library and for the Subpath field you enter the name
of the desired folder.

e.g. URL: https://sharepoint.mycompany.com:43222
e.g. Document Library Name: Marketing Library
e.g. Subpath: Sales Report

Note: When creating a Data Source pointing to a SharePoint resource using a Subpath, you cannot enable the
Show When Browsing Server option.




The Access Mobile Client supports NTLM, Kerberos Constrained Delegation, Claims based and
SharePoint 365 authentication. Depending on your SharePoint setup, you may need to make some
additional configurations to the Gateway Server used to connect to these Data Sources. For more
information visit the Editing Gateway Servers (p. 34) article.

Note: Make sure you have at least 1 Gateway Server available.

Creating a Data Source

Add New Folder

Display Name: Marketing Project

Select the Gateway Server to use to give access to this data source:

Marketing Gateway (192.168.1.72:443)

Data Location:  On the Gateway Server v

Enter the path to the local folder on this Acronis Access Gateway Server that you would like to share.
(Example: "E\\Shares\Documents\") You can include the wildcard string %USERNAME in the path, in
which case the wildcard will be replaced with the user's username.

Path:  C:\Shares\Documents\Marketing Project

Sync: | None v

¥ Show When Browsing Server

Require Salesforce.com Activity Logging ) @

Assign This Folder to a User or Group

Find User or Group that  begins with ¥ | john Search

A

Common Name [ Display Name = | Distinguished Name Login Name &

i

john CHN=john. CN=Users,DC=qglilabs.DC=com john

This folder is assigned to:

Common Name Distinguished Name

john CN=john, CN=Users DC=glilabs, DC=com x

To create a Data source:
1. Open the Acronis Access Web Interface.
2. Open the Mobile Access tab.



Open the Data Sources tab.

Go to Folders.

Press the Add New Folder button.

Enter a display name for the folder.

Select the Gateway Server which will give access to this folder.

©® N O U kW

Select the location of the data. This can be on the actual Gateway Server, on another SMB server,
on a SharePoint Site or Library or on a Sync & Share server.

Note: When selecting Sync & Share, make sure to enter the full path to the server with the port number.
e.g.: https://mycompany.com:3000

9. Based on your choice of location, enter the path to that folder, server, site or library.
10. Select the Sync type of this folder.

11. Enable Show When Browsing Server if you want this Data Source to be visible when Acronis
Access mobile clients browse the Gateway Server.

12. Select if the folder should require Salesforce activity logging.
13. Find and select the User or Group the folder will be assigned to.
14. Press the Save button.

Note: On a clean installation of Acronis Access, if you have enabled Sync & Share and you have a Gateway
Server present, you will have a Sync & Share Data Source created automatically. It points to the URL you set in
the Server section of the initial configuration. This folder allows your mobile users to access your Sync & Share
files and folders.

1.5.2  Assigned Sources

On this page, you can search for a User or Group to find which resources are assigned to them. The
resources are listed in 2 tables - Servers and Folders.

The Servers table lists the Gateway Server's display name, DNS name or IP address and the policies to
which this server is assigned.

Servers

Display Name Address Assigned to

Local 192.168.1.128:443 Michael Collins



The Folders table lists the Data Source's display name, Gateway Server, sync type, path and the
policies to which this Data Source is assigned.

Folders
Display Name Server Sync Path Assigned to
Data 172.27.11.81 None c:\NestedVols\A Michael Collins
2-way 172.27.11.81 2-way c:\NestedVols\A\2-way Sync Michael Collins
1-way 172.27.11.81 1-way c:\NestedVols\A\1-way Sync Michael Collins

By pressing the Edit resources assigned to button, the administrator can quickly edit the assignments
for this policy.

Resources Assigned to: Michael Collins

The resources below are assigned directly to the selected user. Please note that an individual will receive the complete collection of resources assigned to any groups they are a
member of. Therefore, the assigned resources Delow may not be a complete list of the resources this user will see in their Acronis Access mobile app.

Avallable Servers Available Folders
17227.11.81 (avid.glilabs.com) 10 {avid.glilabs comthttp://sharepoint2010.gllabs. com:2229)
Peziest - Managed (peztest.glilabs.com) 11 favid.ghlabs.comihtip./sharepoint2010.g8labs.com:2229)
rapha {rapha.glilabs2008.com) 12 (avid.ghilabs.com\hitp://sharepoint2010.gllabs.com:2229)
Snoqualmie (WAM test) (snoguaimie.glilabs.com) 13 (avid.ghilabs.com\http://sharepoint2010.gilabs.com:2229)

14 (avid gilabs.comihttp://sharepoint2010.gllabs.com:2229)

15 (avid glilabs.com\http://sharepoint2010.gllabs.com:2229/Team Site)
16 (avid.glilabs.com\http://sharepoint2010.gllabs.com:2229/Team Site)
17 (avid.glilabs.com\hitp://sharepoint2010.gllabs.com:2229/Team Site)

Assigned Servers Assigned Folders |
L
1-way [1-way sync] (avid.glilabs.come\MestedVols\A\T-way Sync)
2-way [2-way sync) (avid.gilabs. comic\NestadVols\ANZ-way Sync)
Data (avid.glitabs. com\c\Nestedvols\A)
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1.5.3 Gateway Servers Visible on Clients

Gateway Servers can be assigned to User or Group policies and can be used as Data Sources. This
page displays all Gateway Servers displayed on the user's Acronis Access Mobile client and if those
Gateway Servers are assigned to a User or Group policy. You can also edit these assignment here.
When the Access Mobile Client users browse into a Gateway Server, they will see the Data Sources
which have the Show When Browsing Gateway Server option enabled.

Folders  Gateway Servers Visible on Clients  Assigned Sources

Gateway Servers Visible on Clients

Acronis Access mobile users can be assigned, by Active Directory user or group, to have specific Gateway Servers appear in their Acronis Access mobile app. These users will then be
able to browse the visible data sources on these servers which they have existing file permissions to access.

Display Name ~  Server Address + Assigned to

172.27.11.81 avid.gliiabs.com T4
rapha rapha.glilabs2008.com rs
Snoqualmie (WAM test) snoqualmie.glilabs.com 4

To edit the current assignment of a server:
1. Pressthe Edit button on that server.
= |f you want to unassign this server from a user, press the X for that user.

= |f you want to assign a new User or Group to this server, find the User/Group name and press
it.

2. Pressthe Save button.

1.5.4 Legacy Data Sources

If you have updated to Acronis Access from a previous mobilEcho installation, all of your assigned
folders will carry over automatically and will be put in this section. If you're still using a mobilEcho 4.5
server or older, you can also create a volume in the mobilEcho Administrator, and add it to the
Legacy Data Sources from this page.

Folders  Assigned Sources  Gateway Servers Visible on Clients ~ Legacy Data Sources

Add New Legacy Folder
Legacy Data Sources

Some of the existing "Folders" configured on your mobilEcho Client Management Server prior to upgrading to mobilEcho 5.0, have been
imported as "Legacy Folders". The Legacy Folders listed below point to locations on mobilEcho Gateway Servers that have not yet been
upgraded to mobilEcho 5.0, or that have been upgraded to mobilEcho 5.0, but have not been registered to be administered from this Acronis
Access Server. Once you upgrade these Gateway Servers to mobilEcho 5.0 and register them on the Gateway Servers page. their Legacy
Folders will be imported into the standard Folders list

If you need to add or edit folders located on these Gateway Servers prior to upgrading them to mobilEcho 5.0, you can do so from this page

Type ~ Display Name ¢! Server ¢ Path ¢ Sync ¢

| Management Projects ~ 192.168.1.128:443  C:\Program Files (x86)\Acronis\Access\Gateway Server None (&%



Adding a new legacy folder

1.

2.
3.
4

Press the Add New Legacy Folder button.
Enter a Display Name. This name will be shown in the mobilEcho client application.
Select the mobilEcho server that contains the mobilEcho volume where the folder is located.

Enter the folder's Path. The path must begin with the mobilEcho shared volume name. If the path
of the folder specific doesn't start with a mobilEcho volume name, the folder will not function
when users try to access it. If you would like to give access to a subfolder in that shared volume,
include the full path to that subfolder in the Path field.

®  You can include the wildcard string %USERNAME% in the path. This wildcard will be replaced
with the user's account username.

= SharePoint sites and document libraries are displayed when browsing in the mobilEcho app
using their "Title". It is possible for a site's title to be different from the site's URL name. For
example, http://sharepoint.company.com/testsite might have a title of "Test Site". You may
use either the URL path or the Title when configuring Folders that point to SharePoint
locations. The entire path that you specify must use either the titles or URL names of any
sites, subsites, and document libraries referenced in the path.

Choose a Sync option. None, 1-way, or 2-way.
Optionally, enable Require Salesforce activity logging.

Search for an Active Directory User and Group you'd like to assign this new folder to, and click
the user or group name. This will result in the folder automatically appearing in that user's or
group's mobilEcho app.

Press the Save button.

To move your Legacy Data Sources to the new system:

vk W e

6.
7.

Find the mobilEcho File Server on which the Data Source resides.
Upgrade the mobilEcho File Server to the Acronis Access Gateway server.
Open the Acronis Access web interface and log in as an administrator.
Open the Gateway Servers tab.

Add your server to the list of Gateway Servers. For more information on this process, visit the
Managing Gateway Servers (p. 30) section.

Add a license for the Gateway Server.
Repeat this process for every Legacy data source.

After these steps, the Legacy Data Sources tab will disappear and all of your Legacy Data Sources will
be moved to the Folders section.



1.6 Settings

Enroliment Settings

Mobile Client Enrollment www.access.domain.com

Address

] Allow mobile clients restored to new devices to auto-enroll without PIN

7] Use user principal name (UPN) for authentication to Gateway Servers €@

Device Enrollment Requires:

® A PIN number + Active Directory username and password

() Active Directory username and password only

Enrollment Settings

Mobile Client Enrollment Address - specifies the address which mobile clients should use when
enrolling in client management.

Note: It is highly recommended to use a DNS name for the mobile client enrollment address. After
successfully enrolling in Client Management, the Access Mobile Client app stores the address of the
management server. If that address is an IP address and it changes, the users cannot reach the server, the

app cannot be unmanaged and the users will have to delete the whole app and enroll in management
again.

Allow mobile clients restored to new devices to auto-enroll without PIN — when enabled,
allows users managed by older versions of Access Mobile Client to enroll to your new server
without needing a PIN.

Use user principal name (UPN) for authentication to Gateway Servers - when enabled, users will
authenticate to Gateway Servers with their UPN (e.g. user@company.com). When disabled,
users will authenticate with their domain name and username (e.g. domain/user).

Device Enrollment Requires:

PIN number + Active Directory username and password - In order to activate their Acronis
Access app and gain access to Acronis Access servers, a user is required to enter an expiring,
one-time use PIN number and a valid Active Directory username and password. This option
ensures that a user can only enroll one device, and only after receiving a PIN number issued by
their IT administrator. This option is recommended when the enhanced security of two-factor
device enrollment is required.

Active Directory username and password only - A user can activate their Acronis Access app
using only their Active Directory username and password. This option allows a user to enroll one
or more devices at any point in the future. Users just need to be given the name of their Acronis
Access Client Management server, or a URL pointing to their Acronis Access Client Management
server, which can be posted on a web site or emailed, simplifying the rollout of Acronis Access to
large numbers of users. This option is preferred in environments where two-factor enrollment is

not required and many users may need access to Acronis Access at any time, such as student
deployments.



2 Sync & Share

This section of the Web Interface is available only if you have enabled Sync & Share functionality.
Otherwise you will see a button Enable sync & share support.

In this section
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2.1 Sharing Restrictions

Allow Collaborators to Invite Other Users - If this setting is disabled, the checkbox Allow
collaborators to invite other collaborators will not appear when inviting users to folders. This will
prevent invited users from inviting other users.

Single File Sharing Expiration

Prevent User from Sharing Files with Infinite Expiration - If this setting is disabled, user will be able
to share single files and the link will never expire. If enabled, users sharing single files must set
expiration days for each link.

®  Minimum Expiration Time - Controls the minimum amount of time (in days) that the users
can set.

= Maximum Expiration Time - Controls the maximum amount of time (in days) that the users
can set.

Whitelist

If the whitelist is enabled, only users in the configured LDAP groups or with the email domains (like
example.com) specified in the list can login. Wildcards can be used for domains (e.g. *.example.com).
LDAP groups must be specified by their distinguished names, such as
CN=mygroup,CN=Users,DC=mycompany,DC=com.

Blacklist

Users in LDAP groups or with the email domains (like example.com) specified in the blacklist will not
be permitted to log into the system, even if they are in the whitelist. Wildcards can be used for
domains (e.g. *.example.com). LDAP groups must be specified by their distinguished names, such as
CN=mygroup,CN=Users,DC=mycompany,DC=com.

Note: Wildcard entries can only contain one star and it should be always at the beginning of the string and
followed by a period, (e.g. *.example.com, *.com).




2.2 LDAP Provisioning
LDAP Provisioning

Members of groups listed here will have their user accounts automatically created at first login.

LDAP Group

CHN=Administrators, CN=Builtin,DC=glilabs,DC=com = Remave

Search for an LDAP group and click on the Common Name to add it fo the Provisioned LDAP Groups list. Click
save once you have added all desired groups.

Find group that begins with v Search

Members of groups listed here will have their user accounts automatically created at first login.

LDAP Group
This is the list of currently selected groups.

= Common Name / Display Name - The display name given to the user or group.

= Distinguished Name - The distinguished name given to the user or group. A distinguished name is
a unique name for an entry in the Directory Service.

2.3 Quotas

Administrators can set the amount of space dedicated to each user in the system.

Quotas

Enable Quotas? Ld
Ad-hoc User Quota 2 GB
LDAF User Quota 2 GB

Enable admin-specific  #
guotas?

Admin Quota 2 GB

There are distinct deault settings for external (ad-hoc) and internal (Active Directory - LDAP) users.
Administrators can also assign different quota values based on individual users or Active Directory
group membership.



= Enable Quotas? - If enabled, limits the maximum space a user has by a quota.
= Ad-hoc User Quota - Sets the quota for Ad-Hoc users.
= LDAP User Quota - Sets the quota for LDAP users.

= Enable admin-specific quotas? - If enabled, administrators will have a separate quota
applied to them.

=  Admin Quota - Sets the quota for administrators.

Note: If a user is a member of multiple groups, only the biggest quota is applied.

Note: Quotas can be specified for individual users. Individual quota settings override all other quota settings. To
add individual user quotas for other users, please edit the user on the Users page.

2.4 File Purging Policies

In Acronis Access, documents, files and folders are normally preserved in the system unless explicitly
eliminated. This allows users to recover deleted files and maintain previous versions of any
document. Acronis Access allows administrators to define policies to determine how long deleted

files will be preserved, the maximum number of revisions to keep and when older revisions will be
deleted.

File Purging Policies

Acronis Access can automatically purge old revisions or deleted files from the file repository based on the policies below. This can be used to
manage the amount of storage used by Acronis Access. Purged files cannot be restored

Note: the most recent non-deleted revision of each file is never purged, regardiess of these seftings.

Purge deleted files after 2 months X
Purge previous revisions older than 1 months '
Keep at least 9 revisions per file, regardless of age
Only keep 7 revisions per file
Save

Purge scans run automatically every 60 minutes. However, you may click here to save your settings and run a purge scan immediately

Acronis Access can automatically purge old revisions or deleted files from the file repository based on
the policies below. This can be used to manage the amount of storage used by Acronis Access.
Purged files cannot be restored.

Note: The most recent non-deleted revision of each file is never purged, regardless of these settings.

= Purge deleted files after - If enabled, files older than this setting will be purged.

= Purge previous revisions older than - If enabled, file revisions older than this setting will be
purged.



= Keep at least X revisions per file, regardless - If enabled, keeps a minimum number of
revisions per file, regardless of their age.

Only keep X revisions per file - If enabled, limits the maximum number of revisions per file.

Note: Pushing the Save button will start a purge immediately, otherwise a regular scan runs every 60 minutes.

2.5 User Expiration Policies

Users who expire will lose access to all their data. You can reassign the data from the Manage
Deleted Users page.

User Expiration Policies

Users who expire will lose access to all their data. You can reassign the data from the Manage Deleted Users page.

Delete passkeys afier 90 days
Delete pending invitations after 90 days
Send emalil notification about expiration 7 days before the invite is due to expire
Delete adhoc users who have not logged infor | 90 days
Send emalil notification about expiration 7 days before the user is due to expire
Remove sync and share access for LDAP users who have not logged in for | 90 days
Send emalil notification about expiration 7 days before the user is due to expire
Save

Delete passkeys after X days - If enabled, deletes all passkeys after a set number of days.

Delete pending invitations after X days - If enabled, deletes all pending invitations after a set
number of days.

= Send email notification about expiration X days before the invite is due to expire - If
enabled, sends a notification a set number of days before the invite is due to expire.

Delete adhoc users who have not logged in for X days - If enabled, deletes adhoc users who
have not logged in for a set number of days.

= Send email notification about expiration X days before the user is due to expire - If enabled,
sends a notification a set number of days before the adhoc user is due to expire.

Remove sync and share access for LDAP users who have not logged in for X days - If enabled,
removes sync and share access for LDAP users who have not logged in for a set number of days.

= Send email notification about expiration X days before the user is due to expire - If enabled,
sends a notification a set number of days before the user is due to expire.



2.6 File Repository

These settings determine where files uploaded for syncing and sharing will be stored. In the default
configuration, the file system repository is installed on the same server as the Acronis Access Server.
The File Repository is used to store Acronis Access Sync & Share files and previous revisions. The
Acronis Access Configuration utility is used to set the file repository address, port and file store
location. The File Store Repository Endpoint setting below must match the settings in the File
Repository tab of the Configuration Utility. To view or modify these settings, run
AcronisAccessConfiguration.exe, typically located in C:\Program Files (x86)\Acronis\Configuration
Utility\ on the endpoint server.

File Repository

These settings determine where files uploaded for syncing and sharing will be stored. In the default configuration, the file system
repository is installed on the same server as the Acronis Access Server. The Acronis Access Configuration utility is used to set the
file repository address, port and file store location. The file store repository endpoint setting below must match the settings in the File
Repository tab of the Configuration Utility. To view or modify these settings, run AcronisAccessConfiguration.exe, typically located in
C:\Program Files (x86)\Acronis\Configuration Utility\ on the endpoint server. For more information, consult the documentation

File Store Type Filesystem v

A
{

File Store Repository | hitp://127.0.0.1:578

Endpoint
Encryption Level AES-128 v
File Store Low Disk | 50 GB

Space Warning
Threshold  File Store Status: Free space for

Please go to Server Settings to configure admin notifications

=  File Store Type - Select the storage location you would like to use for the virtual file system's
repository. The options are File System and Amazon S3.

= File Store Repository Endpoint - Set the URL address of the file system repository endpoint.

= Encryption Level - Specify the type of encryption that should be used to encrypt files stored in
the virtual file system's repository. The options are None, AES-128 and AES-256. The default is
AES-128.

=  File Store Low Disk Space Warning Threshold - After the free space goes below this threshold,
the administrator will receive notifications of low disk space.



2.7 Acronis Access Client

These settings are for the Access Desktop Client.

Access Desktop Client

Force Legacy Polling
Mode

Minimum Client Update 60
Interval

Client Motification Rate 250
Limit

Show Client Download Cd
Link

Minimum Client Version Any v

Prevent Clients from
Connecting

Allow Client Auto-update Latest v
to Version

Save

=  Force Legacy Polling Mode - Forces the clients to poll the server instead of being asynchronously
notified by the server. You should only enable this option if instructed to do so by Acronis
support.

= Client Polling Time - Sets the time intervals in which the client will poll the server. This option
is available only when Force Legacy Polling Mode is enabled.

=  Minimum Client Update Interval - Sets the minimum time (in seconds) the server will wait
before re-notifying a client that updated content is available.

= Client Notification Rate Limit - Sets the maximum number of client update notifications the
server will send per minute.

= Show Client Download Link - If enabled, web users will be shown a link to download the desktop
client.

®  Minimum Client Version - Sets the minimum client version that can connect to the server.

= Prevent Clients from Connecting - If enabled, Access Desktop Clients will not be able to connect
to the server. In general, this should be enabled only for administrative purposes. This does not
prevent connections to the web interface.

= Allow Client Auto-update to Version - Sets the Access Desktop Client version that will be
deployed to all Access Desktop Clients via auto-update checks. Select Do not allow updates to
prevent clients from auto-updating at all.
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3 Server Administration

In this section
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3.1 Administering a Server

If you are an administrator logging in to the web interface takes you directly to into Administration
mode. After you log in you can switch between Administration and User modes.

Leave Administration & & administrator ~

To switch between modes, do the following:

1. Open the web interface and log in as an administrator.

= To exit administration, press the Leave Administration button at the top-right. This takes you to
the user side of the web interface.

®  To go back into administration, press the Administration button at the top-right. This will take
you back into administration mode.

Note: Administrators have access to the APl documentation. You can find the link in the footer of the Access
web interface.




3.2 Administrators and Privileges

Provisioned LDAP Administrator Groups

Provisioned LDAP Administrator Groups

Add Provisioned Group

Members of groups Ested here will have their user accounts automatically created at first login and will be given administrative access for as long as they are a member

of a provisioned administrator group

Full Manage
LDAP Group Rights Users
CN=Administrators, CN=Builtin DC=t-soft DC=biz (] -]
CH=Users, CN=Buitn DC=i-soft DC=biz (] -]
30 per page ~
H £

Manage Mobile Data
Sources

]

Manage Mobile View Audit
Policies Log

]

o 3
o . 3

This section allows you to manage your administrative groups. Users in these groups will
automatically receive the group's administrative privileges. All of the rights are shown in a table, the

ones that are currently enabled have a green mark.

Using the Actions button you can delete or edit the group. You can edit the group's administrative

rights.

To add a provisioned LDAP administrator group:

Add Provisioned LDAP Administrator Group

Selected group:

Administrative Rights

[ Full administrative rights?

4/ Can manage users?

#| Can manage mobile data sources?
4/ Can manage mobile policies?

¢ Can view audit log?

Find group that | begins with v

1. Pressthe Add Provisioned Group.

2. Mark if the group should have Sync & Share functionality.

Search

Add Cancel



Mark all of the administrative rights you want your group users to have.
Find the group.
Click on the group name.

o v o~ Ww

Press Save.

Administrative Users

This section lists all your Users with administrative rights, their authentication type (Ad-Hoc or LDAP),
whether they have Sync & Share rights and their status (Disabled or Enabled).

You can invite a new user with full or partial administrative rights using the Add Administrator
button. Using the Actions button you can delete or edit the user. You can edit his administrative
rights, status, email address and password.

Inviting a single administrator

1. Open the Acronis Access Web Interface.

Log in with an administator account.

Expand the General Settings tab and open the Administrators page.

Press the Add Administrator button under Administrative Users.

vk W

Select either the Active Directory/LDAP or Invite by Email tab depending on what type of user
you are inviting and what you want them to administer. LDAP users without emails cannot be
given Sync & Share functionality.

a) To invite via Active Directory/LDAP do the following:

1. Search for the user you want to add in the Active Directory and then click on their Common
Name to select a user.

Note: The LDAP User and Email fields will fill in automatically.

2. Enable/Disable the Sync & Share functionality.
3. Select which administrative rights the user should have.
4. Press Add.
b) To invite by Email do the following:
1. Enter the email address of the user you want to add as an administrator.

Note: Ad-hoc users invited by email will always have Sync & Share functionality.

Select whether this user should be licensed.

Select which administrative rights the user should have.
Select the language of the Invitation email.

Press Add.

vk W



Administrative rights

Administrative Rights

[ ] Full administrative rights?

[] Can manage users?

[] Can manage mobile data sources?

[] Can manage mobile policies?

] Can view audit log?

Full administrative rights - Gives the user full administrative rights.

Can manage users - Gives the user the right to manage users. This includes inviting new users,
LDAP group provisioning, sending Acronis Access enrollment invitations and managing the
connected mobile devices.

Can manage mobile Data Sources - Gives the user the right to manage the mobile Data Sources.
This includes adding new Gateway Servers and Data Sources, managing the assigned sources,
gateways visible on clients and legacy Data Sources.

Can manage mobile policies - Gives the user the right to manage the mobile policies. This
includes managing user and group policies, allowed apps and default access restrictions.

Can view audit log - Gives the user the right to view the audit log.

Note: New users who are in both a LDAP provisioned administrators group and a LDAP provisioned sync & share
group will get the combined permissions.

To give a user administrative rights:

o U A WN P

Open the Sync & Share tab

Open the Users tab

Press the Actions button for the User you want to edit.

Press Edit.

Mark all of the administrative rights you want your user to have.

Press Save.

To give an administrator specific rights:

1.

2.
3.
4

Press the Actions button for the User you want to edit.
Press Edit.
Mark all of the administrative rights you want your user to have.

Press Save.



3.3 Audit Log
3.3.1 Log

Here you can see all of the recent events (depending on your purging policy, the time limit might be
different), the users from which the log originated and a message explaining the action.

=  Filter by User — filters the logs by User. You can select All, No user or choose one of the available
users.

= Filter by Shared Projects — filters the logs by Shared Project. You can select All, Not shared or
choose one of the available Shared Projects.

= Filter by Severity —filters the logs by type. The types are All, Info, Warning, Error and Fatal.
®"  From/To — filter by date and time.

= Search for Text — filter by log message contents.

= Timestamp — shows the date and time of the event.
= Type —shows the level of severity of the event.
= User —shows the user account responsible for the event.

= Message — shows information on what happened.

If you have enabled Audit logging on a Gateway Server, you will also see the activity of your mobile
clients. If you have allowed Desktop and Web clients to access mobile Data Sources, they will also be
reflected in the log.

= Device Name — name of the connected device.

= Device IP — shows the IP address of the connected device.

= Gateway Server — shows the name of the Gateway Server to which the device is connected.

= Gateway Server Path — shows the path to the data source on that Gateway Server.

To enable Audit Logging for a specific gateway server:

Open the web interface.

Log in as an administrator.

Open the Mobile Access tab.

Open the Gateway Servers tab.

Find the server for which you want to enable Audit Logging.
Press the Details button.

In the Logging section check Audit Logging.
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Press the Save button.

To enable Debug Logging for a specific gateway server:



Note: The default location for the debug logs is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\Logs\AcronisAccessGateway

Open the web interface.

Log in as an administrator.

Open the Mobile Access tab.

Open the Gateway Servers tab.

Find the server for which you want to enable Debug Logging.
Press the Details button.

In the Logging section check Debug Logging.
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Press the Save button.

3.3.2 Settings

Acronis Access can automatically purge old logs and export them to files based on certain policies.

= Automatically purge log entries more than X Y old - When enabled, logs older than a number of
days/weeks/months will be automatically purged.

= Export log entries to file as X before purging - When enabled, exports a copy of the logs
before purging them in either CSV, TXT or XML.

= Export file path - Sets the folder where the exported logs will go.
3.4 Server

Server Settings

Server Name | Acronis Access
Web Address https://192.168.1.72:3000
Color Scheme Dark Blue v
Audit Log Language English v

Session Timeout in 15
Minutes

Enable Sync and Share ¢«
Support

Server Settings

= Server Name — cosmetic server name used as the title of the web site as well as identifying this
server in admin notification email messages.

= Web Address — specify the root DNS name or IP address where users can access the website
(starting with http:// or https://). Do not use 'localhost' here; this address will also be used in
email invitation links.

= Audit Log Language - select the default language for the Audit Log. The current options are
English, German, French and Japanese. The default is English.



= Session timeout in minutes — sets the length of the user session.

= Enable Sync and Share Support - this checkbox enables/disables the Sync and Share features.

Notifications

If enabled, notifications will be sent using the configured SMTP settings

Email administrator a
summary of errors?

Email Addresses | hristo@glilabs.com

Motification Freguency | 30 mins

Notification Settings

= Email administrator a summary of errors? — If enabled, a summary of errors will be sent to
specified email addresses.

= Email Addresses — one or more email addresses which will receive a summary of errors.

= Notification Frequency — frequency for sending error summaries. Sends emails only if errors
are present.

3.5 Web UI Customization

You can easily customize the logos and color scheme of your Acronis Access server.

Using a custom logos

1. Open the Acronis Access web interface and login as an administrator.
2. Navigate to General Settings -> Web Ul Customization.

3. Select the Use Custom Logo checkbox.
4

Choose the files for the logos you wish to change and make sure they are selected from the
drop-down menu.

Note: The image size limits are written in brackets ().

5. Press Save.

Using color schemes

Default schemes

1. Open the Acronis Access web interface and login as an administrator.
2. Navigate to General Settings -> Web Ul Customization.

3. Click on the Color Scheme drop-down and pick a scheme.
4

Press Save.



Custom schemes

You can customize the look of both the Administration page and the Web Client page through
custom schemes. To do so:

1.
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Open your Acronis Access installation folder (e.g. C:\Program Files
(x86)\Acronis\Access\) and navigate to \Access Server\Web
Application\customizations\.

Open the folder with the name of your database.

e.g. If your Acronis Access database is called access_production, the folder will be named
access_production.

Make copies of the example stylesheets (color_scheme_custom.css and
web_client_custom.scss) and edit them to fit your desired look.

Note: The custom name of the files must be exactly the same for both files and must not contain Unicode
characters or whitespace.

e.g. The files must be named web_client_mycompany.scss and color_scheme_mycompany.css. In
this case, this custom scheme will be shown as mycopmany in the web interface.

Open the Acronis Access web interface and login as an administrator.
Navigate to General Settings -> Web Ul Customization.

Click on the Color Scheme drop-down and pick your new custom scheme.
Press Save.



3.6 SMTP

Acronis Access Server uses the configured SMTP server to send emails to invite users to share or
enroll mobile devices, as well as notify users and administrators of server activity.

SMTP

Acronis Access Server uses the configured SMTP server to send emails to
invite users to share or enroll mobile devices, as well as notify users and
administrators of server activity

SMTP Server Address | mail.glilabs.com
SMTP Server Port 25
Use secure connection?
From Name  Echo Administrator
From Email Address | hristo@glilabs.com

Use SMTP [
authentication?

Send Test Email

= SMTP server address - enter the DNS name of an SMTP server that will be used to send email
invitations to your users.

= SMTP server port - enter your SMTP server port. This setting defaults to port 587.

= Use secure connection? - enable the option to use a secure SSL connection to your SMTP server.

This setting is enabled by default. Uncheck the box to disable secure SMTP.
= From Name - this is the username that appears in the "From" line in emails sent by the server.

= Use SMTP authentication? - enable to connect with a SMTP username and password or disable
to connect without them.

= SMTP username - enter a username for SMTP authentication.
= SMTP password - enter a password for SMTP authentication.
= SMTP password confirmation - re-enter the SMTP password to confirm it.

= Send Test Email - sends an email to ensure all configurations are working as expected



3.7 LDAP

Microsoft Active Directory can be used to provide mobile access and sync and share access to users
in your organization. LDAP is not required for unmanaged mobile access or sync and share support,
but is required for managed mobile access. Other Active Directory products (i.e. Open Directory) are
not supported at this time.

LDAP

An LDAP connection to your Active Directory can be used to provide mobile access and sync and share access to
users in your organization. LDAP is not required for unmanaged mobile access or sync and share support, but is
required for managed mobile access. Only LDAP connections to Microsoft Active Directory are supported.

Enable LDAP?

LDAP Server Address

LDAP Server Port

Use Secure LDAP
Connection?

LDAP Username

LDAP Password

LDAP Password
Confirmation

LDAP Search Base

Domains for LDAP
Authentication

LDAP information
caching interval

Proactively Resolve
LDAP Email Addresses

Use LDAP lookup for
type-ahead suggestions
for invites and download

links.

Include nested
distribution group
membership

68

v

myldap.company.com

389

J

company‘\Administrator

dc=company, dc=com

company.com
[] Require exact match

900

U4}
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= Enable LDAP? - If enabled, you will be able to configure LDAP.

= LDAP server address - enter the DNS name or IP address of the Active Directory server you
would like to use for regulating access.

= LDAP server port - the default Active Directory port is 389. This will likely not need to be
modified.

Note: If you're supporting multiple domains you should probably use the global catalog port.

= Use LDAP secure connection? - disabled by default. Check the box to connect to Active
Directory using secure LDAP.

= LDAP username / password - this login credentials will be used for all LDAP queries. Ask your
AD administrator to find out if you have designated service accounts that should be used.

= LDAP Search Base - enter the root level you would like searches for users and groups to
begin. If you would like to search your entire domain, enter "dc=domainname,
dc=domainsuffix".

= Domains for LDAP authentication - users with email addresses whose domains are in this
comma-delimited list must authenticate against LDAP. (i.e.to enable LDAP authentication
for an account with the email joe@glilabs.com, you would enter glilabs.com). Users in other
domains will authenticate against the Acronis Access database.

= Require exact match - When enabled, only users from the domains entered in Domains
for LDAP authentication will be treated as LDAP users. Users that are members of other
domains and sub-domains will be treated as Ad-hoc.

= LDAP information caching interval - sets the interval in which Acronis Access is caching the
Active Directory structure.

"  Proactively resolve LDAP email addresses - When this setting is enabled, Acronis Access will
search Active Directory for the user with the matching email address on login and invite
events. This allows users to log in with their email addresses and get immediate feedback on
invitations, but may be slow to execute if the LDAP catalog is very large. If you encounter any
performance problems or slow response on authentication or invite, uncheck this setting.

= Use LDAP lookup for type-ahead suggestions for invites and download links - LDAP lookup
for type-ahead will search LDAP for users with matching email addresses. This lookup may be
slow against large LDAP catalogs. If you encounter performance problems with type-ahead,
uncheck this setting.

3.8 Email Templates

Acronis Access makes extensive use of email messages to provide dynamic information to users and
administrators. Each event has an HTML and text associated template. You can click the Email
Template pull down menu to select an event and edit both templates.

All emails sent by the Acronis Access server can be customized to meet your needs. For each email,
you will need to provide both HTML and text-formatted email templates. Template bodies must be
written in ERB, embedded Ruby. Please review the default templates to determine how best to
customize your templates.

Note: If you are using custom images in the email templates, these images should be hosted and must be
somewhere accessible on the internet.

If you have upgraded from mobilEcho, the customizations you have done to the email templates are
not migrated and you will need to customize the new templates. A copy of your previous mobilEcho



templates can be found in the Legacy mobilEcho files folder by default located here: C: \Program
Files (x86)\Group Logic\Access Server\Legacy mobilEcho files. The files are named
invitation.html.erb and invitation.txt.erb.

= Select Language - Select the default language of the invitation emails.

Note: When sending an enrollment invitation or an invitation to a share or sharing a single file, you can
select another language in the invitation dialog.

= Select Email Template - Select the template you want to view or edit. Each template is used for a
specific event (e.g. Enrolling a user for mobile access, resetting a user's password).

= Available Parameters - The available parameters are different for each template and will change
based on the template you've selected.

= Email Subject - The subject of the invitation email. Pressing the View Default link will show you
the default subject for that language and email template.

= HTML Email template - Shows the HTML-coded email template. If you enter valid HTML code, it
will be displayed.Pressing the Preview button will show you a preview of how your current
template looks.

= Text Email template - Shows the text-based email template. Pressing the Preview button will
show you a preview of how your current template looks.

Note: Always remember to click the Save Templates button when you finished modifying your templates.




Note: Editing a template in English does not edit the other languages. You need to edit each template

separately for each language.
Save Templates

All emails sent by the Acronis Access server can be customized to meet your needs. For each email, you will need to provide both
HTML and text-formatted email templates. Template bodies must be written in ERB, embedded Ruby. Please review the default
templates to determine how best to customize your templates.

Email Templates

Select Language: English v

Select Email Template: Enroll user for mobile access v

Available Parameters  @invitation.email - User's email address
@invitation.pin - User's PIN
@invitation.display_name - User's display name
@management_server_address - Acronis Access server address
@expiration - PIN expiration date
@url - Acronis Access URL
@invitation.user - Username (User principal name)
@app_name - App name ("Acronis Access" or "Acronis Access for Good Dynamics")
@is_good - True if application is for Good Dynamics
@send_ios_instructions - True if invitation should contain iOS instructions
@send_android_instructions - True if invitation should contain Android instructions
@locale - Locale code for this template

Email Subject Welcome to Acronis Access

View Default
To use parameters in the subject, surround the parameter name with #{}, e.g. #{parameter_name}.

Notice that templates allow you to include dynamic information by including parameters. When a
message is delivered these parameters are replaced with the appropriate data. Different events have
different available parameters.

Select Email Template: Admin reset password v

Available Parameters  @user - User whose password is being reset
@passkey - Passkey to take user to password reset page
@passkey_expiration - Number of days after which the passkey will expire (or nil if no expiration)
@root_web_address - The URL to reach the Acronis Access server
@locale - Locale code for this template

Note: Pressing the View Default button will show you the default template.

Make sure you click the Save Templates button when you finished modifying your templates.
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3.9 Licensing

Licensing
License: Trial
Clients: 500
Current Licensed Client Count: 0
Current Free Client Count: 1
Expiration Date: 2014-03-04
cense ke Add License
| understand the details and scope of my license may be found on my invoice and at hitp:/fwww.acronis.com/company/licensing.himl.

You will see a list of all your licenses.

License - Type of the license (Trial, subscription etc).
Clients - Maximum number of allowed licensed users.
Current Licensed Client Count - Number of currently used user licenses.

Current Free Client Count - Number of free users currently in the system.

Adding a new license

1.
2.
3.
4.

Copy your license key.

Paste it in the Add license key field.

Read and accept the licensing agreement by selecting the checkbox.
Press Add License.

Note: If your licenses have the same unique ID, the number of allowed users will be summed.

Note: Only Acronis Access Advanced licenses will be accepted. Acronis Access licenses will not work.

Adding a new license for a Gateway Server

Starting from Acronis Access version 6.0, the Acronis Access server and the Gateway servers share
the same license. This means that you will not have to manually add licenses to your Gateway
servers.

If you are still using Gateway servers with an older version, you will also see the Legacy mobilEcho
Licenses section



To license them, you will need a mobilEcho license. Follow the steps below:

Legacy mobilEcho Licenses

Name ~ Address
Server 192.168.1.82
25 perpage v

Open the web interface and log in as an administrator.

License Type

Enterprise

Clients Expiration Date

111 2014-08-24

Open the General Settings tab and open the Licensing page.

Showing 1 to 1 of 1 entries

In the Legacy mobilEcho Licenses section you have a list of all Gateway servers using the old

licensing.

Press Add License for the desired Gateway and enter your license key.

5. Press Save.

3.10 Debug Logging

Settings in this page are designed to enable extended logging information that might be useful when
configuring and troubleshooting Acronis Access. It is recommended that these settings only be

changed at the request of a customer support representative. Additional debug logging can be useful
in troubleshooting problems on the server.

Note: For information on enabling/disabling debug logging for a specific Gateway Server visit the Server Details

(p. 33) article.

Debug Logging

It is recommended that the Debug Logging setting only be changed at the request of a customer support representative. Additional debug logging can
be useful in troubleshooting problems on the server

Please consulf the documentation for more information on where log files are located

General Debug Logging Info
Level

Enabled debug modules always log at the debug level, regardless of the general debug logging level above

Avallable Debug Modules

active_record
cluster

comet
exceptions
expiration
invitations
idap
Idap_caching

Save

Enabled Debug Modules

authentication
encryption



As of version 7.0 of the Acronis Access Server, the exceptions module has been removed from the list
of available modules and is enabled at all times by default. Users that have upgraded from a previous
version of Acronis Access may still see the exceptions module in the list. Once you make a change to

the logging options and press Save, it will disappear.

Warning: These settings should not be used during normal operation and production conditions.

= General Debug Logging Level - Sets the main level you want to be logged (Info, Warnings, Fatal

errors etc.)

Note: Enabled debug modules always log at the debug level, regardless of the general debug logging level

above.

= Available Debug Modules - Shows a list of available modules.
= Enabled Debug Modules - Shows the active modules.

Note: In the cases where the product was updated and not a new installation, the log files will be in C:\Program

Files (x86)\Group Logic\Common\apache-tomcat-7.0.42\logs.

Note: On a clean installation of Acronis Access, the log files will be in C:\Program Files
(x86)\Acronis\Access\Common\apache-tomcat-7.0.42\logs

3.11 Monitoring

The performance of this server can be monitored using New Relic. If you would like to monitor this
server, please enable monitoring and provide the path to your New Relic YML file. To obtain a New

Relic YML file, you will need to create an account with New Relic.

The performance of this ¢ can be monitored using New Relic. If you would like o monitor this server, please enable i
path to your New Relic YML file. To obtain a New Relic YML file, you will need 1o create an account with New Relic

onitoring and provide the

It is highly recommended not to put your New Relic YML file into the Acronis Access server directories to avoid having your file accidentally removed or altered
on upgrade or uninstall
If you make changes to your New Relic YML file, or change New Relic YML files, you will need to restart the Acronis Access Tomcat service for the changes to
take effect
Enable New Relic ¥
monitoring?

New Relic YML Path

¢-\path to filelnewrelic yml Make sure the user Tomcat is running as has read access to this file

Note: It is highly recommended not to put your New Relic YML file into the Acronis Access server directories to

avoid having your file accidentally removed or altered on upgrade or uninstall.

Note: If you make changes to your New Relic YML file, or change New Relic YML files, you will need to restart

the Acronis Access Tomcat service for the changes to take effect.

Enable New Relic monitoring? - If enabled, you are required to provide a path to the New Relic

configuration file (newrelic.yml)

Installing New Relic

This type of installation will let you monitor your Acronis Access Server application,

computer on which it is installed.

not the actual



1. Open http://newrelic.com/ http://newrelic.com/ and create a New Relic account or log in with
an existing account. Once that is done, proceed with your Application configuration.

For Application Type select APM.

For platform, select Ruby.

Download the New Relic script shown in Step 3 of the New Relic Starting Guide (newrelic.yml).
Open your Acronis Access web console.

Navigate to Settings -> Monitoring.
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Enter the path to the newrelic.yml including the extension (e.g C: \software\newrelic.yml).
We recommend you put this file in a folder outside of the Acronis Access folder so that it will not
be removed or altered on upgrade or uninstall.

8. Click Save and wait a couple of minutes or until the Active application(s) button becomes active
on the New Relic site.

9. If more than 10 minutes pass, restart your Acronis Access Tomcat service and wait a couple of
minutes. The button should be active now.

10. You should be able to monitor you Acronis Access server via the New Relic website.

All the information the Acronis Access server logs about trying to connect to New Relic and set up monitoring is
in a file called newrelic_agent.log found here - C: \Program Files

(x86) \Acronis\Common\apache-tomcat-7.0.34\logs. If you have any problems, you can find
information in the log file.

There is frequently a warning/error that starts like this:
WARN : DNS Error caching IP address: Errno::ENOENT: No such file or directory - C:/etc/hosts which

That's a side effect of the code used to patch another New Relic bug and is innocuous.

If you want to monitor the actual computer as well

1. Open http://newrelic.com/ http://newrelic.com/ and log in with your account.
Press Servers and download the New Relic installer for your operating system.

Install the New Relic monitor on your server.
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The New Relic server monitor requires Microsoft .NET Framework 4. The link the New Relic
installer takes you to is only for the Microsoft .NET Framework 4 Client Profile. You will need to
go to the Microsoft Download Center and download the entire .NET 4 Framework from the
internet and install it before running the New Relic Server Monitor installer.

= Wait until New Relic detects your server.


http://newrelic.com/
http://newrelic.com/

4 Maintenance Tasks

To backup all of Acronis Access's elements and as part of your best practices and backup procedures, you may
want to read the Disaster Recovery guidelines (p. 76) article.

In this section

Disaster Recovery guidelings .........coueieeciiieeeciiie e 76
Backing up and Restoring ACronis ACCESS ......ccveeeecvreeeriiireeeeiireeeessreeeens 78
Tomcat Log Management on WindOWS .......c..eeeeecvieeeeciieeececieeeeeciieee s 81
Automated Database Backup ......cccceeeeviieeicciiiie e 85

Increasing the Acronis Access Tomcat Java Maximum Memory Pool .....86

4.1 Disaster Recovery guidelines

High availability and fast recovery is of extreme importance for mission critical applications like
Acronis Access. Due to planned or unplanned circumstances ranging from local hardware failures to
network disruptions to maintenance tasks, it may be required to provision the means for restoring
Acronis Access to a working state in a very short period of time.

Introduction:

For mission critical applications like Acronis Access, high availability is of extreme importance. Due to
various circumstances ranging from local hardware failures to network disruptions to maintenance
tasks, it may be required to provision the means for restoring Acronis Access to a working state in a
very short period of time.

There are different ways to implement disaster recovery, including backup-restore, imaging,
virtualization and clustering. We will describe the backup-restore approach in the following sections.

Description of the Acronis Access elements:

Acronis Access is a solution composed of several discrete but interconnected elements:

Acronis Access Gateway Server

Note: Normally located here: C: \Program Files (x86)\Acronis\Access\Gateway Server

Acronis Access Server

Note: Normally located here: C: \Program Files (x86)\Acronis\Access\Access Server

Acronis Access Configuration Utility

Note: Normally located here: C: \Program Files (x86)\Acronis\Access\Configuration Utility

File Store

The location of the File Store is set during the installation when you first use the Configuration
Utility.



Note: The FileStore structure contains user files and folders in encrypted form. This structure can be copied or
backed up using any standard file copy tool (robocopy, xtree). Normally this structure should be located in a
high availability network volume or NAS so the location may differ from the default.

PostGreSQL database. This is a discrete element running as a Windows service, installed and used by
Acronis Access. The Acronis Access database is one of the most critical elements because it maintains
all configurations, relationships between users and files, and file metadata.

All those components are needed in order to build a working instance of Acronis Access.

Resources needed to implement a fast recovery process

The resources needed to fulfill the disaster recovery process are:

= Appropriate hardware to host the operating system, application and its data. The hardware must
meet the system and software requirements for the application.

= Abackup and restore process in place to ensure all software and data elements are available at
the time the switch is needed.

= Network connectivity, including internal and external firewall and routing rules that permit users
to access the new node with no or minimal need to change client side settings.

= Network access for Acronis Access to contact an Active Directory domain controller and SMTP
server.

= Fast or automated DNS switching ability to redirect incoming request to the secondary node.

The process

Backup Setup

The recommended approach to provide a safe and fast recovery scenario can be described like this:

1. Have an installation of Acronis Access, including all elements in the secondary, restore, node. If
this is not possible, a full (source) machine backup or image is a good alternative. In virtualized
environments, periodic snapshots prove to be effective and inexpensive.

2. Backup the Acronis Access server software suite (all elements mentioned above, including the
entire Apache Software branch) regularly. Use any standard, corporate class backup solution for
the task.

3. Backup the FileStore as frequently as possible. A standard backup solution can be used, but an
automated differential copy tool is a good and sometimes preferred alternative due to the
amount of data involved. A differential copy minimizes the time this operation takes by updating
what is different between the source and target FileStores.

4. Backup the Acronis Access database as frequently as possible. This is performed by an automated
database dump script triggered by Windows Task Scheduler. The database dump should then be
backed up by a standard backup tool.

Recovery

Provided the conditions described in the section above have been met and implemented, the process
to bring online the backup resources is relatively simple:



1. Boot up the recovery node. Adjust any network configuration like IP Address, Host Name if
needed. Test Active Directory connectivity and SMTP access,

If needed restore the most recent Acronis Access software suite backup.
Verify that Tomcat is not running (Windows Control Panel/Services).

If needed, restore the FileStore. Make sure the relative location of the FileStore is the same as it
was in the source computer. If this is not the case, the location will need to be adjusted by using
the Configuration Utility.

Verify that the PostgreSQL service is running (Windows Control Panel/Services).
Restore the Acronis Access database.

Start the Acronis Access Tomcat service.

Migrate DNS to point to the new node.
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Verify Active Directory and SMTP are working

4.2 Backing up and Restoring Acronis Access

In case you need to upgrade, update or maintain your Acronis Access server. This article will give you
the basics of backing up your database and restoring it.

Backing up your databases

Backing up your Acronis Access's database

The following method creates an *.sql file containing a text representation of the source database.

1. Open a Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
e.g.cd "C:\PostgreSQL\9.2\bin"

2. Once your current Command Prompt directory is the bin folder, enter the following line:

pg_dump -U postgres -f mybackup.sql acronisaccess_production

where mybackup. sql is the desired file name for the produced backup file. It can include a full
path to the location where you want the backup file to be created, for instance:
D:\Backups\mybackup.sql

Note: acronisaccess_production must be entered exactly as shown as it is the name of the Acronis
Access database

3. A'"Password: " line appears. Enter the postgres password that you set during the Acronis Access
installation process.

Note: Typing the password will not result in any visual changes in the Command Prompt window.

4. Your backup file will appear in the bin folder by default unless the output file specification
contains a full path to a different directory.

Note: If you want to backup the entire PostgreSQL database set you can use the following command:
pg_dumpall -U postgres > alldbs.sql

Where al ldbs.sql will be the generated backup file. It can include a full path specification, for instance
D:\Backups\alldbs.sql

For full syntax on this command see: http://www.postgresql.org/docs/9.2/static/app-pg-dumpall.htm|
http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html



http://www.postgresql.org/docs/9.1/static/app-pg-dumpall.html

Info: For more information on PostgreSQL backup procedures and command syntax please read this:
http://www.postgresql.org/docs/9.2/static/backup.htm|
http://www.postgresql.org/docs/9.1/static/backup.htm|

Backing up your Gateway Server's database

Go to the server on which you have your Acronis Access Gateway Server installed.
Navigate to the folder containing the database.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

Copy the mobilEcho.sqlite3 file and paste it in a safe location.

Restoring Acronis Access

Restoring your Acronis Access's database

The database restore process is similar to the backup process.

1.

Prior to executing the command to restore your database, make sure the source backup file is
located in a directory or location where it can be accessed by the logged in user.

Open a Command Prompt window and navigate to the 9.2\bin folder located in the PostgreSQL
installation directory.
cd "C:\PostgreSQL\9.2\bin"

Note: This directory may be different if you installed PostgreSQL in a custom location.

You need to remove the old database first. To do so, stop the Acronis Access Tomcat service and
enter the following line:

Warning! Do not continue with this step unless you are certain you have made a successful backup.
Dropping the database is an irreversible process which deletes the entire database. All information is lost.

dropdb -U postgres acronisaccess_production

A "password for user postgres: " message may appear. If that happens, enter the postgres
password that you set during the Acronis Access installation process.
acronisaccess_production must be entered exactly as shown. This is the Acronis Access
database name.

Once the operation finishes, enter the following line:
createdb -U postgres acronisaccess_production

A "password for user postgres: " message may appear. If that happens, enter the postgres
password that you set during the Acronis Access installation process.
acronisaccess_production must be entered exactly as shown. This is the Acronis Access
database name.

To fill the newly created database with the information from your backup, enter the following
line:
psql -U postgres -d acronisaccess_production -W -f mybackup.sql

Replace mybackup.sql with the fully qualified name of the backup file, for instance:
D:\Backups\mybackup.sql


http://www.postgresql.org/docs/9.1/static/backup.html

A "password for user postgres: " message may appear. If that happens, enter the postgres
password that you set during the Acronis Access installation process.
acronisaccess_production must be entered exactly as shown. This is the Acronis Access
database name.

6. Once the process has completed successfully, restart the postgres service and start the Acronis
Access Tomcat service.

Note: Typing the password will not result in any visual changes in the Command Prompt window.

Info: For full psql command syntax, please visit http://www.postgresql.org/docs/9.2/static/app-psql.html|
http://www.postgresql.org/docs/9.0/static/app-psql.htm|

Restoring your Gateway Server's database

1. Copy the mobilEcho.sqlite3 file you have backed up.
2. Go to the server on which you have your Acronis Access Gateway Server installed.
3. Navigate to the folder containing the database and paste the mobilEcho.sqlite3 file.

Note: The default location is: C: \Program Files (x86)\Acronis\Access\Gateway
Server\database

4. Restart the Acronis Access Gateway Server service.

Restoring Acronis Access to a new instance

1. Complete the Backup procedure explained above and move the alldbs.sql and mobilEcho.sqlite3
files to the new server.

On the new server, complete the Database restoration procedure explained above.
Start the Acronis Access services.
Complete the following procedure:

Configurations on the new instance

Note: It is highly recommended that you do not change the DNS names used by Acronis Access, only the IP
addresses they are pointing to. The following instructions assume you are re-using the DNS names of the
previous instance of Acronis Access

1. Open the Acronis Access web interface and login.
Navigate to Mobile Access -> Gateway Servers.
Press on the down arrow next to the Details button and select Edit.

Click on the SharePoint tab and enter the SharePoint administrator's credentials.

vk W

If the Address for administration is set as an IP address, change it to the new IP you set for the
Acronis Access Server.

o

Press Apply.
Repeat these steps for all Gateway Servers and Cluster Groups that provide access to SharePoint
sites or libraries.

If you do not intend to use the same IP address as the previous instance, change the IP entries for the
DNS names used by the Acronis Access and Gateway Server(s).


http://www.postgresql.org/docs/9.0/static/app-psql.html

4.3 Tomcat Log Management on Windows

As part of its normal operation Tomcat creates and writes information to a set of log files.

Unless periodically purged, these files accumulate and consume valuable space. It is commonly
accepted by the IT community that the informational value those logs provide degrades rapidly.
Unless other factors like regulations or compliance with certain policies play, keeping those log files
in the system a discrete number of days is what is required.

Introduction:

As part of its normal operation Tomcat creates and writes information to a set of log files. On
Windows, these files are normally located in the following directory:

“C:\Program Files (x86)\Acronis\Access\Common\apache-tomcat-7.0.34\logs”
Acronis Access saves it's own logs in the same directory as separate files.

Acronis Access's log files are named acronisaccess_date.

There are many tools capable of automating the task of deleting unneeded log files. For our example,
we will use a built-in Windows command called ForFiles.

Info: For information on ForfFiles, syntax and examples visit
http://technet.microsoft.com/en-us/library/cc753551(v=ws.10).aspx
http://technet.microsoft.com/en-us/library/cc753551(v=ws.10).aspx

A sample process:

The sample process described below automates the process of purging log files older than a certain
number of days. Inside the sample batch file, this number is defined as a parameter so it can be
changed to fit different retention policies.

Info: The sample script (batch) file is designed to work on Windows 2008. Click here to download the script.
Optionally you could copy and paste the script code into an empty text document and save it as
“AASTomcatLogPurge.bat”

Click here for the full batch script code...

ECHO OFF

REM Script: aETomcatLogsPurge.bat

REM 2012-05-12: Version: 1.0: MEA: Created

ECHO This script will delete files older than a number of days from a directory
ECHO Run it from the command line or from a scheduler

ECHO Make sure the process has permissions to delete files in the target folder
REM ===== CONFIGURATIONS ===================================================
REM Note: all paths containing spaces must be enclosed in double quotes

REM Edit this file and set LogPath and NumDays below

REM Path to the folder where all Tomcat logs are

set LogPath="C:\Program Files (x86)\Group Logic\Common\apache-tomcat-7.0.34\1logs"


http://technet.microsoft.com/en-us/library/cc753551(v=ws.10).aspx

REM NumDays - Log files older than NumDays will be processed

set NumDays=14

REM ===== END OF CONFIGURATIONS ======================
ECHO
ECHO ===== START ============

REM ForFiles options:
REM "/p": the path where you want to delete files.

REM "/s": recursively look inside other subfolders present in the folder
mentioned in the batch file path

REM "/d": days for deleting the files older than the present date. For instance
"/d -7" means older than 7 days

REM "/c": command to execute to actually delete files: "cmd /c del @file".
forfiles /p %LogPath% /s /d -%NumDays% /c "cmd /c del @FILE"

:End

Warning: We provide this example as a guideline so you can plan and implement your own process based on
the specifics of your deployment. The example is not meant nor tested to apply to all situations and
environments so use it as a foundation and at your own risk. Do not use it in production environments without
comprehensive offline testing first.

Steps:

1. Copy the script to the computer running Acronis Access (Tomcat) and open it with Notepad or a
suitable plain text editor.

2. Locate the section illustrated in the picture below and edit the LogPath and NumDays variables
with your specific paths and retention settings:

REM ===== CONFIGURATIONS
REM Note: all paths containing spaces must be enclosed in double quotes

REM Edit this file and set Lo?Path and NumDays below

REM Path to the folder where all Tomcat logs are

set LogPath="C:\Program Files (x86)\Group Logic‘Common'apache-tomcat-7.0.34"]ogs"

REM NumDays - Log files older than Numbays will be processed
set NumDays=14

REM ===== END OF CONFIGURATIONS ======—=———————————

ECHO

ECHO ===== START ========—===

In Acronis Access the log files are stored in the same folder as Tomcat's. (C: \Program Files
(x86)\Acronis\Access\Common\apache-tomcat-7.0.34\Llogs)

3. Save the file.



To automate the process, open Task Scheduler and create a new task. Define a name and a
description for the task.

Create Basic Task Wizard [<]

ﬂ Create a Basic Task

Use this wizard to quickly schedule a comman task. For more advanced options or settings

Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane,
Action Marme: aETorncatLogPurge|
Finish

Description; | Purge Tomeat Logs Older than 7 days

< Back | Mext > I Cancel |

Set the task to run daily.

Create Basic Task Wizard

E Task Trigger

Create a Basic Task When do you want the task to start?

5 oy

Action ~

Finish Weekly
© Monthly
€ One time

© M¢hen the cormputer starts
" \WhenTlag on

" \hen a specific svent is lagged

< Back | ext > I Cancel |

Define at what time the task should start. It is recommended to run this process when the
system is not under extreme load or other maintenance processes are running.

Create Basic Task Wizard

ﬂ Daily

Create a Basic Task

Strt: | 5/2r212 7| | 20w00 = [ Synchronize across time zanes
Trigger
feamconn | e

Hction
Finish

< Back | Mext » I Cancel




Set the action type to “Start a program”.

| Action

Create a Basic Task
Trigger What action do you want the task to perfarm?

Daily

' Starta program

Finish  Send an e-rmail

 Display a message

< Back | Mext » I Cancel |

Click the Browse button, locate and select the script (batch) file.

Create Basic Task Wizard [x]
D] StartaProgram

Create a Basic Task

Trigger Program/script:

ey "C:\Program Files &6)\roup Logiciak Scripts\aETomeatlogPurgeba | Browse.. |
Action

Start a Pragrar £dd argurnents {optional}:
Finish Startin (optional)

< Back | Mext > | Cancel |

9. When done, click Finish.

Create Basic Task Wizard [ %]

@] summary

Create a Basic Task

aETomcatlogPurge)

Trigger Marme:
De Description: | Purge Tomeat Logs Older than 7 days
Action

Start 3 Prograrn
Finish

Trigger: IDain; At 2:00 AM every day

Action: IStar’t a prograrmy; "CAPrograrm Files (B8)\Group Logichak ScriptshaETomeatlo

I™ Open the Praperties dialag for this task when I click Finish
Wihen you click Finish, the new task will be created and added to your Windows schedule.

< Back | Firiish I Cancel |

10. In the tasks list you may want to right click on the task, select properties and verify the task will
run whether a user is logged on or not, for unattended operation.

11. You can verify the task is properly configured and running properly by selecting the task, right
clicking on it and selecting “Run”. The scheduler’s log should report start, stop and any errors.




4.4 Automated Database Backup

With the help of the Windows Task Scheduler, you can easily setup an automated backup schedule
for your Acronis Access database.

Creating the database backup script
1. Open Notepad (or another text editor) and enter the following:
@echo off

for /f "tokens=1-4 delims=/ " %%i in ("%date%") do (
set dow=%%i

set month=%%j

set day=%%k

set year=%%l

)

set datestr=¥month%_%day%_ %year%

echo datestr is %datestr%

set BACKUP_FILE=AAS_%datestr%_DB_Backup.sql
echo backup file name is %BACKUP_FILE?%

SET PGPASSWORD=password

echo on

bin\pg_dumpall -U postgres -f %BACKUP_FILE%

move "%BACKUP_FILE%" "C:\destination folder"

2. Replace "password" with the password for user postgres you have entered when you installed
Acronis Access.

3. Replace C:\destination folder with the path to the folder where you want to save your backups.

Save the file as DatabaseBackup.bat (the extension is important!) and select All Files for the file
type.
5. Move the file to the PostgreSQL installation folder in the version number directory (e.g. \9.3\).

Creating the scheduled task

1. Open the Control Panel and open Administrative Tools.
2. Open the Task Scheduler.

3. Click on Action and select Create Task.

On the General tab:



1. Enter a name and description for the task (e.g. AAS Database Backup).
2. Select Run whether user is logged in or not.

On the Triggers tab:

1. Click New.
2. Select On a schedule for Begin the task.

3. Select daily and select the time when the script will be run and how often the script should be
rerun (how often you want to backup your database).

4. Select Enabled from the Advanced settings and press OK.

On the Actions tab:

1. Click New.

2. Select Start a program for Action.

3. For Program/Script press Browse, navigate to and select the DatabaseBackup.bat file.

4. For Start in (optional), enter the path to the folder in which the script resides. e.g. If the path to

the script is C:\Program Files (x86)\Acronis\Access\Common\PostgreSQL\9.3\PSQL.bat enter
C:\Program Files (x86)\Acronis\Access\Common\PostgreSQL\9.3\

5. Press OK.

Configure any additional settings on the other tabs and press OK.

You will be prompted for the credentials for the current account.

4.5 Increasing the Acronis Access Tomcat Java
Maximum Memory Pool

By default, the Acronis Access Tomcat's Java Maximum Memory Pool setting on a 64 bit operating
system is 4GBs. Depending on your deployment, you may need more.

Note: On a 32bit operating system, the maximum memory pool is 1GB.

To increase the maximum memory pool:

1. Click on the Start menu and navigate to All Programs -> Acronis Access.



2. Click on the Acronis Access Tomcat Configuration tool shortcut.

p o Acronis Access Tomcat Properties E

bGenerall Log OnI Logging Java |Startup| Shutdownl

vV Use default

Java Virtual Machine:

I Ci\Program Files\Javaljre7ibiniclientijvm.di foh I

Java Classpath:

I C:\Program Files\Acronis\chb\Access\Common\apache-tomcat-7.0.55bin

Java Options:

-®X:MaxPermSize=256m -
-Dfile.encoding=UTF&

-Dcatalina.home=C:\Program Files\Acronis\chblAccess\Commoniapac
-Dcatalina.base=C:\Program Files\Acronis\chblAccess\Commoniapacl _'_l

Initial memory pool: ] MB
Maximum memory pool: ] 4096 MB
Thread stack size: | KB

OK | Cancel | Apply

3. Open the Javatab.

4. Change the Maximum memory pool to the desired size and press OK.

5. Restart the Acronis Access Tomcat service.
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5 Supplemental Material
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5.1 Conflicting Software

There are some software products that may cause problems with Acronis Access. The currently
known conflicts are listed below:

= VMware View™ Persona Management - This application will cause issues with the Acronis
Access desktop client syncing process and issues with deleting files. Placing the Acronis Access
sync folder outside of the Persona Management user profile should avoid the known conflicts.

5.2 Load balancing Acronis Access

There are two main ways you can load balance Acronis Access:

Load balancing only the Gateway Servers

This configuration ensures that the components under the heaviest loads, the Gateway Servers, are
load balanced and always accessible for your mobile clients. The Access Server is not behind the load
balancer as it is not required in order to connect to the Gateway Servers for unmanaged access. For
more information visit the Cluster Groups (p. 41) article.

Load balancing all of Acronis Access

This configuration load balances all of Acronis Access' components and ensures high-availability for
all users. You will need at least two separate machines in order to test this setup. Many of the
settings when configuring load balancing differ between different software and hardware so they will
not be covered in this guide.



In the setup example we will use three separate machines. One of them will act as our File Repository
and Database and the other two as both Access and Gateway servers. Below you can see a guide on

how to configure this setup.

-

——

* External

Network

Internal Address:

10.27.81.1
External Address:
mylb.company.com

Load balancer

™

Internal Network
10.27.81.0/24

NS

File Repository and
PostgreSQL Database

10.27.81.2

Access Server on:
10.27.81.4

Access Server on:

10.27.81.3
Gateway Server on:

10.27.81.11

Gateway Server on: |
10.27.81.10

This guide will provide the details necessary to properly load balance the Acronis Access product in
your environment.

On the server that will be hosting your PostgreSQL database and File Repository,
perform the following steps:
1. Start the Acronis Access installer and press Next. Read and accept the license agreement.

2. Inthe Access installer, choose Custom, and select Acronis Access File Repository and PostgreSQL
Database Server and press Next.

3. Select where the File Repository and Configuration Utility will be installed.
Select where PostgreSQL should be installed and enter a password for the superuser postgres.

5. Open TCP port 5432. You will be using it to access the PostgreSQL database from the remote
machines.



6. After finishing the installation procedure, proceed with going through the Configuration Utility.
a. You will be prompted to open the Configuration Utility. Press OK.

b. Select the address and port on which your File Repository will be accessible.

Note: You will need to set the same address and port in the Acronis Access web interface. For more
information visit the Using the Configuration Utility and File Repository (p. 56) articles.

c. Select the path to the File Store. This is where the actual files will reside.

% Acronis Access Configuration Utility x|

File Repository |
Server Endpoint Service Account
Address I All available addresses j & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I C:'ProgramData\Acronis\Acce ... | onfirm Password I

Configuration Log

Help | oK I Cancel | Apply |

d. Click OK to apply changes and close the Configuration Utility.

7. Navigate to the PostgreSQL installation directory (e.g. C:\Program Files\PostgreSQL\9.2\data\ )
and edit pg_hba.conf with a text editor.

8. Include host entries for each of your Access servers using their internal addresses and save the
file.The pg_hba.conf (HBA stands for host-based authentication) file controls client
authentication and is stored in the database cluster's data directory. In it you specify which
servers will be allowed to connect and what privileges they will have. e.g.:

# TYPE DATABASE USER ADDRESS METHOD

# Loadbalancerl (First Acronis Access & Gateway server)
host all all 10.27.81.3/32 md5

# Loadbalancer2 (Second Acronis Access & Gateway server)

host all all 10.27.81.4/32 md5

In these examples all users connecting from 10.27.81.3/32 and 10.27.81.4/32

can access the database with full privileges (except the replication
privilege) via a md5 encrypted connection.

9. Open the pgAdmin tool, connect to your local server, select Databases, and either right-click or
select New Database from the Edit -> New Object menu to create a new database. Name it
acronisaccess_production.

On the two servers that will be acting as both Access and Gateway servers, perform
the following steps:

1. Start the Acronis Access installer and press Next. Read and accept the license agreement.



In the Access installer, choose Custom, and select only Acronis Access Server and Acronis Access
Gateway Server and continue with the installation procedure.

After finishing the installation procedure, proceed with going through the Configuration Utility.
You will be prompted to open the Configuration Utility. Press OK.
b. On the Access Server tab:

= Enter the address and port on which your Acronis Access management server will be

reachable (i.e. 10.27.81.3 and 10.27.81.4).

= Select your certificate. This should be the same SSL certificate that is tied to the DNS
address of the load balancer.

= Press Apply.

Note: If you don't have a certificate, a self-signed certificate will be created by Acronis Access. This
certificate should NOT be used in production environments.

% Acronis Access Configuration Utility |

'Gateway Server Access Server |

Server Endpoint Service Account

Address I Internal IP or DNS| j ’75' [l Systen Areaunk
Paort W

Certificate I Acronis Access _I

[ Redirect requests from port 80

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate
Settings for Gateway Server loaded successfully
oading settings for Access Server
Settings for Access Server loaded successfully

Help | oK I Cancel | Apply |

c. Onthe Gateway Server tab:

= Enter the address and port on which your Gateway Server will be reachable (i.e.
10.27.81.10 and 10.27.81.11).

= Select your certificate.This should be the same SSL certificate that is tied to the DNS
address of the load balancer.

= Press Apply.



Note: If you don't have a certificate, a self-signed certificate will be created by Acronis Access. This
certificate should NOT be used in production environments.

& Acronis Access Configuration Utility |

Gateway Server | Access Server I

Server Endpoint Service Account
Address I Internal IP or DNS j ’75' [l Systen Areaunk
Port I 443

Certificate I Acronis Access _I

[ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

Help | oK I Cancel | Apply |

4. Navigate to the Acronis Access installation directory (e.g. C:\Program Files
(x86)\Acronis\Access\Access Server\ ) and edit acronisaccess.cfg with a text editor.

5. Set the username, password, and internal address of the server that will be running the
PostgreSQL database and save the file. This will configure your Access Server to connect to your
remote PostgreSQL database. e.g.:

DB_DATABASE =acronisaccess_production
DB_USERNAME =postgres
DB_PASSWORD =passwordl23
DB_HOSTNAME =10.27.81.2
DB_PORT =5432
6. Open Services.msc and restart the Acronis Access services.

On one of your Access and Gateway servers, perform the following steps:

This is the server which you will configure first and it's settings will be replicated across all other
servers. After the settings get replicated, all servers will be identical. It does not matter which server
you choose.

1. Open Services.msc and restart the Acronis Access Tomcat service. This will populate the
database you have created.

2. Visit https://myaccess (i.e. https://10.27.81.3 or https://10.27.81.4) in your web browser and
complete the Setup Wizard.

a. Under the Licensing tab:

= Enter your license key, mark the checkbox and press Continue.
b. Under the General Settings tab:

®  Enter a Server Name.

= The Web Address should be the external address of your load balancer (i.e.
mylb.company.com). If you are not using port 443 you will have to write the port as well.



= The Client Enrollment Address should be the external address of your load balancer (i.e.
mylb.company.com).

= Select your Color Scheme.

= Select the language for the Audit Log messages.

Under the SMTP tab:

= Enter the DNS name or IP address of your SMTP server

= Enter the port of your SMTP server.

= |f you do not use certificates for your SMTP server, unmark Use secure connection?.
= Enter the name which will appear in the "From" line in emails sent by the server.

= Enter the address which will send the emails sent by the server.

= |f you use username/password authentication for your SMTP server, mark Use SMTP
authentication? and enter your credentials.

®  Press Save.

Under the LDAP tab:

= Mark Enable LDAP.

= Enter the DNS name or IP address of your LDAP server.
= Enter the port of your LDAP server.

= |f you use a certificate for connections with your LDAP server, mark Use Secure LDAP
Connection.

= Enter your LDAP credentials, with the domain. (e.g. acronis\hristo).
= Enter your LDAP search base.

= Enter the desired domain(s) for LDAP authentication. (i.e.to enable LDAP authentication
for an account with the email joe@glilabs.com, you would enter glilabs.com)

"=  Press Save.
Under the Local Gateway tab:

Note: If you're installing both a Gateway Server and the Acronis Access Server on the same machine,
the Gateway Server will automatically be detected and administered by the Acronis Access Server.

= Set a DNS name or IP address for the local Gateway Server. This is an internal address
behind the load balancer (i.e. 10.27.81.10).

=  Press Save.
Under the File Repository tab:

= The File Repository Address should be the internal address of the server you have
created for the file repository role (i.e. 10.27.81.2).

Once you've completed the Setup Wizard, press Finish and navigate to Mobile Access ->
Gateway Servers.

It is time to register your second Gateway server:

a.
b.

d.

Enter a Display name for the second Gateway.
The Address For Administration should be an internal address behind the load balancer (i.e.
10.27.81.11).

Enter the Administration Key. You can obtain it by going to the machine on which the
Gateway you are adding is installed, navigating to https://mygateway:443 (i.e.
https://10.27.81.10 or https://10.27.81.11) and the key will be displayed there. For more
information visit the Registering new Gateway Servers (p. 31) article.

Press Save.



5. Create a Cluster Group and add all of your Gateway servers to it. Your primary server should be
the one you have already gone through the Setup Wizard on. For more information visit the
Cluster Groups (p. 41) article.

Note: Please make sure that you have already configured a correct Address for Administration on each
Gateway before proceeding. This is the DNS or IP address of the Gateway server.

Expand the Mobile Access tab.

Open the Gateway Servers page.

Press the Add Cluster Group button.

Enter a display name for the group.

Enter the internal DNS name or IP address of the load balancer (i.e. 10.27.81.1).
Mark the checkbox for each Gateway you want to be in the group.

@ - ® o 0 T o

Select the Gateway which will control the group's settings. This should be the Gateway which
you configured first. All of the existing settings on that Gateway (including assigned Data
Sources and excluding the address for administration) will be copied to every Gateway in the

group.

On the load balancer:

1. Enable duration-based session stickiness (or your load balancer's equivalent) on your load
balancer and configure it to not expire.

2. If a health-check is required (looking for an HTTP status of 200 to be returned), a ping to
https://INTERNALSERVERNAME:MANAGEMENTPORT/signin will satisfy it (i.e.
https://myaccessserverl.company.com/signin and
https://myaccessserver2.company.com/signin).

Using a browser, open https://mylb.company.com to verify the configuration is working.

5.3 Third-party Software for Acronis Access

In this section

POSTEIESQAL .. e e e e e e e e e e e e e e e e e e e e e e e e eas 94
FAVoF: 1ol o 1T Ko 1 o [or- | A USSP 95
NEW REIIC..ciiuiiiiiiieiiie ettt ettt ettt st et esbae e sbeeeaees 95

5.3.1 PostgreSQL

Acronis Access Server uses PostgreSQL as it's database storage.

Documentation on the latest PostgreSQL http://www.postgresql.org/docs/9.2/interactive/index.html|
(for other versions visit this site http://www.postgresql.org/docs/manuals/).

List of error codes http://www.postgresql.org/docs/9.2/interactive/errcodes-appendix.html.

When installing Acronis Access server, by default you also install pgAdmin. It provides a graphical
user interface to PostgreSQL. For documentation on all versions of pgAdmin visit this site
http://www.pgadmin.org/docs/.

Useful information can be found at the PostgreSQL Wiki http://wiki.postgresql.org/wiki/Main_Page,
including a troubleshooting guide http://wiki.postgresql.org/wiki/Troubleshooting_Installation.

For anti-virus related problems check this article


http://www.postgresql.org/docs/9.2/interactive/index.html
http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/9.2/interactive/errcodes-appendix.html
http://www.pgadmin.org/docs/
http://wiki.postgresql.org/wiki/Main_Page
http://wiki.postgresql.org/wiki/Troubleshooting_Installation

http://wiki.postgresql.org/wiki/Running_&_Installing_PostgreSQL_On_Native_Windows#Antivirus_s
oftware.
For information on backing up a PostgreSQL database: PostgreSQL backup.

5.3.2 Apache Tomcat

Acronis Access Server uses ApacheTomcat for its web server. Acronis Access 2.7 and later installs its
own version of Tomcat into the Group Logic\Common or Acronis\Common folder.

Troubleshooting Tomcat Wiki https://wiki.openmrs.org/display/docs/Troubleshooting+Tomcat.
Troubleshooting from the Apache website
http://commons.apache.org/logging/troubleshooting.html.

5.3.3 New Relic

New Relic is an on-demand application monitoring and optimization solution that can identify and
resolve performance issues for Ruby, JRuby, Java, PHP and .NET applications. Monitor, troubleshoot
and tune production web apps 24x7. New Relic includes Real User Monitoring (RUM) to analyze user
requests in real time, offering insights about user experience including page load times, time in
request queue, how long a page takes to render, and Apdex score. In addition, New Relic includes
dashboard to visualize performance metrics by geography, by longest time in queue, throughput, and
so on.

By using New Relic, you can monitor your Acronis Access server's activity in real time in an easy and
user friendly way.

For more information visit http://newrelic.com/ http://newrelic.com/

For information on installing New Relic for your Acronis Access server, visit the Monitoring Acronis
Access with New Relic (p. 113) section.

5.4 Using Acronis Access with Microsoft Forefront Threat
Management Gateway (TMG)

In this section

OVEIVIBW ...ttt ettt ettt e sttt e e st e e s abr e e s e nbeeessnreeesenreeas 95
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Install the SSL Server Certificate ........ccceevieeriiiiiiieneeeeeeee e 99
Create @ NeW Web LIStENEN ..ccveiiiiieeecee et 100
Create a New Web Site Publishing Rule..........cccceeveiieeieciee e, 105
Configure an External DNS Entry for the Acronis Access Gateway Server111
Using the Access Mobile Client with a TMG reverse proxy server ........ 111

Using the Access Desktop Client with a TMG reverse proxy server. .....111

5.4.1 Overview

Info: This document covers the case when TMG is used as an Edge Firewall. If your organization uses TMG in a
different network topology please contact
Acronis for specific instructions.

If you are using Microsoft Forefront Threat Management Gateway (TMG) to dedicate and protect
your internal network from Internet threats and viruses, you need to make certain configurations to


http://wiki.postgresql.org/wiki/Running_&_Installing_PostgreSQL_On_Native_Windows#Antivirus_software
http://wiki.postgresql.org/wiki/Running_&_Installing_PostgreSQL_On_Native_Windows#Antivirus_software
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your TMG server to get it working with Acronis Access. To use TMG as reverse proxy and firewall for
your Acronis Access server you need to create two separate networks on your TMG computer:
internal and external. The two TMG network adapters should be properly configured, one with a
private (internal IP address) and one with a public (external IP address). The Acronis Access server
should be part of the internal network.

To use Acronis Access with TMG you need to complete the steps described in this document:

= QObtain an SSL server certificate and install it to your Acronis Access server and to the TMG server
computer.

®  Create a web listener in TMG.

= Create new web site publishing rule for the Acronis Access Gateway server, so that the clients
from outside your network can connect to Acronis Access.

= Create an external DNS record in your DNS server.
The Access Mobile Client app supports these forms of authentication with a reverse proxy server:

= Pass-through authentication
= HTTP authentication (username & password)

= Certificate authentication

5.4.2 Introduction

Acronis Access clients connect to the Acronis Access server running inside your firewall securely via
HTTPS and need to traverse your firewall via either VPN, HTTP reverse proxy or an open HTTPS port.
This article provides step by step instructions that enable connections by your user running the
Acronis Access desktop or mobile client from outside your network using the "reverse proxy"
functions of the Microsoft Forefront Threat Management Gateway (TMG) software, which is the
successor to ISA Server 2006.

Forefront Threat Management Gateway (TMG) is a secure web gateway that enables safe employee
web use through comprehensive protection against malware, malicious web sites and vulnerabilities.
Building on its predecessor, ISA Server 2006, TMG provides new URL filtering, anti-malware, and
intrusion-prevention technologies to protect businesses against the latest web-based threats. These
technologies are integrated with core network protection features such as firewall and VPN to create
a unified, easy-to-manage gateway.

The Forefront TMG solution includes two separately licensed components:

= Forefront TMG server that provides URL filtering, antimalware inspection, intrusion prevention,
application- and network-layer firewall and HTTP/HTTPS inspection in a single solution.

= Forefront TMG Web Protection Service that provides the continuous updates for malware
filtering and access to cloud-based URL filtering technologies aggregated from multiple Web
security vendors to protect against the latest Web-based threats.

In this section
Understanding Forefront Threat Management Gateway (TMG) Network Topology 97
Understanding Forefront Threat Management Gateway authentication98



5.4.2.1 Understanding Forefront Threat Management Gateway (TMG)
Network Topology

Forefront TMG includes four different network templates, that can fit in your existing network
topology. It is important to choose the most appropriate for your organization option. After installing
TMG, the Getting Started Wizard will appear, where you need to make initial configuration to your
TMG. The first menu of the Getting Started Wizard is Configure Network Setting, where you need to
make your choice about what network template to use. See bellow the available options.

= Edge Firewall - In this topology, Forefront TMG is located at the network edge, where it serves as
the organization’s edge firewall, and is connected to two networks: the internal network and the
external network (usually the Internet).

Edge Firewall
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& VPN Clients Network

External Network

%}’) (Internet)

( '1._(\1 Y Local Host
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= 3-Leg Perimeter - This topology implements a perimeter (DMZ) network. Forefront TMG is
connected to at least three physical networks: the internal network, one or more perimeter
networks and the external network.

3-Leg Perimeter
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=  Back/Front Firewall - In this topology, Forefront TMG is located at the network’s back-end. Use
this topology when another network element, such as a perimeter network or an edge security
device, is located between Forefront TMG and the external network. Forefront TMG is connected
to the internal network and to the network element in front of it.
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= Single Network Adapter - This topology enables limited Forefront TMG functionality. In this
topology, Forefront TMG is connected to one network only, either the internal network or a
perimeter network. Typically, you would use this configuration when Forefront TMG is located in
the internal corporate network or in a perimeter network, and another firewall is located at the
edge, protecting corporate resources from the Internet.

Single Network Adapter

Local Host

External Network
(Internet)

Internal Network

Info:

For more information about how to install and configure TMG visit:
http://technet.microsoft.com/en-us/library/cc441445.aspx
http://technet.microsoft.com/en-us/library/cc441445.aspx.

For TMG minimum systems requirements visit:
http://www.microsoft.com/forefront/threat-management-gateway/en/us/system-requirements.aspx
http://www.microsoft.com/forefront/threat-management-gateway/en/us/system-requirements.aspx.

For pricing details visit:
http://www.microsoft.com/forefront/threat-management-gateway/en/us/pricing-licensing.aspx
http://www.microsoft.com/forefront/threat-management-gateway/en/us/pricing-licensing.aspx.

5.4.2.2 Understanding Forefront Threat Management Gateway
authentication

TMG provides 3 general methods of authenticating users and they are:


http://technet.microsoft.com/en-us/library/cc441445.aspx
http://www.microsoft.com/forefront/threat-management-gateway/en/us/system-requirements.aspx
http://www.microsoft.com/forefront/threat-management-gateway/en/us/pricing-licensing.aspx

HTTP authentication:
= Basic authentication - The user enters a username and password which the TMG server validates
against the specified authentication server.

= Digest and WDigest authentication - Has the same features as the Basic authentication but
provides a more secure way of transmitting the authentication credentials.

" |ntegrated windows authentication - Uses the NTLM, Kerberos, and Negotiate authentication
mechanisms. These are more secure forms of authentication because the user name and
password are hashed before being sent across the network.

Forms-based authentication:
= Password form - Prompts the user to enter a username and a password.

= Passcode form - Prompts the user to enter a username and a passcode.

= Passcode and Password form - Prompts the user to enter a username/password combination and
a username/passcode combination.

Client certificate authentication

When users make a request for published resources, the client certificate sent to Forefront TMG is
passed to a domain controller, which determines the mapping between certificates and accounts.
The certificate must be matched to a user account.

Note: Client certificate authentication is not supported for authenticating outbound Web requests.

Info: For more information on TMG authentication, please visit these sites:
http://technet.microsoft.com/en-us/library/cc441695.aspx
http://technet.microsoft.com/en-us/library/cc441695.aspx

http://technet.microsoft.com/en-us/library/cc441713.aspx
http://technet.microsoft.com/en-us/library/cc441713.aspx

5.4.3 Install the SSL Server Certificate

Request and install an SSL certificate using the FQDN for each Gateway server you want to publish via
TMG in order to prevent DNS spoofing. You need to install the root SSL certificates on the TMG
computer. These certificates should match the FQDN of each published server.

Follow the steps bellow to import a certificate to the TMG computer:

1. Onthe TMG computer, click Start, type mmc, and then press Enter or click OK.

2. 2. Click the File menu and then click Add/Remove Snap-in or press Ctrl+M. Under Available
Snap-ins, click Certificates and then click Add.

Select Computer Account and then click Next, click Local Computer and then click Finish.
Click OK in the Add Or Remove Snap-ins dialog box.
Expand Certificates (Local Computer), then expand Personal, and then expand Certificates.

3

4

5

6. Right-click the Certificates node, select All Tasks, and then select Import... .

7. The Welcome To The Certificate Import Wizard page appears. Click Next.

8. On the File To Import page, type the certificate location.

9. Onthe Password page, type the password provided by the entity that issued this certificate.
10. On the Certificate Store page confirm that the location is Personal.

11. The Completing The Certificate Import Wizard page should appear with a summary of your
selections. Review the page and click Finish.


http://technet.microsoft.com/en-us/library/cc441695.aspx
http://technet.microsoft.com/en-us/library/cc441713.aspx

Verify that your CA is in the list of trusted root CAs:

1. On each edge server, click Start, and then click Run. In the Open box, type mmc, and then click
OK. This opens an MMC console.

On the File menu, click Add/Remove Snap-in.

In the Add Standalone Snap-ins box, click Certificates, and then click Add.

In the Certificate snap-in dialog box, click Computer account, and then click Next.

vk W

In the Select Computer dialog box, ensure that the Local computer: (the computer this console is
running on) check box is selected, and then click Finish.

6. Click OK. In the console tree, expand Certificates (Local Computer), expand Personal, and then
click Certificates.

7. Inthe details pane, verify that your CA is on the list of trusted CAs. Repeat this procedure on
each server.

5.4.4 Create a New Web Listener

1. Open the Forefront TMG Management Console.

2. Expand Forefront TMG (Array Name or Computer Name) in the left pane and click Firewall
Policy.

3. Inthe right pane click the Toolbox tab, click Network Objects, right-click Web Listener and select
New Web Listener from the menu.
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4. The Welcome to the New Web Listener Wizard page appears. Give a name to the Web Listener
(e.g. Access WL) and click Next.




5. On the Client Connection Security page select Require SSL secured connections with clients and
click Next.

New Web Listener Definition Wizard E3

Client Connection Security
Select what type of connections this 'Web Listener will establizh with clients.

* Fequire 551 secured connections with clisnts 1
o=
] -
Forefrant TG will publish servers only over HTTPS to the HTTPS:4f
clients [recommended).

" Da not require 551 secured connections with clisnts
L4
1,

HTTP:if

=Ll

Farefrant TMG will publizh servers aver HTTP. Clignt
credentialz will be sent unencrypted to the Forefront TMG
compLter.

2w When publizhing over S5, an appropriately named S5L server certificate must be
| | installed on the Forefront TMIG computer.

< Back I Mewt » I Cancel |

6. On the Web Listener IP Addresses page select External and click Next.

Mew Web Listener Definition Wizard

Web Listener IP Addresses

Specify the Farefront TMG networks, and the IP addreszes an thoze networks,
that will lizten for incoming Web requests.

Ligten for incoming Yweb requests on these networks:
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requesting the content support comprassion.
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On the Listener SSL Certificates page select Use a single certificate for this Web Listener and
click the Select Certificate button. Select the appropriate certificate and click the Select button to
confirm your choice.

Select Certificate _ O
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Confirm that the correct certificate appears on the Listener SSL Certificates page and click Next.

On the Authentication Settings page choose the type of authentication you'd like Acronis Access
to use when it contacts the TMG reverse proxy server, and click Next.

Acronis Access mobile client supports:

= No Authentication - Use this option if you'd like the Access Mobile Client requests to pass
through the TMG reverse proxy server without needing to authenticate.

= HTTP Authentication - Use this option if you'd like the Access Mobile Client app to
authenticate with the TMG reverse proxy using the user's username and password. This is
typically the user's Active Directory credentials. If the Access Mobile Client app is configured
to require authentication "Once per session" or "Once per server", the user will be prompted
for their credentials when they initially contact the TMG reverse proxy server.



= SSL Client Certificate Authentication - Use this option if you'd like the Access Mobile Client
app to authenticate with the TMG reverse proxy with an SSL user identity certificate. This
certificate must be added to the Access Mobile Client app before the user can authenticate
with the TMG reverse proxy server. Additional instructions can be found here.
http://support.grouplogic.com/?p=3830
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validate their credertials.
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10. On the Single Sign On Settings page verify that the SSO setting is disabled and click Next.

New Web Listener Definition Wizard

Single Sign On Settings
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11. Review your selections on the Completing The New Web Listener Wizard page and click Finish.

Completing the New Web
Listener Wizard

You have successfully completed the Mew \wWeb Liztener
Wizard. The new liztener will hawve the following
canfiguration:

Mame: -
mobilE cha _I
Client Connection:
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Listen on:
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Client Authentication Method:
Mo Authenkication
550 Enabled:
& [x]

o o

To close thiz wizard, click Finizh.
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12. Click the Apply button to commit the changes.
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13. In the left pane of the Forefront TMG Management Console click Monitoring, then click on the
Configuration tab in the middle pane. Keep clicking on the Refresh Now link in the right pane
(Tasks tab) until there is a green icon with the checkbox in front of the TMG computer name
(array name).

5.4.5 Create a New Web Site Publishing Rule

1. Inthe Forefront TMG Management Console expand Forefront TMG (Array Name or Computer
Name) in the left pane.

2. Right-click Firewall Policy, select New, and click Web Site Publishing Rule.

B Forefront TMG _ [T ]
File  Ackion  View  Help
&2 HDHA D QO©E 08 F D
soft Forefront Threat Management Gateys:
For, Micrasolts Fi Il Poli
Forefront TMG (Wegaz008) o Fbrefrc_nt trewall Foliey
= Dashboard ~ Threat Management Gateway 2010 Enterprise
E Monitaring
5 web Bl All Firewall Policy Toolbox \ Tasks N Help
E‘_’u E-Ma  Export Firewall Policy... | Search. . | ] Examples Protocols @
;= Ink . .
:,J Rne:ntll: Impart Firesweall Policy. .. Order = | Name | Action Users @
L Mebi _ Exchange ‘Web Client &ccess Publishing Rule. .. Content Types (&)
[ Svste Al Tasks »  Mail Server Publishing Rule... Schedules ®
j Logs SharePoint Site Publishing Rule. ..
= i » Mek k Object:
Upda =W Web Site Publishing Rule... s LS e @
W Trout e Mon-web Server Protocol Publishing Rule,,. [ |Mew ~ Edit...  Delste
Access Rule. .. \ 3 Computers -
[ Computer Sets
~l |1 Address Ranges
1 subrets
[ URL Sets
1 URL Categories
[ URL Category Sets
1 Domain Mame Sets
=l [ web Listeners
53 e
[ server Farms L
4] [T | DN — i -

3. The Welcome to the New Web Publishing Rule Wizard page appears. Enter a name for the Web
publishing rule (e.g. Access WP) and click Next.



4. Onthe Select Rule Action page verify that the Allow option is selected and click Next.
New Web Publishing Rule Wizard

Select Rule Action
Specify how vou want this rule ko respond when the rule conditions are met.

Action ko take when rule conditions are mek:
* allow

‘With this option selected, incoming requests matching the rule conditions will be allowed.

" Deny

‘With this option selected, incoming requests matching the rule conditions will be denied
and the traffic will be blocked.
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5. On the Publishing Type page choose the applicable option for your case and click Next.

New Web Publishing Rule Wizard E

Publishing Type
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= Publish multiple Web sites
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Help about publishing multiple Web sites
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6. On the Server Connection Security page choose the Use SSL to connect to the published Web
server or server farm option and click Next.

New Web Publishing Rule Wizard E3

Server Connection Security
Choose the bvpe of connections Forefronk TG will establish with the published
‘Web server or server Farm,
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HTTPS:
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7. On the Internal Publishing Details page type "intname.domain.com" in the Internal site name
field, where domain is a placeholder for the domain name the server you want to publish
belongs to, and intname is a name you give to this server, which should be different than the
external name in order to prevent routing loop. Click Next to commit the changes.

Note: Create a DNS entry in the internal DNS server of your organization for "intname.domain.com".

New Web Publishing Rule Wizard E

Internal Publishing Details
Specify the internal name of the Web site vou are publishing.

Internal site name: intnarme ,domain, cam|

The internal site narme is the name of the Web site you are publishing as it appears internally.
Twpically, this is the name internal users type inko their browsers to reach the Web site,

e The internal site name must match the common or subject alkernative name
! ! {3AM) on the certificate bound on the web site that wou are publishing,

If Forefront TMG cannat resolve the internal sike name, Forefront TMG can connect using the
computer name or IP address of the server hosting the site,

[ Use a computer name ar IF address to connect ko the published server

Computer name or IP address; Browse. .. |
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8. On the Internal Publishing Details page enter "/*" in the Path (optional) field to allow access to
the entire content of the Acronis Access Gateway server. Click Next.
New Web Publishing Rule Wizard
Internal Publishing Details

Specify the internal path and publishing options of the published Web site, ¥ou
can publish the entire Web site, or limit access to a specified Folder,

Enter the name aof the file or Folder yvou want to publish, To include all files and subFolders
within a folder use /*, Example: folder*,

Path {optional): I ¥

Based on vour selection, the Follawing Web site will be published:

web site; I https: fiintname. domain, com™*

[ Forward the original host header instead of the actual one specified in the Internal site
name field on the previous page

< Back I Mexk = I Cancel |

9. On the Public Name Details page you need to specify the name that the remote clients will use
to connect to the published server. Enter "access.domain.com" in the Public name field, where
domain is a placeholder for the domain name of the server you want to publish. Leave the other
options the way they are by default and click Next.

New Web Publishing Rule Wizard

Public Name Details
Specify the public domain name (FQDN) or IP address users will bvpe to reach the
published site,

Accepk requests for: IThis domain name (type below): ﬂ

Only requests For this public name or IP address will be Forwarded to the published site,

Public name; I mobilecho, domain, com|

Example: vy, contoso, com

Path {optional): I I*

Based on vour selections, requests sent to this site (host header value) will be accepted:

Sike: I http:f{mobilecho, damain, com)*
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10. On the Select Web Listener page select the web listener that you have created for Acronis Access
from the drop-down menu and click Next.

Mew Web Publishing Rule Wizard E
Select Web Listener

The Web liskener specifies the IP addresses and port on which the Forefront
TME computer liskens For incoming Web requests,

‘Web listener:

mobilEch

Listener properties:

Mew
Propert | Yalue | -~
Description
Mebworks External
PartHTTR) Disabled o
PortiHTTRS) 443
Certificate *, . arouplogic,com LI
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11. On the Authentication Delegation page select the No delegation, but client may authenticate
directly option from the drop-down menu and click Next.

New Web Publishing Rule Wizard E3

Authentication Delegation

Authentication delegation is the method Forefront TMG uses to authenticate the
session it opens with the published site.

Select the method used by Forefront TMG to authenticate to the published Web server:

Description
If the published wweb server requests HTTP authentication, Forefront THG will pass the
authentication request to the client so that the client can respond to ik, Forefront TMG
does not respond on behalf of the user.
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12. On the User Sets page verify that the default All Users option is present and click Next to

continue.
Mew Web Publishing Rule Wizard E3
User Sets

¥ou can apply the rule bo reguests From all users, Cr, wou can limit access ko
specific user sets,

This rule applies to requests from the Following user sets:

Add...

Edit...

Remowve

i
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13. On the Completing The New Web Publishing Rule Wizard page review the summary of your

selections. Click Test Rule to confirm that the publishing rule is working properly. Click Finish to
complete the process.

Mew Web Publishing Rule Wizard E

Completing the New Web
Publishing Rule Wizard

ou hawe successfully completed the Mew web Publishing
Rule Wizard. The new Web Publishing Rule will have the
Following configuration:

Mame: -
rge
Action:
Al
Publishing Twpe
Publish a single Weh site,
Zonnect the published Web server using HTTPS
Yes -

= 3

To close the wizard, dick Finish,

Tesk Rule | < Back I Finish I Cancel




14. Click the Apply button to commit the changes.

2r, Microsoft . Firewall Policy
* " Forefront
Threat Management Gateway 2010 Enterprise
Y : To save changes and update the configuration, click
L\‘ Apply | Discard | Apply.

15. In the left pane of the Forefront TMG Management Console click Monitoring, then click on the
Configuration tab in the middle pane. Keep clicking on the Refresh Now link in the right pane
(Tasks tab) until there is a green icon with the checkbox in front of the TMG computer name
(array name).

5.4.6 Configure an External DNS Entry for the Acronis Access
Gateway Server

After the TMG configuration process has been completed, you need to create a DNS record in the
external DNS servers in order to redirect all Acronis Access desktop/mobile connections to the
external network adapter of the TMG. The DNS entry should resolve the name of your server (e.g.
access.domain.com) to the external IP address of the TMG server. All client requests will be sent to
and managed by TMG. In this configuration scenario, TMG does not require clients to authenticate,
and all users will access the Acronis Access server without any knowledge that the response is
coming from the Microsoft Forefront TMG instead.

5.4.7 Using the Access Mobile Client with a TMG reverse proxy
server

This feature is built-in and requires little to no configuration.

In the Access Mobile Client app you manually add the server by doing the following:

1. Pressthe + button located in the left corner. This button allows you to add a new server.

2. Inthe Server Name or IP Address field, write the path to your server (e.g.
yourserver.companyname.com/a http://yourserver.companyname.com/mobilechoccess).

3. Fill in your credentials ( username / password ).
Tap Save.

5.4.8 Using the Access Desktop Client with a TMG reverse proxy
server.

This feature is built-in and requires little to no configuration.

For the desktop client:

1. Right click on the tray Acronis Access icon. Select Preferences.

2. Inthe Server URL field, write the path to your server (e.g. access.companyname.com
http://yourserver.companyname.com/activecho).

3. Fill in your credentials ( username / password ).
Press Apply.
5. Done!


http://yourserver.companyname.com/mobilecho
http://yourserver.companyname.com/activecho

5.5 Unattended desktop client configuration

With the use of Microsoft's Group Policy Management, you can easily configure the Acronis Access
Desktop client on multiple machines remotely. The only thing end users will have to do is install, start
the client and enter their password. The Group Policy Management also ensures that users cannot
change/replace the correct settings by accident. If this happens, they can simply log off and when
they log in, the correct settings will be re-applied.

Creating and configuring the Group Policy Management object:

1. Onyour domain controller, open the Group Policy Management console.

2. Right-click on your desired domain and select Create a GPO in this domain, and Link it here....
3. Give it a name and press OK.

4. Expand the Group Policy Objects section and select your new policy.

5. Under the Scope tab select the desired sites, domains, OUs, groups, users and/or computers.

Creating the folder and registry entries:

In this example we will create entries for the Username, Sync-Folder, Server URL, the Auto-Update
checkbox and if the client should connect to servers with self-signed certificates.

1. Expand the Group Policy Objects section and right click on your new Policy Object.

2. Select Edit and expand User Configuration -> Preferences -> Windows Settings.

Creating the sync folder:

1. Right-click on Folders and select New -> Folder.
2. Set the Action to Create.
3. For the path, enter the following token: XUSERPROFILE%\Desktop\AAS Data Folder

Creating the registry:

Right-click on Registry and select New -> Registry Item.

Set the Action to Create.

For Hive, select HKEY_CURRENT_USER.

For the path, enter the following: Software\Group Logic, Inc.\activEcho Client\

Now do the following for the desired entries:
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For the Username:

a. For Value name enter "Username".

b. For Value type select REG_SZ.

c. For Value data enter the following token: %2USERNAMEZ%@%USERDOMAIN?

7. Forthe Server URL:

a. For Value name enter "Server URL".

b. For Value type select REG_SZ.

c. For Value data enter the address of your Access Server. e.g. https://myaccess.com



8. For the Sync-Folder:
a. For Value name enter "activEcho Folder".
b. For Value type select REG_SZ.

c. For Value data enter the following token and path: ZUSERPROFILE%\Desktop\AAS Data
Folder

9. For the Auto-Update:
a. For Value name enter "AutoCheckForUpdates".
b. For Value type select DWORD.

c. For Value data enter "00000001". The value "1" enables this setting and the client will
automatically check for updates. Setting the value to "0" will disable the setting.

10. For the Certificates:
a. For Value name enter "AllowlnvalidCertificates".
b. For Value type select DWORD.

c. For Value data enter "00000000". The value "0" disables this setting and the client will not be
able to connect to Acronis Access servers with invalid certificates. Setting the value to "1" will
enable the setting.

5.6 Monitoring Acronis Access with New Relic

This type of installation will let you monitor your Acronis Access Server application, not the actual
computer on which it is installed.

1. Open http://newrelic.com/ http://newrelic.com/ and create a New Relic account or log in with
an existing account. Once that is done, proceed with your Application configuration.

For Application Type select APM.

For platform, select Ruby.

Download the New Relic script shown in Step 3 of the New Relic Starting Guide (newrelic.yml).
Open your Acronis Access web console.

Navigate to Settings -> Monitoring.

Enter the path to the newrelic.yml including the extension (e.g C: \software\newrelic.yml).
We recommend you put this file in a folder outside of the Acronis Access folder so that it will not
be removed or altered on upgrade or uninstall.
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8. Click Save and wait a couple of minutes or until the Active application(s) button becomes active
on the New Relic site.

9. If more than 10 minutes pass, restart your Acronis Access Tomcat service and wait a couple of
minutes. The button should be active now.

10. You should be able to monitor you Acronis Access server via the New Relic website.

All the information the Acronis Access server logs about trying to connect to New Relic and set up monitoring is
in a file called newrelic_agent.log found here - C: \Program Files
(x86)\Acronis\Common\apache-tomcat-7.0.34\Llogs. If you have any problems, you can find
information in the log file.

There is frequently a warning/error that starts like this:
WARN : DNS Error caching IP address: Errno::ENOENT: No such file or directory - C:/etc/hosts which

That's a side effect of the code used to patch another New Relic bug and is innocuous.



http://newrelic.com/

If you want to monitor the actual computer as well

1. Open http://newrelic.com/ http://newrelic.com/ and log in with your account.
Press Servers and download the New Relic installer for your operating system.
Install the New Relic monitor on your server.
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The New Relic server monitor requires Microsoft .NET Framework 4. The link the New Relic
installer takes you to is only for the Microsoft .NET Framework 4 Client Profile. You will need to
go to the Microsoft Download Center and download the entire .NET 4 Framework from the
internet and install it before running the New Relic Server Monitor installer.

5. Wait until New Relic detects your server.

5.7 Using trusted server certificates with Acronis Access

This section explains how to configure Acronis Access with trusted server certificates. By default,
Acronis Access will use a self-generated SSL certificate. Using a certificate signed by a trusted
Certificate Authority will establish the identity of the server and allow browsers to connect without
displaying a warning message that the server is untrusted.

Note: Acronis Access ships and installs with self-signed certificates for testing purposes. Production
deployments should implement proper CA certificates.

Note: Certain web browsers will display warning messages when using self-signed certificates. Dismissing those
messages allows the system to be used without problems. Using self-signed certificates for production
conditions is not recommended.

Note: Creating certificates is not and will never be a function of Acronis Access. This certificate request is in no
way necessary for the operation of Acronis Access but it is required by Certificate vendors.

Generating a certificate request via IlS:

For more information on this procedure, please refer to the following Microsoft Knowledge Base
article: http://technet.microsoft.com/en-us/library/cc732906(v=ws.10).aspx

Generating a certificate request via OpenSSL:

Note: For this guide you need to have OpenSSL installed.

Note: Contact your preferred certificate vendor for more information or help with this procedure.

To generate a pair of private key and public Certificate Signing Request (CSR) for the web server
"AAServer":

1. Open an elevated command prompt and enter the following command:
openssl req -new -nodes -keyout myserver.key -out AAServer.csr -newkey rsa:2048

This creates a two files. The file myserver.key contains a private key; do not disclose this file to
anyone. Be sure to backup the private key, as there is no means to recover it should it be lost.
The private key is used as input in the command to generate a Certificate Signing Request (CSR).
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Note: In case you receive this error: WARNING: can't open config file: /usr/local/ssl/openssl.cnf run the
following command: set OPENSSL_CONF=C:\OpenSSL-Win64\bin\openssl.cfg change the path, depending
on where you installed OpenSSL. After you have completed this procedure, attempt step 1 again.

You will now be asked to enter details to be entered into your CSR. Use the name of the web
server as Common Name (CN). If the domain name is mydomain.com append the domain to the
hostname (use the fully qualified domain name).

The fields email address, optional company name and challenge password can be left blank for a
web server certificate.

Your CSR will now have been created. Open the server.csr in a text editor and copy and paste the
contents into the online enroliment form when requested by the certificate vendor.

Requirements

The certificate you are using must contain it's private key. The certificate file must be in either
the .PFX or .P12 format.

Installing your certificate to your Windows certificate store
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10.
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13.

14.
15.

16.
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On the server, click Start, and then click Run.

In the Open box, type mmc, and then click OK.

On the File menu click Add/Remove snap-in.

In the Add/Remove Snap-in dialog box, click Add.

In the Add Standalone Snap-in dialog box, click Certificates, and then click Add.

In the Certificates snap-in dialog box, click Computer account (this is not selected by default),
and then click Next.

In the Select Computer dialog box, click Local computer: (the computer this console is running
on), and then click Finish.

In the Add Standalone Snap-in dialog box, click Close.

In the Add/Remove Snap-in dialog box, click OK.

In the left pane of the console, double-click Certificates (Local Computer).

Right-click Personal, point to All Tasks, and then click Import.

On the Welcome to the Certificate Import Wizard page, click Next.

On the File to Import page, click Browse, locate your certificate file, and then click Next.

Note: If you are importing a PFX file, you will need to change the file filter to “Personal Information
Exchange (*.pfx, *.p12)” to display it.

If the certificate has a password, type the password on the Password page, and then click Next.
Check the following boxes:

a. Mark this key as exportable

b. Include all extended properties

On the Certificate Store page, click Place all certificates in the following store, and then click
Next.

Click Finish, and then click OK to confirm that the import was successful.

All of the certificates successfully installed in the Windows Certificate Store will be available when
using the Acronis Access Configuration Utility.



After you've successfully installed your certificate to your certificate store, you have to configure
Acronis Access to use that certificate.

1. Launch the Acronis Access Configuration Utility.

Note: Located in C:\Program Files (x86)\Acronis\Access\Configuration Utility by default.

2. Select your certificate from the Certificate selector on the Gateway Server and Access Server
tabs.

3. Click Apply.
The web services will restart and after about a minute they should be running with your certificate.

1. Obtain a certificate and a private key file in the following format - .cer/.crt for the certificate
and .key for the key. If your certificate is in a different format, you have to convert it.

2. Putthe certificate and key files in C: \Program Files
(x86)\Acronis\Access\Common\apache-tomcat-(version)\conf

Note: (version) stands for the number of the version of Tomcat that you instance of Acronis Access came
bundled with. e.g. 7.0.57.

3. Open the server.xml file in Notepad.
Edit the following lines to include the correct names of the files:
SSLCertificateFile="${catalina.base}\conf\<certificate file name>.cer"
SSLCertificateKeyFile="¢${catalina.base}\conf\<private key file name>.key"

SSLCertificateChainFile="${catalina.base}\conf\<CA bundle file name>.crt"
If this line doesn't exist - add it.

Save and close the server.xml file.

Restart the Acronis Access Tomcat service.

5.8 Creating a Drop Folder

This guide will cover setting up a Drop Folder using Acronis Access and Windows Active Directory. A
Drop Folder is a folder in which certain users can only add new files and folders (without the ability to
edit or delete any of the files) while other users have full control.

In the Active Directory, do the following:

1. Either select two existing LDAP groups or create two new groups. One will be used for the
superusers (e.g. Group A is for Administrators, Teachers, Doctors) while the other will be for the
drop-only users (e.g. Group B is for Clients, Students, Patients).

2. For each group add the desired members.

On the machine where the Drop Folder will reside, do the following:
Creating the Drop Folder

1. Create a new folder. This will be your Drop Folder.
2. Right-click on the folder and select Properties.

3. Click on the security tab and press Edit.



4. Onthe new window press Add, enter the name of the group you want to add and press OK. Do
this for both LDAP groups and for the Creator Owner group.

5. Press OK to close the new window and return to the Security tab.

Setting the permissions

On the Security tab, press Advanced and on the Advanced Security Settings window press Change
Permissions....

For the superuser group

Press Edit and under Allow, mark the following permissions:

= Traverse Folder/Execute File
= List Folder/Read Data

= Read Attributes

= Read Extended Attributes

=  Create Files/Write Data

= Create Folders/Append Data
= Write Attributes

= Write Extended Attributes

= Delete

®  Read Permissions

For the drop-only users

Press Edit and under Allow, mark the following permissions:

= List Folder/Read Data
=  (Create Files/Write Data

®  Read Permissions

For the Creator Owner group

Press Edit and under Allow, mark the following permissions:

= Delete

In the Acronis Access Server web interface, do the following:
1. Expand the Mobile Access tab and open the Policies page.
2. Press Add Group Policy.

3. Forthe superuser group (Group A), fill out all policy tabs per your company's requirements. For
more information visit the Policies (p. 5) section.

4. For the drop-only group (Group B), fill out all policy tabs per your company's requirements. On
the Application Policy tab, select only the following actions:

® File Copies / Creation



=  File Deletes

= Folder Copies

= Sending Files to Acronis Access from Other Apps

= Sending Files to Acronis Access Using Quickoffice 'Save Back'

Done! Your Drop Folder is now configured and ready for use.

5.9 Customizing the web interface

Acronis Access allows for the web based user interface to be modified to satisfy branding and look
and feel requirements. The logo can be changed to permit customers to better integrate the solution
with their corporate standards.

To add a custom logo:

1. Open the web interface and navigate to General Settings -> Server.

2. Select Use Custom Logo and select the desired image. The file must be a JPEG or PNG, with a
minimum width of 160 pixels. To select another image, click on Custom Logo, pick New... from
the drop down menu and select a new image file.

3. Press Save.

Note: Custom Logo images are stored in the Web Application\customizations folder, generally found at:
C:\Program Files (x86)\Acronis\Access\Access Server\Web Application\customizations. These files are
retained on Acronis Access upgrades.

Note: Copyright notices, logos and elements at the bottom (footer) of each web page must not be modified or
eliminated without Acronis's explicit consent.

5.10 How to support different Access Desktop Client
versions

If you want to use a version of Access Desktop Client which is different from the latest, follow these
steps:

1. Download the version of Access Desktop Client which you want to use. Make sure you have these
4 files:
= AcronisAccessMac.zip
= AAClientInstaller.msi
= AcronisAccessinstaller.dmg
= AcronisAccessClientInstaller.exe
Copy the files.

On the server, open the Access Desktop Clients folder ( C: \Program Files
(x86)\Acronis\Access\Access Server\Web Application\clients).

4. Create a sub-folder for this version of the client. It should be named with the client version
number (e.g. 2.7.0x167, 2.6.0.x140, 2.7.1x145).

Paste the 4 files in the sub-folder you just created.
Next, open the Web User Interface of your Acronis Access server.

Log-in as an administrator and go to the Sync & Share tab and open the Acronis Access Client
page.



8. Find this setting: Allow client auto-update to version.

9. From the drop-down menu select your desired version.

Note: The download link in the Action menu for your account, will still download the latest available Acronis
Access Desktop Client version. If you do not want the users to download the latest version, go to the
\Acronis\Access\Access Server\Web Application\clients folder and rename the latest client version (e.g.
3.0.3x102) folder to "do not use version number" (e.g. "do not use 3.0.3x102").

5.11 How to move the FileStore to a non-default location.

Note: Before proceeding, please log-in as an administrator, go to the Server Settings page and from the File
Store Repository Service field take note of the port being used. This port is normally 5787 but your setup may
be different. You will need this port in the following steps.

1. Go to the machine on which Acronis Access is installed.

2. Stop the Acronis Access File Repository Server service.

3. Stop the Acronis Access Tomcat service.

4. You will find the current FileStore in the folder which you selected with the Configuration Utility.

5. Copy or move the entire FileStore folder with all its contents to the target point, like so:
D:\MyCustom Folder\FileStore

6. Open the Configuration Utility.

In the File Repository tab, change the path of the FileStore to the new path where you've moved
the FileStore.

8. Change the FileStore port if needed. If you change the FileStore port, you must also change the
File Store Repository Endpoint in the Sync & Share File Repository (p. 56) settings.

9. If the file storage for the File Repository is on a remote network share, configure the service
account to be one that has permissions to that network share. This account must also have read
and write access to the Repository folder (e.g. C:\Program Files (x86)\Acronis\Access\File
Repository\Repository) to write the log file.

10. Start Acronis Access File Repository Server service
11. Start the Acronis Access Tomcat service.
12. Done.

5.12 Acronis Access for Good Dynamics

In this section
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5.12.1 Introduction

Acronis and Good Technology have partnered to bring Acronis Access's mobile file management to
the Good Dynamics platform. This optional Acronis Access capability allows the Access Mobile Client
app to be managed, along with other Good enabled apps, using a unified set of Good Dynamics
policies and services.



The components of the Good Dynamics platform include:

= Good Control server - A server-based console that allows the enterprise to enable client access
to Good Dynamics enabled apps, create policy sets that govern application permissions and the
device types they are allowed to run on, and the ability to revoke access to or wipe Good
Dynamics apps on specific devices.

= Good Proxy server - This service is installed on an on-premise server and is used to provide
network access for Good Dynamics apps needing to communicate with on-premise application
servers, such as a Acronis Access Gateway server.

= Acronis Access for Good Dynamics app - Good Dynamics enabled apps, such as Acronis Access
for Good Dynamics, include built-in Good Dynamics services that allow the app to be remotely
managed using the Good Dynamics platform and also provide the app with FIPS 140-2 certified
on-device encrypted secure storage and Good secure communication.

Acronis Access for Good Dynamics requires:

= Acronis Access for Good Dynamics client app - The Acronis Access for Good Dynamics client app
available on the Apple App Store http://www.grouplogic.com/web/megoodappstore is
specifically designed as a Good Dynamics integrated application. When first installed and run on
a device, the Acronis Access for Good Dynamics app will prompt the user to activate the app in
Good Dynamics. This activation is required before the user can proceed with enrolling the app
with their Acronis Access server and accessing file.

= Acronis Access server - Acronis Access for Good Dynamics uses the same server-side software as
standard Acronis Access. No server-side changes are required for Acronis Access servers to work
with Good Dynamics enabled Acronis Access clients. This can be used to ensure that all the
Access Mobile Clients that have access to Acronis Access files are managed by Good Dynamics.

Once a Acronis Access for Good Dynamics client is enrolled in Good Dynamics, all communication
with the Gateway servers is routed though the Good Dynamics secure communication channel.
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5.12.2 Testing a trial version of Acronis Access for Good Dynamics

The process of trialing Acronis Access for Good Dynamics is very much the same as a regular Acronis
Access trial.

1. Atrial version of the server-side software can be requested by visiting the Trial page. Once this
request form has been submitted, you will receive an email with links to download the Acronis
Access server trial installer and to the Quick Start Guide to assist in initial setup.

2. The Acronis Access for Good Dynamics client app is a free download from the Apple App Store
http://www.grouplogic.com/web/megoodappstore.
http://www.grouplogic.com/web/meappstore

Acronis Access for Good Dynamics client apps need to be activated in your Good Dynamics system
before they can be configured for access to Gateway Servers. When you are ready to enroll Acronis
Accesss in Good Dynamics, please proceed to the following sections of this document.

5.12.3 Requesting and configuring Acronis Access within Good
Control

Before a Acronis Access for Good Dynamics client app can be enrolled in Good Dynamics, Acronis
Access must be added to the list of Managed Applications on your Good Control server. For this to
happen, you must request access to the Acronis Access for Good app using the Good Dynamics
beGood Communities site. If you are not currently a registered member of the beGood site, another
member of your organization may be responsible for managing vendor relationships on this site, or
you may simply need to register for an account with Good.

In this section

Requesting access to Acronis Access for Good Dynamics .........cccc........ 121
Configuring Good Proxy access to your Acronis Access Gateway server(s)123
Allowing access to multiple Acronis Access Gateway servers............... 124

5.12.3.1 Requesting access to Acronis Access for Good Dynamics

To request access to Acronis Access for Good, visit this URL:
https://begood.good.com/gd-app-details.jspa?ID=248978
https://begood.good.com/gd-app-details.jspa?ID=248978

That link should take you directly to the app. If it does not, visit
https://begood.good.com/marketplace.jspa https://begood.good.com/marketplace.jspa and locate
Acronis Access for Good in the list of available Good Dynamics apps.
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On the Acronis Access for Good app page, click the Get Application button to request a trial or
licensed version of the app. https://begood.good.com/gd-app-details.jspa?ID=248978

Good Dynamics Marketplace > mobilEcho For Good

mobilEcho For Good
by GroupLogic Category:

V. SharePoint / File Access / Sync
Registered on Dec 3, 2012

Developer Website

Description

Grouplogic’s mobilEcho enables enterprise IT departments to provide mobile users with secure access to file server, NAS and
SharePoint content. The mobilEcho app includes PDF annotation capabilities, file browsing, searching and syncing, full
copy/move/rename support, and much more.

mebilEcho enables enterprise IT to provide simple, secure and managed Mobile File Management (MFM) to mobile device users,
eliminating and alleviating any IT headaches caused by employee use of unsafe consumer-based services and other non-

compliant altematives.

Screenshots
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If you select a trial version of the app, your access should be granted within a few minutes. You
should receive a notification from the beGood site when your request has been accepted and
notifying you that the Acronis Access for Good app as been published to your Good Control server.
Once this has happened, log into your Good Control server and click Manage Applications in the
lefthand menu. Acronis Access should now be listed as a Partner app in your managed applications
list. If it's not listed, give it 15 minutes or so and check again. This will allow the change time to
propagate to your server.
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5.12.3.2 Configuring Good Proxy access to your Acronis Access Gateway
server(s)

In order for Access Mobile Clients to be able to access your Acronis Access Gateway server through
the Good Proxy server, you will need to enter the address of your Acronis Access Gateway server in
the application's configuration. If you have more than one Acronis Access Gateway server, configure
access to one Acronis Access Gateway server here and additional servers can be added on the Client
Connections page in the Good Control console. Details on doing so are included below.

Click the Acronis Access app in the Manage Applications list to open its settings.



In the Server Info box, enter the DNS name or IP address of your Acronis Access Gateway server. The
Port number is usually 443, unless you've configured Acronis Access to run on a non-standard port.
All communication between Acronis Access clients and the Gateway servers occurs on port 443 by
default. Click the 'Check' button to save this change.

Modify appilication infarmalion and permissions, and manage applicalion versions.

& The application ‘mobilEcha’ is a Partner application. You cannot delete or modify the app ar varsions. You
can anly edit the server info. Click an apolicalion version to provide a location override.

Application ID com.grouplogic. mobilechogood
MName mobilEche For Good

Description mobilEcho provides simple, secure, and managed access to files for iPad and
iPhone users in businesses, schools and government agencies. mobiEcho

Server Info

Server | mobilEcho. mycompany .com Port | 443 @

Configuration (show)

Version MNotes
av.oo
2600 -

5.12.3.3 Allowing access to multiple Acronis Access Gateway servers

If you have more than one Acronis Access Gateway server on your network, you will have to allow
additional server addresses in the Good Control console. If you do not so this, the Access Mobile
Client will only be able to connect to the single server you configured in the previous step.

To permit access to additional Gateway servers, select the Client Connections item in the lefthand
menu in the Good Control console.
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In the Additional Servers box, enter the Gateway server's DNS name or IP address and it's port, then
click the "+" icon to add it to the list. The default Gateway server port is 443.

Define domains and servers that Good Dynamics based applications can cannect fo. Any Good Dynamics client application can connect to any of the
domains or servers fsted.

Allowed Domains Allowed Domalns
Client connections for these domains
go through the enterprise instead of

the Intemet. Default Domains
Defauwlt Damalns
Domains used for incompleta sanver +, | Domain g

names such as "home®, “"ponal, or

other server names with no

character. Default domain is appended Additional Servers
1o Incomplete Server Nname to construct

fully qualified server name.

Additfonal Servers Server Fort Q
These servers are not application
specific and can be used for any 172.27.54.57:443
application.

lcation Servars 172.27.55.101:443

Each one of these servers wil be
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5.12.4 Good Dynamics Policy Sets and Acronis Access

The Acronis Access for Good Dynamics app respects the policy settings included in a user's assigned
Policy Set. Policy sets are configured on the Good Control server.

These settings include:

= Application lock password requirements

=  Lock screen policies

= Data leakage protection

= Permitted iOS versions and hardware models
= Connectivity verification

= Jailbreak/root detection

Data Leakage Protection effects and limitations

If Data Leakage Protection is enabled in a policy set, the Access Mobile Client app will not be
permitted to:

= QOpen files into standard 3rd party applications on the device

= Receive files from other standard 3rd party applications on the device

®  Email files using the iOS email client

=  Print files

= Copy and paste text from within opened files

If you require these features, you will need to enable the Disable Data Leakage Protection check box in the
applicable Good Policy Set.

Acronis Access for Good Dynamics includes a Good Dynamics feature called "Secure Docs". This allows files to be
transferred between the Acronis Access for Good Dynamics app and the Good for Enterprise app. Once a file is
opened into the Good for Enterprise app, it can then be opened into other 3rd party Good Dynamics enabled



apps that include this feature. This functionality is be available, even with the Good Control Data Leakage
Protection policy setting enabled.

An upcoming version of Acronis Access for Good Dynamics will add the ability to transfer files directly between
the Acronis Access for Good Dynamics app and other 3rd party Good Dynamics apps. This capability requires
changes to Acronis Access for Good Dynamics and to the 3rd party apps involved, so any app that you need to
transfer files to will also need to be updated by its vendor.

5.12.5 Granting Acronis Access access to a Good Dynamics User or
Group

Before a user can enroll their Access Mobile Client app in Good Dynamics, they must have the
Acronis Access application added to their user accounts Allowed Applications list or to an allowed
Application Group they belong to. In addition, a unique Access Key must be sent to the user and
entered into the Acronis Access app during the enrollment process.

IMPORTANT DEPLOYMENT NOTE: When you assign access to Good Dynamics applications to individual users,
you are required to select specific version numbers of the app to allow. If you managed access on the user level,
when new versions of Acronis Access for Good are released, you will need to return to the users' Good Control
configuration and add the new version before they are allowed to run that version. We highly recommend that
you allow access to Good Dynamics apps using the Manage Groups functionality in the Good Control console.
Good Control allows you to give a group access to ALL versions of an app, so that future versions will be allowed
without IT admin intervention.

To add the Acronis Access app to an Allowed Applications list in a User Account or Application
Group:

1. Select Manage Groups or Manage Users from the lefthand menu in the Good Control console.
2. Select the group or user you'd like to give access to Acronis Access for Good.
3. On the Applications tab, click the Allowed Applications "Add More" button.

Manage Account (,) Refresh

Modify permissions, devices, and securily settings for the account.

Poliey Set Good Default Policy

o Josh Townsend
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Devices Applications Access Keys

Allowesd Applications
Application f Version App 1D Type
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3.7.0.0

Derled Applications

Application f Version App ID Type




4. Select Acronis Access for Good from the list of available applications and click OK.
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To generate an Access Key that will allow a user to enroll their Acronis Access for Good app with
Good Dynamics:

1. Select Manage Users from the lefthand menu in the Good Control console.
2. Select the user you'd like to create an Access Key for.

3. Onthe Access Keys tab, select the number of keys you'd like to send and click the Provision
button.

Manage Account (0 Refresh

Modify permissions, devices, and security settings for the account.

Policy Set Good Default Policy

o Erian Ulmer
I'\._,/'I Application Groups

Devices Applications Access Keys

Number of new keys fo provision & Provision

Key Generated Date Status

KAANK-WHEDPEC Jun 10, 2012 Email sent Jun 10, 201 2; expires in 30 days

The user will receive an email that includes the Access Key and some basic Good Dynamics
instructions.
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5.12.6 Enrolling the Acronis Access client app in Good Dynamics

The Acronis Access for Good client app available on the Apple App Store
http://www.grouplogic.com/web/megoodappstore is purpose build as a Good Dynamics integrated
application. When first installed on a device, the Acronis Access app starts and required the user to
activate it in your Good Dynamics system.

To enroll a Acronis Access client app in Good Dynamics:

1. Launch Acronis Access for Good Dynamics on your device.
2. Enter your Email Address and the Access Key that was emailed to you by your IT administrator.

Acronis

3. Progress will be displayed as your app is enrolled with Good Dynamics.


http://www.grouplogic.com/web/megoodappstore

4. If required by your Good Dynamics policy, you will be asked to set an application lock password.

If you are also using Good for Enterprise, Acronis Access may require that you log into Good for
Enterprise in order to gain access to the Acronis Access app.

mE

You are required to set a password.

AooOononnnEs
?
DOOONOOOHEE

5. Once this process is completed, you will be taken to the Acronis Access application's home
screen.

2123



From this point on, when you start the Access Mobile Client app, you may be required to enter the
Acronis Access for Good Dynamics application password that you configured earlier, or you may be
required to authenticate with your Good for Enterprise app before Acronis Access opens.

Touch 'Next' to unlock.

Aside from that requirement, Acronis Access for Good Dynamics functions the same way that
standard Access Mobile Client does. Some features in the app may be restricted based on your Good
Dynamics policy set. This includes features such as opening Acronis Access files into other 3rd party
applications, emailing and printing files, copying and pasting text from Acronis Access files, etc.

Once the Acronis Access for Good Dynamics app has been activated in Good Dynamics, it is not
possible to deactivate. If you need to switch to a standard version of Acronis Access, you will need to
delete the Acronis Access for Good Dynamics app and reinstall the standard Access Mobile Client app
by visiting the Apple App Store http://www.grouplogic.com/web/meappstore.


http://www.grouplogic.com/web/meappstore

5.13 MobileIron AppConnect support

In this section
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Ongoing AppConnect management of Access Mobile Clients............... 137
Using AppConnect with Kerberos Constrained Delegation.................... 137
Advanced Delegation Configurations .......ccccccvvvciiieiiiiiii e, 159

5.13.1 Introduction

Acronis and Mobilelron have partnered to bring Acronis Access's mobile file management to the
Mobilelron AppConnect platform. This Acronis Access capability allows the standard Access Mobile
Client app to optionally be auto-configured and managed, along with other AppConnect-enabled
apps, by AppConnect defined policies. The Acronis Access also supports Mobilelron AppTunnel for
remote access to Acronis Access Gateway servers residing inside the corporate data center.

The components of Acronis Access with Mobilelron AppConnect include:

=  Mobilelron Virtual Smartphone platform (VSP) - A server-based console that allows the
enterprise to enable client access to AppConnect-enabled apps, auto-configure those apps,
create policies that govern app capabilities, and the ability to revoke access to or wipe
AppConnect-enabled apps on specific devices.

= Mobilelron Sentry - This service is used to provide network access for AppConnect-enabled apps
needing to communicate with on-premise application servers, such as a Acronis Access Gateway
server.

= Mobilelron Mobile@Work app - This app brokers the authentication and configuration of
AppConnect-enabled apps. It must be installed on the mobile device before AppConnect-enabled
apps can be configured and managed.

= Acronis Access iOS app - The standard version of Acronis Access for iOS (version 5.0 or later),
which is available on the Apple App Store, includes the ability to be configured and managed by
AppConnect and to communicate with Acronis Access Gateway servers through AppTunnel.

= Acronis Access Server - The standard version of Acronis Access Server (version 5.0 or later), is
fully compatible with Access Mobile Clients managed by AppConnect.

5.13.2 Testing a trial version of Acronis Access with AppConnect

The process of trialing Acronis Access with AppConnect is very much the same as a regular Acronis
Access trial.

1. Atrial version of the server-side software can be requested by visiting the Trial page. Once this
request form has been submitted, you will receive an email with links to download the Acronis
Access server trial installer and to the Quick Start Guide to assist in initial setup.

2. The Acronis Access iOS client app is a free download from the Apple App Store.
http://www.grouplogic.com/web/meappstore

The Acronis Access iOS app needs to have an AppConnect configuration and policy created on your
Mobilelron Virtual Smartphone platform (VSP) before it can be auto-configured for access to your
Acronis Access Gateway server(s).


http://www.grouplogic.com/web/meappstore

The iOS device also needs to have the Mobilelron Mobile@Work app
https://itunes.apple.com/app/mobilecho/id320659794 installed before any AppConnect-enabled
apps can be activated.

When you are ready to activate Access Mobile Clients with AppConnect, please proceed to the
following sections of this document.

5.13.3 Creating an AppConnect configuration and policy for Acronis
Access on your MobileIron VSP

Before you can start on-boarding Acronis Access users (p. 22). You will need to create two items on
your Mobilelron VSP:

1. Access Mobile Client app Configuration — this allows AppConnect to auto-configure the Access
Mobile Client app, completing some or all of the Acronis Access “Enrollment Form” and taking
the place of the Acronis Access user invitation process.

2. Access Mobile Client app Container Policy — this policy allows the restriction of some of the
capabilities of Acronis Access.

In this section

Creating a Access Mobile Client app Configuration...........cccceceuveeeennneen. 132
Creating a Acronis Access app Container Policy ......ccccceeecveeeeciieecennneen. 135
Assign labels to the new Configuration and Container Policy ............... 136

5.13.3.1 Creating a Access Mobile Client app Configuration
Log into your Mobilelron VSP web console and select the APPS & CONFIGS tab.


https://itunes.apple.com/app/mobilecho/id320659794

Within App Settings, click Add New and select Configuration in the AppConnect menu item.

“ Mobilelron
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Within this new AppConnect App Configuration, enter the following information:

Miodify AppConnect App Configuration
m Cancel

Name:  mobilEcho app config

Descripiion: Acronis mobdEche application sutn-configusiion

Applicpiion: com.groupksgic. mobdacho bt u |
= AppTwrcnl |
URL vildar PoA Ben by Servioe
Wi bl dd ) BTy Lo KD =]
pagiogd Lo, 443 By (- PLITEST =]

*
Edertity Cortificste: | Tunn@lSCEP >

= App-upecific Configurationa
Wiy Walus ﬂ‘ |
orrolser 3N = |
e il i MaTG =
prrolmgrherverhblame =

ol Fasrwne S

Xl | cnce

Name — This can be any name you’d like to assign to this configuration. You may create more than
one configuration and assign those configurations to different Mobilelron labels.

Description — This can be any description you like.

Application — This must be set to the Bundle Identifier of the Access Mobile Client app, which is:
com.grouplogic.mobilecho

AppTunnel — The AppTunnel settings are optional and only needed if you are using AppTunnel to
provide access to your Acronis Access Gateway server(s). URL Wildcard = the DNS address of your
Gateway server(s) or your domain as a whole. Acronis Accesss use port 443 by default. Sentry = the
DNS address of your Mobilelron Sentry server.

App-specific Configurations — This section allows you to specify values that will be used to
auto-complete the Acronis Access enrollment form for the users who this configuration applies to,
based on Mobilelron label. The following Keys can be added:

= enrollmentServerName — This key field is required. The value of this key should be set to the
DNS address of the Acronis Access Server that the user should enroll with.

= enrollmentPIN — This key is optional. If your Acronis Access Server requires a PIN number for
client enrollment, you can auto-complete the PIN number field in the Acronis Access
enrollment form with this value. It is typical that the PIN requirement on the Acronis Access
Server is disabled, since AppConnect can serve as the 2nd factor of authentication before a
user has access, rather than the one-time-use PIN number. This PIN requirement is
configured on the Settings page (p. 51) of the Acronis Access web console.



= enrollmentAutoSubmit - This key is optional. This will cause the enroliment form to be
submitted automatically, so that they user does not have to tap the “Enroll Now” button to
proceed. To enable this key, set its value to: Yes

= requirePIN — This key is optional. If you are distributing a PIN to Acronis Access mobile users
that they will need to manually enter into the Acronis Access enrollment form, you can
specify that the PIN field is immediately shown in the form by setting this key’s value to: Yes

= enrollmentUserName — This key is optional. The value of this key will be inserted into the
Username field in the Acronis Access enrollment form. You can use a Mobilelron variable to
autocomplete this value with the specific user’s username.

= enrollmentPassword — This key is optional. The value of this key will be inserted into the
Password field in the Acronis Access enrollment form. You can use a Mobilelron variable to
autocomplete this value with the specific user’s password.

5.13.3.2 Creating a Acronis Access app Container Policy
Log into, or return to, your Mobilelron VSP web console's APPS & CONFIGS tab.

Within App Settings, click Add New and select Container Policy in the AppConnect menu item.

Within this new Container Policy, enter the following information:

Hame: | molslEcho app policy
Description: | Azromis mobdEcha apphoation policy seetings
Applcition: | com.grouplogic. mobidachs Sl |

Exdimigh Mo ASponne passcsds poly

Al CogrefPasta Ta
Al Pring

Allcw Sineen Captune
Al Opean [n

Name — This can be any name you’d like to assign to this configuration. You may create more than
one configuration and assign those configurations to different Mobilelron labels.

Description — This can be any description you like.

Application — This must be set to the Bundle Identifier of the Access Mobile Client app, which is:
com.grouplogic.mobilecho

Exempt from AppConnect passcode policy - Select this option if you would like users to be able to
open Acronis Access without having to first authenticate with their AppConnect passcode.

Allow Copy/Paste To - Select this option if you would like users to be allowed to copy and paste text
from documents viewed in the Access Mobile Client into other apps on the device that are not
managed by AppConnect.

Allow Print - Select this option if you would like Acronis Access users to be allowed to print
documents to available AirPrint capable printers.

Allow Screen Capture - This option is not yet supported in the AppConnect SDK. In the Access Mobile
Client users will always be allowed to perform screen captures, unless they are disabled on a
device-wide level by their MDM configuration.



Allow Open In - Select this option if you would like to allow Acronis Access users to open files into
other applications on the device. If selected, this option will also allow you to specify a list of specific
apps that are allowed.

5.13.3.3 Assign labels to the new Configuration and Container Policy

In order for these new policies to be applied to mobile devices, ensure that you assign the
Mobilelron labels for any required users to both the Configuration and the Container Policy.

5.13.4 Activating the Acronis Access iOS client with AppConnect

Once the needed Configuration and Container Policy have been created on the Mobilelron VSP, you
are ready to install and configure Acronis Access on client devices.

Ensure Mobile@Work is installed and configured

Before installing or activating the Access Mobile Client, ensure that you have installed the Mobilelron
Mobile@Work iOS app https://itunes.apple.com/app/mobileiron-mobile-work-client/id320659794
on your device. This app serves as the conduit through which Acronis Access communicates with the
Mobilelron VSP and receives AppConnect configuration and commands.

After Mobile@Work is installed, you must configure it with your user account information and the
address of your VSP server.

Once Mobile@Work is installed and configured, you're ready to move forward with Acronis Access.
There are three possible scenarios for setting up Acronis Access with AppConnect:

In this section

Acronis Access has already been installed on the device, and has already been enrolled with a Acronis Access Server
Acronis Access has already been installed on the device, but has not yet been enrolled with a Acronis Access Server
Acronis Access has not yet been installed on the device ...................... 137

5.13.4.1 Acronis Access has already been installed on the device, and has
already been enrolled with a Acronis Access Server

This scenario, is similar to the previous scenario, the only difference being that the AppConnect
Acronis Access Configuration will not be used to auto-enroll the Access Mobile Client app. If the
Access Mobile Client app is already enrolled with a Acronis Access Server, it will maintain that original
configuration. Acronis Access will become managed by AppConnect and will begin using the
AppConnect passcode and permissions Container Policies. If you require a user to enroll with a
different Acronis Access Server, you will need to have them uninstall Acronis Access and reinstall the
app before they can be configured by AppConnect.

5.13.4.2 Acronis Access has already been installed on the device, but has
not yet been enrolled with a Acronis Access Server

In the scenario where the Acronis Access iOS app may have been installed on a device and opened
previously before Mobile@Work and AppConnect VSP configurations have been set up. Simply
starting the Access Mobile Client may not trigger the AppConnect setup process. In this case, it is

Sab
Lo

possible to manually start the AppConnect setup process by opening the Settings menu
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the Acronis Access app, tapping the Mobilelron AppConnect option towards the bottom of the
settings list, and selecting the Enable button. If the AppConnect setup does not begin immediately,
please leave the Acronis Access app open for a few minutes to allow it to begin. Once setup begins, it
will proceed as described in the previous scenario.

If the Mobile@Work app is not present on the device, Acronis Access will display a warning on this
Settings menu rather than an Enable button.

5.13.4.3 Acronis Access has not yet been installed on the device

In this scenario, you will need to install Acronis Access for the first time from the Apple App Store
http://www.grouplogic.com/web/meappstore.

Once installed, start Acronis Access.

Acronis Access will check for the presence of a configured Mobile@Work app, temporarily switch
over to the Mobile@Work app, and then switch back to Acronis Access . If a valid Acronis Access
AppConnect configuration is found, Acronis Access will automatically enter enrollment mode and
present the user with the Access Mobile Client enrollment form. Any fields included in the
AppConnect configuration will be automatically filled out. The user will typically just have to enter
their AD password into the form and then submit it. Once this is completed, the relevant Acronis
Access Client Management policy will be applied to Acronis Access and the user will be ready to
begin using the app.

If a valid configuration for Acronis Access does not exist on the VSP, or if the Mobile@Work app has
not been installed or configured, the user will receive an error message or, in the case Mobile@Work
is not installed, Acronis Access will simply start up in it's standard mode without AppConnect
enabled.

5.13.5 Ongoing AppConnect management of Access Mobile Clients

Once Acronis Access is being actively managed by AppConnect, any changes to the applicable
Container Policy will be received by the Access Mobile Client when it checks in with the
Mobile@Work app on its device. The interval at which this check in occurs is set on your Mobilelron
VSP and will cause the Acronis Access app to temporarily switch over to the Mobile@Work app to
perform the check. This will interrupt the user, so it's recommended that this check-in interval be
made long enough to not frequently interfere with their use of the app.

Any changes to Container Policy, revocation of access to Acronis Access, etc, will be applied to the
app at the next time it checks in.

5.13.6 Using AppConnect with Kerberos Constrained Delegation

This article serves to explain how to configure the required system components to connect the
Acronis Access mobile client to the Acronis Access server proxied through Mobilelron AppTunnel
with authentication handled via Kerberos Constrained Delegation.

Note: The documentation on how to configure Mobilelron for Kerberos Constrained Delegation is provided as a
courtesy to help get the configuration setup. However, all of the steps up until verification that the Sentry is
receiving the Kerberos ticket from the KDC, involve Mobilelron software exclusively. If you are having difficulties
getting through these steps and successfully receiving a Kerberos ticket, please contact Mobilelron support.
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As this is a complex setup in order to reduce errors and simplify troubleshooting, it will be
accomplished in two phases. The first phase will establish an AppTunnel using username/password to
authentication to the Acronis Access server. This infrastructure will be built on in phase two to add
on Kerberos Constrained Delegation. It is highly recommended to test the tunnel works with
username/password authentication before moving on to Kerberos to eliminate steps in problem
determination.

Before you begin

= Kerberos Constrained Delegation, abbreviated KCD, allows users to authenticate to network
resources by Kerberos after their identity is established using a non-Kerberos authentication
method. In the case of Acronis Access, this allows users to authenticate using iOS device-level
identity certificates distributed by Mobilelron. Without KCD, the Access app would only be able
to use a certificate installed directly into the app.

Note: All of the configuration related to KCD is done through Mobilelron and Windows. There are no special
changes to make in Acronis Access itself.

= Key Distribution Center, abbreviated KDC, is a network service that supplies session tickets and
temporary session keys to users and computers within an Active Directory domain.

= Only the Gateway Server accepts Kerberos authentication. The Access Server does not.

= The Access client app must be enrolled in client management with a Gateway Server. If the
client is enrolled with the Access Server, their login will fail.

= Mobile clients using Kerberos authentication will only be able to authenticate to network
shares and SharePoint sites. They cannot use KCD to access Acronis Access Sync & Share
folders, since the Access service does not allow Kerberos authentication.

Prerequisites
The following software is should already be installed and configured:

= Mobilelron VSP (5.9 used in this document)

=  For Kerberos to work properly the user accounts on the VSP should come from the Active
Directory that will be configured to support Kerberos

= Mobilelron Sentry (4.8 used in this document)
®  Access server installed (6.0.2 used in this document)
= Servers interoperability

= The time on the VSP, Sentry, Domain Controller, and Access servers must all be synchronized
(NTP recommended)

= Domain name resolution (DNS). The Sentry will ask for a ticket from the KDC using the DNS
name it has been configured to contact. This name must match the computer name set up
for Kerberos delegation or the KDC will refuse to grant a ticket.

= The VSP must be able to reach the Sentry (ports 9090 and 443 by defaults — others based on
your configuration).

= The Sentry must be able to reach the Active Directory and Access server (ports 88, 389, 636).

= Ports 88 (UDP and TCP) and 389 (TCP) between Active Directory and Sentry (or port 636
(TCP) if you are using SSL-enabled Active Directory) need to be opened to allow



communication. Port 88 is used for Kerberos protocol communication. Port 389 (or 636) is
used for the LDAP ping between Sentry and the KDC to verify that the KDC IP is the same as
the Active Directory IP.

= |f Windows Server 2003 is being used, the KDC may listen for requests on port 88 using UDP
instead of TCP. You can force Kerberos to use TCP instead of UDP by changing the
MaxPacketSize from 0 to 1 in the registry editor. For information about how to do this, refer
to the following Microsoft KB article: http://support.microsoft.com/kb/244474
http://support.microsoft.com/kb/244474.

=  The iOS device must be able to reach the VSP and the Sentry.
= iOS Device registered on VSP.

= Mobile@Work installed on the device and registered in the VSP. The MDM profiles properly
installed during the registration.

In this section
Configuring an AppConnect tunnel between the Access Mobile client and the Access server via username/password :
Adding Kerberos Constrained Delegation Authentication..................... 151
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6 Configuring an AppConnect tunnel between the
Access Mobile client and the Access server via
username/password authentication

The first step towards configuring an AppConnect tunnel between the Acronis Access mobile client
and the Acronis Access server is to add and configure the Sentry to the VSP. This is a muti-step
process broken down into the following phases.

=  Generate a new Local CA

= Create a new SCEP

= Add and Configure the Sentry

= Configuring Acronis Access on the VSP

You may have an alternate Certificate Authority (CA) and Simple Certificate Enrollment Protocol
(SCEP) provider but this guide assumes you do not for completeness sake. Please consult Mobilelron
documentation for configuring a third party CA and SCEP provider.

In this section
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1. Open the Mobilelron VSP Admin Portal.

2. Select Settings and open Local CA.

3. Press Add New and select Generate Self-Signed Cert.

Generate Self-Signed Certificate
Generate Self-Signed Certificate
Local CA Name: Tim Sentry CA
Key Length: 2048 R
Signature Algorithm: SHA256 R
Key Lifetime (in days): 10950
Issuer Name: :CN=‘I'|m Tunnel CA (i ]

= Local CA Name: Enter a name based on your preference.
= Key Length: Select 2048.

= |ssuer Name: Enter a name based on your preference, but it must start with CN=.



4. Click Generate.

Certificate Template
CA Certificate

CA Certificate: (01 version: 3
SerialMumber: 5021272919645868630

IzsuerDN: CN=Tim Tunnel CA
Start Date: Wed May 07 10:28:26 PDT 2014
Final Date: Fri Apr 29 10:28:26 PDT 2044
SubjectDN: CN=Tim Tunnel CA
Public EKey: RSA Fublic Key
modulus:
94452d641leb39cdTalaf97edBloclatsfdlas6cdbdeT2afceTfTocdf2f4548abceee
Oc7febdllecde5bEfb05f3c228c1lbael203450565e08b6f£313131aa3e3022762cB2a62
b3a789043d11158dadeTed60c39e5355e3accb0f286042934b0e2984 7057504503858
984f2bd09c7f82e04e3deb7565b16afalbi6aldddecBi23fac5f1b5eldd4feT265a8E
11953d66296d0bdf75776913ee075c96267511189460223903fbf9£523Ba6c6d54ch
0cl47£375e4941bfab8fe7d30058afa34335d518bcd91e5a5213762ck701d8713e81
ec5ieaz5elffiebTeni24c8410a2527E£59613eech812d41dd5E7c1fbb4c5e719£1743
S56fedbelffdd25d23633bd1267a3e£907%a7
public exponent: 10001

Signature Algorithm: SHEAZS56WITHRSA
Signature: 68335d3616d0dc761b5525284cBb21hET45931£9
91609930b5db93148e921760e46c1f2b479 7506
CRL Distribution Point URL: https://m.mobileiron.net/ptrdemgrplogic/ca/7/ca.cr
Cert URL: hittps://m.mobileiron.net/ptrdemgrplogic/ca/7 fca.cer

CRL Lifetime (hours): 365

Client Certificate Template

Hash Algorithm: SHAL R

Minimum Key size Allowed: 2048 R

Key Lifetime (days): 365

Enhanced Key Usage: CLIENT_AUTHENTICATION
[ 1PSEC

[T] SMART_CARD_LOGON

Custom OIDs: @

Then click Save.
Click View Certificate on the new CA.
Copy the certificate to a new text file and save to the desktop.

Open the Mobilelron VSP Admin Portal.
Select Policies & Configs and open Configuration.
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3. Press Add New and select SCEP.

New SCEP Setting

Save Cancel
Name: Tim Sentry SCEP

Description:

Enable Proxy:
[T] Cache locally generated keys on the VSP (i ]
(O User Certificate @ Device Certificate

Setting Type: Local ~
Local CAs:  Tim Sentry CA >

Subject: CN=tunnelingSentry

Subject Common Name None ~
Type:
Subject Alternative Name » Subject Alternative Name » 0
Type: Value:
None w7
None w7
None w7

Key Size: 2048 ~
CSR Signature Algorithm: SHA1 e

Key Usage: [7] Signing Encryption

Cancel

= Name: Enter a name based on your preference.
= Setting Type: Select Local.
= Local CAs: Name of the CA created in "Generate a new Local CA".

= Subject: Enter a name based on your preference (e.g. CN=tunneling) but it must start with

CN-=..
= Key Size: Select the same value you selected when generating the CA. In this case, select
2048.
4. Click Save.

Still within the Mobilelron VSP Admin Portal, select Settings open Sentry.
Press Add New and select Standalone Sentry.

New Standalone Sentry
Save Cancel
Sentry Host Name / IP: timsentry.no-ip.biz
Sentry Port: Q090 [ ]
[7] Enable ActiveSync Enable App Tunneling
Device Authentication Configuration
Device Authentication: Identity Certificate | v 0

Trusted Root Certificate Upload
Upload Certificate View Certificate

[ Check certificate revocation list (CRL)
Certificate Field Mapping [ ]
Subject Alternative Name Type: v Value: w




= Sentry Host Name/IP: The DNS name your sentry is installed on. It must be reachable via the
Mobilelron VSP.

= Sentry Port: The port open for connection via the Mobilelron VSP (default is 9090).
= Enable App Tunneling: Mark the checkbox.
= Device Authentication: Select Identity Certificate.
3. Click Upload Certificate.
Browse and select the text file you saved to desktop in "Generate a new local CA".
5. Click Upload Certificate.

In this section you setup Services to map to Acronis Access Gateway servers. The management server
does not support Kerberos Constrained Delegation however you can enroll using the Gateway that is
installed on the same machine as the management server. That is the configuration that should be
used to support enrollment using Kerberos Constrained Delegation.

App Tunneling Configuration

[T] Add Context Headers &

~ | Server-side Proxy (@

Service Name @ Server Auth @ Server List @ TLS Enabled Proxy Enabled
ACCESS_GATEWAY Pass Through oppenheimer.glilabs2008.com:5443 |:|
l
B | concel

= Service Name: Enter a name based on your preference.
= Server Auth: Select Pass Through. This will be changed in a later part of this guide.

= Server List: Semi-colon separated list of servers. For this document we will use a single server.
That will be the DNS address of the Access Gateway server and the port it is listening on.

= TLS Enabled: Mark the checkbox.
Click Save.

Click "View Certificate" on the new Sentry entry. This tests the connection between the VSP and
Sentry. If you can’t get the certificate check the connections and ports between the VSP and Sentry.
Do not proceed until this works.

Configuring Acronis Access on the VSP

Once the Sentry is setup, the App Policy and App Configuration needs to be created for Acronis
Access. This is a multi-step process that will include the following steps.

In this section



6.
1. Still within the Mobilelron VSP Admin Portal, select Policies & Configs and open Configurations.

2. Press Add New, select AppConnect and select Container Policy.

New AppConnect Container Policy

Ccancel

An app is authorized only if an AppConnect app policy for the app is present on the device. AppConnect app Policy allows to define app specific policy.

Name: | Acronjs Access app policy

Description:

Application: | com,grouplogic.mobilecho
[ Exempt from AppConnect passcode policy

Data Loss Prevention Policies

i0s
Print [7] Allow
Copy/Paste To Allow
@ All apps
(2 AppConnect apps
Open In [7] Allow
@ All apps

(©) AppConnect apps

© Whitelist @

Screen Capture [7] Allow

= Name: Enter a name based on your preference.
= Application: Enter com.grouplogic.mobilecho. This is a Bundle ID from the iOS App Store.
= Policies: Set whatever Mobilelron policies you want to use for managing Acronis Access.
3. Click Save.
1. Still within the Mobilelron VSP Admin Portal, select Policies & Configs and open Configurations.



2. Press Add New, select AppConnect and select Configuration.

Modify AppConnect App Configuration

Name: | Acronis Access app config
Description:
Application: | com.grouplogic.mobilecho Ml ]
= | App Tunnel
Tunneled hosts and their target Sentry services. Drag host rules in the order that should be evaluated.
URL Wildcard Port Sentry Service
oppenheimer.glilabs.com 443 timsentry.no-ip.biz ACCESS_GATEWAY @

3
Identity Certificate
Credentials for establishing the app tunnel.

Tim Sentry SCEP >

= | App-specific Configurations

May vaiue @

+ |
BN | o

= Name: Enter a name based on your preference.

= Application: Enter com.grouplogic.mobilecho. This is the Bundle ID as seen in the Apple
store.

= App Tunnel

®  URL Wildcard: The URL that the client will try to contact the Acronis Access gateway
server on. This must match the "Address for client connections" configured for the
Gateway server in the Acronis Access admin interface. This can be a regular expression to
match multiple gateways but for the purpose of this document we will enter the exact
hostname.*

= Port: The port the client will try to make connections on (443 by default).
= Sentry: The sentry created in "Add and Configure the Sentry".
= Service: The service configured for the Gateway in "Add and Configure the Sentry".
= |dentity Certificate: The SCEP created in "Create a new SCEP".
3. Click Save.



*Address for client connections from the Acronis Access web interface. This address will be used in
profiles sent to the mobile client for making file system connections. The sentry URL Wildcard must
match this address and port to route those connections through to the sentry.

Edit Server: Local

General Settings ~ Search  SharePoint Advanced

Display Mame  Local
Address for administration  10.211.55.10:9443

Address for client connections = oppenheimer.glilabs.com

Apply Cancel

1. Still within the Mobilelron VSP Admin Portal, select Users & Devices and open Labels.
2. Press Add new.

Add Label

Name: Tim Sentry

Description: | Label applied to Sentry Config itemr

= Name: Enter a name based on your preference.

= Description: Enter a description based on your preference.
3. Click Save.

1. Still within the Mobilelron VSP Admin Portal, select Policies & Configs.



2. Mark the SCEP, AppConnect policies, and AppConnect configurations you created while following
this document. Open Configurations to view them listed.

Apply To Label

] Name - Description Installed

All-Smartphones Label for all devices irrespective of 05 Not Applied
All-Syscomm Label for Syscomm phones. Mot Applied
Android Label for all Android Phones. Mot Applied
Company-Owned Label for all Company cwned smart... MNot Applied
Employee-Cwned Label for all Employee owned Smart... Mot Applied
oS Label for all i0S devices. Mot Applied
Ml Sentry Mot Applied
Qs X Label for all O3 X Devices. Mot Applied
rrt Redzhep's personal label Mot Applied
Signed-Out Label for devices that are in a multi-... Not Applied

Test Label Test Mot Applied

(]
o
(]
(]
(]
O
(]
(]
(]
(]
O

v

Tim Senfry Label applied to Sentry Config items Mot Applied
M 4 |Pagelt |of1| b bl |
i

Press More Actions and select Apply to Label.
Mark the Label created in "Create a new label".
Click Apply.

L A

Still within the Mobilelron VSP Admin Portal, Select Users & Devices and open Devices.
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2. Mark the iOS device to be used for Sentry testing.

HITISUT MNUTDIG .0 ALLIYE LU 1 a-UE-US
¥ Apply to Label b 4
ocsrmn oz
All-Syscomm Label for Syscomm phones. Mot Applied
MI Sentry Mot Applied
rrt Redzhep's personal label Mot Applied
Test Label Test Mot Applied
u Tirm Sentry Label applied to Sentry Config it...  Applied
| PageEI ofl| b bl | & Displaying 1 -5 of 5
Apply
g
ias 7.0 Active 2014-05-08
3. Select Actions -> Apply to Label.
4. Check Label created in "Create a new label".
5. Click Apply.
1. Open the Mobile@Work app and open the Settings.
2. Tap on Check for Updates.
3. Tap on Force Device Check-In. If this is successful the SCEP configured in this document should

show up in the device settings at Settings -> General -> Profiles.

LR EL oty TOHO Y |—

£ General Profile

CONFIGURATION PROFILES

ptrdemgrplogic
ptrdemgrplogic

Default Security Policy
Subprofile for ptrdemgrplogic

Tim Sentry SCEP
Subprofile for ptrdemgrplogic
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4. Install Acronis Access from the App Store and Launch it.
5. Select Enroll Now on the Welcome view or go to Settings and scroll down to Enrollment.

o000 AT&T LTE 19:27 v % 35% W) eecco AT&T LTE 19:27

Cancel Enroliment mobilEcho

MANAGEMENT SERVER

. i A AcronisAc...sSetup.exe (7
Server Address oppenheimer.glilabs.com 3 2030 MB, Nov 21, 2013 L
I.'.E!l- amECollec...nView.mov
0 U
~ 12.4 MB, Mar 18, 2013
AUTHENTICATION METHOD o
1 , apr License.txt 6
Certificate Smart card ‘ : 18.3 KB, May 2, 2008 ~
:a,‘ Changelog.txt @
F. 218.6 KB, Dec 9, 2012
Username o
5 CyrusSASL License.txt @
Password . 1.9 KB, Aug 14, 2011
""""1,‘ foo2.txt 0
i 26 Bytes, Nov 22, 2013 ~
Enroll Now
linktome
m:" mECoverFlow.mov "
3 \L/
ol 15.7 MB, Mar 18, 2013

. GO

6. Enter the address used for client connections to the Acronis Access Gateway and configured in
the AppConnect Configuration. For a true test this URL should not be reachable by the mobile
client (use celluar or an external network).

7. Tap continue.
8. Enter Username and Password and tap Enroll Now.

You should see "You are now enrolled with Acronis Access client management."

If the data sources in your profile are all part of the Acronis Access Gateway that has been configured
to route through the sentry you should be able to browse those sources via the AppTunnel also at
this point.

Verify AppTunnel usage
You can verify this traffic is going through the AppTunnel by logging into the Mobilelron Sentry

System Manager.

1. Select Troubleshooting and open Logs.

2. Check Sentry, To/From Device, To/From Service, and Level 4.
3. Select Apply.

4. Under "View Module Logs" select Sentry.



5. When traffic comes from the mobile device you should see the sentry log scroll with entries
related to the hostname configured.

WANT | LW WL

lgnntrv—l‘onlhost (=] | 2

(TAG,UP166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ee-9960-
734a42211b7f tim ACCESS_GATEWAY,GET, oppenheimer.glilzabs2008.com, XFF) Reading request line

2014-05-05 17:04:00,428 TRACE [BlockingReader. messageReceived: 142] (New [0 worker #1) (,,00e00)
166.147.118.253: 18865: message received. C{1) com.mobileiron.alcornetty. BlockingReader@54aa39de

2014-05-09 17:04:00,428 TRACE [HttpRequest.readRequestlLine: 230] (Thread-51)
(TAG,UP166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ee-9960-
734a42211b7f tim, ACCESS_GATEWAY,GET, oppenheimer.glilabs2008.com, XFF) Done reading request line, Length: 156

2014-05-05 17:04:05,429 TRACE [HttpRequest.readHeaders: 239] (Thread-51)
(TAG,UP166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ae-996b-
734a42211b7f,im ACCESS_GATEWAY,GET, oppenheimerglilabs2008.com, XFF) Reading request headers

2014-05-09 17:04:09,429 TRACE [AbstractHttpMessage.parseMsgHeaders:684] (Thread-51)
(TAG,UR166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ee-9960-

734a42211b7f tim, ACCESS_GATEWAY,GET, oppenheimer.glilabs2008.com, XFF) Parsing header line: Host:
oppenheimer.glilabs.com

2014-05-09 17:04:00,429 TRACE [AbstractHttpMessage.parseMsgHeaders:604] (Thread-51)
(TAG,UP166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ae-996b-

73424221 1b7f,im ACCESS_GATEWAY,GET, oppenheimerglilabs2008.com, XFF) Parsing header line: Accept-Language:
en-us

2014-05-09 17:04:09,429 TRACE [AbstractHttpMessage.parseMsgHeaders:684] (Thread-51)
(TAG,UR166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ee-9960-

734a42211b7f tim, ACCESS_GATEWAY,GET, oppenheimer.glilabs2008.com, XFF) Parsing header line: Accept-Encoding:
gzip, deflate

2014-05-09 17:04:00,429 TRACE [AbstractHttpMessage.parseMsgHeaders:604] (Thread-51)
(TAG,UP166.147.118.253:18865,iPhone 5,a6d77c76-a195-48ee-9960-

73424221 1b7f,im ACCESS_GATEWAY,GET, oppenheimerglilabs2008.com, XFF) Parsing header line: User-Agent:
mabilEcho/6.0.3.102 CFMetwork/672.1.14 Darwin/14.0.0

2014-05-09 17:04:009,429 TRACE [AbstractHtipMessage.parseMsgHeaders: 684] (Thread-51)
(TAG,UR166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ee-9960-

734a42211b7f tim, ACCESS_GATEWAY,GET, oppenheimer.glilzabs2008.com, XFF) Parsing header line: X-MobileIron-
App-Bundleld: com.grouplogic.mobilecho

2014-05-09 17:04:00,429 TRACE [AbstractHttpMessage.parseMsgHeaders:604] (Thread-51)
(TAG,UP166.147.118.253:18865,iPhone 5,a6d77c76-a195-48ee-9960-
73424221 1b7f,im ACCESS_GATEWAY,GET, oppenheimerglilabs2008.com, XFF) Parsing header line: Accept: =/*

2014-05-09 17:04:009,429 TRACE [AbstractHtipMessage.parseMsgHeaders: 684] (Thread-51)
(TAG,UR166.147.118.253: 18865,iPhone 5,a6d77c76-a195-48ee-9960-

734a42211b7f tim, ACCESS_GATEWAY,GET, oppenheimer.glilzabs2008.com, XFF) Parsing header line: X-MobileIron-
App-Mame: Acronis Access app config

2014-05-09 17:04:00,429 TRACE [AbstractHttpMessage.parseMsgHeaders:604] (Thread-51)
(TAG,UP166.147.118.253:18865,iPhone 5,a6d77c76-a195-48ee-9960-
734a42211b7f tim ACCESS_GATEWAY,GET, oppenheimer.glilzabs2008.com, XFF) Parsing header line: X-MobileIron-

N cer winionw i “pouse



/ Adding Kerberos Constrained Delegation
Authentication

Once you have setup and verified the AppTunnel works via Username/Password authentication for
Acronis Access, you can modify the configurations created to allow Kerberos Constrained Delegation
authentication to the Acronis Access Gateway. When this is properly configured the end user will not
have to supply a username or password to enroll with management or to browse data sources.

This document will set up the basic configuration and delegate to one Acronis Acess Gateway server
running on the same server as the management server to allow enrollment to that local management
server and browsing of datasources configured on that gateway. Additional delegation will be
required for additional Gateways, Sharepoint servers, and reshares.

If you are going to use the same iOS device to test the Kerberos Constained Delegation it is
recommended you uninstall the Acronis Access Mobile client at this time.

Log in to your KDC server as an administrator.

From the Windows Start menu, select All Programs, select Administrative Tools > Active
Directory Users and Computers.

3. Inthe newly opened console, expand the domain (Kerberos refers to a domain as a realm).
Right-click Users and select New > User.

ew Object - User

At

F
12 _
= Createin:  glilabs2008 com/Users —
[ s e
E r
i First . Ti » rurity
irst name: I im Initials: I ity
Last name: ISerrtr:.' Furity
rurity
Full name: ITlm Sentry rurity
rurity
User logon name: rurity
[HTTP Aimsertry | @gliiabs2008 com Ra purity
rurity
User logon name (pre-Windows 2000): turity
IGLILﬁBSZﬂDS\ I:imserrtr:.r purity
er
er
% er
< Back Next > Cancel | Fr
Br
T ] RAo &N IAS SETvers A | B2 mikegroup Security
1 WinsnckServices s T PR

=  Enter a Name and a User Logon Name for the Kerberos service account. The name must start
with HTTP/. Use standard alphanumeric characters with no whitespace for the User Logon
Name, as it is entered in a command prompt later in the guide. If HTTP/ automatically
appears next to the User logon name (pre-Windows 2000) field, delete it from that field.



= Ensure that the correct domain name is selected in the field next to the User Logon Name
field. If the correct domain is not selected, choose the correct domain name from the
drop-down list next to the User Logon Name field.

5. Click Next.

:Hawoﬁai—umr [ ]

L
= . Create in:  glilabs2008.com/Users

La =

Password: |oooouu 'ur?tyl
rurity |
Confim password; |uuuu burity |
rurity |
[~ User must change password at next logon -ur?ty !
rurity |
™ User cannot change password curity |

w rurity |
rurity |

™ Account is disabled

rurity |
rurity |
Er
Er
Er
< Back Mext = Cancel Fr
Er
AT 11 RS 8nd IAS SErVErs &[5 mikegroup Security |
T
+ WinsnckServires L T T [

= Password: Enter a password.

= Password never expires: Ensure that User must change password at next logon is not
selected. Typically, in the enterprise, the User cannot change password and Password Never
Expires fields should be selected.

6. Click Next.

7. Click Finish.

When you create a keytab, the Sentry service account is concurrently mapped to the
servicePrincipalName.

1. Onthe KDC server, open a command prompt window

2. Atthe prompt, type the following command: ktpass fout nameofsentry.keytab /mapuser
nameofuser@domain /princ HTTP/nameofuser /pass password

E.g. ktpass /out timsentry.keytab /mapuser timsentry@glilabs2008.com /princ
HTTP/timsentry@glilabs2008.com /pass 123456

C:sUserssAdministratorktpass Aout timsentry.keytab s/mapuser timsentrylBglilabsZB
B8 .com /princ HITP/timsentryl@glilabsZ2B08.com Apass G
Targeting domain controller: de.glilah=s2888.com

Uzing legacy password setting method
Successfully mapped HITP/timsentry to timsentry.
WARNING: pType and account type do not match. This might cause problems.
Key created.

MOutput keytabh to timsentry.keytah:
Keytabh version: BxGLB2
keyzize 65 HTITP/timsentryfglilahs2008 .com ptype B (KRBS_NT_UNKHOWN} vno 3 etype

Bx1? C(RC4-HMAC)» keylength 16 (Bx5cB875e4d5257h48f Pdccd45af 783eal D>
This warning can be ignored.

1. From the Windows Start menu, select All Programs and open Administrative Tools > Active
Directory Users and Computers.

2. Inthe newly opened console, expand the realm (domain).
3. Click on Users.



4. Find and select the Kerberos user account that you created in "Create a Kerberos Service
Account".

5. Right-click on the account and select Properties.
= (Click on the Delegation tab.
= Select Trust This User For Delegation To Specified Services Only.
= Select Use Any Authentication Protocol.

Tim Sentry Properties ﬂ E I

Published Certficates | Member Of | Password Replication | Dialin | Object | |

Mes

Security I Environment I Sessions

; Remote control I Remote Desktop Services Profile I E
ol | Personal Virtual Desktop | COM+ | Attribute Editor I hz
H  Generl | Address I Account I Profile I Telephones  Delegation | Organization | |pe
: Delegation is a securnty-sensitive operation, which allows services to act on "

behalf of another user.
sl te
P " Do not trust this user for delegation of
w ™ Trust this user for delegation to any service (Kerberos only) s
Iy {* Trust this userfor delegation to specified services only FC
m " Use Kerberos only
m ¥ Use any authentication protocol
JEL Services to which this accourt can present delegated credentials: ::[
i Service Type | User or Computer "l"F'crt | g
it http oppenheimer.gliabs2008.com -
+ http OPPENHEIMER
E
E
E
It
5 4 | | ﬂ cC
a R
E W Expanded Add... | Remove |
1
1
e
m
m

QK I Cancel Lpply Help

irren Menzer Uszer

n

6. Press Add....
7. Press Users or Computers....
= Enter the computer name of the Acronis Access Gateway Server.

®  Click on Check Names.



®  The correct computer name should appear in the object name box.

Tim Sentry Properties
E Add Services 7| | i

il Select Users or Computers ﬂ —
I Select this object type: cor
:: IUsers. Computers, Buitt-in securty principals, or Cther objects Object Types... | rtza;
:n From this location: their
s IglilaszCI]B.mm Locations. . |

1zl rforn
st Enterthe object names to select (zamples): main
- loppenheimer Check|Yames o th
T

T

i

ol Advanced... | OK I Cancel | oup
e Aithe
ni I

ot vice Account
e Select & |

ke

ke

ke ok | Cancal |

At

5 | F] | | ﬂ ccess remote
3 Read-Only Da
" W Expanded Add.. | Femowe |

n

n

e

am

o oK Cancel Apply Help

am

arren Menzer User

e User

8. Click OK.
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9. Find and select the "http" service in the Add Services window.

: |
me To allow services to be delegated for a user or computer, select the appropriate I
“adm  Users or computers, and then click the services. | tering
Allow ) I have
Cert Eg;:lzcriczr::pﬂ;nr:re user or computer names, click Users or Computers... | permi
Den ot ha
Dns, Available services:
Dnsl Service Type | User or Computer | Paort | Service Mame ;I ted to
Dar HOST OPPENHEIMER of the
Dar OPPENHEIMER 5 join
Do ias COFPPENHEIMER —I b dom;
Do iizadmin COFPPENHEIMER
Do MCSVE OFPENHEIMER
Grot messenger OFPENHEIMER modif
Gue msdtc OFPPENHEIMER Coess
Jani| | msiserver OPPENHEIMER _I;I
(e | | 4 vice £
Mich Select Al |
mike
mike
mike OEI I Cancel |
Mult
RAS | 4 | | _;I ccess
Rea Read
San [ Expanded Add... | Femove |
Tim
Tim
u+e
wan
wam oK Cancel Apply Help
war
Warren Menzer User
Re | lemr

10. Click OK.

Note: For a large deployment with multiple Gateway Servers you should repeat steps 6 through 10 for each
Gateway Server. However, for the initial setup, it's best to begin with a single Gateway Server hosting some
local test folders. Once you have confirmed access to those, then you can expand to additional Gateway Servers
and non-local folders.

1. Open the Mobilelron VSP Admin Portal.
2. Select Policies & Configs and open Configurations.
3. Find the SCEP created in "Create a new SCEP".



4. Click on its name and click Edit in the panel on the right.

Modify SCEP Setting

Description:

Enable Proxy:
[] Cache locally generated keys on the VSP (i ]
(D) User Certificate @ Device Certificate

Setting Type: ' Local .4
Local CAs:  Tim Sentry CA ~

Subject:  CN=tunnelingSentry

Subject Common Name  None ~
Type:
Subject Alternative Name NT Principal Name v Subject Alternative Name  $USER_UPN$ v~ @
Type: Value:
Distinguished Name v Subject Alternative Name | $USER_DNS| |v| (i ]
Value:
None 7
None 7

Key Size: | 2048 e
CSR Signature Algorithm: | SHA1 w

Key Usage: [V] Signing Encryption

Issue test certificate: ()

| Ccancel

= Enter two Subject Alternative Name Types
= NT Principal Name: SUSER_UPN$
= Distinguished Name: SUSER_DN$

Note: These entries require user accounts on the VSP to come from the active directory and these
variables to be supplied by it. This configuration is beyond the scope of this document.

5. Click Save.

Save SCEP Setting

[] Please confirm that you want to remove cached user/device certificates
generated using this profile. Note that all existing cached certificates will be

removed and all clients will need to be provisioned with new certificates,
Also note that Android clients should be upgraded to version 5.6 ar higher
before taking this action.

6. Since you have modified the SCEP, you will have to re-provision the device in Mobile@Work
before testing the iOS client.
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1. Still in the Mobilelron VSP Admin Portal, select Settings and open Sentry.
2. Find the Sentry created in "Add and Configure the Sentry".
3. Click on the Edit icon.

Edit Standalone Sentry
Save Cancel
Sentry Host Name [ IP: timsentry.no-ip.biz
Sentry Port: Q090 [ ]
[7] Enable ActiveSync Enable App Tunneling
Device Authentication Configuration
Device Authentication: Identity Certificate | v 0
Trusted Root Certificate Upload
Upload Certificate View Certificate
[ Check certificate revocation list (CRL)
Certificate Field Mapping [ ]
Subject Alternative Name Type: NT Principal Name > Value: | User UPN Ra

App Tunneling Configuration

[C] Add Context Headers i

- | Server-side Proxy i

Service Name @  Server Auth @ Server List @ TLS Enabled Proxy Enabled Sel
ACCESS_GAT... Kerberos oppenheimer.glilabs2008.com: 3443 &} @
|
cance

= |n the Device Authentication Configuration select the following for the Certificate Field
Mapping:
= Subject Alternative Name Type: NT Principal Name
= Value: User UPN

= |n the App Tunneling Configuration change the Server Authentication to Kerberos.

Kerberos Authentication Configuration

Use Keytab File
Upload File
View File Data
Realrm: GLILABS2008.COM
Sentry Service Principal: HTTP/timsentry [ ]
Key distribution center: de,glilabs2008.com

" |nthe Kerberos Authenication Configuration section.
= Check Use Keytab File.
= Click Upload File.

= Upload the keytab file created in "Create a keytab for the Kerberos Service Account".

= Put the domain controller in the Key distribution center.

4. Click Save.




Using either the Sentry EXEC or the Sentry logs in the System Manager verify the Sentry is able to
reach and receive a Kerberos ticket from the KDC.

Find the line "Informational only: Successfully Received Sentry Service Ticket from KDC". This
verifies the Sentry is able to reach and communicate with the KDC.

M Mobilelron Sentry - Parallels Desktop

£014-A5-886 28:48:31,227 WARN [ProviderId.<clinit>:73]1 (pool-Z-thread-1) (,,.,.,
++:) Property fipsmodeEnabled not found -- defaulting to disabled.
£014-A5-86 28:48:33,554 WARN [Server.init:262]1 (pool-Z2-thread-1) (,,,,,.,,,) IN
FORMATIONAL : Found Compatible USP, proceeding with initialization of Sentry serw
ice.
Z814-85-B8 ZH:48:34,424 WARN [USPaAppDataServicelmpl .getAllAllowedfindCorrelatedn
pp=s:1111 (pool-Z-thread-1) (,,,,.,,,,) INFORMATIONAL: Number of fApp Tumel entri
es prefetched from USPF = 28
£014-A5-88 28:48:34,434 WaRN  [AppTunnmelCache . populatefppTunnelCacheFromUSE 12891

(pool-Z-thread-1) (,,;,;,,:,,,,) INFORMATIONAL: Number of appTumnels added to dewi
ce cache:Z@
Z814-85-8B8 ZB:48:35,611 WARN [RKerberosProtocolTransitionfindSPNEGD. init:138]1 (po
ol-Z-thread-1) (,,,,,,,,,) Informational only: Successfully Recieved Sentry Ser
vice Ticket from KDC
£014-A5-88 28:48:35,775 WaARN  [AppServerManager.debuglog:2481 (pool-Z-thread-1)
Csssss240.) INFORMATIONAL: App Server information ...
£814-A5-88 28:48:35,777 WaRN [AppServerManager.debuglog:2521 (pool-Z-thread-1)
Cisssss4s,) INFORMATIONAL : Host :Port ACCESS_GATEWAY ==»> 18.211.55.18:9443 at p
riority B serverfiuth: KERBEROS (dead false).
Z814-85-8B8 ZHA:48:35,777 WARN [AppServerManager .debuglog:252]1 (pool-Z2-thread-1)
Cissas3s5,) INFORMATIONAL : Host :Port ACCESS_MANAGEMENT ==> 1B8.211.55.18:3868 a
t priority B =serverfiuth: KERBEROS (dead false).
2A14-A5-80 28:48:36,894 INFO [QuartzScheduler.start:4688]1 (pool-Z-thread-1) (,,,
+11312:) Scheduler schedulerFactoryBean_S_NON_CLUSTERED started.

| h - | Press Ctri+Alt to release the mouse and keyboard.

Sentry-localhost (]|

2014-05-08 20:48:35,611 WARN [KerberosProtocolTransitionAnd SPNEGQ.init: 138) (pool-2-thread-1) (e
Informational only: Successfully Recieved Sentry Service Ticket from KDC

The changes we made to the SCEP must be pushed down to the iOS device. The changes we made to
the Sentry can take several minutes to be pushed down to it.

On the device, open the AppConnect app -> Settings -> Check for updates and tap on "Re-Enroll
Device" and follow the prompts.



You can verify the SCEP is properly updated using the iOS Settings app. Under Settings -> General ->
Profiles -> The SCEP name you created -> More Details -> Certificate -> The portion after CN=you
enter in the subject name of the SCEP, you should see entries for "Subject Alternative Name" and
"Directory Name". If this is properly pulled from Active Directory it should match the user that you
used to activate Mobile@Work.

&Y M T OWUe I==r T

£ Tim Sentry SCEP tunnelingSentry
KEY USAGE
Critical

Usage

SUBJECT ALTERNATIVE NAME

Critical

NT Principal Name

DIRECTORY NAME

Common Name
Common Name
Domain Component

Domain Component

If that is correct reinstall the Acronis Access Mobile Client. Repeat the enrollment steps from before
but leave the username and password fields blank. If all is successful you should be enrolled using the
account that matched the NT Principal Name in the profile you just examined.

7.1.1  Advanced Delegation Configurations

This article will help you configure Mobilelron credential delegation methods with network shares
and SharePoint sites. This guide requires that you have already configured both Mobilelron and
Acronis Access, their interoperability and their respective Active Directory accounts that delegate
authentication.

For network shares and SharePoint servers, do the following:
Following these steps, you will enable delegation from the Gateway server to the target server(s).

1. Open Active Directory Users and Computers.



Find the computer object corresponding to the Gateway server.
Right-click on the user and select Properties.

Open the Delegation tab.

Select Trust this computer for delegation to specified services only.
Under that select Use any authentication protocol.

Click Add.

Click Users or Computers.

W O Nk W

Search for the sever object for the SMB share or SharePoint server and click OK.

®  For SMB shares, select the cifs service.

= For SharePoint, select the http service.

10. Repeat these steps for each server that the Acronis Access Gateway server will need to access.
11. Repeat this process for each Gateway server.

These delegation changes, can take a few minutes to propagate depending on the size of the domain
forest. You may need to wait up to 15 minutes (possibly more) for the changes to take effect. If it's
still not working after 15 minutes, try restarting the Acronis Access Gateway service.

7.2 Installing Acronis Access on a Microsoft Failover
Cluster

Warning! Acronis Access failover clustering is not supported by versions older than 5.0.3. If you're using an
older version, you will have to upgrade to version 5.0.3 or newer before proceeding with any kind of cluster
configurations.

The guides listed below will help you install Acronis Access on your cluster.

In this section
Installing Acronis Access on a Windows 2008 (R2) Microsoft Failover Cluster 160
Installing Acronis Access on a Windows 2012 (R2) Microsoft Failover Cluster 174

7.2.1 Installing Acronis Access on a Windows 2008 (R2) Microsoft
Failover Cluster

Installing Acronis Access

Please make sure you are logged in as a domain administrator before installing Acronis Access.

1. Download the Acronis Access installer.



2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

4. Press Next to begin.
Read and accept the license agreement.
Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

7. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

Browse... |
< Back | Mext = I Cancel |

8. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.



9. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostgreSQL Install Location:
Data Path:l 5:PSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-User password: I ========

Re-enter password: | ========
PostgreSQL Port: |5432

Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

10. A window displaying all the components which will be installed appears. Press OK to continue.
When the Acronis Access installer finishes, press Exit.

Creating the Service group
1. Open the Failover Cluster Manager and expand your cluster.
2. Right-click on Services and Applications and select More Actions.



3. Select the Create Empty Service or Application and press Next. Give the service group a proper
name. (e.g. Acronis Access, AAS Cluster).

8 Failover Cluster Manager

File Action ‘iew Help

= | [ e

B Failover Cluster Manager

Services and applications Recent Cluster Events: Mone in the last 24 hours

[ B shim lilabs. com
= 5 g5 andanoications LI e I
bt =5 ¢ : . Ls Tepe | Cuirent Dwres | Auto start |
= G [;.Iudes Configure a Service or Apphcation, ., <l Ol Benenic Serv TR ez
& Storage ] »
1 B8 Netvarks Wirtual Machines. ..
4| Cluster Ever I CE Sl Create Empty Service or Application |

1 Service or application. 1 item selected.

mECluster
@
Status: Auto Start: Preferred Dwners:
Partial Onne Yes <none>
Alerts: Storage: Cument Owner:
<NONE> 1 Disks - 1 online XTR
Client Access MName: Capacity: Dther Rezources:
MECLUSTER Taotal: 50 GE 2

Free Space: 48.92 GB

IP Addresses: Percent Free: 97.8%

1 Addreszes - 1 online

[This action group contains actions that are not frequently used when managing Fallover clusters.

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access Service group

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access service group and select Add a resource.



2. Select Generic Service.

i Failover Cluster Manager

File Action ‘iew Help

¢ = | 2im| B
% Failover Cluster Manager

(=) Y shimano.gllabs . com
= = Services and applications

AASCluster Recent Cluster Events: Mone in the last 24 hours

.. Summary of AASCluster
_51 Modes Bring this service or application online

% Storage Take this service or application offline

ﬁ MNetworks Mowe this service or application ko ancther node »
4|

i

Auto Start: Yes

0]

Clusker Ev
Manage shares and storage
#Add a shared Folder
Shiows the critical avents For this application
Add storage Status | |
Add a resource 1 - Client Access Poink

) 2 - Generic Apphcation
Disable auko start 3 - Generic Script
Show Dependency Report 4 - Generic Service:

) Maore resources. .. »
Yiew Pt
Delete
Rename
Refresh &) Offine
Properties &) Offline
Help

|Th|s action creates a new resource in the service or application.

3. Select the proper service and press Next.

| Select Service

Select the service you want to uze from the kst

Hame | Description Iﬂ
Acroniz Access File Repository Server File Repository Server for Acronis Access

Jrer Acionis Access Gateway [boronizdocessGatewa . Mobile Gateway Server for Acionis Access
Application E xperience Proceszes appication compatibility cache raque, ..
Application |dentity Determines and verifies the identity of an applica...
Application Information Facilitates the nning of interactive apphcations...
Application Layer Gateway Sarvice Provides suppaodt fiar 3rd party protocod plug-inz f,..
Application Management Processes installation, removal, and enumeratio...
Background Intelligent Transfer Service Transfers files n the background using idle netw,.,
Basze Filtaring Engine The Baze Fitetng Engine [BFE] is a service that, ll

Mewt > I Cancel

4. On the confirmation window press Next.



5. Press Next on the Replicate Registry Settings window.
6. On the summary window press Finish.

Setting a Client Access Point
1. Right-click on the Acronis Access service group and select Add a resource.
2. Select Client Access Point.

28 Failover Cluster Manager
File  Action ‘iew  Help

= |>[mH

= Falover Cluster Manager T e
5 83 shimano,gliabs.com AASCluster Recent Cluster Events: Mone in the last 24 hours
= 5 Services and spplications | Summary of AASCluster
) A
3] -aﬁ Modes Bring this service or application onling

. Storage Take this service or application offline

= Auto Start: Yes
= i Metworks Move this service or application ko another node  ®

3| Cluster Ev

Manage shares and storage
Add a shared folder
Show the critical events For this application
Statusz | I
1 - Client Access Poink
. 2 - Generic Application
GLogat 3 - GEneric Script
Shiow Dependency Report 4 - Genetic Service
Mare resources. .. »
View Yo
Delete
Rename
Refresh %) Offline
8) Oifine
Properties —')
Help

|Th|s action creates a new resource in the service or application.

3. Enter a name for this access point.



4. Select a network.

Client Access Point

Enter Metbwork MName and IP Address:

Canfirrnation

M anme: IMSEI.B!ari

One or more |Pyd addresses could not be configured automatically. For each network to be used, make sure
the network is selected, and then tvpe an addiess.

Configure Chenk
Access Point

Surmmary

| I &twinrks | Addigss
=2 172.27.0.0/16

I Mext > I Cancel

5. Enter the IP address and press Next.
6. On the Confirmation window press Next.

7. On the summary window press Finish.

Adding a shared disk
1. Right-click on the Acronis Access service group and select Add Storage.
2. Select the desired shared drive.

Select the disk or disks that you want to add.

Axvailable digks:

Mame | Status Capacity
[ s Clustes Disk 1 (&) Online

[ oc | concel |

A

3. On the Confirmation window press Next.
4. Onthe summary window press Finish.



Configuring dependencies

1. Double click on the Acronis Access Service group.

For PostgreSQL and Acronis Access File Repository services do the following:

1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.

3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Advanced Folicies ]

Reaistiy Replization

General Dependencies Folicies
Specify the resources that must be brought online before this resource can
be brought online:

ANDJOR
u Cluster Disk 1
* | Chck here to add a dependsncy

Insert I Delete ]
Cluster Disk 1
How ¢ work
| Ok I Cancel Apply

4. Press Apply and close the window.
For PostgreSQL also do the following:
1. Click on the Registry Replication tab.




2. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

Acronis Access PostgreSOL Properties E
| General

I Dependencies | Paolicies I
Advanced Policies Reqistry Replication

Programs or zervices may store data in the registy. Therefore, it is
important to have this data available on the node an which they are
unning. Specify the registiy keys below HEEY_LOCAL_MACHIME that
should be replicated to all nodes in the cluster.

| Bt Renist Kan [
Registry Key
=

St Boot registy key:

HKEY_LOCAL_MACHIMEY IEM\EurrentEontroISel\Services\.&croni&-’-‘«ccesspnstgresQL!

ak. I Cancel |

A

Add | Edit | Remowe |

0K | Cancel | Apply |

For the Acronis Access Gateway Server service do the following:

1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronisAccessGateway) [XT]<%T> Pro... E3

Adwanced Policies | Fegisy Replication

General Dependencies Policies

Specify the rezources that must be brought online before this rezource can
be browght online:

AND/OR | Resouce

Hame: &45Cluster

r

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | ol |  amw |

4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Acronis Access Tomcat Properties E

Advanced Paolicies I Reqiztry Replization I
General Dependencies Palicies

Specify the rezources that must be brought online before thiz resource can
be brought online:

| AND/OR | Rezource
Acroniz dooess Gateway [AoronizticcessG ateway) ...

3 AMD ;
# |Click here to add a dependency

Inzert Lelete

Acroniz dooess Gateway [doroniztiocessG ateway] [T 1<=T> AND
Acronis Access PostgreSEL

How resource dependencies waork

0k I Cancel Apply |

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access Service group and set it as a dependency for the network name.

Bringing the service group online and using the Configuration Utility

1. Right-click on the Acronis Access service group and press Bring this application or service group
online.

2. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility



3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

4. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Server Endpoint Service Account
Address [127.00.1 | | | & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I E:'\FileStorePath | onfirm Password I

Configuration Log

oK I Cancel | Apply

6. Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

2. Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

3. Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

5. Move the Acronis Access service group to the second node. To do so, right-click on the service
group and click on Move to the second node.

6. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility



7. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

8. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




9. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Server Endpoint Service Account
Address [127.00.1 | | | & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I E:'\FileStorePath | onfirm Password I

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel | Apply

10. Click OK to complete the configuration and restart the services.

7.2.2 Installing Acronis Access on a Windows 2012 (R2) Microsoft
Failover Cluster

Installing Acronis Access
Please make sure you are logged in as a domain administrator before installing Acronis Access.

1. Download the Acronis Access installer.

2. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

3. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

4. Press Next to begin.
5. Read and accept the license agreement.
6. Press Install.



Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

7. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x]
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

Browse... |

< Back | Mext = I Cancel |

8. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.

9. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostgreSQL Install Location:

Data Path:l 5:PSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-User password: I FEETETEE

Re-enter password: | FEEEEEEE
PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

10. A window displaying all the components which will be installed appears. Press OK to continue.

When the Acronis Access installer finishes, press Exit.

Creating the role

1. Open the Failover Cluster Manager and right-click on Roles.



2. Select Create empty role. Give the role a proper name. (e.g. Acronis Access, AAS Cluster)

File Action View Help

e 2n

B Failover Cluster Manager

%5 Qigilabs Roles (1)
4 52 Qigllabs.com = =
S o Soach /|| Queres ~|id ~[iv)
b @ No Configure Role...
3 Status Type Owmer Node Pronty Information
[ Virtual Machines... k . .
- Y,
b 15 Nel (1) Partially Run_ Generic Service ANG Medium
f] Ciu Create Empty Role
View b
Refresh
Help
<] m
v %.El Preferred Owners:  Any node
Name Stalus Information
Server Name
[ "% Name: mE (%) Oriine
Roles
=, mobiEcho {mobiEc_ @Cﬁw
i mobilEcho Manage..  (¥) Offine
Storage
- o S
Summary | Resources |

This action creates an empty clustered role. Cluster resources will need to be added manually. This option is intended for advanced users.

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
b. Find the database.yml file and open it with a text editor.

c. Find this line: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/access_cluster/database/"').

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.
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Adding all of the necessary services to the Acronis Access role

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access role and select Add a resource.
2. Select Generic Service.

Y

i

File Adtion View Help
s 2

Z4 Failover Cluster Manager

i: s Roles (1)
4 55 Qiglilabs.com . .
¥3 Roles Seardh /- || Quedes v|id v i)
b E :odes Name Status Type Owner Node Prionty Information
:g ‘mg:ks 1LE mE1 ﬁnu.-l.. Run. Genedc Sanire. YANG Medium
{5i] Cluster Events @ i it Bke
7, | Stop Role
@ | Add File Share
@ | Move ’
—t
@ | Change Startup Priority 3
E { information Details.
{4] | Show Critical Events
= jAddStorage
I@ | Add Resource ’ Chent Access Point |
<| 2 - . S >
B3 | More Actions » Generic Application ——
- == i Generic S
v %il X ! Remove St Owmers: Any node
T Generic Service
JEROpEsues More Resources > ~
Status: Partially Running !
Priority: Medum
Owner Node: YANG =
Client Access Name: mE!
IP Addresses: 172273385 G
Summary | Resources

Roles: mE1
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3. Select the proper service and press Next.

i New Resource Wizard

Select the zervice pou wank ta use from the list

on

Eeree Mame | Description |i|
Acroniz Acceszs File Repositary Server File Repository Sarver for Acronis Access
Acroniz Access Gateway [boronisbccessGatewa...  Mobile Gatewayp Server for Acraniz Access

er fo

Application Esperience Processes applcation compatibility cache reque, .
Application 1derntity Determines and verifies the identity of an applica...
Application Information Facilitates the nnning of interactive apphcations...
Application Layer Gateway Service Provides suppodt for 3rd party protocol plug-ins ..
Application M anagement Processes installation, removal, and enumeratio. ..
Background Intelligent Transfer Service Tranzfers files in the background using idle netw...
Basea Filtering Enaine The Baze Filtering Engine [BFE] iz a servica that,,, ll

Mest > I Cancel

4. On the Confirmation window press Next.

5. Onthe summary window press Finish.

Setting an Access Point

1. Right-click on the Acronis Access role and select Add a resource.




2. Select Client Access Point.

| File Action View Help

| & =| 2w B
‘ B ::ilgef:l:ster Manager Roles (1)
4 53 Qiglilabs.com -
¥3 Roles search | Queies v|id vi{]
b ;odes Name Status Type Owner Node Proaty Information
& Nomgeks (& mE1 (22) Paciahe Rum._Genede Sacvice YANG Medum
b o % | Start Role
{1] Cluster Events 5
& | Stop Role
[z | Add File Share
B | Move 3
@ Change Startup Priority ’
@ Show Critical Events
& | Add Storage A
[ J I@ Add Resource ’ Chent Access Point
< : { >
B3 | More Actions » Generic Application
AR ",\ mE1 % | Remove Generic Script 5 . Aoy sod
N —t 1 Generic Service
|
5] | Properties More Resources » ~
Status: Partially Running
Priority: Medum
Owner Node: YANG =
Client Access Name: mE1
IP Addresses: 172273385 j
Summary | Resources |
i Roles: mE1l

3. Enter a name for this access point.
4. Select a network.

ﬁ Mew Resource Wizard E

.

]'-' Client Access Point

Enter Mebwork Marme and IP Address:

Canfirmaticn

Hame: JaasCiusted

One or more |IPvd addresses could not be configured automatically. For each network to be used, make sure
the network iz selected, and then wpe an addiess.

Configure Chent
Access Point

Surmmary

| Metworks | Addiess

I Mest > I Cancel

5. Enter the IP address and press Next.
6. On the Confirmation window press Next.
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7. Onthe summary window press Finish.

Adding a shared disk

1. Right-click on the Acronis Access role and select Add Storage.
2. Select the desired shared drive.

Add Storage E3

Select the dizk o1 disks that pou want to add.

Avvailable disks:

Mame [ Status _Caparity
[ s Clustet Disk 1 (%) Oniline

Configuring dependencies
1. Select the Acronis Access role and click on the Resources tab

For PostgreSQL and Acronis Access File Repository services do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Adwanced Policies | Regiztiy Replication
General Dependencies I Paolicies

Specify the resources that must be brought online before this resource can
b browght online;

ANDZOR
2
*

Inset I Delete ]

Cluster Disk 1

a1 i3 wark

[ ok | cawa | sy |

4. Press Apply and close the window.

For the Acronis Access Gateway Server service do the following:
1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronishAccessGateway) [XT]<XT> Pro.. E

Adwanced Policies | Fegisy Replication I
General Dependericies ] Palicies
Specify the rezources that must be brought online before this rezource can
be browght online:
AND/OR | Resouce

Hame: &45Cluster

3 AND r 3
#* | Lk here to add a dependency

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | o | e |




4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access role and set it as a dependency for the network name.

Acronis Access Tomcat Properties
Adwvanced Policies I Registiy Replication
General Diependencies | Faolicies

Specify the rezources that must be braught online befare thiz resource can
be brought online:

| AND/OR | Reszource
Arronis dccess Gateway [Boronizdccessiateway) ..

» AMD
#* |Click here to add a dependency

Inzert Delete

Acrohis dccess Gateway [Aoronistcoess@ateway] [HT]10<T: AMD
Acroniz dccess PostgreSOL

Hows resournce dependencies work

QK I Cancel Apply

Starting the role and using the Configuration Utility
1. Right-click on the Acronis Access role and press Start role.

2. Launch the Configuration Utility. On a clean install, this is generally located at C: \Program
Files (x86)\Acronis\Access\Configuration Utility



3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

4. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Service Account

Server Endpoint
Address [127.0.0.1
Port 5787

j % Local System Account

™ This Account I
Rassward I

File Store Path | E:\FileStorePath

| onfitm Password I

Configuration Log

1h

%]
L=

d

L
L=

Help |

oK I Cancel | Apply

6. Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.
Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

1.

Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.

a.
b.
c.

Navigate to C:\Program Files (x86)\Acronis\Access\Gateway Server\
Find the database.yml file and open it with a text editor.
Find this line: database_path: './database/' and replace ./database/ with the path

you want to use (e.g. database_path: 'S:/access_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

For PostgreSQL you will need to manually replicate the registry:

Open Regedit.

Navigate to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AcronisAccessPostg

reSQL\
Open the key: ImagePath and change part of the value of the key to this: -D "The path you
selected for the PostgresSQL data location” (e.g. -D "E:/PostgresQL/data").



4. Open the key: DataDirectory and change the value to the path you have selected for the
PostgreSQL data folder location (e.g. E: /PostgreSQL/data).

& Registry Editor = |
File Edit View Favorites Help
|, PerfHost ~ ||| Name Type Data
b)) Perflet ab) (Default) REG_SZ (value not set)
b- 4y PerfOS ab|DependOnService REG_MULTI_SZ RPCSS
b -4 PerfProc ab] Deseription REG_SZ Provides relational database storage.
-4y pla ab] DisplayMame REG_SZ postgresql-x64-9.2 - PostgreSQL Server 9.2
b-di PlugPlay | ErrerControl REG_DWORD 000000001 (1)
b-di PolicyAgent b ImagePath REG_EXPANDSZ  C:/PostgreSQL/2.2/bin/pg_ctl.exe runservice -N “p..
T PortProxy ab] ObjectMame REG_SZ NT AUTHORITY\NetworkService
Fe :::3:““""6”'2 o4 Start REG_DWORD 0x00000002 (2)
>-}i PptgMiniport 24| Type REG_DWORD 000000010 (16)
b ) Printhotify
=~ |, Processor
s L Pt i - =
- |, Psched =l
b -y ql2300 Value name:
b -0 l4Dex [ImagePam |
- )y RasAcd
4 RasAgileVpn Value data:
b- )i Rashuto [pa_ctlexe nunsenvics -N “postgresql-c64-9.2' IR EETERE RN
b - Rasl2tp | oK | | Cancel |
- |, RasMan
- . RasPppoe
f; |, RasSstp i

<

Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\postgresql-x64-9.2

5. Close Regedit and continue with the steps below.

6. Move the Acronis Access role to the second node.

Using the Configuration Utility on the second node

1.

Launch the Configuration Utility. On a clean install, this is generally located at C: \Program

Files (x86)\Acronis\Access\Configuration Utility



2. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

3. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




4. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Server Endpoint Service Account
Address [127.00.1 | | | & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I E:'\FileStorePath | onfirm Password I

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel | Apply

5. Click OK to complete the configuration and restart the services.

7.3 Upgrading from mobilEcho 4.5 on a Microsoft
Failover Cluster

Warning! Acronis Access failover clustering is not supported by versions older than 5.0.3. If you're using an
older version, you will have to upgrade to version 5.0.3 or newer before proceeding with any kind of cluster
configurations.

The guides listed below will help you upgrade your cluster from mobilEcho to Acronis Access.

In this section
Upgrading a mobilEcho server on a Windows 2008 (R2) Failover Cluster to Acronis Access 187
Upgrading a mobilEcho server on a Windows 2012 (R2) Failover Cluster to Acronis Access 198

7.3.1 Upgrading a mobilEcho server on a Windows 2008 (R2)
Failover Cluster to Acronis Access

Open the Failover Cluster Manager and double-click on your service group.
Delete the mobilEcho service resources.

Note: Do not bring the entire cluster group offline, just delete the mobilEcho service resources.

3. Launch the installer on the active node.



4. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel |

Press Next to begin.
Read and accept the license agreement.
Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

9. Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist,

Mote: Any files and folders in this path may be replaced during setup.

Acronis Access System directory

Browse... |
< Back | Mext = I Cancel |

10. Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.



11. Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostgreSQL Install Location:

Data Path:l 5:PSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-User password: I ========

Re-enter password: | ========
PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

12. A window displaying all the components which will be installed appears. Press OK to continue.

13. When the Acronis Access installer finishes, press Exit.Navigate to your shared disk, locate and
copy these 3 files: production.sqlite3, mobilEcho_manager.cfg and priority.txt (this one might
not exist) and paste them to the Acronis Access installation directory, replacing the existing files.

Note: These files you should replace are generally located at:

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db\production.sqlite3

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\mobilEcho_manager.cfg

C:\Program Files (x86)\Group Logic\mobilEcho Server\Management\priority.txt

Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access Service group

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access service group and select Add a resource.



2. Select Generic Service.

i Failover Cluster Manager

File Action ‘iew Help

¢ = | 2im| B
% Failover Cluster Manager

(=) Y shimano.gllabs . com
= = Services and applications

AASCluster Recent Cluster Events: Mone in the last 24 hours

.. Summary of AASCluster
_51 Modes Bring this service or application online

% Storage Take this service or application offline

ﬁ MNetworks Mowe this service or application ko ancther node »
4|

i

Auto Start: Yes

0]

Clusker Ev
Manage shares and storage
#Add a shared Folder
Shiows the critical avents For this application
Add storage Status | |
Add a resource 1 - Client Access Poink

) 2 - Generic Apphcation
Disable auko start 3 - Generic Script
Show Dependency Report 4 - Generic Service:

) Maore resources. .. »
Yiew Pt
Delete
Rename
Refresh &) Offine
Properties &) Offline
Help

|Th|s action creates a new resource in the service or application.

3. Select the proper service and press Next.

| Select Service

Select the service you want to uze from the kst

Hame | Description Iﬂ
Acroniz Access File Repository Server File Repository Server for Acronis Access

Jrer Acionis Access Gateway [boronizdocessGatewa . Mobile Gateway Server for Acionis Access
Application E xperience Proceszes appication compatibility cache raque, ..
Application |dentity Determines and verifies the identity of an applica...
Application Information Facilitates the nning of interactive apphcations...
Application Layer Gateway Sarvice Provides suppaodt fiar 3rd party protocod plug-inz f,..
Application Management Processes installation, removal, and enumeratio...
Background Intelligent Transfer Service Transfers files n the background using idle netw,.,
Basze Filtaring Engine The Baze Fitetng Engine [BFE] is a service that, ll

Mewt > I Cancel

4. On the confirmation window press Next.



5. Press Next on the Replicate Registry Settings window.
6. On the summary window press Finish.

Configuring dependencies

1. Double click on the Acronis Access Service group.

For PostgreSQL and Acronis Access File Repository services do the following:
1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.
3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Adwanced Policies | Regiztiy Replication I
General Dependencies Folicies
Specify the resources that must be brought online before thiz resource can
b browght online;
AND/OR
b |
% | Click here to add a dependency
Inset I Delete
Cluster Disk 1
Hiwy ndencies waork

[0k | _Cacd [ Awb |
4. Press Apply and close the window. |
For PostgreSQL also do the following:
1. Click on the Registry Replication tab.



2. Press Add and enter the following:
SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\(For older versions
of Acronis Access the service may be different. e.g. postgresql-x64-9.2)

Acronis Access PostgreSOL Properties E
| General

I Dependencies | Paolicies I
Advanced Policies Reqistry Replication

Programs or zervices may store data in the registy. Therefore, it is
important to have this data available on the node an which they are
unning. Specify the registiy keys below HEEY_LOCAL_MACHIME that
should be replicated to all nodes in the cluster.

| Bt Renist Kan [
Registry Key
=

St Boot registy key:

HKEY_LOCAL_MACHIMEY IEM\EurrentEontroISel\Services\.&croni&-’-‘«ccesspnstgresQL!

ak. I Cancel |

A

Add | Edit | Remowe |

0K | Cancel | Apply |

For the Acronis Access Gateway Server service do the following:

1. Right-click on the appropriate service and select Properties.

2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronisAccessGateway) [XT]<%T> Pro... E3

Adwanced Policies | Fegisy Replication

General Dependencies Policies

Specify the rezources that must be brought online before this rezource can
be browght online:

AND/OR | Resouce

Hame: &45Cluster

r

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | ol |  amw |

4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Acronis Access Tomcat Properties E

Advanced Paolicies I Reqiztry Replization I

General Dependencies Palicies

Specify the rezources that must be brought online before thiz resource can
be brought online:
| AND/OR | Rezource

Acroniz dooess Gateway [AoronizticcessG ateway) ...

3 AMD ;
# |Click here to add a dependency

Inzert Lelete

Acroniz dooess Gateway [doroniztiocessG ateway] [T 1<=T> AND
Acronis Access PostgreSEL

How resource dependencies waork

0k I Cancel Apply |

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access Service group and set it as a dependency for the network name.

Bringing the service group online and using the Configuration Utility
1. Right-click on the Acronis Access service group and press Bring this application or service group

online.
2. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility



3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

4. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Server Endpoint Service Account
Address [127.00.1 | | | & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I E:'\FileStorePath | onfirm Password I

Configuration Log

oK I Cancel | Apply

Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

1.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

Complete the installation.

Configure your Gateway Server's database to be on a location on a shared disk.

a. Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.
Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

Move the Acronis Access service group to the second node. To do so, right-click on the service
group and click on Move to the second node.

Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility



7. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

8. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




9. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Server Endpoint Service Account
Address [127.00.1 | | | & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I E:'\FileStorePath | onfirm Password I

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help | oK I Cancel | Apply

10. Click OK to complete the configuration and restart the services.

7.3.2  Upgrading a mobilEcho server on a Windows 2012 (R2)
Failover Cluster to Acronis Access

Open the Failover Cluster Manager and double-click on your service group.
Delete the mobilEcho service resources.

Note: Do not bring the entire cluster group offline, just delete the mobilEcho service resources.

3. Launch the installer on the active node.

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

Cancel

6. Press Next to begin.
7. Read and accept the license agreement.



10.

11.

12.
13.

Press Install.

Note: If you're deploying multiple Acronis Access servers, or you are installing a non-standard configuration,
you can select which components to install from the Custom Install button.

Either use the default path or select a new one for the Acronis Access main folder and press OK.

x|
Acronis Access

Please enter a fully-qualified path induding drive letter where the Acronis Access
system should be installed. This directory will be created if it does not exist.

Mote: Any files and folders in this path may be replaced during setup.

"Aaonis Access System directory

Browse... |
< Back | Mext = I Cancel |

Set a password for the user Postgres and write it down. This password will be needed for
database backup and recovery.

Choose a location on a shared disk for the Postgres Data folder and press Next.

Acronis Access

—PostareSQL Install Location:

Data Paﬂ'1:| SPSOL Browse... |

—PostareS0L Super-Jser Credentials:

PostgreSQL Super-Jser password: | ========

Re-enter password: | ========

PostgreSQL Port: | 5432
Open this port in the firewall for remote access: [

< Back | Mext = I Cancel |

A window displaying all the components which will be installed appears. Press OK to continue.

When the Acronis Access installer finishes, press Exit.Navigate to your shared disk, locate and
copy these 3 files: production.sqlite3, mobilEcho_manager.cfg and priority.txt (this one might
not exist) and paste them to the Acronis Access installation directory, replacing the existing files.

Note: These files you should replace are generally located at:

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\db\production.sqlite3

C:\Program Files (x86)\Group Logic\mobilEcho
Server\ManagementUI\mobilEcho_manager.cfg

C:\Program Files (x86)\Group Logic\mobilEcho Server\Management\priority.txt




Configurations on the Active node

1. Configure your Gateway Server's database to be on a location on a shared disk.
a. Navigateto C:\Program Files (x86)\GroupLogic\mobilEcho Server\
b. Find the database.yml file and open it with a text editor.

c. Findthisline: database_path: './database/' and replace ./database/ with the path
you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Adding all of the necessary services to the Acronis Access role

Complete the following procedure for each of the following services: AcronisAccessGateway,
AcronisAccessPostgreSQL (this may be different depending on the version of Acronis Access),
AcronisAccessRepository and AcronisAccessTomcat

1. Right-click on the Acronis Access role and select Add a resource.

2. Select Generic Service.

= Failover Cluster Manager
File Action View Help
e 2@ A
&4 Failover Cluster Manager
4 B Qiglilabs.com i — - —
—q’ Roles Search J .Qaenes v‘t— ':_\!‘\
b 8- Nodes Name Status Type Owner Node Proaty Information
> -y e < mE1 (30) Padtiahe Run.._[enedc Senice YANG Medium
p 53 Networks — % | Start Role
Cluster Events =
& | Stop Role
| 58
| @& | Add File Share
|
B | Move »
|—
(% | Change Startup Priority »
[ Show Critical Events
; % | Add Storage
"7‘? Add Resource » Chent Access Point
< | B e
B | More Actions » Generic Application =
v ;; mE1 ‘ K | Remove Seaic Scp Owmers. Any node
3 =1 Generic Service
‘ - 7Prrsipienries More Resources » A
Status: Partially Running
Priority: Medum
Owner Node: YANG E
Client Access Name: mE1
IP Addresses: 172273385 v
| Summary | Resources |

'Roles: mE1




3. Select the proper service and press Next.

i New Resource Wizard

Select the zervice pou wank ta use from the list

on

Eeree Mame | Description |i|
Acroniz Acceszs File Repositary Server File Repository Sarver for Acronis Access
Acroniz Access Gateway [boronisbccessGatewa...  Mobile Gatewayp Server for Acraniz Access

er fo

Application Esperience Processes applcation compatibility cache reque, .
Application 1derntity Determines and verifies the identity of an applica...
Application Information Facilitates the nnning of interactive apphcations...
Application Layer Gateway Service Provides suppodt for 3rd party protocol plug-ins ..
Application M anagement Processes installation, removal, and enumeratio. ..
Background Intelligent Transfer Service Tranzfers files in the background using idle netw...
Basea Filtering Enaine The Baze Filtering Engine [BFE] iz a servica that,,, ll

Mest > I Cancel

4. On the Confirmation window press Next.

5. Onthe summary window press Finish.

Setting an Access Point

1. Right-click on the Acronis Access role and select Add a resource.




2. Select Client Access Point.

| File Action View Help

| & =| 2w B
‘ B ::ilgef:l:ster Manager Roles (1)
4 53 Qiglilabs.com -
¥3 Roles search | Queies v|id vi{]
b ;odes Name Status Type Owner Node Proaty Information
& Nomgeks (& mE1 (22) Paciahe Rum._Genede Sacvice YANG Medum
b o % | Start Role
{1] Cluster Events 5
& | Stop Role
[z | Add File Share
B | Move 3
@ Change Startup Priority ’
@ Show Critical Events
& | Add Storage A
[ J I@ Add Resource ’ Chent Access Point
< : { >
B3 | More Actions » Generic Application
AR ",\ mE1 % | Remove Generic Script 5 . Aoy sod
N —t 1 Generic Service
|
5] | Properties More Resources » ~
Status: Partially Running
Priority: Medum
Owner Node: YANG =
Client Access Name: mE1
IP Addresses: 172273385 j
Summary | Resources |
i Roles: mE1l

3. Enter a name for this access point.
4. Select a network.

ﬁ Mew Resource Wizard E

.

]'-' Client Access Point

Enter Mebwork Marme and IP Address:

Canfirmaticn

Hame: JaasCiusted

One or more |IPvd addresses could not be configured automatically. For each network to be used, make sure
the network iz selected, and then wpe an addiess.

Configure Chent
Access Point

Surmmary

| Metworks | Addiess

I Mest > I Cancel

5. Enter the IP address and press Next.
6. On the Confirmation window press Next.
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7. Onthe summary window press Finish.

Adding a shared disk

1. Right-click on the Acronis Access role and select Add Storage.
2. Select the desired shared drive.

Add Storage E3

Select the dizk o1 disks that pou want to add.

Avvailable disks:

Mame [ Status _Caparity
[ s Clustet Disk 1 (%) Oniline

Configuring dependencies
1. Select the Acronis Access role and click on the Resources tab

For PostgreSQL and Acronis Access File Repository services do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.



3. Click on Resource and select the shared disk you have added.

Acronis Access File Repository Server Properties

Adwanced Policies | Regiztiy Replication
General Dependencies I Paolicies

Specify the resources that must be brought online before this resource can
b browght online;

ANDZOR
2
*

Inset I Delete ]

Cluster Disk 1

a1 i3 wark

[ ok | cawa | sy |

4. Press Apply and close the window.

For the Acronis Access Gateway Server service do the following:
1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the shared disk you have added and the Network Name (this is the
name of the Client access point).

Acronis Access Gateway (AcronishAccessGateway) [XT]<XT> Pro.. E

Adwanced Policies | Fegisy Replication I
General Dependericies ] Palicies
Specify the rezources that must be brought online before this rezource can
be browght online:
AND/OR | Resouce

Hame: &45Cluster

3 AND r 3
#* | Lk here to add a dependency

Ingert I Delete |

Mame: AASCluster AND Clustes Disk 1

[ ok | o | e |




4. Press Apply and close the window.

For the Acronis Access Tomcat service do the following:

1. Right-click on the appropriate service and select Properties.
2. Click on the Dependencies tab.

3. Click on Resource and select the PostgreSQL and Acronis Access Gateway Server services as
dependencies.Press Apply and close the window.

Note: If you want to run the Gateway and Access servers on different IP addresses add the second IP as a
resource to the Acronis Access role and set it as a dependency for the network name.

Acronis Access Tomcat Properties
Adwvanced Policies I Registiy Replication
General Diependencies | Faolicies

Specify the rezources that must be braught online befare thiz resource can
be brought online:

| AND/OR | Reszource
Arronis dccess Gateway [Boronizdccessiateway) ..

» AMD
#* |Click here to add a dependency

Inzert Delete

Acrohis dccess Gateway [Aoronistcoess@ateway] [HT]10<T: AMD
Acroniz dccess PostgreSOL

Hows resournce dependencies work

QK I Cancel Apply

Starting the role and using the Configuration Utility
1. Right-click on the Acronis Access role and press Start role.

2. Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at
C:\Program Files (x86)\GroupLogic\Configuration Utility



3. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

4. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




5. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

% Acronis Access Configuration Utility x|

'Gateway Server I Acress Server  File Repository |

Service Account

Server Endpoint
Address [127.0.0.1
Port 5787

j % Local System Account

™ This Account I
Rassward I

File Store Path | E:\FileStorePath

| onfitm Password I

Configuration Log

1h

%]
L=

d

L
L=

Help |

oK I Cancel | Apply

6. Click OK to complete the configuration and restart the services.

Installation and configuration on the second node

Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.
Install Acronis Access on the second node, but this time use the default Postgres Data location
and the same postgres user password as for the first node.

1.

Complete the installation.
Configure your Gateway Server's database to be on a location on a shared disk.

a.
b.
c.

Navigate to C:\Program Files (x86)\GroupLogic\mobilEcho Server\
Find the database.yml file and open it with a text editor.
Find this line: database_path: './database/' and replace ./database/ with the path

you want to use (e.g. database_path: 'S:/mobilEcho_cluster/database/").

Note: Use slashes(/) as a path separator.

Note: You can copy the configured database.yml from the first node and paste it to the second node.

Note: The path should match the path set on the first node.

For PostgreSQL you will need to manually replicate the registry:

Open Regedit.

Navigate to
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\AcronisAccessPostg

reSQL\
Open the key: ImagePath and change part of the value of the key to this: -D "The path you
selected for the PostgresSQL data location” (e.g. -D "E:/PostgresQL/data").



4. Open the key: DataDirectory and change the value to the path you have selected for the
PostgreSQL data folder location (e.g. E: /PostgreSQL/data).

& Registry Editor = |
File Edit View Favorites Help
|, PerfHost ~ ||| Name Type Data
b)) Perflet ab) (Default) REG_SZ (value not set)
b- 4y PerfOS ab|DependOnService REG_MULTI_SZ RPCSS
b -4 PerfProc ab] Deseription REG_SZ Provides relational database storage.
-4y pla ab] DisplayMame REG_SZ postgresql-x64-9.2 - PostgreSQL Server 9.2
b-di PlugPlay | ErrerControl REG_DWORD 000000001 (1)
b-di PolicyAgent b ImagePath REG_EXPANDSZ  C:/PostgreSQL/2.2/bin/pg_ctl.exe runservice -N “p..
T PortProxy ab] ObjectMame REG_SZ NT AUTHORITY\NetworkService
Fe :::3:““""6”'2 o4 Start REG_DWORD 0x00000002 (2)
>-}i PptgMiniport 24| Type REG_DWORD 000000010 (16)
b ) Printhotify
=~ |, Processor
s L Pt i - =
- |, Psched =l
b -y ql2300 Value name:
b -0 l4Dex [ImagePam |
- )y RasAcd
4 RasAgileVpn Value data:
b- )i Rashuto [pa_ctlexe nunsenvics -N “postgresql-c64-9.2' IR EETERE RN
b - Rasl2tp | oK | | Cancel |
- |, RasMan
- . RasPppoe
f; |, RasSstp i

<

Computer\HKEY_LOCAL MACHINE\SYSTEM\CurrentControlSet\Services\postgresql-x64-9.2

5. Close Regedit and continue with the steps below.

6. Move the Acronis Access role to the second node.

Using the Configuration Utility on the second node

1.

Launch the Configuration Utility. On an upgrade from mobilEcho, this is generally located at

C:\Program Files (x86)\GroupLogic\Configuration Utility



2. Configure the Acronis Access Gateway Server service to listen on the IP address(es) for the
Acronis Access Service group.

@ Acronis Access Configuration Utility

Gateway Server | Access Server | File Repository |

Server Endpoint Service Account
Address IThe Client Access IF address j ’75' Loral System Accaunt:
Part [z
Certificate [[Acronis Access [

™ Proxy requests for Access Server

[" | Reditect requests From port 20

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

[ 1

3. Configure the Acronis Access Server service to listen on the IP address(es) for the Acronis Access
Service group.

Cancel | Apply |

Note: If Redirect requests from port 80 is selected, Tomcat will listen for incoming traffic on the unsecure
port 80 and redirect it to the HTTPS port you have specified above. If you have another program listening
on port 80, do not check this box.

@ Acronis Access Configuration Utility

" Gateway Server Access Server | File Repository |

Server Endpoint Service Account
Address I The Client Access IP address j ’75& Local System Sooount
Port 3000

Certificate | Acronis Access [

[ Redirect requests from port 30

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help

Cancel Apply




4. Configure the Acronis Access File Repository to listen on localhost and change the Filestore path
to be on the shared disk. This path should be the same for both nodes.

@ Acronis Access Configuration Utility ﬂ

'Gateway Server I Access Server  File Repository |

Server Endpoint Service Account
Address [127.00.1 | | | & Local System Account

Port 5787 ™ This Account I
Rassward I
File Store Path I E:'\FileStorePath | onfirm Password I

Configuration Log

oading settings for Gateway Server

enerating a self-signed certificate

ettings for Gateway Server loaded successfully
oading settings for Access Server

ettings for Access Server loaded successfully
oading settings for File Repository

ettings for File Repository loaded successfully

Help oK I Cancel | Apply

5. Click OK to complete the configuration and restart the services.

7.4 Upgrading Acronis Access on a Microsoft Failover
Cluster

The following steps will help you upgrade your Acronis Access Server cluster to a newer version of
Acronis Access.

1. Goto the the active node.

2. Open the Cluster Administrator/Failover Cluster Manager.



3. Stop all of the Acronis Access services (including postgres-some-version). The shared disk must
be online.

AAS Cluster

Summary of AAS Cluster

Status: Offline

Alerts: <none:

Preferred Owners: =T, XTR
Current Owner: *TH

MHame | Status
Server Mame

& Mame: A4S Cluster {#) Online
Disk Drives
o Cluster Disk 1 (®) Orling

Other Rezources

[+ Acronis Access File Repository Server @ Offline
[ Acronis Access Gateway [AcronisbcoessGa.. @ Qitline
[ Acronis Access Tomeat (#) Offline
[+ Acronis Access PostareS0L (#) Offline

4. Disable any anti-virus software you have or it may interrupt the installation procedure resulting
in a failed installation.

5. Double-click on the installer executable.

Acronis Access

Welcome to the Acronis Access Advanced
Setup Utility

This utility will install, update or remove Acronis Access.

7.0.0x366

6. Press Next to begin.
7. Read and accept the license agreement.



8. Press Upgrade.

Acronis Access Setup Options

Acronis Access

—Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server and
associated companents,

Note: The Custom options should only be used for specialized configurations.

Uninstall... | Custom... | | Upgrade. .. I Cancel |

9. Review the components which will be installed and press Install.

Acronis Access Install Warning

Acronis Access

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services.

Acronis Access Server v, 6,1.0.249 —> v, 5,1,1,108

Acronis Access Gateway Server v. 6.1.0,165 —> v, 5.1.1.103
Acronis Access File Repository v, 6.1.0.249 —=> v, 6.1.1.108
Acronis Access Configuration Utility v, 6.1.0.249 —»> v. 6.1,1.108

< Back | {  Install Cancel |

10. Enter the password for your postgres super-user and press Next.
11. When the installation finishes, press Exit to close the installer.

Warning! Do not bring the cluster group online!

12. Move the cluster group to the second node.
13. Complete the same installation procedure on the second node.
14. Bring all of the Acronis Access services online.

7.5 Changing the Acronis Access Tomcat SSL Ciphers
Changing the ciphers:

This procedure is necessary only if you wish to use a custom set of SSL ciphers. You might want to do
so to support the web interface on Internet Explorer 8 or the Acronis Access Desktop client on
Windows XP but It is not recommended. Changing the ciphers might expose your server to
vulnerabilities and is generally unsecure.

1. Navigate to your Acronis Access Tomcat installation folder (e.g. C: \Program Files
(x86)\Acronis\Access\Common\apache-tomcat-7.0.55\conf).

2. Make a copy of your server.xml file before editing it.



Open the server.xml file.
Find this line: SSLCipherSuite=""

Replace the contents between the two quotation marks with the ciphers you wish to use.

Note: If you wish to support an unsecure version of Internet Explorer 8 or the Acronis Access Desktop client
on Windows XP, enter the following:

ALL:!aNULL:!ADH:!eNULL:!LOW: !EXP:RC4+RSA:+HIGH:+MEDIUM

e.g.:
SSLCipherSuite="ALL:!aNULL:!ADH:!eNULL:!LOW: !EXP:RC4+RSA:+HIGH:+MEDIUM"

Save the changes made to the server.xml file and restart the Acronis Access Tomcat service.



8 What's New
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8.1 What's New in Acronis Access Server

Note: Numbers such as "[DE1013, US552, #2717]" refer to Acronis' internal change tracking system.

Note: Numbers such as "[7.0.1x18]" indicate the specific build in which a change was introduced.

Acronis Access 7.0.3

ENHANCEMENTS:

The APl documentation for web clients has been updated, including support and documentation
for network files and folders.

The color scheme of the Acronis Access website can be configured to a variety of preset color
schemes. Alternatively, administrators can develop their own custom color scheme. The color
scheme can be configured by administrators through the Web Ul Customization (p. 65) page.

Custom logos can now be uploaded to modify the look of the web Ul. Three image sizes are used
for the various locations the logo appears. On upgrade, the existing custom logo (if any) will be
used for all the custom logo locations, but properly sized logos can be uploaded on the Web Ul
Customization (p. 65) page.

If a user's mobile access policy allows access from the web client, the default enrollment
invitation email will now include a link to the Acronis Access web site. For customers who have
customized their enrollment invitation email template, this additional text will need to be
manually added to the customized template if desired.

Users can now download the contents of the folder they are currently browsing with the
"Download folder" option.

Administrators of Acronis Access will no longer be prompted to explicitly specify the gateway
server's address on a new installation during the Initial configuration. The gateway address will
be automatically set to the same address as the Access server.

Minor changes were made to the default enrollment invitation email template to prepare for an
upcoming mobile client release. Users who have custom email templates will need to update
them manually, if desired.

Improved login performance and general web application performance by caching some settings
in memory.

Various improvements to increase performance and throughput when uploading and
downloading Sync & Share files.

Acronis Access now installs with Java 8u31.

BUG FIXES:

Fixed LDAP caching errors which could occur if 1dap_caching debug logging was enabled.

Fixed a problem with New Relic monitoring.



Fixed a problem where a user's desktop synced network folder might not be removed when the
server-side network folder was removed from their assigned data sources.

Fixed an issue where gateway file shares could not be browsed from the web portal if a
management server is required and the management server is listening on a non-standard port.

When a user upgrades from Acronis Access 6.x, if a user tries to reset their password before they
have successfully logged in against Access 7.x, they will no longer encounter an error.

Renaming a top-level 1-way sync folder on the desktop client will no longer produce a warning.
Fixed a timeout error that could occur when downloading large files via the mobile client.

KNOWN ISSUES:

If you have end-users running Internet Explorer 8, please consider upgrading to a more secure
browser. Administrators can change the SSL bindings to support Internet Explorer 8 users with
the following limitations (DE12649):

= Users running Internet Explorer 8 are automatically redirected to the Access 6 style web
client interface.

= |nternet Explorer 8 will be not supported by the redesigned Access 7 web interface.

= These users will not have access to file server, NAS and SharePoint data sources from the
web client interface.

= Server Administration from Internet Explorer 8 is not supported.

Acronis Access 7.0.2

ENHANCEMENTS:

Acronis Access Server and Desktop Clients for Mac and PC are now localized in Polish.

Acronis Access now allows syncing file server, NAS & SharePoint folders to a Mac or PC via the
Access Desktop Client. This feature can be enabled or disabled in the "Mobile Access" policy and
requires that Access Web Client access to these data sources is also enabled.

Enhancements to user/email address entry in the sharing dialog box in the Access Web Client.
Access Web Client now displays a multi-level breadcrumb trail.

SMB network shares are now selectable as File Repository destinations in the Access Server
Configuration Utility (DE13472).

The Access Server Configuration Utility will now default to a self-signed certificate if no suitable
certificates are available in Computer\Personal certificate store. (DE12983)

GOST encryption is supported in Russian localization of Access Server 7.0.2 (US9922).
Access to Network Home Folders is now included in the Web Client (US9733).

Network data sources with %username% wildcards in their path are now supported in the Web
Client (DE13206).

Web Client upload now allows uploading more than 10 files simultaneously. (DE12719)

Java 7 Update 71 is used in this release.

BUG FIXES:

Fixed an issue emailing Sync & Share file download links via the iOS mobile client (DE13177).



Links to landing pages and folders from notification emails and from the Desktop Client
Finder/Explorer contextual menus no longer sometimes require the user to log in.

Fixed an issue when upgrading from mobilEcho 4.5 where legacy data sources might not be
converted (DE13188).

KNOWN ISSUES:

Due to a bug in the included 3rd party Java installer, an issue may occur during installation on
non-English Windows Servers. Please refer to https://kb.acronis.com/content/54518 to address
this issue. (DE13473)

If you have end-users running Internet Explorer 8, please consider upgrading to a more secure
browser. Administrators can change the SSL bindings to support Internet Explorer 8 users with
the following limitations (DE12649):

= Users running Internet Explorer 8 are automatically redirected to the Access 6 style web
client interface.

= |nternet Explorer 8 will be not supported by the redesigned Access 7 web interface.

=  These users will not have access to file server, NAS and SharePoint data sources from the
web client interface.

= Server Administration from Internet Explorer 8 is not supported.

Acronis Access 7.0.1

ENHANCEMENTS:

Various improvements to the Web Client interface.

Acronis Access Server and Acronis Access Desktop Clients for Mac and PC are now localized in
Russian.

Apache Tomcat 7.0.57 is used in the release (DE11653).
Java 7 update 71 is used in the release.

The allowed minimum expiration time for shared file download links now defaults to 1 day or
more on new installations of Acronis Access Server. Previously the minumum link expiration
default was 30 days. (DE13079).

Browsing network data sources via the Web Client is improved for folders with large number of
items (DE13056).

Improved conflict resolution behavior.

BUG FIXES:

Fixed usage of “¥” symbol for logging in to Access Server Web Client (DE13031).
Upgrading to Acronis Access 7.0.1 from mobilEcho 4.5 is now supported. (DE12984).

Fixed shortcut to Acronis Access Tomcat service configuration tool in the Start menu after the
upgrade from Acronis Access 6.1 (DE12966).

Shared Folders now have Notifications in the right hand menu (DE12948).

If you have end-users running Internet Explorer 8, please consider upgrading to a more secure
browser. Administrators can change the SSL bindings to support Internet Explorer 8 users with
the following limitations (DE12649):



= Users running Internet Explorer 8 are automatically redirected to the Access 6 style web
client interface.

= |nternet Explorer 8 will be not supported by the redesigned Access 7 web interface.

=  These users will not have access to file server, NAS and SharePoint data sources from the
web client interface.

= Server Administration from Internet Explorer 8 is not supported.
Fixed occasional crashes in Access Desktop Client for Mac (DE12879).

KNOWN ISSUES:

When using single port Access Gateway Server configuration, there could be an issue with
handling paths longer than 256 characters. Please visit the following KB article to resolve the
issue (DE12405): http://support.microsoft.com/kb/820129

Acronis Access 7.0

ENHANCEMENTS

Redesigned and enhanced Access web client user interface.

Acronis Access is now named Acronis Access Advanced and is the upgrade path for existing users
of Acronis Access 6 or earlier. A new version tailored for small/medium businesses with simpler
requirements has been also introduced. This new version is named Acronis Access.

During new installations, the configuration wizard now attempts to detect and system
configuration options, such as SMTP server and Active Directory (LDAP) server.

During installation, Acronis Access and Acronis Access Advanced can now be configured to
operate using a single open port for client connections. In this configuration, all Access clients
(mobile app, desktop sync client, web client interface) use the same network address and port to
connect to the Access server.

Folders and files residing on file servers, NAS and SharePoint Servers can now be browsed and
accessed from within the Access web client interface. This capability can be enabled or disabled
on a user or group basis.

Updated graphic design of default email templates. Redesigned notification and invitation email
templates.

The Users administration page and Devices administration page are now unified into a single
admin console page.

Access now provides conflict resolution for Sync & Share files and folders. If users' file
modifications overlap and cause conflicts, the conflicting files will be renamed with the users
name and the current date, so that the conflicting file is obvious and can be handled as needed.
Previous to Access 7.0, these conflicting files would have been saved as new versions.

Sync & Share files can now be copied between Sync & Share folders using the web client
interface.

Sync & Share file download links can be now be generated and copied for use, without requiring
an email to be sent by the Access server. The file download links feature can be enabled or
disabled.

Usernames can now be assigned to 'Ad-hoc' external users. All Sync & Share users are generally
refered to by user names instead of just email addresses.



Access Client Version is now displayed in the Users and Devices section of Access Server
administration page. (US8696)

Java version 7 U71 is used in this release. (US9486)

Improved audit logging when files are downloaded from direct download link. (DE10961)
Sorting files by type is now allowed in the web client interface. (US6836)

Postgres can now be removed using the 'Add/Remove Programs' control panel. (US8270)

There is now a global setting to disable the ability to share files using direct download links.
(US8347)

The default threshold and interval for user notification as they approach their quota for Sync &
Share can now be configured. (US8605)

Apache Tomcat 7.0.56 is used in this release. (US9801)
OpenSSL version 1.0.1i is used in this release. (DE11653)

Added support for batch operations in the Devices table (remote wipe, cancel remote wipe, etc.).
(US8875)

BUG FIXES

Fixed a PostgreSQL installer failure that could occur if a local users group does not have enough
privileges.

Fixed issue with querying LDAP when debug logging is enabled that could occasionally result in
an error for some UTF-8 usernames.

Fixed usage of @display_name variable for Acronis Access enrollment emails.

KNOWN ISSUES

Internet Explorer 8 is not supported in the initial version of the Acronis Access 7.0 Web client. IE8
users will not be able to log into the Acronis Access Web client. Support for IE8 is anticipated to
return in a followup release, though in this followup release IE8 users will be presented with the
previous Access 6 web Ul and will not be able to use the new Access 7 features. If you have
end-users running Internet Explorer 8, please consider upgrading to a more secure browser or
waiting until support is added in the upcoming Access Server update. (DE12649)

Windows XP users will not be able to use the Acronis Desktop Sync Client or Web Client after an
Access Server is upgraded to 7.0 or later. This is due to an incompatibility of XP and IE8 with the
secure SSL bindings the Access Server now uses. Administrators can change the SSL bindings to
support XP users. Details here: Changing the Acronis Access Tomcat SSL Ciphers (p. 212). Please
note that changing these ciphers might expose your server to vulnerabilities and is generally
unsecure.

Windows Server 2003 is no longer supported. (US9572)

'Mobile Access' Network Home Folders configured for users on the Access Server are not
displayed in the Web client interface. This will be supported in a followup release. (US9733)

If user select several files for upload they will be uploaded one after the other, not
simultaneously. (DE12512)

SharePoint check-in / check-out is not yet supported in the web client interface. This will be
supported in a followup release. (US8282)

Upgrade from mobilEcho 4.5 is not supported in the initial version of the Acronis Access 7.0. Support
for upgrade form mobilEcho 4.5 is anticipated to return in a followup release. (DE12971)



Acronis Access 6.1.3

ENHANCEMENTS

The default SSL bindings of Acronis Access no longer support Internet Explorer 8 client
connections. To enable unsecure Internet Explorer 8 connections on a new installation, please
see this article: Changing the Acronis Access Tomcat SSL Ciphers (p. 212). (US8460)

New Relic agent updated to the version 3.9.0.229. Please note that New Relic will stop working
until it is upgraded to this release.

Performance Optimizations in Access Server for handling large numbers of self-provisioned
folders. (DE11452)

Enhanced Web Ul login to provide a link to knowledge base article in case Java Cryptography
Extensions are not installed properly. See https://kb.acronis.com/content/47618 for details.
(US9226)

Acronis Access Client for Mac has been updated to support Mac OS X 10.9.5. (US9249)
Installer includes Java Version 7 Update 51.
Apache Tomcat updated to 7.0.55. (US9392)

BUG FIXES

Fixed issue with querying LDAP if debug logging is enabled that could result in an error when
provisioning users. (DE11545)

On install or upgrade the installer will always install the Java Cryptography Extension files
regardless of the Java version. This is done to ensure that the correct JCE libraries are used even
if Java version > 7.0.51 is installed on the system. (DE11219)

Acronis Access 6.1.2

ENHANCEMENTS

Fixed a potential issue with uploading large files via Access web client interface.

"Require exact match" option has been added to "Domains for LDAP authentication". When
Access sharing invitation emails are sent to users whose email address domain matches the
domains listed in 'Domains for LDAP authentication' setting, they will be instructed to log in with
their internal LDAP (Active Directory) credentials. Users who do not match 'Domains for LDAP
authentication' will be invited to create an Acronis Access external user account. Users whose
email domain is a subdomain of an entry in 'Domains for LDAP Authentication' will receive
emails with internal user LDAP instructions, unless this 'Require exact match' checkbox is
checked. This checkbox is unchecked by default and for upgrades.

Adjusted the Application Policy administration page to reflect changes in the Acronis Access for
Android 3.2.3 application.

In addition to being denied access and redirected, an error message will now be displayed when
trying to access a Sync & Share folder you do not have access to via a URL.

The audit log now allows the owner of a shared folder to see when a member of the shared
folder sends download links to others.

Configuration utility updated to use OpenSSL 1.0.1h.
Tomcat version updated to 7.0.54.



Java 7 Update 51 is used in this release.

BUG FIXES

Fixed an issue with downloading Sync & Share files from an Amazon S3 repository.

Fixed an issue with distinguishing multiple ad-hoc Access Server administrators that do not have
associated email addresses.

Fixed an issue with populating the owner_name value in the exported logs.

Fixed an issue where some provisioned administrator groups were unable to log in after an
upgrade.

Fixed possible request timeout issue when enrolling a mobile client in a large Active Directory.

Fixed an automatic service startup issue when installed on a Windows Server that is not a
member of a domain.

Fixed a licensing message issue with running multiple Gateway servers on the same network
using the same serial number.

Fixed intermittent SSL errors in the mobile Acronis Access app when accessing Sync & Share
folders.

Fixed some Java detection issues in the installer.

Fixed the issue with the client reporting a python exception instead of an error indicting the
actual problem.

KNOWN ISSUES

When upgrading from Access Server 6.1 if "redirect for port 80 on Apache Tomcat" option was
set it will not be preserved. Please enable this option in the Configuration Utility manually after
the upgrade.

Acronis Access 6.1.1

ENHANCEMENTS

Improved authentication speed for users in large Active Directory catalogs logging into the
Acronis Access web interface.

Configuring user Sync & Share quotas via the Access APl is now done in units of gigabytes (GB).
Improved error-handling on Gateway Server interactions with Microsoft SharePoint.

Organizational Units and Domains are no longer displayed when creating Mobile Access group
policies since they are not supported.

BUG FIXES

Users with the reserved string “data” in their username are now able to complete mobile app
enrollment.

Fixed an issue where an Acronis Access Gateway Server could be listed multiple times in the
Access mobile app if the Gateway Server was configured to be visible and multiple data source
folders were also assigned.

Fixed enabling/disabling logging for an Access Server cluster group.



Addressed a dependency issue that could prevent the Access Gateway service from starting
automatically after a reboot on Windows Server 2008R2.

Acronis Access 6.1

ENHANCEMENTS

Web Services API for the Acronis Access Server administration. The APl documentation is
packaged within the Access server and is accessible by administrators. The link can be found in
the footer.

The Acronis Access audit log can now be configured to automatically export and purge old log
entries. Preferences for export and purge settings can be set on the Audit Log => Settings page.

New Acronis Access configuration summary tool to collect relevant server configuration details
for sending to Acronis support.

Improved login performance, through general performance improvements and by caching Active
Directory group membership information.

There is now an option for administrators to preview custom email templates before saving
them.

The Acronis Access server logo and color scheme can now be easily customized. Please consult
the documentation here on how to customize your server: Customizing the web interface (p.
118).

A new email template exists to customize the email that will be sent to newly invited
administrators who do not have sync and share access.

The Gateway Server logging tab can now be found under the “Edit” menu item instead of
“Details”.

When adding enrollment invitations, the search results will now show whether there are already
enrolled devices for that user.

Acronis Access will now email the original sender if emails sent on their behalf cannot be
delivered because the recipient's email was invalid.

Whitelists and blacklists can now be assigned to the default profile from the “Allowed Apps”
page.

Administrators can click a link on the LDAP settings page to force all cached LDAP information to
be refreshed.

Provisioned LDAP administrator groups can now be configured to allow sync and share access.
Cluster group members can now be added via the cluster group’s menu.

Support for Windows 8.1.

Installer support for installations where PostgreSQL is located on a different server.

Improved PostgreSQL installation process.

Improved uninstallation process.

Improved error reporting in web interface.

BUG FIXES

The active session count will be refreshed when the Gateway Servers page is reloaded.

Type-ahead search for selecting users to invite to shared files and folders is now supported on
Internet Explorer 8.



The Acronis Gateway Server service is now dependent on other key services so it should be
assured to start properly when the server starts up.

When a Cluster Group is disbanded, any policies that were using that Cluster Group as the
Gateway Server used to access “My Network Folders” (locations added by the user) will be
updated to instead use the last Gateway Server that was a member of the Cluster Group.

Fixed an issue with email address filtering for enrolled users.

Administrators should no longer get a fatal error page when changing the language setting after
receiving an error message.

Administrators should no longer encounter problems applying trial extensions after upgrading an
expired server.

LDAP sync and share users should now always be listed as LDAP once they have successfully
authenticated, even if their email domain does not match the domains for LDAP authentication.
Administrators can be added from LDAP even if the email domain is not included in domains
from LDAP authentication.

When administrators add new users or administrators, they will receive an immediate error
message if adding a user with an invalid email address.

Pending invitations will now be properly resolved to grant sync and share access to existing
administrative users.

Exports of the users table will now include the the “Licensed" field.
Sending a download link will now respect the blacklist and whitelist restrictions.
Searching for new LDAP users to enroll should be much faster.

New users who are in both a LDAP provisioned administrators group and a LDAP provisioned
sync and share group will get the combined permissions.

Mapping a home directory to an existing data source now works properly if the available data
source uses the %USERNAME% wildcard.

LDAP searches no longer display built-in groups which are not valid choices for group
memberships.

Slow home directory lookups will no longer cause mobile users to fail to enroll.

Fixed an issue which could cause authenticating and accessing assigned sources with certificates
on Windows 2003 R2 to fail.

Unlicensed adhoc users are now properly restricted from connecting with the client to the
server.

Information in the Gateway Servers table is now updated immediately, instead of when you open
the details tab for the server.

The cosmetic “from" address in emails sent by Acronis Access now appears as the actual sender’s
email address.

Old Acronis Access serial numbers are now removed when a new base serial number is applied.

The installer will no longer create multiple Gateway server entries in Programs and Features on
upgrade.

Fixed memory leak in Gateway server.

Acronis Access 6.0.2

BUG FIXES

Includes upgraded OpenSSL DLL to address HeartBleed vulnerability.



Acronis Access 6.0.1

ENHANCEMENTS

Added a new policy to specify which gateway or cluster group will be used to share users’ Active
Directory assigned home folders. Active Directory assigned home folders will now
automatically be shared by a gateway without the need to manually created a data source or
enable the “Allow User to Add Network Folders by UNC path or URL” policy setting.

A new setting, "LDAP information caching interval”, is now available on the LDAP Settings page to
allow administrators to specify how often the Acronis Access server will update its cached
information about LDAP users and groups.

A new setting, "Use user principal name (UPN) for authentication to Gateway Servers”, exists on
the Mobile Access Settings page. If enabled, users will authenticate to gateway servers with
their UPN regardless of what format of username they used to enroll. If disabled, users will be
authenticated with whatever format username they used to enroll.

Performance improvements have been made when determining LDAP group memberships,
which will improve the speed of enroliment and authentication. To improve performance, we
no longer by default include nested LDAP distribution groups when determining group
membership. If your configuration requires members of nested distribution groups to be
included, please enable the new setting, "Include nested distribution group membership” on the
LDAP settings page.

BUG FIXES

The Access Desktop Client on Windows will no longer crash if the client downloads or uploads a
huge number of files.

Gateway servers will now be automatically contacted after they are added on fresh installations,
so they can immediately be added to a cluster group or have self-provisioning enabled.

Sync & Share functionality and data sources will now continue to work during the grace period
after the license expires.

Audit log licensing warning messages are now properly localized in all cases.
Volumes will no longer become inaccessible if their parameters included the pipe (‘|’) symbol.

Sending links or invitations from the Acronis Access mobile application will no longer fail when
the device is configured for languages other than English, French, German or Japanese.

The installer will no longer create multiple Gateway server entries in Programs and Features on
upgrade for non-English installations.

Fixed a bug where the Acronis Access Tomcat service would periodically fail to startup correctly
and would need to be restarted in order to allow clients to connect.

Fixed a bug where clients that are configured to require credentials “once per session” could
prompt the user for a password when connecting to the management server after the server was
upgraded from 4.x.

Self-provisioned folders now can be added and removed successfully when the profile is
configured to use either a gateway server or a cluster group, regardless of whether or not the
server or cluster group is online.

Policy priority order will be respected, so users will receive the highest priority group policy to
which they are entitled.



Clients who do not have sync and share enabled will no longer be incorrectly reported as
“unmanaged” in the audit log.

Files with Japanese or other characters in their filenames should no longer have the filenames
changed when downloaded with Internet Explorer.

Administrators should no longer see unresolvable errors when subscription licenses expire.

The Access Desktop Client minimum version list now correctly includes 3.0 client versions, and
will be honored for both old and new desktop clients.

Home directories should no longer be inaccessible after upgrades from pre-5.0 versions of
mobilEcho.

Miscellaneous localization bug fixes.

Acronis Access 6.0.0

ENHANCEMENTS

The mobilEcho and activEcho products have been combined into a single new product called
Acronis Access Server. This changes the branding and product names in the mobile and desktop
clients as well as the web application. Acronis Access Server 6.0 can be installed as an upgrade
to mobilEcho and/or activEcho and existing licenses will continue to work. Customers are entitled
to exchange their existing mobilEcho and/or activEcho license(s) for a new Acronis Access license
that will enable the full functionality of the combined product. To request this upgrade, please
submit this web form.

Active Directory-based Administrator users are no longer required to have an email address
assigned. Administrator users can also be added without configuring the Acronis Access Server
for SMTP.

A new checkbox is provided on the Server Settings that allows Sync & Share functionality to be
turned on or off. By default when upgrading from mobilEcho to Acronis Access Server Sync &
Share (formerly known as activEcho) is disabled.

Active Directory distribution groups can now be invited to Sync & Share folders.
Inviting many users to Sync & Share folders is now significantly faster.

The Configuration Utility now includes more status / progress messages when it is setting up the
server.

The Configuration Utility will now generate an error if the repository is located on a remote
network volume but the Repository Service is configured to run under the Local System account.
The Repository Service needs to run under an account with permissions to the remote network
volume.

The Configuration Utility will now present an error if an SSL certificate is selected that does not
have an embedded private key.

Java has been upgraded to Version 7 Update 51.

The Server Settings "Server Name" is now used as the title of the web site that appears to end
users.

The LDAP Cache refresh interval has been changed from 60 to 15 minutes.

A new Advanced Setting for Gateway Servers has been added that, if enabled, users will
authenticate with their UPN (example: username@domain.com). Otherwise, users will
authenticate with their separate domain and usernames (example: domain\username). This is
sometimes needed when authenticating to some federated scenarios, i.e., SharePoint 365.



BUG FIXES

The Default Language setting in Server Settings has been renamed to be clear that it is the
default audit log language.

If a data source for an Active Directory home folder cannot be resolved, the Mobile Clients will
no longer see the home folder, instead of getting an error accessing the 'HOME_DIR_SERVER.

Miscellaneous bug fixes in the Acronis Access Desktop Client.

Miscellaneous localization improvements.

Acronis Access 5.1.0

ENHANCEMENTS

The Configuration Utility now provides the ability to control whether the Access Server should
bind to HTTP port 80 and redirect automatically to the configured HTTPS port. Previously this
was enabled by default, but now the administrator must enable it on clean installations.

When editing email templates a new option allows the administrator to view the default value
for the email subject.

Users with mobilEcho 5.1 or later on iOS can now create their data sources directly from the
application to access any file share or SharePoint location. Users enter UNC paths or SharePoint
URLs from the client. New policy settings have been introduced on the management server to
control whether clients are allowed to create these data sources, and which Gateway Servers are
used for these requests.

Multiple Gateway Servers can now share a common configuration via a Cluster Group. Changes
to the settings and policies assigned to the Cluster Group are automatically pushed to all
members of the Group. This will typically be used when multiple Gateway Servers are placed
behind a load balancer for high availability.

Gateway Servers now support authentication using Kerberos. This can be used to in scenarios
using Kerberos Constrained Delegation to authenticate mobilEcho iOS clients through a reverse
proxy using client certificates. It also can be used to authenticate mobile devices with client
certificates using Mobilelron AppTunnel. Note that when using this form of authentication,
mobile clients cannot access activEcho shares.

The required data sources are now automatically created when assigning home folders to a user
or group policy. Previously administrators needed to manually create a data source for the
server hosting the home directory.

The address of a legacy Gateway Server can now be modified

The policy exceptions for Android have been updated to reflect the functionality of the
mobilEcho Android 3.1 client

BUG FIXES

Exporting a large set of records from the audit log now completes significantly faster.

Error messages from some dialogs are now properly cleared when the error condition is
resolved.

Only one instance of the Configuration Utility can now be run at a time.



On Windows Server 2003, the uninstall process no longer reports that PostgreSQL was not
installed by the Acronis Access Server installer.

The Configuration Utility now generates an error if the Gateway Service is configured to bind to
all address on a port and the Access Server on a specific address with the same port.

By default on clean installs Tomcat is now configured to not listen for shutdown requests on port
8005. This prevents conflicts with other instances of Tomcat on a server. Because the Access
Server Tomcat instance runs as a service, shutdown requests over network ports are not needed.

Miscellaneous localization improvements.
Improved performance displaying the log for non-administrative users

Expired license notifications will no longer appear when activEcho is disabled via the Access
Server administrator

New users that receive an invite email now receive a message to set their initial password
instead of changing the password

The Upload New Files dialog no longer shows an extra field when using Internet Explorer 8 or 9

The Windows Desktop Client will no longer re-upload content in some situations when the user's
password expires and is re-entered

Miscellaneous fixes to the file sync logic in the Desktop Client

Removing a user or group policy with a custom home folder now properly removes the volume
on the Gateway Server.

Displaying Assigned Sources for a user now displays sources assigned to that user through their
group memberships.

Improved the ordering of the tabs in the Data Sources administration page.

Changing a Gateway Server administration address no longer dismisses the edit dialog when
clicking Apply.

mobilEcho clients enrolling for management using client certificates will no longer fail
periodically if the user was not already in the server's LDAP cache.

Adding white space to Gateway Server addresses no longer prevents the Gateway Server from
being properly managed.

Notes in the Device Information dialog are now saved properly.
When policies are disabled, they now appear grayed out in the policy list.

On upgrade from mobilEcho Server 4.5 the mobilEcho users are now imported properly even if
the wrong LDAP search base is entered in the configuration wizard.

License keys starting with YD1 are now displayed properly as trials with an expiration date on the
licensing page, instead of perpetual licenses.

Enrollment email invitations now have proper links for Android clients.

Editing SharePoint credentials for a Gateway Server is now disabled if the Gateway Server does
not have a license supporting SharePoint connectivity.

Acronis Access 5.0.3

ENHANCEMENTS

Acronis Access Server can now be installed on a Windows Failover Cluster, for Windows Server
2003 SP2, 2008/2008R2 and 2012/2012R2. Please see Installing Acronis Access on a cluster (p.
160) and Upgrading Acronis Access on a cluster (p. 187) for instructions on how to install or
upgrade in this configuration.



BUG FIXES

=  Email notifications are now sent properly after an upgrade when custom templates were used.

= When configuring data sources the %USERNAME% token can now be used as part of a folder
name, instead of the whole name.

= Newly created data sources are now checked to see if they are searchable immediately.
Previously they were only checked in 15 minute intervals.

= Search is now available on data sources that add search indexing after the Gateway Server has
started.

Acronis Access 5.0.2

ENHANCEMENTS

= Acronis Access Server has been certified on Windows Server 2012 R2.

= LDAP administrators can now be added even if SMTP is not configured.

= The Configuration Utility no longer creates duplicate firewall rules when applying changes.
= Authentication performance for large multi-domain LDAP trees is significantly improved.

= |mproved performance of the activEcho client when there are a large number of updates.

= The Folder list in Data Sources now shows the assigned Gateway Server using its Display Name
instead of its IP Address.

BUG FIXES

= |ocalization improvements.

= Choosing to uninstall from the installer application now works on Windows Server 2003.

= |nstaller will now enforce that a minimum of 1GB of free disk space is available before installing.
= Upgrades from activEcho 2.7 now work properly on non-English PostgreSQL installations.

= Clients can now access data sources with a colon in their name.

= Upgrades from mobilEcho 4.5 now properly handle migrating SharePoint data sources.

= After an upgrade, the Assigned Sources tab in Data Sources now properly displays resources
assigned to a user.

= Sorting the Active Users table by Policy or Idle Time no longer generates an error.

= Clients can now access Gateway Servers that are provisioned to be visible on clients and that
have different addresses for client connections.

= Fixed a bug where home folders could fail to open in the mobilEcho client if the Access Server
contained data sources with similar paths (for example "\\homes" and "\\homes2")

Acronis Access 5.0.1

BUG FIXES

®  Fixed an issue where the database migration from mobilEcho 4.5 to 5.0 would fail if there were
device password resets still pending which had been created in an earlier version of mobilEcho.
This caused an error to be displayed in the web browser when starting up the server similar to



the following:

ActiveRecord: :JDBCError: ERROR: value too long for type character
varying(255): INSERT INTO "password_resets" ....

Customers that have this condition can upgrade to this new version of the
server and the problem will be resolved automatically.

Fixed an issue that could cause some clients to go into restricted mode after the upgrade to
mobilEcho 5.0.

The management server data sources table now shows the Gateway Server's display name
instead of IP address.

Acronis Access 5.0.0

ENHANCEMENTS

Acronis Access Server is a new shared server platform used by both mobilEcho and activEcho.
Both products now use the same shared backend infrastructure. Functionality for each product is
determined and enabled based on licensing.

New integrated platform installer. Acronis Access server, mobilEcho and activEcho are included
in the installer. Installer run time installation options allow administrator to determine what
elements are deployed.

Acronis Access Server automatically installs Java JRE and the required Java Cryptographic Engine
policy files.

New Server Configuration Utility allows administrators to set base configuration options like
binding to specific IP addresses and ports, handling local machine firewall rules,installation of SSL
certificates.

Acronis Access Server is localized in English, German, Japanese and French.
New startup wizard simplifies initial configuration of the server

Redesigned, updated user and management web interfaces, including responsive design
withsupport for mobile devices.

New paging tables support display, sorting and filtering of much larger sets of data.The log
filtering has been improved, including filtering by typing partial user names, bymessage type, etc.

Redesigned, easier to use Projects view for end users.
activEcho Clients (Mac/Windows) have been localized in German, Japanese and French.

Support for HTML5S drag and drop file uploading directly to the web interface. One or many files
can be uploaded via Drag and Drop in a single operation.

Improved file upload handling, including progress indicators in the web interface and the ability
to cancel uploads.

Folders can be downloaded as a ZIP file from the Projects view in the Web Ul.

Individual files can be shared with other users. Those users will get a link to download the files,
which can be configured to expire.

Sharing invitation dialogs now support type-ahead against both local users and users in Active
Directory / LDAP.

The previous revisions feature for finding / downloading / restoring previous versions of files has
been redesigned and is more flexible. Previous revisions can be selected to be "made current".

activEcho desktop clients (Mac/Windows) now show progress indicators files being synchronized.

New "unsubscribe" button is available in folders shared to you.



Sorting criteria chosen by the end user is now saved when browsing project folders.

Event Notifications can now be configured globally as default settings for all shares. Users can
override the defaults for individual shares.

Notifications can now be configured to be sent when a file is downloaded / synced.

activEcho clients on Windows now perform validation of SSL certificates using the built-in
Windows certificate store. This improves compatibility with 3rd party certificate authorities.

Improved user interface responsiveness for re-assigning content when there are 1000s of users
in the system.

The Amazon S3 access key no longer displayed in plain text on the administration pages.

Improved page load times when there are many users and/or files, especially when quotas are in
use.

Improved support for email invitations using different formats of email addresses.
Wildcards can now be used in domains for sharing black and whitelists.

Administrators can now globally hide the checkbox "Allow collaborators to invite other
collaborators".

New Administration mode toggles between a user's individual project / log views and the
administration console.

mobilEcho client management has been fully integrated into a common web administration
interface. This can be used for managing mobile clients for activEcho, or if a mobilEcho license is
provided the single console can manage all mobilEcho and activEcho functions.

Users list can now be exported.

The mobilEcho Client Management Server is integrated with Acronis Access Server and built on
Apache Tomcat and PostgreSQL database for improved scalability and resilience.

The mobilEcho Administrator previously used to manage individual mobilEcho servers has been
removed; Access Gateway Servers (formerly mobilEcho File Access Servers) are now managed
directly within the Acronis Access Server web administration user interface.

mobilEcho Client Management Server configuration file has been removed; configuration
settings previously in the configuration file are automatically migrated and are now managed
through the Acronis Access Server web administration user interface.

Configuration of data sources (formerly assigned "Folders") to be shared to mobile devices has
been redesigned.

New "Assigned Sources" capability allows administrators to get a report of all of the assigned
resources that a particular Active Directory user or group will receive.

Audit logging can be enabled to report on mobile user activity across multiple Acronis Access
Gateway Servers.

Administrators can now be granted different permissions for administrative activity, including
managing users, data sources, mobile policies or viewing the audit log. This can be based on
individual users and/or membership in Active Directory groups.

Devices operations such as remote wipe or removing devices from the device list can now be
performed in batches.

A catch-all "default" policy can be configured which applies to all users that don't match
configured Active Directory user or group policies.

New policy options allow specification that content on the device within the "My Files" and
"File Inbox" folders expires and is removed after a certain amount of time.

When sending an enrollment invitation to an Active Directory group, users who are already
enrolled through another group can be filtered out.



= A warning is presented if a user is invited for enrollment but does not match any existing
user/group policy.

= The devices table now lists the user or group policy in use for each device.

= Cached Active Directory / LDAP information about users is now updated periodically in the
background.

= Content searching is now available against remote Windows file shares running Windows Search.
®= A policy cannot be be deleted if a device is being managed by it

®  mobilEcho enrollment invitation templates can be modified directly from within the web
administration console. Multiple languages for each template are supported.

= A new token is available in the enrollment invitation templates to include the Active Directory
user's Display Name.

= Devices list and device details screen now show whether devices are managed by Good Dynamics
or Mobilelron AppConnect.

= Support for authenticating to the web administration console using SSLv2 has been deprecated
by the transition to the Apache Tomcat web server.

= Support for trace logging and performance monitoring via New Relic.

BUG FIXES

=  |mproved support for exporting Unicode characters to TXT or CSV files.
®  Folders that cannot be shared no longer have the Invite... option.

= Users can now remove themselves from the share even if they do not have permission to invite
other users to the share.

= |f afile or folder cannot be downloaded to a Windows client because the name is too long,
unchecking the Sync to devices option in the web interface now resolves the error on the client
by removing the entire shared folder.

= activEcho clients properly handle error when uploading files and user is out of quota space.
= Users can now be deleted even if they are listed on the black list.
®  Files can be uploaded to the repository when encryption is disabled.

®=  Home directory configuration is now retrieved properly when LDAP is configured to use the
global catalog.

= |mproved handling of Active Directory lookups when trailing spaces are used.

= The "Enrolled at" date is now formatted properly when exporting to .CSV file.

= Improved support for displaying Unicode via the web administration user interface.
= SharePoint folders ending with a space can now be enumerated by clients.

= SharePoint libraries that have extra slashes now support file deletion and copy properly.



8.2 What's New in the Acronis Access app

Access Mobile Client 6.1.5

BUG FIXES:

®  Fixed an issue that could occur while manual starting syncs of multiple folders simultaneously.

Access Mobile Client 6.1.4

BUG FIXES:

= Fixed an issue that could occur while syncing a home directory folder.

=  Fixed an issue where documents with protected fields could encounter compatibility issues when
saved by SmartOffice.

Access Mobile Client 6.1.3

BUG FIXES:

= Fixed an issue with Asian fonts not displaying correctly in SmartOffice.
"  Fixed an issue with hyperlinks not working in SmartOffice when created by a script.
®  Fixed an issue that could occur while saving a presentation in SmartOffice.

= Fixed an issue that could result in loss of Mobilelron AppConnect configuration.

Access Mobile Client 6.1.2

BUG FIXES:

=  Fixed an issue that could cause the app to crash on iOS 8.

Access Mobile Client 6.1

ENHANCEMENTS

= Added support for iOS 7 managed app configuration.
= Updated Mobilelron AppConnect integration to version 1.7.
= Addressed an issue where iWork files might appear as zip files.

= Added new mobilecho:// link variables (action=edit & action=preview) that can be used to
automatically open the linked file.

= Miscellaneous fixes and improvements.

Access Mobile Client 6.0.1

BUG FIXES

®  Fixed crash that could occur when annotating PDF documents with the stamp tool.



Access Mobile Client 6.0

ENHANCEMENTS

= The mobilEcho mobile app is now named ‘Acronis Access’.

= Miscellaneous fixes and improvements.

mobilEcho 5.1

ENHANCEMENTS

®  |mplemented new iOS 7 style interface.

= Network shares and SharePoint locations can now be added from within the app, if allowed by
your mobilEcho profile.

= Support for Kerberos Constrained Delegation authentication to mobilEcho Servers.

= Miscellaneous fixes and improvements.

mobilEcho 5.0

ENHANCEMENTS

= QOptional policy-based expiration of on-device files in ‘My Files’ and ‘File Inbox’.
®  Font size options when previewing or editing text files.

= Multiple file attachments can now be included in one email.

= Support for sending invitations to activEcho shared files and folders.

= Miscellaneous fixes and improvements.

mobilEcho 4.5.2

ENHANCEMENTS

= Added support for using smart cards to unlock the mobilEcho app and to authenticate with
mobilEcho servers. This feature utilizes the Thursby PKard Reader app and the smart cards (CAC,
PIV, etc) and card readers the Thursby app supports.

= Miscellaneous fixes and improvements.

mobilEcho 4.5.1

=  mobilEcho now supports iOS 7, both when operating as a standalone app and when Mobilelron
AppConnect-enabled.

= Miscellaneous fixes and improvements.

mobilEcho 4.5

ENHANCEMENTS
= |n-app Office document editing (Supports: DOC, DOCX, XLS, XLSX, PPT, PPTX).



= |n-app text file editing.

= Added support for SharePoint 365.

= The encryption module used by mobilEcho is now FIPS 140-2 certified.

= Alternative grid view for browsing files, with thumbnail previews of on-device files.
= Multiple files can now be opened simultaneously.

= |f file synchronization is occurring when leaving the mobilEcho app, it will now continue in the
background until the file transfer completes or the process is stopped by iOS.

= The interval at which mobilEcho will perform file syncs while the app is open can now be set.

= Syncing can now be configured, from within the app, to automatically occur only when the
device has a WiFi connection.

"  |mprovements to sync progress and error indication.

=  mobilEcho links to SharePoint locations in site collections can now be opened, as long as the user
has access to a higher-level location on the SharePoint server where the site collection resides.

= Text search and table of contents are now available when viewing a PDF file while your IT
administrator has disabled PDF annotation.

= Support for user certificate authentication with mobilEcho servers.

= Miscellaneous fixes and improvements.

8.3 Previous Releases
8.3.1 activEcho

Acronis Access Server 6.0

The mobilEcho and activEcho products have been combined into a single new product called Acronis
Access Server. This changes the branding and product names in the mobile and desktop clients as
well as the web application. Acronis Access Server 6.0 can be installed as an upgrade to mobilEcho
and/or activEcho and existing licenses will continue to work. Customers are entitled to exchange
their existing mobilEcho and/or activEcho license(s) for a new Acronis Access license that will enable
the full functionality of the combined product. To request this upgrade, please submit this web form.
For the latest information, please visit the What' New in Acronis Access Server (p. 214) article.

activEcho 5.1.0

BUG FIXES

=  |mproved performance displaying the log for non-administrative users

= Expired license notifications will no longer appear when activEcho is disabled via the Access
Server administrator

= New users that receive an invite email now receive a message to set their initial password
instead of changing the password

= The Upload New Files dialog no longer shows an extra field when using Internet Explorer 8 or 9

= The Windows Desktop Client will no longer re-upload content in some situations when the user's
password expires and is re-entered

= Miscellaneous fixes to the file sync logic in the Desktop Client



activEcho 5.0.3

BUG FIXES

= Email notifications are now sent properly after an upgrade when custom templates were used.

activEcho 5.0.2

ENHANCEMENTS

= |mproved performance of the activEcho client when there are a large number of updates.

BUG FIXES

= Upgrades from activEcho 2.7 now work properly on non-English PostgreSQL installations.

activEcho 5.0.1

= No changes.

activEcho 5.0.0

ENHANCEMENTS

= Redesigned, easier to use Projects view for end users.
= activEcho Clients (Mac/Windows) have been localized in German, Japanese and French.

= Support for HTML5 drag and drop file uploading directly to the web interface. One or many files
can be uploaded via Drag and Drop in a single operation.

= |mproved file upload handling, including progress indicators in the web interface and the ability
to cancel uploads.

®  Folders can be downloaded as a ZIP file from the Projects view in the Web Ul.

= |ndividual files can be shared with other users. Those users will get a link to download the files,
which can be configured to expire.

= Sharing invitation dialogs now support type-ahead against both local users and users in Active
Directory / LDAP.

= The previous revisions feature for finding / downloading / restoring previous versions of files has
been redesigned and is more flexible. Previous revisions can be selected to be "made current".

=  activEcho desktop clients (Mac/Windows) now show progress indicators files being synchronized.
= New "unsubscribe" button is available in folders shared to you.
= Sorting criteria chosen by the end user is now saved when browsing project folders.

= Event Notifications can now be configured globally as default settings for all shares. Users can
override the defaults for individual shares.

= Notifications can now be configured to be sent when a file is downloaded / synced.

= activEcho clients on Windows now perform validation of SSL certificates using the built-in
Windows certificate store. This improves compatibility with 3rd party certificate authorities.



= |mproved user interface responsivness for re-assigning content when there are 1000s of users in
the system.

= The Amazon S3 access key no longer displayed in plain text on the administration pages.

= |mproved page load times when there are many users and/or files, especially when quotas are in
use.

=  |mproved support for email invitations using different formats of email addresses.
= Wildcards can now be used in domains for sharing black and whitelists.

= Administrators can now globally hide the checkbox "Allow collaborators to invite other
collaborators".

= New Administration mode toggles between a user's individual project / log views and the
administration console.

=  mobilEcho client management has been fully integrated into a common web administration
interface. This can be used for managing mobile clients for activEcho, or if a mobilEcho license is
provided the single console can manage all mobilEcho and activEcho functions.

®  Users list can now be exported.

BUG FIXES

= Folders that cannot be shared no longer have the Invite... option.

= Users can now remove themselves from the share even if they do not have permission to invite
other users to the share.

= |f afile or folder cannot be downloaded to a Windows client because the name is too long,
unchecking the Sync to devices option in the web interface now resolves the error on the client
by removing the entire shared folder.

= activEcho clients properly handle error when uploading files and user is out of quota space.
®  Users can now be deleted even if they are listed on the black list.

= Files can be uploaded to the repository when encryption is disabled.

activEcho 2.7.3 (Released: June 2013)
ENHANCEMENTS:
Switched to using the official AWS library file for Amazon S3 connections.

Files now can be successfully uploaded to any of the eight Amazon S3 bucket regions.

BUG FIXES:
Pending users can now be deleted without error.

Files which were not fully uploaded to the Amazon S3 file repository will now be removed from the
repository if the repository is accessible after the upload failure occurs.

Files can be uploaded and downloaded when the file repository is not using encryption.



activEcho 2.7.2 (Released: May 2013)

BUG FIXES:

Files which were not fully uploaded to the file repository will now be removed from the
repository if the repository is accessible after the upload failure occurs.

Fixed a rare case where the activEcho client would fail to sync due to the structure of a system file ID.

activEcho 2.7.1 (Released: April 2013)
ENHANCEMENTS:

The activEcho web server and system can now be monitored using the New Relic monitoring tools.
For more information about the new functionality and obtaining a license, refer to
http://newrelic.com/

Upgrading will now maintain intermediate certificate files configured for the activEcho Tomcat
installation's HTTPS connections.

Improved load speed of users page by caching content usage.

BUG FIXES:
Web users running on Internet Explorer 8 or Internet Explorer 9 in compatibility
mode will no longer receive an error that their browser is incompatible with activEcho.

Folders with names in the format YYYYMMDD will no longer fail to sync from the activEcho client to
the server.

activEcho 2.7.0 (Released: February 2013)
ENHANCEMENTS:

Mac and Windows sync clients will now be notified when they have updated content available for
download. These notifications will reduce load on the server and improve performance by avoiding
many unnecessary requests from clients to the server to check for updates when none are available.

Mac and Windows sync clients have been made more resilient to errors on single files and folders.
The client syncing process will no longer stop if a single locked file is updated. All other files which
can be successfully updated will be. The client syncing process will also no longer stop is a file
cannot be successfully downloaded. All other files which can be successfully downloaded will be.

Mac and Windows sync clients can now automatically download and install updates.
Download speed of large numbers of files to sync client has been improved.
Altering the preferences on the client will no longer cause a paused client to begin syncing.

Windows sync client now offers a "Show previous activEcho versions" context menu option.



The Projects tab in the web interface has been optimized for increased performance and smoother
user interaction.

The Projects tab now supports pagination, sorting, filtering.

The move dialog in the web interface now loads quickly, even when the user has a large hierarchy of
folders.

All client connections can be disabled for administrative purposes from the Server Settings page in
the web Ul.

All timestamps used for comparison or calculation will now be set to database time instead of server
time to ensure proper operation in a cluster scenario.

The web interface now provides support for non-US date-time formats.
Duplicate folder updates will no longer cause multiple revisions of the folder to be created.

The default PostgreSQL installation is now configured with more carefully tuned parameters to
improve performance.

User proxy AD objects can now successfully authenticate to activEcho.

Multiple domains can now be provided for LDAP configuration to be automatically pre-pended to
usernames for login.

Links in emails when sharing a folder to a new user will now direct the user into the new share on the
website. Note that if the default templates have been altered, the passkey paths in the notification
email template will need to be modified to look like this:

<%= @root_web_address %>
<%= passkey_path( @passkey, { :redirect_path =>

show_contents_node_path( @node.uuid, {:show_sync_lightbox => true} )}) %>

Files will no longer be marked deleted if they can't be found in the repository. They will need to
manually be removed.

Tomcat no longer needs to be restarted when S3 repository settings are changed.

All activEcho server logging is now written to a date-stamped activEcho.log file which is rotated daily.
This log file can be found inside the Tomcat logs folder.

A configuration flag has been added to allow the activEcho web server to support HTTP connections
instead of HTTPS. To allow HTTP connections, set REQUIRE_SSL to false in activEcho.cfg.

The Windows client MSI file is now available in the clients download directory.
ActivEcho's web application is now installed in the following location:

C:\Program Files (x86)\Group Logic\activEcho Server\activEcho Web Application
ActivEcho's Tomcat server is now installed in the following location:

C:\Program Files (x86)\Group Logic\Common\apache-tomcat-7.0.34



ActivEcho's Tomcat is now configured to redirect HTTP to HTTPS by default.
Customers not needing redirection refer to the online documentation:

https://docs.grouplogic.com/display/ActivEcho/activEcho+Server#activEchoServer-Redirectin
gHTTPrequeststoHTTPS

The list of shares has now been removed from the left panel of the projects web page to improve the
page performance.

Filtering options have been added to projects page sidebar.
Improved shutdown speed of the Mac and Windows sync clients.

Upgraded default Tomcat installation to version 7.0.34 and Tomcat Native (tcnative-1.dll) to version
1.1.24.

Upgraded default version of PostgreSQL to 9.2.1.

Validation of support for Windows 2012 Server.

Validation of support for Java 7 update 15.

Validation of support for Windows 8 for the Windows sync client.

Users on IE7 will now explicitly receive an error message that IE7 is not supported.

BUG FIXES:
Fixed a couple of rare instances where the sync client could receive a database

error and could no longer sync.

Under load, client will no longer occasionally corrupt files on download and upload the corrupted
versions.

Duplicate files will no longer appear in the web interface if you pause and resume the client in the
middle of uploading a file.

Fixed a Mac client bug where the client receives an error when a file is deleted off the server side
while the client is downloading the file.

The sync client will no longer fail to complete in rare cases where folders are aggressively renamed
with similar names.

The sync client will no longer attempt to delete files repeatedly if it cannot succeed.

Tomcat settings have been changed to ensure that syncing requests from the client will succeed even
when there are many top-level folders.

File and folders with names containing %, _, and ! will now be handled properly.

Multiple bug fixes to sync client context menu options to support a variety of file and folder names
which previously would fail.



LDAP authentication by email will now work properly for LDAP domains where authentication by
common name is not permitted.

Fixed various case-sensitivity bugs with LDAP authentication.
Adding trial server licenses will no longer occasionally fail.

Unsharing a folder with Unicode characters in the name using "Remove all" will no longer cause an
error.

A pending user can now be removed from a shared folder if you have the appropriate permissions,
even if you are not an administrator.

Users can no longer share deleted folders.
Improved error handling for SMTP errors.

Miscellaneous other bug fixes.

activEcho 2.6.1 (Released: October 2012)
BUG FIXES:

Reassigning content from deleted users now works when quotas are disabled.

activEcho 2.6.0 (Released: October 2012)

ENHANCEMENTS:

Log and Users tabs support pagination, sorting, filtering.

Log and Users tabs have been optimized for increased performance and smoother user interaction.
Log tab provides new start and end date display filters.

Quotas can be defined for individual Active Directory and Ad-hoc users, overriding group policies.
Quotas can now be defined specifically for administrative users.

Automatic purging of user accounts if no activity has occurred, or a specific absolute time has passed.
Support for configuring the length of time before expiration of shared links.

New share permissions allow owner to hide display of share members to non-owners, and prevent
non-owners from inviting others.

New behavior when unsharing projects, local data will be deleted from the client on next connection.

New administrative setting to hide the "Download the activEcho client" link to control which users
can download and install the activEcho sync client.

Users accounts can be disabled to temporarily prevent access and login to activEcho.

New administrative setting to control the minimum supported version number of the sync client.



Support provided for creating Tomcat server clusters running activEcho for load balancing and
resilience.

Improved diagnostic logging provided in the file repository service.

Desktop Sync clients on Mac and Windows now provide a menu option to display recently updated
files.

Clicking an entry in the list opens the folder containing the file.
Mac OS X sync client now supports Gatekeeper signing and notification center on OS X 10.8.

Recommend upgrading to the latest version of the client due to significant performance and stability
improvements in both Windows and Mac desktop clients.

The sync client on Mac and Windows now sets a custom icon for the activEcho sync folder.

The server installer allows setting the user account the file repository service runs under to store the
repository on network volumes.

Projects tab can now be filtered by items shared by a user, or shared with a user.

Change the default email template when inviting a user to a share to allow the user to select to start
syncing the content immediately. If you have customized the invite to share template in the past,
update the following items:

<%= show_contents_node_path( @node.uuid ) %>
to

<%= show_contents_node_path( @node.uuid, {:show_sync_lightbox => true} ) %>

Validation of support for Java 7 update 7.

BUG FIXES:

Various improvements to LDAP authentication, including case sensitivity issues with domain names
and support for multiple email domains.

The domain for LDAP authentication list can use either ; or, as a delimiter.

Various improvements on syncing files and folders where an item or the parent folder(s) have been
deleted.

Fixed files modification dates that were not set properly based on timezones under some
circumstances.

Period is a valid character in S3 bucket names when using Amazon S3 for the file repository.
Fixed high CPU usage on both Mac and Windows desktop clients.

Miscellaneous other bug fixes.



activEcho 2.5.1 (Released: July 2012)
ENHANCEMENTS:

Support for mobilEcho 4.0 for access to activEcho using mobile devices. mobilEcho 4.0 now allows
sharing of activEcho, file shares, and SharePoint servers simultaneously.

Additional license is required for accessing file shares and SharePoint with mobilEcho.
Uploading and downloading of files via mobile devices is faster.
Mobile devices can now copy files and folders within an activEcho share.

Support for Mac OS X 10.8 "Mountain Lion"

BUG FIXES:

Improved upgrade experience when automatically restarting Tomcat when there is a large amount of
user data to be migrated.

Server installer now correctly upgrades activEcho when files were originally installed in a custom
location.

Mobile devices can now navigate shares that have trailing spaces in their name.
Authentication of LDAP users only worked against the first entry in the Provisioned LDAP table.
Improved support for syncing files from Mac OS X with / in their filenames.

Improvements to the sync clients reduce the potential for a full re-sync being required.

Fixed issue when saving with some applications (Microsoft Publisher, TextEdit, etc.) on Windows and
Mac OS X could result in a file being treated as a new file and disassociated from its revision history.

Miscellaneous other bug fixes

activEcho 2.5.0 (Released: July 2012)

The activEcho 2.5 client is not compatible with the 2.1 server. Please upgrade your server to 2.5
first, and then upgrade the clients.

The activEcho 2.1 client is compatible with the 2.5 server but will not have all of the new features
available.

ENHANCEMENTS:

Support for quotas. Different quotas values can be set for Active Directory vs. ad-hoc users, as well
as based on Active Directory group membership. End users can manage their quota usage by using
the web to selectively purge old revisions and deleted files. See the user manual for more
information.

Support for read-only ("download only") shares. This setting can be enabled when inviting
members to a share, and from the Members page for the share.



Support for selective syncing. Via the web, users can pick which folders they want to have synced
to their desktop vs. only accessible via the web. This allows users to have access to shared content
but not necessarily have all content synced to their local desktop.

Administrators can now reassign ownership of content when deleting a user from activEcho, or can
choose to delete a user and later reassign the content using the Manage Deleted Users page.

When a user's permission to share is removed from a shared folder, the folder is now removed from
their client activEcho sync folder.

activEcho clients support pausing / resuming syncing.
Syncing files to Mac OS X clients is significantly faster.
The file repository can now be configured to store content on a UNC path to support network drives.

New Notification setting allows the administrator to be notified when the file repository free space
goes below a set threshold.

Default email templates can now be viewed in the management settings.

Web Projects page now provides a summary of the number of files and folders.

Web Users page provides the administrator a summary of individual user's content and quota usage.
Sync clients no longer time out if the initial sync contains more than 50,000 files.

Windows client installer is now available as a MSI package for use in automate deployment.

Deleting many files at once from the web browser is much faster.

Web now provides an "Invite" button for the folder the user is viewing.

Web log view now has a reset filters button.

Master encryption key has been migrated from the Tomcat directory into the activEcho database to
prevent accidental data loss if Tomcat is uninstalled without proper backups.

BUG FIXES:

Email template notification errors could occur after a user is deleted from activEcho if they were
sharing content.

LDAP settings are no longer validated if LDAP has been disabled in the management settings.
When a folder is unshared, the owner can now see past events in the web log for that folder.
The web log allows filtering of past events for users who are no longer part of the shared folder.

Improved the Windows desktop sync client upgrade experience to not occasionally request that
Explorer be restarted.

Email addresses containing the following characters are now valid when inviting or adding a user: !
S&*-=A" | ~#%'+/?_{}

Tomcat web.xml configuration file can no longer be retrieved via a web browser.

Miscellaneous bug fixing in desktop syncing.



activEcho 2.1.1 (Released: June 2012)
ENHANCEMENTS:

Email addresses for LDAP authenticated users now update when the primary email address changes
in LDAP.

Improved LDAP performance.

BUG FIXES:

Improved authentication against LDAP to avoid timeouts against large catalogs.

activEcho 2.1.0 (Released: May 2012)

ENHANCEMENTS:

Automatic purging of previous revisions and deleted files based on administrative rules.
Customizeable email templates.

Export log to TXT, CSV, or XML files.

Improved, administrator configurable trace logging for diagnostics.

Significantly improved performance when sharing and syncing a large number of files.
Ability to unsubscribe from shared folders as a user, or for the owner to unshare to all users.
Notifications are now available for folder changes in addition to files.

More than one email address can be provided for notifications.

Support for 64-bit Java installations.

Improved LDAP performance.

Miscellaneous usability enhancements.

BUG FIXES:
Various bug fixes related to authentication with Active Directory via email addresses.
The built-in Administrator account will now never use Active Directory for authentication.

Miscellaneous bug fixes in desktop syncing.

activEcho 2.0.2 (Released: March 2012)

BUG FIXES:



Improvements to desktop syncing when Microsoft Office files are edited directly in the activEcho
Folder.

Various bug fixes in desktop syncing.

Bug fixes in activEcho server installer to fix future upgrades.

activEcho 2.0.1 (Released: March 2012)

BUG FIXES:

Improvements to the server administration user experience.
Various bug fixes in desktop syncing.

Improvements to the client installer upgrade process.

activEcho 2.0.0 (Released: February 2012)

Initial release

8.3.2 mobilEcho

Acronis Access Server 6.0

The mobilEcho and activEcho products have been combined into a single new product called Acronis
Access Server. This changes the branding and product names in the mobile and desktop clients as
well as the web application. Acronis Access Server 6.0 can be installed as an upgrade to mobilEcho
and/or activEcho and existing licenses will continue to work. Customers are entitled to exchange
their existing mobilEcho and/or activEcho license(s) for a new Acronis Access license that will enable
the full functionality of the combined product. To request this upgrade, please submit this web form.
For the latest information, please visit the What' New in Acronis Access Server (p. 214) article.

mobilEcho 5.1.0

ENHANCEMENTS

= Users with mobilEcho 5.1 or later on iOS can now create their data sources directly from the
application to access any file share or SharePoint location. Users enter UNC paths or SharePoint
URLs from the client. New policy settings have been introduced on the management server to
control whether clients are allowed to create these data sources, and which Gateway Servers are
used for these requests.

= Multiple Gateway Servers can now share a common configuration via a Cluster Group. Changes
to the settings and policies assigned to the Cluster Group are automatically pushed to all
members of the Group. This will typically be used when multiple Gateway Servers are placed
behind a load balancer for high availability.

= Gateway Servers now support authentication using Kerberos. This can be used to in scenarios
using Kerberos Constrained Delegation to authenticate mobilEcho iOS clients through a reverse
proxy using client certificates. It also can be used to authenticate mobile devices with client



certificates using Mobilelron AppTunnel. Note that when using this form of authentication,
mobile clients cannot access activEcho shares.

=  The required data sources are now automatically created when assigning home folders to a user
or group policy. Previously administrators needed to manually create a data source for the
server hosting the home directory.

® The address of a legacy Gateway Server can now be modified

= The policy exceptions for Android have been updated to reflect the functionality of the
mobilEcho Android 3.1 client

BUG FIXES
= Removing a user or group policy with a custom home folder now properly removes the volume
on the Gateway Server.

= Displaying Assigned Sources for a user now displays sources assigned to that user through their
group memberships.

=  |mproved the ordering of the tabs in the Data Sources administration page.

=  Changing a Gateway Server administration address no longer dismisses the edit dialog when
clicking Apply.

= mobilEcho clients enrolling for management using client certificates will no longer fail
periodically if the user was not already in the server's LDAP cache.

= Adding white space to Gateway Server addresses no longer prevents the Gateway Server from
being properly managed.

=  Notes in the Device Information dialog are now saved properly.
= When policies are disabled, they now appear grayed out in the policy list.

= On upgrade from mobilEcho Server 4.5 the mobilEcho users are now imported properly even if
the wrong LDAP search base is entered in the configuration wizard.

= License keys starting with YD1 are now displayed properly as trials with an expiration date on the
licensing page, instead of perpetual licenses.

= Enrollment email invitations now have proper links for Android clients.

= Editing SharePoint credentials for a Gateway Server is now disabled if the Gateway Server does
not have a license supporting SharePoint connectivity.

mobilEcho 5.0.3

BUG FIXES
=  When configuring data sources the %USERNAME% token can now be used as part of a folder
name, instead of the whole name.

= Newly created data sources are now checked to see if they are searchable immediately.
Previously they were only checked in 15 minute intervals.

= Search is now available on data sources that add search indexing after the Gateway Server has
started.

mobilEcho 5.0.2

ENHANCEMENTS



= The Folder list in Data Sources now shows the assigned Gateway Server using its Display Name
instead of its IP Address.

BUG FIXES

=  Clients can now access data sources with a colon in their name.
= Upgrades from mobilEcho 4.5 now properly handle migrating SharePoint data sources.

= After an upgrade, the Assigned Sources tab in Data Sources now properly displays resources
assigned to a user.

= Sorting the Active Users table by Policy or Idle Time no longer generates an error.

= Clients can now access Gateway Servers that are provisioned to be visible on clients and that
have different addresses for client connections.

®  Fixed a bug where home folders could fail to open in the mobilEcho client if the Access Server
contained data sources with similar paths (for example "\\homes" and "\\homes2")

mobilEcho 5.0.1

BUG FIXES

"  Fixed an issue where the database migration from mobilEcho 4.5 to 5.0 would fail if there were
device password resets still pending which had been created in an earlier version of mobilEcho.
This caused an error to be displayed in the web browser when starting up the server similar to
the following:

ActiveRecord: :JDBCError: ERROR: value too long for type character
varying(255): INSERT INTO "password_resets" ....

Customers that have this condition can upgrade to this new version of the

server and the problem will be resolved automatically.

= Fixed an issue that could cause some clients to go into restricted mode after the upgrade to
mobilEcho 5.0.

= The management server data sources table now shows the Gateway Server's display name
instead of IP address.

mobilEcho 5.0

ENHANCEMENTS

®  The mobilEcho Client Management Server is integrated with Acronis Access Server and built on
Apache Tomcat and PostgreSQL database for improved scalability and resilience.

®  The mobilEcho Administrator previously used to manage individual mobilEcho servers has been
removed; Access Gateway Servers (formerly mobilEcho File Access Servers) are now managed
directly within the Acronis Access Server web administration user interface.

=  mobilEcho Client Management Server configuration file has been removed; configuration
settings previously in the configuration file are automatically migrated and are now managed
through the Acronis Access Server web administration user interface.

= Configuration of data sources (formerly assigned "Folders") to be shared to mobile devices has
been redesigned.



New "Assigned Sources" capability allows administrators to get a report of all of the assigned
resources that a particular Active Directory user or group will receive.

Audit logging can be enabled to report on mobile user activity across multiple Acronis Access
Gateway Servers.

Administrators can now be granted different permissions for administrative activity, including
managing users, data sources, mobile policies or viewing the audit log. This can be based on
individual users and/or membership in Active Directory groups.

Devices operations such as remote wipe or removing devices from the device list can now be
performed in batches.

A catch-all "default" policy can be configured which applies to all users that don't match
configured Active Directory user or group policies.

New policy options allow specification that content on the device within the "My Files" and
"File Inbox" folders expires and is removed after a certain amount of time.

When sending an enrollment invitation to an Active Directory group, users who are already
enrolled through another group can be filtered out.

A warning is presented if a user is invited for enrollment but does not match any existing
user/group policy.

The devices table now lists the user or group policy in use for each device.

Cached Active Directory / LDAP information about users is now updated periodically in the
background.

Content searching is now available against remote Windows file shares running Windows Search.
A policy cannot be be deleted if a device is being managed by it

mobilEcho enrollment invitation templates can be modified directly from within the web
administration console. Multiple languages for each template are supported.

A new token is available in the enrollment invitation templates to include the Active Directory
user's Display Name.

Devices list and device details screen now show whether devices are managed by Good Dynamics
or Mobilelron AppConnect.

Support for authenticating to the web administration console using SSLv2 has been deprecated
by the transition to the Apache Tomcat web server.

Support for trace logging and performance monitoring via New Relic.

BUG FIXES

Home directory configuration is now retrieved properly when LDAP is configured to use the
global catalog.

Improved handling of Active Directory lookups when trailing spaces are used.

The "Enrolled at" date is now formatted properly when exporting to .CSV file.
Improved support for displaying Unicode via the web administration user interface.
SharePoint folders ending with a space can now be enumerated by clients.

SharePoint libraries that have extra slashes now support file deletion and copy properly.

mobilEcho 4.5.2 (Released: October 2013)



ENHANCEMENTS:

Added support for smart card authentication, and added a setting to allow or disallow clients using
this new authentication method.

mobilEcho 4.5.1 (Released: September 2013)
ENHANCEMENTS:

The mobilEcho server now supports requiring that mobilEcho Android clients are managed by
Mobilelron AppConnect.

BUG FIXES:

Fixed an issue where clients could time out trying to connect to a server if mobilEcho was configured
to enumerate site collections.

Fixed an issue where the mobilEcho server selected when configuring a custom home directory path
could fail to save properly when saving a user or group profile.

mobilEcho 4.5 (Released: August 2013)
ENHANCEMENTS:
Added support for giving access to SharePoint Online for Office 365.
Added the ability to enumerate and browse into individual SharePoint site collections.
Added support for client certificate authentication to mobilEcho file servers.

Added profile options to enable or disable the client's ability to edit text and/or Office files, to
configure an auto-sync interval, and to automatically sync a user's home folder.

Increased the maximum volume name length to 127 UTF-8 characters to allow for longer volume
names when using Unicode characters.

Added separate columns to the exported .csv devices list for display name and common name to
make the usernames more clear.

BUG FIXES:

Fixed an issue where the exported .csv devices list would display the domain name incorrectly if the
domain name contained numerical characters.

Fixed an issue where the server would respond incorrectly to a client request to delete a folder that
was the root of an SMB share.

Fixed an issue where network path mapping could fail if two path mappings were created for two
similar paths (e.g. \\server\vol and \\server\vol2).



mobilEcho 4.3.2 (Released: April 2013)
BUG FIXES:

Fixed an issue where mobilEcho Administrator could fail to create an activEcho volume when the
product is licensed with a Retail serial number.

Fixed an issue where a mobilEcho client could fail to open its home directory if the home directory is
configured using the %USERNAME% wildcard and the server domain and the user's domain have a
trust relationship.

Fixed an issue where the server could incorrectly send an error message to Android clients when
those clients attempted to obtain their profile.

mobilEcho 4.3.1 (Released: April 2013)
ENHANCEMENTS:

The mobilEcho server now supports mobilEcho clients that identify themselves using a custom device
identifier, rather than Apple's device identifier.

BUG FIXES:

Fixed an issue where the Users and Groups pages of the mobilEcho Client Management web console
could load very slowly if there were a large number of configured profiles.

Fixed an issue where the enrollment link in client enrollment invitation emails could fail to open
properly on Android clients.

Fixed an issue where iOS clients could fail to connect to the server after upgrading from 4.0.1 server
or earlier to 4.3 server.

mobilEcho 4.3 (Released: March 2013)
ENHANCEMENTS:

The mobilEcho server now supports mobilEcho clients with optional support for Mobilelron
AppConnect activated. The server now allows administrators to require or restrict mobilEcho access
to iOS clients with AppConnect enabled. This setting is located in the "Settings" window of the
"mobilEcho Administrator" application, on the "Security" tab.

BUG FIXES:

Fixed an issue where clients upgrading from mobilEcho Server 4.0.x or earlier could incorrectly
receive a "specified account does not have a management profile" error when attempting to retrieve
their management profile.

Fixed an issue where the mobilEcho server's memory usage could increase if the "mobilEcho
Administrator" was left open for a long period of time.



Fixed an issue where the client would fail to show an error or would show an incorrect error message
if the user's AD account password had expired, or the account was locked out or disabled.

Fixed an issue where the server upgrade process could fail if mobilEcho had been installed to a
non-system drive.

Fixed an issue where a JavaScript error would occur each time a user or group profile was added via
the mobilEcho Client Management web console when using IE8.

mobilEcho 4.2 (Released: February 2013)
ENHANCEMENTS:

mobilEcho 4.2 servers now support mobilEcho 4.2 clients localized in German, French and Japanese.
The 4.2 server will ensure that these clients receive server error messages in their local language. In
addition, the mobilecho_manager_intl.cfg file contains settings to configure the client enrollment
invitation email subjects in these three languages.

The mobilEcho Client Management service will now automatically detect crashes in the client
management web application and stop the service so that administrators can properly detect these
errors. Additional error information will be written to the ManagementUI\log folder.

BUG FIXES:

Fixed a problem where the user could repeatedly be asked to enter proxy credentials when accessing
the mobilEcho server through an HTTPS reverse proxy server.

Fixed a problem where the mobilEcho Client Management Server web Ul could fail to restart because
the client management database schema was not updated properly on upgrade. This would occur if
the database was configured to be stored on a disk that was not available at upgrade time.

Sorting devices by "Last Contact" now sorts newest to oldest by default.

Fixed a problem where whitelists and blacklists could not be assigned when adding or editing a user
or group profile.

Fixed a problem where files that were already on the device could sync again unnecessarily if the
sync source was within an activEcho volume.

The password field on the login page of the client management web Ul now has auto-complete
disabled.

Removing a user or group profile now causes the name information for that user/group to be
removed from cache. This ensures that re-adding a profile for that user/group will always force the
management Ul to retrieve the latest name from Active Directory.

Fixed a problem where "set the default file action" and "cache recently accessed files on this device"
could be enabled in profiles after upgrading mobilEcho server.

Fixed a problem where the app password reset functionality in the management server Ul might not
work properly in Firefox.

Fixed a problem on the Invitations page of the client management server web Ul where users within
distribution subgroups could fail to be found in LDAP searches.



Fixed a problem where the server check for free disk space in a folder would incorrectly check the
free space at the root of the mobilEcho volume.

Fixed a problem where open file handles would not be closed for 24 hours if a client disconnected in
the middle of a file transfer. These handles will now be closed when the session times out, after 15
minutes.

Fixed a problem where the "Allow iTunes and iCloud to back up locally stored mobilEcho files" profile
setting would always revert to enabled after saving management profile.

mobilEcho 4.1 (Released: December 2012)
ENHANCEMENTS:

Added an alternative client management server authentication mechanism so that mobilEcho clients
that are configured to not save credentials for assigned servers and folders can authenticate to the
management server to retrieve their profile without requiring their Active Directory password be
stored on the device.

Modified the app password reset process. This was necessary to support the new custom on-device
encryption that is included in the mobilEcho 4.1 client app. If a managed client forgets their app
password, they now provide their administrator with a code generated by the app. The administrator
enters this code into the mobilEcho Client Management web console and receives a second code
that they give back to the client. This code allows the user to reset their app password and get into
the app.

Enhanced the way resources (servers and folders) are provisioned to clients. Provisioned resources
are no longer assigned directly to user/group profiles. Users or groups are now assigned directly to
individual assigned resources and each user receives the full collection of resources assigned to their
user account or a group they are a member of.

Added the ability to send up to three enrollment invitations to the same email address automatically
for users with multiple devices.

Added a column to the LDAP search table for Distinguished Name so that users with the same name
in different subdomains can be distinguished.

Added new management profile setting to allow or disallow users from opening and/or sending links
to files.

Added client Good Dynamics status in the management server Devices list. Devices enrolled with
Good Dynamics will no longer have the "Reset App Password" option available. The app password is
managed within the Good Control console in this scenario.

BUG FIXES:

Fixed a problem where hiding inaccessible files on reshares when one of the volumes was a
SharePoint volume could cause some of the volumes to fail to appear on the client.

Fixed a problem where the Client Management Administrator could fail to filter the devices or
invitations tables, or could take a very long time to complete the filter. Filtering is now done without
the need to perform additional LDAP requests.



Fixed a problem where attempting to read a file on an activEcho volume that no longer exists would
result in a corrupted file being read rather than an error being returned.

Fixed a problem where the presence of a misconfigured or unavailable activEcho volume could cause
clients to time out when attempting to retrieve the volume list.

Fixed a misleading message in the Client Management Administrator if a profile was configured to
have 'App password must contain complex characters' greater than the 'Minimum password length'.

Fixed a problem when the client management server was configured to use a non-default port (i.e.
not port 3000) and the server was upgraded. The first time the management server would run after
upgrade it would attempt to use port 3000 rather than the configured port.

Modified the message in the Client Management Administrator when removing a currently managed
client from the devices list to indicate that the client may automatically reenroll at a later time if
enrollment PINs are not being used.

Fixed a problem where the Client Management Administrator could display an error if a profile was
configured to use a home folder with an empty custom path.

Fixed a problem where 0-byte files would fail to download or sync with a "device not ready" error.

Content search is now automatically disabled on activEcho and SharePoint volumes since content
search is not available.

Fixed a problem where users with email address beginning with underscore (e.g.
" user@example.com") could fail to receive enrollment invitations.

Client Management Administrator now returns a better error message than "unknown result" if the
LDAP server requires SSL.

Fixed a problem where sessions could time out while downloading very large files.

Fixed a problem where configuring an assigned folder with an invalid path (e.g. "C:\foo\bar") could
cause the Users page to show the error "can't modify frozen string".

Fixed a problem where selecting the "Reindex all volumes" button in the mobilEcho Administrator
would generate an invalid error message.

Fixed a problem where filtering on a Unicode string in the Client Management Administrator could
generate an "incompatible character encodings" error.

SharePoint "Wiki Page Gallery" libraries are now removed from site enumerations because they are
not supported by mobilEcho.

Fixed a problem where new profile settings could become corrupted on upgrade.

Fixed a problem where a SharePoint document library volume would fail to work if the document
library name was URL encoded, e.g. "My%20Library".

mobilEcho 4.0.3 (Release: October 2012)
ENHANCEMENTS:

Added support for SharePoint custom document libraries.



BUG FIXES:

Fixed a problem accessing SharePoint sites and document libraries whose paths are multiple levels
below their parent site.

Fixed a problem accessing SharePoint sites that use Claims Based Authentication.

mobilEcho 4.0.2 (Released: September 2012)

ENHANCEMENTS:

Added support for Android clients.

Added settings to the mobilEcho Administrator for restricting access by iOS and/or Android clients.

Added support for sending enrollment instructions for iOS, Android and Good clients.

BUG FIXES:

Fixed a problem where exporting the devices list to a .csv file could result in a server error, or could
result in some fields displaying as "Not found in AD".

Fixed a problem where non-Good clients could enroll with a management server that was configured
to require clients be enrolled with Good Dynamics. Previously, clients could enroll, but would
receive an error when contacting the server to access data. Clients are now disallowed from
enrolling in the first place.

mobilEcho 4.0.1 (Released: August 2012)
ENHANCEMENTS:

Added profile settings for "Number of days to warn of pending lock" and "Number of days to warn of
pending wipe". These settings relate to existing settings that can wipe or lock the mobilEcho app if
the device does not contact the management server for a specified period of time.

Added pagination, filtering and sorting to the Users and Groups pages within the mobilEcho Client
Management server.

BUG FIXES:

Fixed a crash that could occur when attempting to authenticate with SharePoint volumes using
Kerberos authentication.

Fixed a problem where users could fail to authenticate with SharePoint volumes if their user principal
name (UPN) had a different domain than their Windows 2000 domain.



Fixed a problem where users could fail to authenticate with SharePoint volumes if their username
contained Unicode characters and authentication was performed using NTLM.

Fixed a problem where users could fail to authenticate with SharePoint volumes if the user was a
member of a subdomain and authentication was performed using NTLM.

SharePoint document libraries will now display all items, regardless of the settings of the library's
default view.

The "Last Contact Time" column on the Devices page of the mobilEcho Client Management server
now properly sorts by date.

Filters in the mobilEcho Client Management server now work properly with Unicode characters.
Filters in the mobilEcho Client Management server now "stick" after pagination settings are changed.

Disabled the "Indexed Search" and "Content Search" checkboxes when adding or editing reshare
volumes in the mobilEcho Administrator, since search is not supported on those volumes.

The mobilEcho Administrator now automatically fills in the existing path when editing a SharePoint,
activEcho or reshare volume path.

The mobilEcho server now returns a better error code if the user attempts to overwrite a file via Save
Back that is checked out to another user.

mobilEcho 4.0 (Released: July 2012)
ENHANCEMENTS:
Added support for accessing data in SharePoint 2007 and 2010 document libraries.

The mobilEcho server can now simultaneously support activEcho and other volume types. Previous
versions required switching into activEcho-only mode to access activEcho data.

Improved performance of the mobilEcho Client Management server by making LDAP queries "begins
with" rather than "contains" by default. Administrators may choose "contains" when searching to
obtain the previous behavior.

The mobilEcho Client Management server can now filter the invitations tables by username.
The mobilEcho Client Management server can now export the devices list to a .csv file.

The mobilEcho Client Management server now sorts and paginates the devices, users, groups and
invitations tables.

Added a profile setting to allow/disallow users from creating bookmarks.
Added a profile setting to disable My Files while still allowing sync folders.

Added a profile setting to automatically lock the mobilEcho app or wipe all mobilEcho data if the
device does not contact the management server for a specified period of time.

Added a profile setting to prevent users from setting an app password.
Files can now be copied within activEcho volumes by transferring data through the client.

Improved performance reading and writing to activEcho volumes.



BUG FIXES:

Fixed a problem where files and folders ending in a period or space could fail to be accessible on
activEcho volumes.

Fixed a problem where the Devices page could fail to load in mobilEcho Client Management server
after Japanese and Chinese users have enrolled.

mobilEcho 3.7 (Released: June 2012)
ENHANCEMENTS:

Improved performance of the mobilEcho Client Management server by caching user information to
minimize the number of LDAP queries.

BUG FIXES:

Active Directory distribution groups are no longer found when searching for groups on the group
profile page.

Fixed a problem when the path of a provisioned folder ends with a backslash.

mobilEcho 3.6.1 (Released: May 2012)
BUG FIXES:
Fixed a problem where files on an activEcho server could fail to preview, copy or sync.

Fixed a problem where users could fail to preview, copy or sync files in a home directory if the home
directory was set up with a network reshare path mapping in the mobilEcho Client Management
server.

Fixed a problem where users could fail to see their home directories if the client authenticated to the
management server with a user principal name (UPN) such as user@domain.com.

Fixed a problem where the "%USERNAME%" wildcard would fail to use the correct username if the
client authenticated to the management server with a user principal name (UPN) such as
user@domain.com.

mobilEcho 3.6 (Released: April 2012)
ENHANCEMENTS:
Improved performance of Active Directory lookups for users and groups.

Searches of Active Directory in the mobilEcho Client Management server now search on both
common names and display names.



Add profile settings for allowing/denying the ability of users to create sync folders, and to perform a
Quickoffice® "Save Back".

The mobilEcho Client Management server can now be configured to store database and profile
information in a different location than the application directory, allowing for the management
server service to be failed over to other cluster nodes.

The mobilEcho Administrator now displays the number of licenses currently being occupied, and will
only display a single session for each user/device if the user has reconnected to the mobilEcho server
multiple times.

The mobilEcho Administrator now automatically runs with elevated privileges.

The enrollment email subject can now be customized in the 'mobilEcho_management.cfg' file.

BUG FIXES:

mobilEcho no longer permits Active Directory "Distribution" groups to be used to create mobilEcho
Client Management group policies. Distribution groups are provided by Microsoft for email purposes
only. If you are using AD "Distribution" groups for any of your mobilEcho Client Management policies,
please use the "Active Directory Users and Computers" control panel to convert these groups to
"Security" groups.

Fixed a problem where a user that used different username formats to enroll with multiple devices
would occupy multiple licenses. For example, if one device was enrolled as "user@example.com"
and a second device was enrolled as "example\user", the licensing logic would treat those as two
separate user accounts for licensing purposes.

Fixed a problem where a user could fail to get the appropriate group profile if the user's Active
Directory primary group was not set to the default of "Domain Users".

Fixed a problem where a user could fail to get the appropriate group profile if the user's group was a
"universal" Active Directory group.

Fixed a problem where users with Unicode characters in their usernames would not have their
credentials saved after enrolling with mobilEcho Client Management.

Fixed a problem where the server could allow mobilEcho clients to overwrite files that were flagged
as read-only.

Fixed some mobilEcho Client Management display issues on Mac Safari.

Fixed a problem where Verizon iPad 3 devices were displayed as "AT&T" (and vice versa) in the
mobilEcho Client Management devices page.

Fixed a problem where the mobilEcho Administrator could crash when viewing the list of connected
users.

Fixed a problem where the invitation email would fail to show the username.

mobilEcho 3.5 (Released: February 2012)

ENHANCEMENTS:



Added support for 2-way sync folders. Client-side changes made in 2-way sync enabled folders will be
synced back to the server automatically. These 2-way sync folders can be provisioned through the
mobilEcho Client Management server.

Added support for reverse proxy authentication. Reverse proxy servers, such as Microsoft Forefront
Threat Management Gateway (TMG), can be configured to require authentication before granting
access to internal network resources. The mobilEcho client now supports both HTTP
username/password and SSL Client Certificate authentication methods. To use SSL Client Certificate
authentication, a certificate must be installed in the mobilEcho keychain. See this Knowledge Base
article for more information: http://support.grouplogic.com/?p=3830

Added additional options for configuring mobilEcho device enrollment requirements. mobilEcho can
now be optionally configured to accept enrollment requests from devices without the need for a
one-time PIN. In addition, when mobilEcho is configured to require such PINs, these PINs can be
viewed within the management interface.

Added support for client app whitelisting and blacklisting. A managed mobilEcho client can be
configured so that files can only be opened into a restricted whitelist or blacklist of third-party iOS

apps.

Improved browsing performance of network reshare volumes by disabling the filtering of inaccessible
file and folders by default on such volumes.

Added support for network reshare to SMB/CIFS volumes on NetApp storage.
Added the ability to configure mobilEcho provisioned folder paths that include a username wildcard.

Added the ability to configure mobilEcho home folders with custom paths. These paths may
include a username wildcard.

mobilEcho no longer requires that users have "list folder" permissions at the root of a share
containing their home folder.

Added a new registry setting to control whether or not hidden shares on a network reshare are
visible to mobilEcho clients. To enable this feature, set the following registry setting to 1:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\mobilEcho\Parameters4\Refreshable\P
ez\GetShowHiddenSMBShares

BUG FIXES:

Fixed a problem where the mobilEcho Client Management server would appear to allow access
without a proper username and password.

Fixed a problem where files would incorrectly require a sync after a change in daylight savings time.

Fixed a problem where renamed files would continue to be returned in search results when
searching under the old filename. This problem would only occur for volume that were configured
to use "indexed search" (not Windows Search).



Fixed a problem where mobilEcho could fail to install or run on systems missing a system DLL
(normaliz.dll).

Fixed a problem where the client could fail to copy a file to the server if the user account did not
have permission to calculate the amount of free space on the volume. The client would report an
error about there not being enough free space on the volume.

Removed extraneous logging from the mobilEcho LOG.TXT file.

Fixed a problem where folders could not be provisioned for servers whose display name contained
parentheses.

mobilEcho 3.1 (Released: November 2011)
ENHANCEMENTS:
Client management profiles can now be configured with the following new settings:
- The number of incorrect app password attempts that can be made before the local data
within the mobilEcho app is automatically wiped. This feature is disabled by default.
- Whether the user is required to confirm before syncing occurs (options are:
"Always", "Never", and "Only on 3G").
- Whether syncing is allowed any time, or only while on WiFi networks.

- Client timeout for unresponsive servers now accepts additional values of 90, 120 and 180
seconds.

The mobilEcho Client Management server can now be configured to communicate with Active
Directory via secure LDAP.

Profiles now default to allow files to be cached on the local device. If caching is disabled or if the
"Allow files to be stored on this device" setting is disabled, no files will be cached.

The text of enrollment invitation emails can be customized. Please visit the GroupLogic Knowledge
Base for more information: http://support.grouplogic.com/?p=3749

Added a setting to the management configuration file to control the name that enroliment invitation
emails appear from (e.g. "mobilEcho Invitation <mobilEcho_invitation@example.com>". Version
3.0 only allowed an address to be specified (e.g. "mobilEcho_invitation@example.com").

The VALID_LOGIN_NAMES field of the management configuration file now supports Active Directory
groups in addition to specific users that can administer the mobilEcho Client Management service.

Changing SMTP settings within the management configuration file no longer requires a restart of the
mobilEcho Client Management service.

Profiles for users and groups that no longer exist in Active Directory are now marked as such in the
mobilEcho Client Management service.

Added the ability to show inaccessible items only on reshare volumes. This can be useful in cases
where determining file and folder accessibility is causing performance problems. This behavior can
be adjusted by modifying the following registry setting and restarting the service:



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\mobilEcho\Parameters4\Refreshable\P
ez\HidelnaccessibleltemsOnReshares

BUG FIXES:

Fixed a problem where the mobilEcho Client Management server would not properly calculate an
Active Directory home directory path if the associated ‘Network reshare path mapping' included a
trailing backslash.

Fixed a problem where the mobilEcho Client Management server would not properly calculate an
Active Directory home directory path that only included a server and share name. (i.e.
\\servername\sharename)

Fixed a problem that could prevent network reshare volumes configured with paths to the root of a
server (i.e. \\servername) from appearing properly in the mobilEcho client.

mobilEcho clients now always log into provisioned servers using fully qualified domain accounts. In
previous versions of mobilEcho, the credentials entered at enrollment time would be used to
authenticate with file servers, even if these credentials did not include a domain name (e.g.
domain\user). This could cause problems if the provisioned server was on a different domain than
the management server and access to the server in the secondary domain relied on a domain trust
with the primary domain. This behavior can be reverted to the previous default by setting the
following registry value to 0 and restarting the service:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\mobilEcho\Parameters4\Refreshable\P
ez\DomainAndUsernameShouldBeSentToClient

Fixed a problem where the mobilEcho Client Management server did not properly sort "Last contact
date" properly on the Devices page.

Fixed a problem in the mobilEcho Administrator where the Help button would not adjust properly as
the Users window was resized.

mobilEcho 3.0 (Released: October 2011)
ENHANCEMENTS:

Centrally managed device enrollment. Client enrollment invitations are now generated and emailed
to the user from the mobilEcho Client Management Administrator. These invitations include a
one-time use PIN number required for client enrollment.

Remote wipe and remote reset of app passwords is now performed on a per-device basis.

Individual device status is now displayed in the mobilEcho Client Management Administrator. This
includes device user name, device name, device type, iOS version, mobilEcho version, mobilEcho
status, last contact time.

Users' Active Directory assigned network home folders can now be automatically displayed in the
mobilEcho client app.



Specific mobilEcho shared volumes or folders within shared volumes can now be assigned to user or
group profiles. These shared volumes or folders are then automatically displayed in the mobilEcho
client app.

Shared volumes or folders assigned to user or group profiles can be configured to automatically
one-way sync from server to mobilEcho client, making the contained files available for online or
offline use.

BUG FIXES:

Fixed a problem where the mobilEcho server would not properly report free space for
server-to-server copies.

Improved error messages and processing if a user attempts to copy or move files into the root of a
network reshare.

Fixed a problem where a user could be authenticated with AD by contacting mobilEcho via a web
browser. This could cause a user account to become locked.

Improved the speed of installation, particularly for upgrades.
Fixed a problem where files and folders ending a period or space could fail to copy properly.

Fixed a problem logging into the management Ul with a username containing numbers, e.g.
"e12345".

Updated OpenSSL library to latest version.  OpenSSL libraries are used for encryption.

mobilEcho 2.1.1 (Released: July 2011)
BUG FIXES:

Fixed a bug when listing the contents of folders which may have resulted in slow performance or
client timeouts if many of the folders were not accessible to the client.

mobilEcho 2.1.0 (Released: July 2011)
ENHANCEMENTS:

Added the ability to create mobilEcho shares that reshare data on a remote system. The mobilEcho
reshare feature is only available for customers with an enterprise license. Reshares can be a
particular share (e.g. "\\server\share") or an entire server ("\\server\").

The mobilEcho client can now perform copy and move operations on folders when connected to a
server running mobilEcho Server 2.1 or later, and the management Ul now has settings to allow or
disallows these operations.

The management Ul now has the ability to add a new group or user using settings from an existing
user or group.



Management profiles can now be disabled so that the corresponding user or group cannot receive
their profile.

Added the ability to prevent clients from connecting to servers with self-signed certificates.
Added a management setting to enable or disable copying text from a previewed document.

Added a management setting that tells the client to store files so that they are not backed up by
iTunes.

mobilEcho 2.0.0 (Released: May 2011)
ENHANCEMENTS:

Added the ability to manage mobilEcho clients using server-defined profiles using mobilEcho Client
Management.

Added the ability to reset mobilEcho app passwords from the server.
Added the ability to force a remote wipe for a particular mobilEcho user.

mobilEcho will now use an internal filename index for satisfying search requests if Windows Search is
not installed or available.

The mobilEcho administrator now allows for volumes to be seamlessly replicated from SMB and/or
ExtremeZ-IP shares.

mobilEcho 1.0.0 (Released: January 2011)

Initial release.
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