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Getting started with Cyber Protection

Activating the account

When an administrator creates an account for you, an email message is sent to your email address.
The message contains the following information:

* Your login. This is the user name that you use to log in. Your login is also shown on the account
activation page.

» Activate account button. Click the button and set the password for your account. Ensure that
your password is at least nine characters long. For more information about the password, refer to
"Password requirements"” (p. 19).

If your administrator has enabled two-factor authentication, you will be prompted to set it up for
your account. For more information about it, refer to "Two-factor authentication" (p. 19).

Password requirements

The password for a user account must be at least 9 characters long. Passwords are also checked for
complexity, and fall into one of the following categories:

* Weak
¢ Medium

e Strong

You cannot save a weak password, even though it might contain 9 characters or more. Passwords
that repeat the user name, the login, the user email, or the name of the tenant to which a user
account belongs are always considered weak. Most common passwords are also considered weak.

To strengthen a password, add more characters to it. Using different types of characters, such as
digits, uppercase and lowercase letters, and special characters, is not mandatory but it results in
stronger passwords that are also shorter.

Two-factor authentication

Two-factor authentication (2FA) provides extra protection from unauthorized access to your
account. When 2FA is set up, you are required to enter your password (the first factor) and a one-
time code (the second factor) to log in to the Cyber Protect console. The one-time code is generated
by a special application that must be installed on your mobile phone or another device that belongs
to you. Even if someone discovers your login and password, they will not be able to log in to your
account without having access to your second-factor device.

To set up two-factor authentication for your account

You must set up 2FA for your account if the administrator has enabled it for your organization. If the
administrator enables 2FA while you are logged in to the Cyber Protect console, you will have to set
it up when your current session expires.



Prerequisites

» Two-factor authentication is enabled for your organization by an administrator.

To set up two-factor authentication for your account

1.

Install an authenticator app on your mobile device.
Examples of authenticator apps:

» Twilio Authy

» Microsoft Authenticator

» Google Authenticator

Scan the QR code using your authenticator app, and then enter the 6-digit code displayed on the
authenticator app in the Set up two-factor authentication window.

Click Next.

The instructions on how to restore your access to your account if you lose your 2FA device or
uninstall the authenticator app are displayed.

Save or print the PDF file.

Note
Ensure that you save the PDF file in a safe place or print it for further reference. This is the best
way to restore your access.

Return to the Cyber Protect console login page and enter the generated code.

A one-time code is valid for 30 seconds. If you wait longer than 30 seconds, use the next
generated code.

Next time you log in, you can select the Trust this browser... check box. In this case, the code will

not be required for subsequent logins by using this browser on this machine.

Note
We recommend that you leave this check box clear. Otherwise, you will lose the access to 2FA for

your account.

To restore two-factor authentication on a new device (2FA)

If you have access to the previously set-up mobile authentication app

1.
2.

Install an authenticator app on your new device.

Use the PDF file that you saved when you configured 2FA on your device. This file contains the
32-digit code that you must enter in the authenticator app to link the authenticator app to your
Acronis account again.

Important
If the code is not working, ensure that the time in the authenticator mobile app is synced with
your device.

If you did not save the PDF file during the setup:



a. Click Reset 2FA, and then enter the one-time password shown in the mobile authenticator app.

b. Follow the on-screen instructions.
If you do not have access to the previously set-up mobile authenticator app

1. Take a new mobile device.

2. Use the stored PDF file to link a new device (default name of the file is cyberprotect-2fa-
backupcode. pdf).

3. Restore access to your account from backup. Ensure that backups are supported by your mobile
app.
4. Open the app under the same account from another mobile device if it is supported by the app.

Privacy settings

Privacy settings help you indicate whether or not you give consent for the collection, use and
disclosure of your personal information.

Depending on the country in which you are using Cyber Protect Cloud and the Cyber Protect Cloud
data center that provides services to you, on the initial launch of Cyber Protect Cloud you may be
asked to confirm whether you agree to use Google Analytics in Cyber Protect Cloud.

Google Analytics helps us better understand user behavior and improve user experience in Cyber
Protect Cloud by collecting pseudonymized data.

If you enabled or refused to enable Google Analytics on the initial launch of Cyber Protect Cloud,
you can change your decision at any time later.

To enable or disable Google Analytics

1. In the Cyber Protect console, click Manage account.

2. Click the accounticon in the upper-right corner.

3. Select My privacy settings. The My privacy settings window is displayed.

4. Inthe Google Analytics data collection section, click one of the following buttons:
» On to enable Google Analytics

» Off to disable Google Analytics

In the How to delete cookies section, you can control and manage cookies directly in your
browser.

Note
If you do not see Google Analytics section, it means that Google Analytics is not used in your
country.

In the In-product onboarding and interactive help section, shown initially during trial period, you
can stop or keep receiving the information about the improvements and new features in the
program in the future. This feature is enabled by default, but you can disable it by switching the
toggle to Off.



Accessing the Cyber Protection service

After you activate your account, you can access the Cyber Protection service by logging in to the
Cyber Protect console or via the management portal.

To log in to the Cyber Protect console

1. Go to the Cyber Protection service login page.

2. Type your login, and then click Next.

3. Type your password, and then click Next.

4. [If you use more than one Cyber Protect Cloud service] Click Cyber Protection.

Users who only have access the Cyber Protection service, log in directly to the Cyber Protect
console.

If Cyber Protection is not the only service you have access to, you can switch between the

00
services by using the D@0 icon in the upper-right corner. Administrators can also use this icon

for switching to the management portal.

The timeout period for the Cyber Protect console is 24 hours for active sessions and 1 hour for idle
sessions.

You can change the language of the web interface by clicking the account icon in the upper-right
corner.

To access the Cyber Protect console via the management portal

1. In the management portal, go to Monitoring > Usage.
2. Under Cyber Protect, select Protection, and then click Manage service.

Alternatively, under Clients, select a customer, and then click Manage service.

As a result, you are redirected to the Cyber Protect console.

Important

If the customer is in Self-service management mode, you cannot manage services for him. Only the
customer administrators can change the customer mode to Managed by service provider, and
then manage the services.

To reset your password

Go to the Cyber Protection service login page.

Type your login, and then click Next.

Click Forgot password?

Confirm that you want further instructions by clicking Send.

Follow the instructions in the email that you have received.

o v s w N~

Set up your new password.



Software requirements

Supported web browsers
The Cyber Protect console uses the TLS 1.2 protocol and supports the following web browsers:

e Google Chrome 29 or later
* Mozilla Firefox 23 or later

e Opera 16 or later

» Microsoft Edge 25 or later

« Safari 8 or later running in the macOS and iOS operating systems

In other web browsers (including Safari browsers running in other operating systems), the user
interface might be displayed incorrectly or some functions may be unavailable.

Supported operating systems and environments

Agent for Windows

This agent includes a component for Antivirus & Antimalware protection and URL Filtering. See
"Supported protection features by operating system" (p. 44) for details about supported
functionality by operating system.

* Windows XP Professional SP1 (x64), SP2 (x64), SP3 (x86)
» Windows Server 2003 SP1/2003 R2 and later - Standard and Enterprise editions (x86, x64)
» Windows Small Business Server 2003/2003 R2

* Windows Server 2008, Windows Server 2008 SP2* - Standard, Enterprise, Datacenter,
Foundation, and Web editions (x86, x64)

* Windows Small Business Server 2008, Windows Small Business Server 2008 SP2*

* Windows 7 - all editions

Note

To use Cyber Protection with Windows 7, you must install the following updates from Microsoft
before installing the protection agent:

° Windows 7 Extended Security Updates (ESU)

°o KB4474419

o KB4490628

For more information on the required updates, refer to this knowledge base article.

e Windows Server 2008 R2* - Standard, Enterprise, Datacenter, Foundation, and Web editions
» Windows Home Server 2011*
* Windows MultiPoint Server 2010*/2011*/2012

* Windows Small Business Server 2011* - all editions


https://docs.microsoft.com/en-us/troubleshoot/windows-client/windows-7-eos-faq/windows-7-extended-security-updates-faq
https://support.microsoft.com/en-us/topic/sha-2-code-signing-support-update-for-windows-server-2008-r2-windows-7-and-windows-server-2008-september-23-2019-84a8aad5-d8d9-2d5c-6d78-34f9aa5f8339
https://support.microsoft.com/en-us/topic/servicing-stack-update-for-windows-7-sp1-and-windows-server-2008-r2-sp1-march-12-2019-b4dc0cff-d4f2-a408-0cb1-cb8e918feeba
https://kb.acronis.com/content/69302

« Windows 8/8.1 - all editions (x86, x64), except for the Windows RT editions

» Windows Server 2012/2012 R2 - all editions

» Windows Storage Server 2003/2008/2008 R2/2012/2012 R2/2016

* Windows 10 - Home, Pro, Education, Enterprise, 10T Enterprise and LTSC (formerly LTSB) editions
» Windows Server 2016 - all installation options, except for Nano Server

» Windows Server 2019 - all installation options, except for Nano Server

* Windows 11 - all editions

» Windows Server 2022 - all installation options, except for Nano Server

Note
* To use Cyber Protection with this version of Windows, you must install the SHA2 code signing
support update from Microsoft (KB4474419) before installing the protection agent.

For information on issues related to the SHA2 code signing support update, refer to this knowledge
base article.

Agent for SQL, Agent for Active Directory, Agent for Exchange (for database
backup and application-aware backup)

Each of these agents can be installed on a machine running any operating system listed above and a
supported version of the respective application.

Agent for Data Loss Prevention
Device control

e Microsoft Windows 7 Service Pack 1 and later
» Microsoft Windows Server 2008 R2 and later
* mac0S 10.15 (Catalina)

* macOS 11.2.3 (Big Sur)

* macOS 12 (Monterey)

¢ macOS 13 (Ventura)

Note
Agent for Data Loss Prevention for macOS supports only x64 processors. Apple silicon ARM-based
processors are not supported.

Data loss prevention

e Microsoft Windows 7 Service Pack 1 and later
* Microsoft Windows Server 2008 R2 and later


https://support.microsoft.com/en-us/topic/sha-2-code-signing-support-update-for-windows-server-2008-r2-windows-7-and-windows-server-2008-september-23-2019-84a8aad5-d8d9-2d5c-6d78-34f9aa5f8339
https://kb.acronis.com/content/69860
https://kb.acronis.com/content/69860

Note

Agent for Data Loss Prevention might be installed on unsupported macOS systems because it is an
integral part of Agent for Mac. In this case, the Cyber Protect console will indicate that Agent for
Data Loss Prevention is installed on the computer, but the device control and data loss prevention
functionality will not work. Device control functionality will only work on macOS systems that are
supported by Agent for Data Loss Prevention.

Agent for Advanced Data Loss Prevention

¢ Microsoft Windows 7 Service Pack 1 and later
e Microsoft Windows Server 2008 R2 and later

Agent for File Sync & Share

For the list of supported operating systems, refer to the Cyber Files Cloud user guide.

Agent for Exchange (for mailbox backup)

e Windows Server 2008 - Standard, Enterprise, Datacenter, Foundation, and Web editions (x86,
x64)

* Windows Small Business Server 2008

* Windows 7 - all editions

» Windows Server 2008 R2 - Standard, Enterprise, Datacenter, Foundation, and Web editions
¢ Windows MultiPoint Server 2010/2011/2012

* Windows Small Business Server 2011 - all editions

» Windows 8/8.1 - all editions (x86, x64), except for the Windows RT editions
» Windows Server 2012/2012 R2 - all editions

» Windows Storage Server 2008/2008 R2/2012/2012 R2

* Windows 10 - Home, Pro, Education, and Enterprise editions

» Windows Server 2016 - all installation options, except for Nano Server

* Windows Server 2019 - all installation options, except for Nano Server

* Windows 11 - all editions

» Windows Server 2022 - all installation options, except for Nano Server

Agent for Microsoft 365

« Windows Server 2008 - Standard, Enterprise, Datacenter, Foundation, and Web editions (x64
only)

» Windows Small Business Server 2008

« Windows Server 2008 R2 - Standard, Enterprise, Datacenter, Foundation, and Web editions

« Windows Home Server 2011

* Windows Small Business Server 2011 - all editions


https://www.acronis.com/support/documentation/FilesCloudUser/

» Windows 8/8.1 - all editions (x64 only), except for the Windows RT editions

» Windows Server 2012/2012 R2 - all editions

* Windows Storage Server 2008/2008 R2/2012/2012 R2/2016 (x64 only)

* Windows 10 - Home, Pro, Education, and Enterprise editions (x64 only)

» Windows Server 2016 - all installation options (x64 only), except for Nano Server
» Windows Server 2019 - all installation options (x64 only), except for Nano Server
* Windows 11 - all editions

» Windows Server 2022 - all installation options, except for Nano Server

Agent for Oracle

« Windows Server 2008R2 - Standard, Enterprise, Datacenter, and Web editions (x86, x64)
« Windows Server 2012R2 - Standard, Enterprise, Datacenter, and Web editions (x86, x64)

 Linux - any kernel and distribution supported by Agent for Linux (listed below)

Agent for MySQL/MariaDB

 Linux - any kernel and distribution supported by Agent for Linux (listed below)

Agent for Linux

This agent includes a component for Antivirus & Antimalware protection and URL Filtering. See
"Supported protection features by operating system" (p. 44) for details about supported
functionality by operating system.

The following Linux distributions and kernel versions have been specifically tested. However, even if
your Linux distribution or kernel version is not listed below, it may still work correctly in all required
scenarios, due to the specifics of the Linux operating systems.

If you encounter issues while using Cyber Protection with your combination of Linux distribution
and kernel version, contact the Support team for further investigation.

Linux with kernel from 2.6.9 to 5.19 and glibc 2.3.4 or later, including the following x86 and
x86_64 distributions:

¢ Red Hat Enterprise Linux 4.x, 5.%, 6., 7.x, 8.x*, 9.0%, 9.1%, 9.2*, 9.3*

* Ubuntu 9.10, 10.04, 10.10, 11.04, 11.10, 12.04, 12.10, 13.04, 13.10, 14.04, 14.10, 15.04, 15.10,
16.04,16.10,17.04,17.10, 18.04, 18.10, 19.04, 19.10, 20.04, 20.10, 21.04, 21.10, 22.04, 22.10, 23.04

» Fedora 11,12,13,14,15,16, 17,18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 37, 38
e SUSE Linux Enterprise Server 10, 11,12, 15

Important
Configurations with Btrfs are not supported for SUSE Linux Enterprise Server 12 and SUSE Linux
Enterprise Server 15.



Debian 4.x,5.x,6.x,7.0,7.2,7.4,7.5,7.6,7.7,8.0,8.1,8.2,8.3,84,8.5,8.6,8.7,8.8,8.11,9.0, 9.1,
9.2,9.3,9.4,95,9.6,9.7,9.8, 10, 11

CentOS 5.%, 6.%, 7.X, 8.x*
CentOS Stream 8%, 9*

Oracle Linux 5.%, 6., 7.x, 8.x*, 9.0%, 9.1%, 9.2*,9.3* - both Unbreakable Enterprise Kernel and Red
Hat Compatible Kernel

Note

Installing the protection agent on Oracle Linux 8.6 and later, on which Secure Boot is enabled,
requires manual signing of kernel modules. For more information on how to sign a kernel
module, refer to this knowledge base article.

CloudLinux 5.x, 6.x, 7.x, 8.x*

ClearOS 5.x, 6.x, 7.x

AlmaLinux 8.x*,9.0%, 9.1%, 9.2*%, 9.3*
Rocky Linux 8.x*, 9.0*%, 9.1%, 9.2*, 9.3*
ALT Linux 7.0

* Starting from version 8.4, supported only with kernels from 4.18 to 5.19

Agent for Mac

This agent includes a component for Antivirus & Antimalware protection and URL Filtering. See
"Supported protection features by operating system" (p. 44) for details about supported
functionality by operating system.

Both x64 and ARM architecture (used in Apple silicon processors such as Apple M1 and M2) are
supported.

Note
You cannot recover disk-level backups of Intel-based Macs to Macs that use Apple silicon

processors, and vice-versa. You can recover files and folders.

macOS High Sierra 10.13
macOS Mojave 10.14
macOS Catalina 10.15
macOS Big Sur 11
macOS Monterey 12
macOS Ventura 13

macOS Sonoma 14


https://kb.acronis.com//content/69409

Important
Starting from version C23.07, Cyber Protect Cloud does not support the following operating
systems: OS X Yosemite 10.10, OS X El Capitan 10.11, and macOS Sierra 10.12.

We strongly recommend that you upgrade your operating system to a supported version in order to
ensure compatibility and be able to use the full functionality of Cyber Protect Cloud.

Agent for VMware (Virtual Appliance)
This agent is delivered as a virtual appliance for running on an ESXi host.

VMware ESXi 4.1, 5.0, 5.1, 5.5, 6.0, 6.5,6.7,7.0, 8.0

Agent for VMware (Windows)

This agent is delivered as a Windows application for running in any operating system listed above
for Agent for Windows with the following exceptions:

» 32-bit operating systems are not supported.

* Windows XP, Windows Server 2003/2003 R2, and Windows Small Business Server 2003/2003 R2
are not supported.

Agent for Hyper-V

* Windows Server 2008 (x64 only) with Hyper-V role, including Server Core installation mode
* Windows Server 2008 R2 with Hyper-V role, including Server Core installation mode

» Microsoft Hyper-V Server 2008/2008 R2

¢ Windows Server 2012/2012 R2 with Hyper-V role, including Server Core installation mode
» Microsoft Hyper-V Server 2012/2012 R2

» Windows 8, 8.1 (x64 only) with Hyper-V

* Windows 10 - Pro, Education, and Enterprise editions with Hyper-V

» Windows Server 2016 with Hyper-V role - all installation options, except for Nano Server
* Microsoft Hyper-V Server 2016

* Windows Server 2019 with Hyper-V role - all installation options, except for Nano Server
* Microsoft Hyper-V Server 2019

» Windows Server 2022 - all installation options, except for Nano Server

Agent for Virtuozzo

* Virtuozzo 6.0.10, 6.0.11, 6.0.12, 7.0.13, 7.0.14
* Virtuozzo Hybrid Server 7.5

Agent for Virtuozzo Hybrid Infrastructure

Virtuozzo Hybrid Infrastructure 3.5, 4.0, 4.5, 4.6,4.7,5.0, 5.1, 5.2,5.3,5.4,6.0



Agent for Scale Computing HC3
Scale Computing Hypercore 8.8, 8.9, 9.0, 9.1, 9.2, 9.3

Agent for oVirt

Red Hat Virtualization 4.2, 4.3, 4.4, 4.5

Agent for Synology
DiskStation Manager 6.2.x, 7.x

Agent for Synology supports only NAS devices with x86_64 processors. ARM processors are not
supported.

Cyber Protect Monitor

¢ Windows 7 and later
* Windows Server 2008 R2 and later
» All macOS versions that are supported by Agent for Mac

Supported Microsoft SQL Server versions

* Microsoft SQL Server 2022
e Microsoft SQL Server 2019
¢ Microsoft SQL Server 2017
¢ Microsoft SQL Server 2016
* Microsoft SQL Server 2014
e Microsoft SQL Server 2012
e Microsoft SQL Server 2008 R2
e Microsoft SQL Server 2008
* Microsoft SQL Server 2005

The SQL Server Express editions of the above SQL server versions are supported as well.

Note
Microsoft SQL backup is supported only for databases running on NFTS, REFS, and FAT32 file
systems. ExFat is not supported.

Supported Microsoft Exchange Server versions

» Microsoft Exchange Server 2019 - all editions.
» Microsoft Exchange Server 2016 - all editions.

» Microsoft Exchange Server 2013 - all editions, Cumulative Update 1 (CU1) and later.



» Microsoft Exchange Server 2010 - all editions, all service packs. Mailbox backup and granular
recovery from database backups are supported starting with Service Pack 1 (SP1).

» Microsoft Exchange Server 2007 - all editions, all service packs. Mailbox backup and granular
recovery from database backups are not supported.

Supported Microsoft SharePoint versions

Cyber Protection supports the following Microsoft SharePoint versions:

» Microsoft SharePoint 2013

» Microsoft SharePoint Server 2010 SP1

* Microsoft SharePoint Foundation 2010 SP1

* Microsoft Office SharePoint Server 2007 SP2*

e Microsoft Windows SharePoint Services 3.0 SP2*

*In order to use SharePoint Explorer with these versions, you need a SharePoint recovery farm to
attach the databases to.

The backups or databases from which you extract data must originate from the same SharePoint
version as the one where SharePoint Explorer is installed.

Supported Oracle Database versions

» Oracle Database version 11g, all editions
¢ Oracle Database version 12c¢, all editions
¢ Oracle Database version 19c, all editions

* Oracle Database version 21c, all editions

Only single-instance configurations are supported.

Supported SAP HANA versions

HANA 2.0 SPS 03 installed in RHEL 7.6 running on a physical machine or VMware ESXi virtual
machine.

Because SAP HANA does not support recovery of multitenant database containers by using storage
snapshots, this solution supports SAP HANA containers with only one tenant database.

Supported MySQL versions

e 5.5.x - Community Server, Enterprise, Standard, and Classic editions
» 5.6.x - Community Server, Enterprise, Standard, and Classic editions
e 5.7.x - Community Server, Enterprise, Standard, and Classic editions

¢ 8.0.x - Community Server, Enterprise, Standard, and Classic editions



Supported MariaDB versions

¢ 10.0.x
e 10.1.x
¢ 10.2.x
e 10.3.x
e 10.4.x
e 10.5.x
¢ 10.6.x
e 10.7.x

Supported virtualization platforms

The following table summarizes how various virtualization platforms are supported.

For more information about the differences between the agent-based and agentless backup, see
"Agent-based and agentless backup" (p. 60).

Note

If you use a virtualization platform or version that is not listed below, the Agent-based backup

(Backup from inside a guest 0S) method should still work correctly in all required scenarios. If
you encounter issues with the agent-based backup, contact the Support team for further

investigation.

VMware

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

VMware vSphere versions: 4.1,
5.0,5.1,5.5,6.0,6.5,6.7,7.0, 8.0

VMware vSphere editions:

Supported

Devices > Add >
Virtualization hosts >

Supported

Devices > Add > Workstations
or Servers > Windows or

ESXi)**

VMware vSphere Essentials* VMware ESXi > Agent for Linux
installation in Windows
VMware vSphere Essentials Plus*
or
VMware vSphere Standard*
Devices > Add >
VMware vSphere Advanced Virtualization hosts >
VMware vSphere Enterprise VMware ESXi > Virtual
appliance (OVF)
VMware vSphere Enterprise Plus
VMware vSphere Hypervisor (Free | Not supported Supported




Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)

Devices > Add > Workstations
or Servers > Windows or

Linux
VMware Server (VMware Virtual Not supported Supported
server)

Devices > Add > Workstations
VMware Workstation or Servers > Windows or
VMware ACE Linux

VMware Player

* |n these editions, the HotAdd transport for virtual disks is supported on vSphere 5.0 and later. On
version 4.1, backups may run slower.

** Backup at a hypervisor level is not supported for vSphere Hypervisor because this product
restricts access to Remote Command Line Interface (RCLI) to read-only mode. The agent works
during the vSphere Hypervisor evaluation period while no serial key is entered. Once you enter a
serial key, the agent stops functioning.

Note
Cyber Protect Cloud officially supports any update within the supported major vSphere version.

For example, vSphere 8.0 support includes support for any update within this version, unless stated
otherwise. That is, vSphere 8.0 Update 1 is also supported along with originally released vSphere
8.0.

Support for specific VMware vSphere version means that vSAN of the corresponding version is also
supported. For example, support for vSphere 8.0 means that vSAN 8.0 is also supported.

Limitations

« Fault tolerant machines
Agent for VMware backs up a fault tolerant machine only if fault tolerance was enabled in
VMware vSphere 6.0 and later. If you upgraded from an earlier vSphere version, it is enough to
disable and enable fault tolerance for each machine. If you are using an earlier vSphere version,
install an agent in the guest operating system.

* Independent disks and RDM

Agent for VMware does not back up Raw Device Mapping (RDM) disks in physical compatibility
mode or independent disks. The agent skips these disks and adds warnings to the log. You can
avoid the warnings by excluding independent disks and RDMs in physical compatibility mode
from the protection plan. If you want to back up these disks or data on these disks, install an
agent in the guest operating system.



 In-guest iSCSI connection
Agent for VMware does not back up LUN volumes connected by an iSCSI initiator that works
within the guest operating system. Because the ESXi hypervisor is not aware of such volumes, the
volumes are not included in hypervisor-level snapshots and are omitted from a backup without a
warning. If you want to back up these volumes or data on these volumes, install an agent in the
guest operating system.

» Encrypted virtual machines (introduced in VMware vSphere 6.5)

o Encrypted virtual machines are backed up in an unencrypted state. If encryption is critical to
you, enable encryption of backups when creating a protection plan.

o Recovered virtual machines are always unencrypted. You can manually enable encryption after
the recovery is complete.

o If you back up encrypted virtual machines, we recommend that you also encrypt the virtual
machine where Agent for VMware is running. Otherwise, operations with encrypted machines
may be slower than expected. Apply the VM Encryption Policy to the agent's machine by
using vSphere Web Client.

o Encrypted virtual machines will be backed up via LAN, even if you configure the SAN transport
mode for the agent. The agent will fall back on the NBD transport because VMware does not
support SAN transport for backing up encrypted virtual disks.

* Secure Boot
° VMware virtual machines: (introduced in VMware vSphere 6.5) Secure Boot is disabled after a

virtual machine is recovered as a new virtual machine. You can manually enable this option
after the recovery is complete. This limitation applies to VMware.

o Hyper-V virtual machines: For all Generation 2 virtual machines, Secure Boot is disabled after
the machine is recovered to both new virtual machine or an existing virtual machine.

« ESXi configuration backup is not supported for VMware vSphere 7.0 or later.

« Virtual machines with empty Instance UUID do not appear in the Cyber Protect console
VMware virtual machines with an empty Instance UUID vSphere property (vc.uuid) are not listed
in the Cyber Protect console. For more information on how to resolve this issue, see this
knowledge base article.

* Network settings on the protection agent
A backup of a VMware virtual machine can fail if the protection agent cannot resolve the name of
the ESXi host registered in vCenter to an IP address, even if the vCenter host name can be
resolved. The following error is shown: "You do not have access rights to this file."

To resolve the issue, edit the network settings of the protection agent, by configuring the DNS or

modifying the /etc/hosts file. To verify the fix, on the machine with the protection agent, run the

following command:

ping <ESXi host name>

« Supported operations for machines with logical volumes


https://kb.acronis.com/content/61853
https://kb.acronis.com/content/61853

Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)

and LVM in Linux, are supported with some limitations. For more information about the

limitations, see "Supported operations with logical volumes" (p. 56).

Microsoft

Hyper-V virtual machines running on a hyper-converged cluster with Storage Spaces Direct (52D) are

supported. Storage Spaces Direct is also supported as a backup storage.

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

Windows Server 2008 (x64) with
Hyper-V

Windows Server 2008 R2 with
Hyper-V

Microsoft Hyper-V Server
2008/2008 R2

Windows Server 2012/2012 R2
with Hyper-V

Microsoft Hyper-V Server
2012/2012 R2

Windows 8, 8.1 (x64) with Hyper-V
Windows 10 with Hyper-V

Windows Server 2016 with Hyper-
V - all installation options, except
for Nano Server

Microsoft Hyper-V Server 2016

Windows Server 2019 with Hyper-
V - all installation options, except
for Nano Server

Microsoft Hyper-V Server 2019

Windows Server 2022 with Hyper-
V - all installation options, except
for Nano Server

Supported

Devices > Add >
Virtualization hosts > Hyper-
\"

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux

Microsoft Virtual PC 2004, 2007

Windows Virtual PC

Not supported

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux




Platform Agentless backup Agent-based backup

(Backup at the hypervisor (Backup from inside a guest
level) 0S)
Microsoft Virtual Server 2005 Not supported Supported

Devices > Add > Workstations
or Servers > Windows or
Linux

Note
Hyper-V virtual machines running on a hyper-converged cluster with Storage Spaces Direct (S2D)

are supported. Storage Spaces Direct is also supported as a backup storage.

Limitations

Pass-through disks

Agent for Hyper-V does not back up pass-through disks. During backup, the agent skips these
disks and adds warnings to the log. You can avoid the warnings by excluding pass-through disks
from the protection plan. If you want to back up these disks or data on these disks, install an
agent in the guest operating system.

Hyper-V guest clustering

Agent for Hyper-V does not support backup of Hyper-V virtual machines that are nodes of a
Windows Server Failover Cluster. A VSS snapshot at the host level can even temporarily
disconnect the external quorum disk from the cluster. If you want to back up these machines,
install agents in the guest operating systems.

In-guest iSCSI connection

Agent for Hyper-V does not back up LUN volumes connected by an iSCSI initiator that works
within the guest operating system. Because the Hyper-V hypervisor is not aware of such volumes,
the volumes are not included in hypervisor-level snapshots and are omitted from a backup
without a warning. If you want to back up these volumes or data on these volumes, install an
agent in the guest operating system.

VHD/VHDX file names with ampersand symbols

On Hyper-V hosts running Windows Server 2016 or later, you cannot back up legacy virtual
machines (version 5.0) originally created with Hyper-V 2012 R2 or older, if the names of their
VHD/VHDX files contain the ampersand symbol (&).

To be able to back up such machines, in Hyper-V Manager, detach the corresponding virtual disk
from the virtual machine, edit the VHD/VHDX file name by removing the ampersand symbol, and
then attach the disk back to the virtual machine.

Dependency on the Microsoft WMI subsystem

Agentless backups of Hyper-V virtual machines depend on the Microsoft WMI subsystem, and in
particular on the Msvm_VirtualSystemManagementService class. If the WMI queries fail, the backups
will also fail. For more information about the Msvm_VirtualSystemManagementService class, see the
Microsoft documentation.



https://learn.microsoft.com/en-us/windows/win32/hyperv_v2/msvm-virtualsystemmanagementservice

* Virtual machines with PMEM disks
Backup of Hyper-V virtual machines that have persistent memory (PMEM) disks is not supported.

* Cross-platform recovery
If Agent for Hyper-V recovers a backup, which is created by another agent, as a new Hyper-V
virtual machine, the resulting machine is Generation 1.

* Secure Boot
To guarantee the booting up of Generation 2 Hyper-V virtual machines that are recovered, Secure
Boot is disabled. You can re-enable it manually in the Hyper-V management tool. For more
information about Secure Boot and Generation 2 virtual machines, see the Microsoft
documentation.

» Crash-consistent backups of Linux virtual machines
Backups of Linux virtual machines running on a Hyper-V 2019 host fail over to crash-consistent
snapshots, due to a Microsoft limitation (inability to create production checkpoints for Linux
virtual machines). To avoid warnings during a backup, disable the VSS for Virtual Machines
backup option in the protection plan.

* Running a virtual machine from a backup
Running a virtual machine from a backup on a Hyper-V host fails if the backup is located on the
same volume as the path selected for the mounted VM disks. To resolve the issue, select a
different volume for the path of the mounted VM disks. The space will be used only for changes
generated inside the mounted virtual machine, and will not take the entire size of the virtual disk.

» Supported operations for machines with logical volumes
Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with some limitations. For more information about the
limitations, see "Supported operations with logical volumes" (p. 56).

Scale Computing

Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)

Scale Computing Hypercore 8.8, Supported Supported

8.9,9.0,9.1,9.2,9.3
Devices > Add > Devices > Add > Workstations
Virtualization hosts > Scale or Servers > Windows or
Computing HC3 Linux

Limitations
Supported operations for machines with logical volumes

Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with some limitations. For more information about the limitations,
see "Supported operations with logical volumes" (p. 56).


https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/learn-more/generation-2-virtual-machine-security-settings-for-hyper-v
https://learn.microsoft.com/en-us/windows-server/virtualization/hyper-v/learn-more/generation-2-virtual-machine-security-settings-for-hyper-v

Citrix

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0s)

Citrix XenServer/Citrix Hypervisor
4.1.5,55,5.6,6.0,6.1,6.2,6.5,7.0,
7.1,7.2,73,7.4,75,7.6,8.0,8.1,
8.2

Not supported

Supported only for fully
virtualized (aka HVM) guests.
Paravirtualized (aka PV) guests
are not supported.

Devices > Add > Virtualization
hosts > Citrix XenServer >
Windows or Linux

Red Hat and Linux

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0s)

Red Hat Enterprise Virtualization
(RHEV) 2.2,3.0,3.1,3.2,3.3,34,
3.5,3.6

Red Hat Virtualization (RHV) 4.0,
4.1

Not supported

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux

Red Hat Virtualization (managed
by oVirt) 4.2,4.3,4.4,4.5

Supported

Devices > Add >
Virtualization hosts > Red
Hat Virtualization (oVirt)

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux

Kernel-based Virtual Machines
(KVM)

Not supported

Supported

Devices > Add > KVM >
Windows or Linux

Kernel-based Virtual Machines
(KVM) managed by oVirt 4.3
running on Red Hat Enterprise
Linux 7.6, 7.7 or CentOS 7.6, 7.7

Supported

Devices > Add >
Virtualization hosts > Red
Hat Virtualization (oVirt)

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux

Kernel-based Virtual Machines
(KVM) managed by oVirt 4.4

running on Red Hat Enterprise
Linux 8.x or CentOS Stream 8.x

Supported

Devices > Add >
Virtualization hosts> Red Hat
Virtualization (oVirt)

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux




Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)
Kernel-based Virtual Machines Supported Supported
(KVM) managed by oVirt 4.5 . . .
. . Devices > Add > Devices > Add > Workstations
running on Red Hat Enterprise . lization h q ind
> >
Linux 8.x or CentOS Streamn 8.x Virtualization hosts > Re or Servers > Windows or
Hat Virtualization (oVirt) Linux

Limitations

Supported operations for machines with logical volumes

Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with some limitations. For more information about the limitations,
see "Supported operations with logical volumes" (p. 56).

Parallels
Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)
Parallels Workstation Not supported Supported
Devices > Add > Workstations
or Servers > Windows or
Linux
Parallels Server 4 Bare Metal Not supported Supported
Devices > Add > Workstations
or Servers > Windows or
Linux
Oracle
Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)
Oracle Virtualization Manager Supported Supported
(based on oVirt)* 4.3
Devices > Add > Devices > Add > Workstations
Virtualization hosts > Red or Servers > Windows or
Hat Virtualization (oVirt) Linux
Oracle VM Server 3.0, 3.3, 3.4 Not supported Supported only for fully




Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

virtualized (aka HVM) guests.
Paravirtualized (aka PV) guests
are not supported.

Devices > Add > Virtualization
hosts > Oracle > Windows or
Linux

Oracle VM VirtualBox 4.x

Not supported

Supported

Devices > Add > Virtualization
hosts > Oracle > Windows or
Linux

*QOracle Virtualization Manager is supported by Agent for oVirt.

Limitations

Supported operations for machines with logical volumes

Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with some limitations. For more information about the limitations,
see "Supported operations with logical volumes" (p. 56).

Nutanix

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

Nutanix Acropolis Hypervisor
(AHV) 20160925.x through
20180425.x

Not supported

Supported

Devices > Add > Virtualization
hosts > Nutanix AHV >
Windows or Linux

Virtuozzo

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

Virtuozzo 6.0.10, 6.0.11, 6.0.12

Supported

Devices > Add >
Virtualization hosts >

Supported for virtual machines
only. Containers are not
supported.




Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

Virtuozzo

Devices > Add > Workstations
or Servers > Windows or
Linux

Virtuozzo 7.0.13, 7.0.14

Supported for ploop containers
only. Virtual machines are not
supported.

Devices > Add >
Virtualization hosts >
Virtuozzo

Supported for virtual machines
only. Containers are not
supported.

Devices > Add > Workstations
or Servers > Windows or
Linux

Virtuozzo Hybrid Server 7.5

Supported

Devices > Add >
Virtualization hosts >
Virtuozzo

Supported for virtual machines
only. Containers are not
supported.

Devices > Add > Workstations
or Servers > Windows or
Linux

Limitations

Supported operations for machines with logical volumes

Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with some limitations. For more information about the limitations,

see "Supported operations with logical volumes" (p. 56).

Vituozzo Hybrid Infrastructure

Platform

Agentless backup
(Backup at the hypervisor
level)

Agent-based backup
(Backup from inside a guest
0S)

Virtuozzo Hybrid Infrastructure
3.5,4.5,4.6,4.7,5.0,5.1,5.2,5.3,
54,6.0

Supported

Devices > Add >
Virtualization hosts >
Virtuozzo Hybrid
infrastructure

Supported

Devices > Add > Workstations
or Servers > Windows or
Linux




Limitations

» Agentless backup of VMs with disks on an external iSCSI storage
You cannot back up VMs from Virtuozzo Hybrid Infrastructure, if VM disks are placed on external
iSCSI volumes (attached to the VHI cluster).

» Supported operations for machines with logical volumes
Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with some limitations. For more information about the
limitations, see "Supported operations with logical volumes" (p. 56).

Amazon
Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)
Amazon EC2 instances Not supported Supported

Devices > Add > Workstations
or Servers > Windows or

Linux
Microsoft Azure
Platform Agentless backup Agent-based backup
(Backup at the hypervisor (Backup from inside a guest
level) 0S)
Azure virtual machines Not supported Supported

Devices > Add > Workstations
or Servers > Windows or
Linux

Compatibility with encryption software

There are no limitations on backing up and recovering data that is encrypted by file-level encryption
software.

Disk-level encryption software encrypts data on the fly. This is why data contained in the backup is
not encrypted. Disk-level encryption software often modifies system areas: boot records, or
partition tables, or file system tables. These factors affect disk-level backup and recovery, the ability
of the recovered system to boot and access to Secure Zone.

You can back up the data encrypted by the following disk-level encryption software:



» Microsoft BitLocker Drive Encryption
* McAfee Endpoint Encryption
* PGP Whole Disk Encryption

To ensure reliable disk-level recovery, follow the common rules and software-specific
recommendations.

Common installation rule

We strongly recommend that you install the encryption software before you install the protection
agents.

The way of using Secure Zone

Secure Zone must not be encrypted with disk-level encryption. This is the only way to use Secure
Zone:

1. Install the encryption software; then, install the agent.
2. Create Secure Zone.

3. Exclude Secure Zone when encrypting the disk or its volumes.

Common backup rule

You can do a disk-level backup in the operating system.
Software-specific recovery pI’OCGdUI’eS

Microsoft BitLocker Drive Encryption
To recover a system that was encrypted by BitLocker:

1. Boot from the bootable media.
2. Recover the system. The recovered data will be unencrypted.
3. Reboot the recovered system.

4. Turn on BitLocker.

If you only need to recover one partition of a multi-partitioned disk, do so under the operating
system. Recovery under bootable media may make the recovered partition undetectable for
Windows.

McAfee Endpoint Encryption and PGP Whole Disk Encryption
You can recover an encrypted system partition by using bootable media only.

If the recovered system fails to boot, rebuild Master Boot Record as described in the following
Microsoft knowledge base article: https://support.microsoft.com/kb/2622803


https://support.microsoft.com/kb/2622803

Compatibility with Dell EMC Data Domain storages
You can use Dell EMC Data Domain devices as backup storage.

With this storage, we recommend that you use a backup scheme that regularly creates full backups,
for example Always full. To learn more about the available backup schemes, see "Backup schemes"
(p. 405).

Retention lock

Retention lock (Governance mode) is supported. If retention lock is enabled on the Data Domain
storage, you must add the AR_RETENTION_LOCK_SUPPORT environment variable to the machine with the
protection agent that uses this storage as a backup destination. For more information, see "Adding
the AR_RETENTION_LOCK_SUPPORT variable" (p. 43).

Note
Dell EMC Data Domain storages with enabled retention lock are not supported by Agent for Mac.

If retention lock is enabled on the Data Domain storage, the backups on the storage will not be
deleted by the retention rules in the protection plan. No error will be shown. The backups will be
deleted when the retention lock expires and the retention rules are applied again.

Depending on the configuration of the protection plan, retention rules are applied to an archive
before or after a backup.

Adding the AR_RETENTION_LOCK_SUPPORT variable

If retention lock is enabled on the Data Domain storage, you must add the AR_RETENTION_LOCK_
SUPPORT environment variable to the machine with the protection agent that uses this storage as a
backup destination.

To add the AR_RETENTION_LOCK_SUPPORT environment variable
In Windows

1. Login as administrator to the machine with the protection agent.
2. In Control Panel, go to System and Security > System > Advanced system settings.
3. On the Advanced tab, click Environment Variables.
4. Inthe System variables panel, click New.
5. Inthe New System Variable window, add the new variable as follows:
» Variable name: AR_RETENTION_LOCK_SUPPORT
» Variable value: 1
6. Click OK.
7. Inthe Environment Variables window, click OK.

Restart the machine.

In Linux



1. Log in as administrator to the machine with the protection agent.
2. Gotothe /sbin directory, and then open the acronis_mms file for editing.

3. Above the line export LD_LIBRARY_PATH, add the following line:

export AR_RETENTION_LOCK_SUPPORT=1

4. Save the acronis_mms file.

5. Restart the machine.
In a virtual appliance

1. Login as administrator to the virtual appliance.
2. Gotothe /bin directory, and then open the autostart file for editing.
3. Under the line export LD_LIBRARY_PATH, add the following line:

export AR_RETENTION_LOCK_SUPPORT=1

4. Save the autostart file.

Restart the virtual appliance.

Supported protection features by operating system

This topic contains information about the protection features of Cyber Protect Cloud. It does not list
the backup and recovery features.

The protection features are only supported on machines on which a protection agent is installed.
They are not available for virtual machines that are backed up in the agentless mode, for example,
by Agent for Hyper-V, Agent for VMware, Agent for Virtuozzo Hybrid Infrastructure, Agent for Scale
Computing, or Agent for oVirt.

Some features might require additional licensing, depending on the applied licensing model.

Supported operating systems and versions
Windows
Unless stated otherwise for a specific feature set, the following Windows versions are supported:

+ Windows 7 Service Pack 1 and later
* Windows Server 2008 R2 Service Pack 1 and later



Note
For Windows 7, you must install the following updates from Microsoft before installing the

protection agent.

¢ Windows 7 Extended Security Updates (ESU)
o KB4474419
* KB4490628

For more information on the required updates, refer to this knowledge base article.

Linux

Supported Linux distributions and their versions depend on the feature sets, and are shown at the
bottom of each table.

macO0S

Supported macOS versions depend on the feature sets, and are shown at the bottom of each table.

Feature set Windows Linux macOS

Default protection plans

Remote Workers Yes No No
Office Workers (third-party antivirus) Yes No No
Office Workers (Cyber Protect antivirus) Yes No No

Cyber Protect Essentials (only for Cyber Protect
. - Yes No No
Essentials edition)

See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Feature set Windows Linux macOS
Forensic backup
Collecting memory dump Yes No No
Snapshot of running processes Yes No No
Notarization of local image forensic backup Yes No No
Notarization of cloud image forensic backup Yes No No

See the supported Windows versions in "Supported operating systems and versions" (p. 44).



https://docs.microsoft.com/en-us/troubleshoot/windows-client/windows-7-eos-faq/windows-7-extended-security-updates-faq
https://support.microsoft.com/en-us/topic/sha-2-code-signing-support-update-for-windows-server-2008-r2-windows-7-and-windows-server-2008-september-23-2019-84a8aad5-d8d9-2d5c-6d78-34f9aa5f8339
https://support.microsoft.com/en-us/topic/servicing-stack-update-for-windows-7-sp1-and-windows-server-2008-r2-sp1-march-12-2019-b4dc0cff-d4f2-a408-0cb1-cb8e918feeba
https://kb.acronis.com/content/69302

Features Windows Linux macOS
Continuous data protection (CDP)
CDP for files and folders Yes No No
CDP for changed files via application tracking Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).
Feature set Windows Linux macOS
Autodiscovery and remote installation
Network-based discovery Yes No No
Active Directory-based discovery Yes No No
Template-based discovery (importing machines from a
. Yes No No
file)
Manual adding of devices Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).
Feature set Windows Linux macOS
Active Protection
Process Injects detection Yes No No
Automatic recovery of affected files from the local
Yes Yes Yes
cache
Self-defense for Acronis backup files Yes No No
Self-defense for Acronis software Yes
(Only Active
Yes No Protection and
antimalware
components)
Trusted/blocked process management Yes No Yes
Processes/folders exclusions Yes Yes Yes
Ransomware detection based on a process behavior
Yes Yes Yes
(Al-based)
Cryptomining process detection based on process
yp . &p P Yes No No
behavior




Feature set Windows Linux macOS
Active Protection
External drives protection (HDD, flash drives, SD
Yes No Yes

cards)
Network folder protection Yes Yes Yes
Server-side protection Yes No No
Zoom, Cisco Webex, Citrix Workspace, and Microsoft

. Yes No No
Teams protection

For more information about the supported operating systems and their versions, see "Supported

platforms" (p. 788).

Feature set Windows Linux macOS
Antivirus and Antimalware protection
Fully-integrated Active Protection functionality Yes No No
Real-time antimalware protection Yes, with the Yes, with the
v Advanced Advanced
es
Antimalware Antimalware
pack pack

Advanced real-time antimalware protection with

. . Yes Yes Yes
local signature-based detection
Static analysis for portable executable files Yes No Yes*
On-demand antimalware scanning Yes Yes** Yes
Network folder protection Yes Yes No
Server-side protection Yes No No
Scan of archive files Yes No Yes
Scan of removable drives Yes No Yes
Scan of new and changed files only Yes No Yes
File/folder exclusions Yes Yes Yes***
Processes exclusions Yes No Yes
Behavioral analysis engine Yes No Yes




Feature set Windows Linux macOS

Antivirus and Antimalware protection

Exploit prevention Yes No No
Quarantine Yes Yes Yes
Quarantine auto clean-up Yes Yes Yes
URL filtering (http/https) Yes No No
Corporate-wide whitelist Yes No Yes
Firewall management*#*** Yes No No

Microsoft Defender Antivirus

Yes No No
management*****
Microsoft Security Essentials management Yes No No
Registering and managing Antivirus and
Antimalware protection via Windows Security Yes No No

Center

For more information about the supported operating systems and their versions, see "Supported
platforms" (p. 788).

* Static analysis for portable executable files is supported only for scheduled scans on macOS.
** Start conditions are not supported for on-demand scanning on Linux.

*** File/folder exclusions are only supported for the case when you specify files and folders that will
not be scanned by real-time protection or scheduled scans on macOS.

**** Firewall management is supported on Windows 8 and later. Windows Server is not supported.

****%* Microsoft Defender Antivirus management is supported on Windows 8.1 and later.

Feature set Windows Linux macO0S

Vulnerability assessment

Vulnerability assessment of operating system and its
) o Yes Yes**rrsk Yes
native applications

Vulnerability assessment for 3rd-party applications Yes No Yes

For more information about the supported operating systems and their versions, refer to "Supported
Microsoft and third-party products" (p. 929), "Supported Linux products" (p. 932), and "Supported Apple
and third-party products" (p. 931).




****** The vulnerability assessment depends on the availability of official security advisories for

specific distribution, for example https://lists.centos.org/pipermail/centos-announce,

https://lists.centos.org/pipermail/centos-cr-announce, and others.

Feature set Windows Linux macOS
Patch management
Patch auto-approval Yes No No
Patch auto-installation Yes No No
Patch testing Yes No No
Manual patch installation Yes No No
Patch scheduling Yes No No
Fail-safe patching: backup of machine before installing
patches as part of protection plan ves No No
Cancelation of a machine reboot if a backup is running Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Features Windows Linux macOS

Data protection map
Adjustable definition of important files Yes No No
Scanning machines to find unprotected files Yes No No
Unprotected locations overview Yes No No
Ability to start the protection action from the Data
protection map widget (Protect all files action) ves No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Feature set Windows Linux macOS
Disk health
Al-based HDD and SSD health control Yes No No

See the supported Windows versions in "Supported operating systems and versions" (p. 44).



https://lists.centos.org/pipermail/centos-announce
https://lists.centos.org/pipermail/centos-cr-announce

Features Windows Linux macOS

Smart protection plans based on Acronis Cyber Protection Operations Center (CPOC) alerts
Threat feed Yes No No
Remediation wizard Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Feature set Windows Linux macOS
Backup scanning
Antimalware scan of image backups as part of backup
olan Yes No No
Scanning of image backups for malware in cloud Yes No No
Malware scan of encrypted backups Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Feature set Windows Linux macOS
Safe recovery
Antimalware scanning with Antivirus and Antimalware
protection during the recovery process ves No No
Safe recovery for encrypted backups Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Feature set Windows Linux macOS
Remote desktop connection
Connection via NEAR Yes Yes Yes
Connection via RDP Yes No No
Connection via Apple Screen Sharing No No Yes
Connection via web client Yes No No
Connection via Quick Assist Yes Yes Yes
Remote assistance Yes Yes Yes
File transfer Yes Yes Yes




Feature set Windows Linux macO0S
Remote desktop connection
Screenshot transmission Yes Yes Yes

For more information about the supported operating systems and their versions, see "Supported

platforms" (p. 966).

Feature set Windows Linux macOS
#CyberFit Score
#CyberFit Score status Yes No No
#CyberFit Score standalone tool Yes No No
#CyberFit Score recommendations Yes No No
See the supported Windows versions in "Supported operating systems and versions" (p. 44).
Feature set Windows Linux macO0S
Data loss prevention
Supported on
Macs with Intel
processors
running macOS
10.15 and later
or macOS
Device control Yes No 11.2.3 or later.
Not supported
on ARM-based
Apple silicon
processors,
such as Apple
M1/ M2.
Advanced Data Loss Prevention Yes No No

See the supported Windows versions in "Supported operating systems and versions" (p. 44).

Feature set Windows Linux macO0sS
Management options
Upsell scenarios to promote Cyber Protect editions Yes Yes Yes




Feature set Windows Linux macOS

Management options

Web-based centralized and remote management console Yes Yes Yes

Supported operating systems and versions: Platform independent.

Feature set Windows Linux macO0S

Protection options

Remote wipe Yes No No

Supported for Windows 10 and later.

Feature set Windows Linux macOS
Cyber Protect Monitor
Cyber Protect app Yes No Yes
Protection status for Zoom Yes No No
Protection status for Cisco Webex Yes No No
Protection status for Citrix Workspace Yes No No
Protection status for Microsoft Teams Yes No No

See the supported Windows versions in "Supported operating systems and versions" (p. 44).

On macOS, Cyber Protect Monitor is supported for all versions on which you can install Agent for Mac. For
more information, see "Agent for Mac" (p. 27).

Feature set Windows Linux macOS
Software inventory
Software inventory scanning Yes No Yes
Software inventory monitoring Yes No Yes

See the supported Windows versions in "Supported operating systems and versions" (p. 44).

On macOSs, Software inventory is supported for versions 10.13.x - 13.x.




Feature set Windows Linux macOS

Hardware inventory

Hardware inventory scanning Yes No Yes

Hardware inventory monitoring Yes No Yes

See the supported Windows versions in "Supported operating systems and versions" (p. 44).

On macOS, Hardware inventory is supported for versions 10.13.x - 13.x.

Supported file systems

A protection agent can back up any file system that is accessible from the operating system where
the agent is installed. For example, Agent for Windows can back up and recover an ext4 file system if
the corresponding driver is installed in Windows.

The following table summarizes the file systems that can be backed up and recovered (bootable
media supports only recovery). The limitations apply to both the agents and bootable media.

Supported by
. Bootable L.
File system ] Bootable Limitations
media for .
Agents . media for
Windows
. Mac
and Linux
FAT16/32 All agents + +
NTFS All agents + +
ext2/ext3/ext4 All agents + - No limitations
Agent for
HFS+ - +
Mac
e Supported starting with
macOS High Sierra 10.13
» Disk confi ti hould
Agent for isk configuration shou
APFS Mac - + be re-created manually
when recovering to a non-
original machine or bare
metal.
* File filters
Agent for (Inclusions/Exclusions) are
JFS ) + -
Linux not supported
e Fastincremental/




File system

Supported by

Agents

Bootable
media for
Windows

and Linux

Bootable
media for
Mac

Limitations

ReiserFS3

Agent for
Linux

differential backup cannot
be enabled

ReiserFS4

Agent for
Linux

File filters
(Inclusions/Exclusions) are
not supported

Fast incremental/
differential backup cannot
be enabled

Volumes cannot be resized
during a recovery

ReF

S

All agents

File filters
(Inclusions/Exclusions) are
not supported

Fast incremental/
differential backup cannot
be enabled

Volumes cannot be resized
during a recovery

During a file recovery from
a ReFS backup, only the
content is recovered.
Access-control lists (ACL)
and alternate streams are
not recovered. Sparse files
are recovered as regular
files.

XFS

All agents

File filters
(Inclusions/Exclusions) are
not supported

Fast incremental/
differential backup cannot
be enabled

Volumes cannot be
resized during a recovery
The fast-incremental
backup mode is not




Supported by
. Bootable L.
File system ] Bootable Limitations
media for .
Agents . media for
Windows
. Mac
and Linux
supported for the XFS file
system. Incremental and
differential backups of XFS
volumes to the cloud may
be significantly slower
than comparable ext4
backups that use the fast-
incremental mode.
. Agent for o
Linux swap ) + - No limitations
Linux
+
¢ Only disk/volume backup
Bootable is supported
media cannot * File filters
exFAT All agents be used for + (Inclusions/Exclusions) are
recovery if not supported
the backup is ¢ Individual files cannot be
stored on
recovered from a backup
exFAT

The software automatically switches to the sector-by-sector mode when backing up drives with
unrecognized or unsupported file systems (for example, Btrfs). A sector-by-sector backup is possible
for any file system that:

* is block-based
* spans a single disk

» has a standard MBR/GPT partitioning scheme

If the file system does not meet these requirements, the backup fails.

Data Deduplication

In Windows Server 2012 and later, you can enable the Data Deduplication feature for an NTFS
volume. Data Deduplication reduces the used space on the volume by storing duplicate fragments
of the volume's files only once.

You can back up and recover a data deduplication-enabled volume at a disk level, without
limitations. File-level backup is supported, except when using Acronis VSS Provider. To recover files
from a disk backup, either run a virtual machine from your backup, or mount the backup on a
machine running Windows Server 2012 or later, and then copy the files from the mounted volume.



The Data Deduplication feature of Windows Server is unrelated to the Acronis Backup Deduplication
feature.

Supported operations with logical volumes

Backup and recovery of workloads with logical volumes, such as LDM in Windows (dynamic disks)
and LVM in Linux, are supported with the following limitations.

Backup

Agent-based backup is a backup created by a protection agent that is installed on the workload or
by a bootable media.

Agentless backup is available only for virtual machines. The agentless backup is performed on the
hypervisor level by agent that can back up and recover all virtual machines in the environment. No
individual agents are installed on the protected virtual machines.

For more information about the differences between agent-based and agentless backup, see
"Agent-based and agentless backup" (p. 60).

Agent-based backup Agentless backup

* Logical volumes are backed on per volume basis. [ « When a logical volume is detected on a disk, the

* File filters (Inclusions/Exclusions) are supported. disk is backed up in the sector-by-sector (RAW)
mode. The partition structure of the disk is not
analyzed and no volume images are stored
separately.

* Individual LDM or LVM volumes cannot be
selected as backup source - neither by direct
selection nor by using policy rules. Only Entire
machine is available in the What to back up
section of a protection plan.

» File filters (Inclusions/Exclusions) are not
supported. Any configured inclusions or
exclusions will be ignored.

Recovery

Agent-based recovery is a recovery performed by an agent that is installed on the workload or by a
bootable media.

Agentless recovery supports only virtual machines as targets. The agentless recovery is a performed
on the hypervisor level by agent that can back up and recover all virtual machines in the
environment. You do not have to create manually a target machine to which the backup is
recovered.



From agent-based backup

From agentless backup

Agent-based

Per-volume recovery is available.

File and folder recovery is available.

Per-volume recovery is not available.

File and folder recovery is available.

recovery
Machine migration (P2V, V2P, and V2V) Per-volume recovery is not available.
is not supported. To recover data from Entire machine recovery is available.
an agent-based backup, use bootable File and folder recovery is available.
media. The Run as VM operation is supported.
The Run as VM operation is not To make the virtual machine bootable,
Agentless s%Jpported. . | you might need to change the boot
File and folder recovery is available. order. For more information, see this
recovery

knowledge base article.

Conversion to the following types of
virtual machine is supported:

° VMware ESXi
° Microsoft Hyper-V
° Scale Computing HC3



https://kb.acronis.com/content/71242
https://kb.acronis.com/content/71242

Installing and deploying Cyber Protection
agents

Before you start

Preparation

Step 1

Choose an agent, depending on what you are going to back up. For more information on the
possible choices, refer to Which agent do | need?

Step 2

Ensure that there is enough free space on your hard drive to install an agent. For detailed
information about the required space, refer to "System requirements for agents" (p. 65).

Step 3
Download the setup program. To find the download links, click All devices > Add.

The Add devices page provides web installers for each agent that is installed in Windows. A web
installer is a small executable file that downloads the main setup program from the Internet and
saves it as a temporary file. This file is deleted immediately after the installation.

If you want to store the setup programs locally, download a package containing all agents for
installation in Windows by using the link at the bottom of the Add devices page. Both 32-bit and 64-
bit packages are available. These packages enable you to customize the list of components to install.
These packages also enable unattended installation, for example, via Group Policy. This advanced
scenario is described in "Deploying protection agents through Group Policy" (p. 132).

To download the setup program for Agent for Microsoft 365, click the account icon in the top-right
corner, and then click Downloads > Agent for Microsoft 365.

Installation in Linux and macOS is performed from ordinary setup programs.

All setup programs require an Internet connection to register the machine in the Cyber Protection
service. If there is no Internet connection, the installation will fail.

Step 4

Cyber Protect features require Microsoft Visual C++ 2017 Redistributable. Please ensure that it is
already installed on your machine or install it before installing the agent. After the installation of
Microsoft Visual C++, a restart may be required. You can find the Microsoft Visual C++
Redistributable package here https://support.microsoft.com/help/2999226/update-for-universal-c-
runtime-in-windows.


https://support.microsoft.com/help/2999226/update-for-universal-c-runtime-in-windows
https://support.microsoft.com/help/2999226/update-for-universal-c-runtime-in-windows

Step 5

Verify that your firewalls and other components of your network security system (such as a proxy

server) allow outbound connections through the following TCP ports.

Ports 443 and 8443

These ports are used for accessing the Cyber Protect console, registering the agents,
downloading the certificates, user authorization, and downloading files from the cloud storage.

Ports in the range 7770 - 7800
The agents use these ports to communicate with the management server.
Ports 44445 and 55556

The agents use these ports for data transfer during backup and recovery.

If a proxy server is enabled in your network, refer to "Configuring proxy server settings" (p. 71) to
understand whether you need to configure these settings on each machine that runs a protection

agent.

The minimum Internet connection speed required for managing an agent from the cloud is 1 Mbit/s
(not to be confused with the data transfer rate acceptable for backing up to the cloud). Consider this
if you use a low-bandwidth connection technology such as ADSL.

TCP ports required for backup and replication of VMware virtual machines

Port 443

Agent for VMware (both Windows and Virtual Appliance) connects to this port on the ESXi
host/vCenter server to perform VM management operations, such as create, update, and delete
VMs on vSphere during backup, recovery, and VM replication operations.

Port 902

Agent for VMware (both Windows and Virtual Appliance) connects to this port on the ESXi host to
establish NFC connections to read/write data on VM disks during backup, recovery, and VM
replication operations.

Port 3333

If the Agent for VMware (Virtual Appliance) is running on the ESXi host/cluster that is the target
for VM replication, VM replication traffic does not go directly to the ESXi host on port 902. Instead,
the traffic goes from the source Agent for VMware to TCP port 3333 on the Agent for VMware
(Virtual Appliance) located on the target ESXi host/cluster.

The source Agent for VMware that reads data from the original VM disks can be anywhere else
and can be of any type: Virtual Appliance or Windows.

The service that is responsible for accepting VM replication data on the target Agent for VMware
(Virtual Appliance) is called “Replica disk server.” This service is responsible for the WAN
optimization techniques, such as traffic compression and deduplication during VM replication,
including replica seeding (see Seeding an initial replica). When no Agent for VMware (Virtual
Appliance) is running on the target ESXi host, this service is not available, and therefore the
replica seeding scenario is not supported.



Ports required by the Downloader component

The Downloader component is responsible for delivering updates to a computer and distributing
them to other Downloader instances. It can run in agent mode which turns its computer into
Downloader agent. The Downloader agent downloads updates from the internet and serves as the
source of updates distribution to other computers. The Downloader requires the following ports to
operate.

e TCP and UDP (incoming) port 6888
Used by the BitTorrent protocol for torrent peer-to-peer updates.
e UDP port 6771
Used as the local peer discovery port. Also takes part in peer-to-peer updates.
e TCP port 18018
Used for communication between updaters working in different modes: Updater and
UpdaterAgent.
e TCP port 18019

Local port, used for communication between the Updater and the protection agent.

Step 6

On the machine where you plan to install the protection agent, verify that the following local ports
are not in use by other processes.

e 127.0.0.1:9999
* 127.0.0.1:43234
* 127.0.0.1:9850

Note
You do not have to open them in the firewall.

Changing the ports used by the protection agent

Some of the ports required by the protection agent might be in use by other applications in your
environment. To avoid conflicts, you can change the default ports used by the protection agent by
modifying the following files.

¢ InLinux: /opt/Acronis/etc/aakore.yaml

¢ |In Windows: \ProgramData\Acronis\Agent\etc\aakore.yaml

Agent-based and agentless backup

Agent-based backup requires that a protection agent is installed on each protected machine. Agent-
based backup is supported on all physical and virtual machines. For more information about which
agent you need and where to install it, see "Which agent do | need?" (p. 61)



Agentless backup is supported by some virtualization platforms and it is not available for physical
machines. Agentless backup requires only one protection agent, which is installed on a dedicated
machine in the virtual environment. This agent backs up all other virtual machines in this
environment. For more information about the supported backup types per virtualization platform,
see "Supported virtualization platforms" (p. 31).

For some virtualization platforms, virtual appliances are available. A virtual appliance (VA) is a ready-
made virtual machine that contains a protection agent. The virtual appliances are available in
hypervisor-specific formats, such as .ovf, .ova, or .qcow.

Which backup type do | need?
We recommend the agent-based backup if you need the following:

» Additional protection functionality, such as antivirus and antimalware, patch management, or
remote desktop connection. For more information about these features, see "Supported
protection features by operating system" (p. 44).

¢ Separate virtual machines on the tenant level. For example, because you want to provide the
users in the tenant with access only to their own backups.

* File-level backups that you can recover to the guest operating systems.
We recommend the agentless backup if you need the following:

* Only backup, without any additional protection features.

» Simplified management—you can back up multiple virtual machines by installing and configuring
only one agent.

e Minimal resource usage—one dedicated agent uses less CPU and RAM than multiple agents
installed on each virtual machine in your environment.

 Specific backup setups, such as LAN-free backup. For more information about this feature, see
"Agent for VMware - LAN-free backup" (p. 663).

 Less configuration overhead. The dedicated agent backs up the virtual machines on the
hypervisor level, regardless of guest operating systems.

Which agent do | need?

Selecting an agent depends on what you are going to back up. The table below summarizes the
information, to help you decide.

In Windows, Agent for Exchange, Agent for SQL, Agent for Active Directory, and Agent for Oracle
require that Agent for Windows is also installed. Thus, if you install, for example, Agent for SQL, you
also will be able to back up the entire machine where the agent is installed.

We recommend that you also install Agent for Windows when you install Agent for VMware
(Windows) and Agent for Hyper-V.

In Linux, Agent for Oracle, Agent for MySQL/MariaDB, and Agent for Virtuozzo require that Agent for
Linux (64-bit) is also installed. These agents are bundled into the Agent for Linux (64-bit) setup file.



What are you going to back up?

Which agent to
install?

Where to install
it?

Physical machines

Physical machines running Windows

Agent for Windows

Physical machines running Linux

Agent for Linux

Physical machines running macOS

Agent for Mac

On the machine
that will be backed

up.

Databases
SQL databases Agent for SQL On the machine
running Microsoft
SQL Server.
MySQL databases Agent for On the machine
MySQL/MariaDB running MySQL

(Bundled into the
Agent for Linux (64-
bit) setup file)

Server.

MariaDB databases

Agent for
MySQL/MariaDB

(Bundled into the
Agent for Linux (64-
bit) setup file)

On the machine
running MariaDB
Server.

Exchange databases

Agent for Exchange

On the machine
running the
Mailbox role of
Microsoft Exchange
Server.*

Oracle databases

Agent for Oracle

(In Linux, bundled
into the Agent for
Linux (64-bit) setup
file)

On the machine
running Oracle
Database.

Cloud-to-cloud workloads

Microsoft 365 mailboxes

(Cloud agent or local agent)

Cloud agent

(No installation
required)

This functionality is
available with a
cloud agent that is
deployed in the
data center. For
more information,




see "Using the
cloud Agent for
Microsoft 365" (p.
590).

Agent for Office
365

On a Windows
machine that is
connected to the
Internet. For more
information, see
"Using the locally
installed Agent for
Office 365" (p. 586).

Microsoft 365 OneDrive files and SharePoint Online sites

Cloud agent

(No installation
required)

This functionality is
available with a
cloud agent that is
deployed in the
data center. For
more information,
see "Using the
cloud Agent for
Microsoft 365" (p.
590).

Google Workspace Gmail mailboxes, Google Drive files, and
Shared drive files

Cloud agent

(No installation

This functionality is
available with a
cloud agent that is

required) deployed in the
data center. For
more information,
see "Protecting
Google Workspace
data" (p. 621).
Active Directory
Machines running Active Directory Domain Services Agent for Active On the domain
Directory controller.
Virtual machines
VMware ESXi virtual machines Agent for VMware On a Windows
(Windows) machine that has

network access to
vCenter Server and
to the virtual
machine storage.**




Agent for VMware
(Virtual Appliance)

On the ESXi host.

Hyper-V virtual machines

Agent for Hyper-V

On the Hyper-V
host.

Scale Computing HC3 virtual machines

Agent for Scale
Computing HC3
(Virtual Appliance)

On the Scale
Computing HC3
host.

Red Hat Virtualization virtual machines (managed by oVirt)

Agent for oVirt
(Virtual Appliance)

On the Red Hat
Virtualization host.

Virtuozzo virtual machines and containers***

Agent for Virtuozzo

(Bundled into the
Agent for Linux (64-
bit) setup file)

On the Virtuozzo
host.

Virtuozzo Hybrid Infrastructure virtual machines

Agent for Virtuozzo
Hybrid
Infrastructure
(Virtual Appliance)

On the Virtuozzo
Hybrid
Infrastructure host.

Virtual machines hosted on Amazon EC2

Virtual machines hosted on Windows Azure

Citrix XenServer virtual machines

Red Hat Virtualization (RHV/RHEV), not managed by oVirt

Kernel-based Virtual Machines (KVM), not managed by oVirt

Oracle virtual machines, not managed by oVirt

Nutanix AHV virtual machines

The same as for
physical
machines***#*

On the machine
that will be backed

up.

Red Hat Virtualization (RHV/RHEV), managed by oVirt

Kernel-based Virtual Machines (KVM), managed by oVirt

Oracle virtual machines, managed by oVirt

Agent for oVirt
(Virtual Appliance)

On the
virtualization host.

Mobile devices

Mobile devices running Android

Mobile app for
Android

Mobile devices running iOS

Mobile app for iOS

On the mobile
device that will be
backed up.

*During the installation, Agent for Exchange checks for enough free space on the machine where it

will run. Free space equal to 15 percent of the biggest Exchange database is temporarily needed

during a granular recovery.




**|f your ESXi uses a SAN attached storage, install the agent on a machine connected to the same
SAN. The agent will back up the virtual machines directly from the storage rather than via the ESXi
host and LAN. For detailed instructions, see "Agent for VMware - LAN-free backup" (p. 663).

***For Virtuozzo 7, only ploop containers are supported. Virtual machines are not supported.

****A virtual machine is considered virtual if it is backed up by an external agent. If an agent is
installed in the guest system, the backup and recovery operations are the same as with a physical
machine. Nevertheless, if Cyber Protection can identify a virtual machine by using the CPUID

instruction, a virtual machine service quota is assigned to it. If you use direct passthrough or

another option that masks the CPU manufacturer ID, only service quotas for physical machines can

be assigned.

System requirements for agents

Agent Disk space required for installation
Agent for Windows 1.2GB
Agent for Linux 2GB
Agent for Mac 1GB
Agent for SQL and Agent for Windows 1.2GB
Agent for Exchange and Agent for Windows 1.3GB
Agent for Data Loss Prevention 500 MB
Agent for Microsoft 365 500 MB
Agent for Active Directory and Agent for Windows 2GB
Agent for VMware and Agent for Windows 1.5GB
Agent for Hyper-V and Agent for Windows 1.5GB
Agent for Virtuozzo and Agent for Linux 1GB
Agent for Virtuozzo Hybrid Infrastructure 700 MB
Agent for Oracle and Agent for Windows 2.2GB
Agent for Oracle and Agent for Linux 2GB
Agent for MySQL/MariaDB and Agent for Linux 2GB




Backup operations, including deleting backups, require about 1 GB of RAM per 1 TB of backup size.
The memory consumption may vary, depending on the amount and type of data being processed by
the agents.

Note
The RAM usage might increase when backing up to extra large backup sets (4 TB and more).

On x64 systems, operations with bootable media and disk recovery with restart require at least 2 GB
of memory.

On workloads with modern processors, such as 11th Gen Intel Core or AMD Ryzen 7, that support
CET technology, some features of the Agent for Data Loss Prevention are disabled to avoid conflicts.
The following table lists the availability of Device Control and Advanced DLP features on systems
with such CPUs.

Features Device Control Advanced DLP
Local channels
Removable storage n/a Yes
Encrypted removable storage Yes n/a
Printers n/a No
Redirected mapped drives n/a Yes
Redirected clipboard n/a No

Network communications

SMTP emails n/a Yes
Microsoft Outlook (MAPI) n/a Yes
IBM Notes n/a No
Webmails n/a Yes
Instant messaging (1CQ) n/a No
Instant messaging (Viber) n/a No
Instant messaging (IRC, Jabber, Skype, Viber) n/a Yes
File sharing services n/a Yes
Social networks n/a Yes
Local network file sharing (SMB) n/a Yes

Web access (HTTP/HTTPS) n/a Yes




File transfers (FTP/FTPS) n/a Yes

Data transfer allowlisting

Allowlist for device types n/a Yes
Allowlist for network communications n/a Yes
Allowlist for remote hosts n/a Yes
Allowlist for applications n/a Yes

Peripheral devices

Removable storage Yes Yes
Encrypted removable storage Yes Yes
Printers No No
MTP-connected mobile devices No No
Bluetooth adapters Yes Yes
Optical drives Yes Yes
Floppy drives Yes Yes
Windows clipboard No No
Screenshot capture No No
Redirected mapped drives Yes Yes
Redirected clipboard No No

Cyber Protect Agent self-protection

Protection from regular end users Yes Yes

Protection from local system administrators Yes Yes

Downloading protection agents
Before you install an agent, you must download its installation file from the Cyber Protect console.
To download an agent while adding a workload to protect

1. Inthe Cyber Protect console, navigate to Devices > All devices.

2. Inthe upper right, click Add device.
In the Add devices panel, from the Release channel drop-down menu, select an agent version.
» Previous release - download the agent version from the previous release.

e Current - download the latest available agent version.



4. Select the agent that corresponds to the operating system of the workload that you are adding.
The Save As dialog opens.

5. [Only for Macs with Apple silicon (such as Apple M1) processors] Click Cancel. In the Add Mac
panel that opens, click the Download ARM installer link.

6. Select a location to save the agent installation file and click Save.
To download an agent for later use

1. In the upper right corner of the Cyber Protect console, click the User icon.

2. Click Downloads.

3. Inthe Downloads dialog, from the Release channel drop-down menu, select an agent version.
» Previous release - download the agent version from the previous release.
* Current - download the latest available agent version.

4. Scroll the list of available installers to locate the agent installer that you need and click the
download icon at the end of its row.
The Save As dialog opens.

5. Select a location to save the agent installation file and click Save.

Linux packages

To add the necessary modules to the Linux kernel, the setup program needs the following Linux
packages:

e The package with kernel headers or sources. The package version must match the kernel version.

e The GNU Compiler Collection (GCC) compiler system. The GCC version must be the one with
which the kernel was compiled.

* The Make tool.
» The Perl interpreter.

e The libelf-dev, libelf-devel, or elfutils-libelf-devel libraries for building kernels starting with
4.15 and configured with CONFIG_UNWINDER_ORC=y. For some distributions, such as Fedora 28,
they need to be installed separately from kernel headers.

The names of these packages vary depending on your Linux distribution.

In Red Hat Enterprise Linux, CentOS, and Fedora, the packages normally will be installed by the
setup program. In other distributions, you need to install the packages if they are not installed or do
not have the required versions.

Are the required packages already installed?
To check whether the packages are already installed, perform these steps:

1. Run the following command to find out the kernel version and the required GCC version:

cat /proc/version



This command returns lines similar to the following: Linux version 2.6.35.6 and gcc version
4.5.1

2. Run the following command to check whether the Make tool and the GCC compiler are installed:

make -v
gce -v

For gcc, ensure that the version returned by the command is the same as in the gcc versionin
step 1. For make, just ensure that the command runs.

3. Check whether the appropriate version of the packages for building kernel modules is installed:

* In Red Hat Enterprise Linux, CentOS, and Fedora, run the following command:

yum list installed | grep kernel-devel

* In Ubuntu, run the following commands:

dpkg --get-selections | grep linux-headers
dpkg --get-selections | grep linux-image

In either case, ensure that the package versions are the same as in Linux version in step 1.
4. Run the following command to check whether the Perl interpreter is installed:
perl --version

If you see the information about the Perl version, the interpreter is installed.

5. In Red Hat Enterprise Linux, CentOS, and Fedora, run the following command to check whether
elfutils-libelf-devel is installed:

yum list installed | grep elfutils-libelf-devel

If you see the information about the library version, the library is installed.

Installing the packages from the repository

The following table lists how to install the required packages in various Linux distributions.

Linux Package How to install
distribution names

Red Hat kernel- The setup program will download and install the packages automatically

Enterprise devel by using your Red Hat subscription.

Linux gcc
make
elfutils-
libelf-devel
perl Run the following command:




yum install perl
CentOS kernel- The setup program will download and install the packages
devel automatically.
Fedora
gcc
make
elfutils-
libelf-devel
perl Run the following command:
yum install perl
Ubuntu linux- Run the following commands:
. headers
Debian . ]
linux-image sudo apt-get update
gee sudo apt-get install linux-headers-$(Cuname -r)
K sudo apt-get install linux-image-$(uname -r)
make sudo apt-get install gcc-<package version>
perl sudo apt-get install make
sudo apt-get install perl
SUSE Linux kernel- )
sudo zypper install kernel-source
OpenSUSE source sudo zypper install gcc
gcc sudo zypper install make
make sudo zypper install perl
perl

The packages will be downloaded from the distribution's repository and installed.

For other Linux distributions, please refer to the distribution's documentation regarding the exact

names of the required packages and the ways to install them.

Installing the packages manually

You may need to install the packages manually if:

¢ The machine does not have an active Red Hat subscription or Internet connection.

» The setup program cannot find the kernel-devel or gcc version corresponding to the kernel
version. If the available kernel-devel is more recent than your kernel, you need to either update

the kernel or install the matching kernel-devel version manually.

» You have the required packages on the local network and do not want to spend time for

automatic search and downloading.

Obtain the packages from your local network or a trusted third-party website, and install them as

follows:




* In Red Hat Enterprise Linux, CentOS, or Fedora, run the following command as the root user:

rpm -ivh PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

 In Ubuntu, run the following command:

sudo dpkg -i PACKAGE_FILE1 PACKAGE_FILE2 PACKAGE_FILE3

Example: Installing the packages manually in Fedora 14

Follow these steps to install the required packages in Fedora 14 on a 32-bit machine:
1. Run the following command to determine the kernel version and the required GCC version:

cat /proc/version

The output of this command includes the following:

Linux version 2.6.35.6-45.fc14.1686
gcc version 4.5.1

2. Obtain the kernel-devel and gcc packages that correspond to this kernel version:

kernel-devel-2.6.35.6-45.fc14.1686.rpm
gcc-4.5.1-4.fc14.1686.rpm

3. Obtain the make package for Fedora 14:

make-3.82-3.fc14.i686

4. Install the packages by running the following commands as the root user:

rpm -ivh kernel-devel-2.6.35.6-45.fc14.i686.rpm
rpm -ivh gcc-4.5.1.fc14.i686.rpm
rpm -ivh make-3.82-3.fc14.i686

You can specify all these packages in a single rom command. Installing any of these packages may
require installing additional packages to resolve dependencies.

Configuring proxy server settings

The protection agents can transfer data through an HTTP/HTTPS proxy server. The server must work
through an HTTP tunnel without scanning or interfering with the HTTP traffic. Man-in-the-middle
proxies are not supported.

Because the agent registers itself in the cloud during the installation, you must configure the proxy
server settings during the installation of the agent or in advance.

For Windows



If a proxy server is configured in Control panel > Internet Options > Connections, the setup
program reads the proxy server settings from the registry and uses them automatically.

Use this procedure if you want to perform the following tasks.

« Configure the proxy settings before the installation of the agent.

« Update the proxy settings after the installation of the agent.

To configure the proxy settings during the installation of the agent, see "Installing protection agents
in Windows" (p. 77).

Note

This procedure is valid only when the http-proxy.yaml file does not exist on the machine. If the
http-proxy.yaml file exists on the machine, you must update the proxy settings in the file, as it
overrides the settings in the aakore.yaml file.

The %programdata%\Acronis\Agent\var\aakore\http-proxy.yaml file is created when you configure
the proxy server settings by using Cyber Protection Monitor. For more information, see "Configuring
proxy server settings in Cyber Protect Monitor" (p. 276).

To open the http-proxy.yaml file, you must be member of the Administrators group in Windows.

To configure the proxy settings

1. Create a new text document and open it in a text editor, such as Notepad.

2. Copy and paste the following lines into the file.

Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\Global\HttpProxy]
"Enabled"=dword: 00000001

"Host"="proxy.company.com"

"Port"=dword:000001bb

"Login"="proxy_login"

"Password"="proxy_password"

3. Replace proxy.company.com with your proxy server host name/IP address, and 000001bb with the
hexadecimal value of the port number. For example, 000001bb is port 443,

4. If your proxy server requires authentication, replace proxy_login and proxy_password with the
proxy server credentials. Otherwise, delete these lines from the file.

Save the document as proxy. reg.
Run the file as an administrator.

Confirm that you want to edit the Windows registry.

© N o WU

If the agent is not installed on this workload yet, install it now. If the agent is already installed on
the workload, continue to the next step.

9. Open the %programdata%\Acronis\Agent\etc\aakore.yaml file in a text editor.

To open this file, you must be member of the Administrators group in Windows.

10. Locate the env section or create it, and then add the following lines.



env:
http-proxy: proxy_login:proxy_password@proxy_address:port
https-proxy: proxy_login:proxy_password@roxy_address:port

11. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_
address:port with the address and port number of the proxy server.
12. In the Start menu, click Run, type: emd, and then click OK.

13. Restart the aakore service by running the following commands.

net stop aakore
net start aakore

14. Restart the agent by running the following commands.

net stop mms
net start mms

For macOS
Use this procedure if you want to perform the following tasks.

« Configure the proxy settings before the installation of the agent.

« Update the proxy settings after the installation of the agent.

To configure the proxy settings during the installation of the agent, see "Installing protection agents
in macOS" (p. 82).

To configure the proxy settings

1. Create the /Library/Application Support/Acronis/Registry/Global.config file and openitina
text editor, such as Text Edit.

2. Copy and paste the following lines into the file.

<?xml version="1.0" 7>
<registry name="Global">
<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"proxy.company.com"</value>
<value name="Port" type="Tdword">"443"</value>
<value name="Login" type="TString">"proxy_login"</value>
<value name="Password" type="TString">"proxy_password"</value>
</key>
</registry>

3. Replace proxy.company.com with your proxy server host name/IP address, and 443 with the
decimal value of the port number.

4. If your proxy server requires authentication, replace proxy_login and proxy_password with the
proxy server credentials. Otherwise, delete these lines from the file.

5. Save thefile.



6. Ifthe agentis not installed on this workload yet, install it now. If the agent is already installed on
the workload, continue to the next step.
7. Openthe /Library/Application Support/Acronis/Agent/etc/aakore.yaml file in a text editor

Locate the env section or create it and then add the following lines.

env:
http-proxy: proxy_login:proxy_password@proxy_address:port
https-proxy: proxy_login:proxy_password@proxy_address:port

9. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_
address:port with the address and port number of the proxy server.
10. Go to Applications > Utilities > Terminal.

11. Restart the aakore service by running the following commands.

sudo launchctl stop aakore
sudo launchctl start aakore

12. Restart the agent by running the following commands.

sudo launchctl stop acronis_mms
sudo launchctl start acronis_mms

For Linux

Run the installation file with the --http-proxy-host=ADDRESS --http-proxy-port=PORT --http-proxy-
login=LOGIN --http-proxy-password=PASSWORD parameters. Use the following procedure to update
the proxy settings after the installation of the protection agent.

To configure the proxy settings

1. Open the /etc/Acronis/Global.config file in a text editor.
2. Do one of the following:

* If the proxy settings were specified during the agent installation, locate the following section.

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"ADDRESS"</value>
<value name="Port" type="Tdword">"PORT"</value>
<value name="Login" type="TString">"LOGIN"</value>
<value name="Password" type="TString">"PASSWORD"</value>
</key>

« If the proxy settings were not specified during the agent installation, copy the following lines
and paste them into the file between the <registry name="Global">...</registry> tags.

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"ADDRESS"</value>
<value name="Port" type="Tdword">"PORT"</value>
<value name="Login" type="TString">"LOGIN"</value>



<value name="Password" type="TString">"PASSWORD"</value>
</key>

3. Replace ADDRESS with the new proxy server host name/IP address, and PORT with the decimal
value of the port number.

4. If your proxy server requires authentication, replace LOGIN and PASSWORD with the proxy server
credentials. Otherwise, delete these lines from the file.

Save the file.

Open file /opt/acronis/etc/aakore.yaml in a text editor.

Locate the env section or create it and add the following lines:
env:

http-proxy: proxy_login:proxy_password@proxy_address:port
https-proxy: proxy_login:proxy_password@roxy_address:port

8. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_
address:port with the address and port number of the proxy server.

9. Restart the aakore service by running the following command.

sudo service aakore restart

10. Restart the agent by executing the running command in any directory.

sudo service acronis_mms restart

For bootable media

When working under bootable media, you might need to access the cloud storage via a proxy
server. To configure the proxy server settings, click Tools > Proxy server, and then configure the
proxy server host name/IP address, port, and credentials.

Dynamic installation and uninstallation of components

For Windows workloads protected by agent version 15.0.26986 (released in May 2021) or later, the
following components are installed dynamically—that is, only when required by a protection plan:

» Agent for URL filtering—required for the operation of the URL filtering features.
« Agent for Antimalware protection—required for the operation of the antimalware protection
features.

» Agent for Data Loss Prevention—required for the operation of the device control features.

By default, these components are not installed. The respective component is automatically installed
if a workload becomes protected by a plan in which any of the following modules is enabled:

¢ Antivirus & Antimalware protection
» URL filtering

* Device control



Similarly, if no protection plan requires antimalware protection, URL filtering, or device control
features anymore, the respective component is automatically uninstalled.

Dynamic installation or uninstallation of components takes up to 10 minutes after you change the
protection plan. However, if any of the following operations are running, dynamic installation or
uninstallation will start after this operation finishes:

e Backup

e Recovery

» Backup replication

* Virtual machine replication

» Testing a replica

* Running a virtual machine from backup (including finalization)
« Disaster recovery failover

» Disaster recovery failback

* Running a script (for Cyber Scripting functionality)

» Patch installation

» ESXi configuration backup

Granting the required system permissions to the Connect Agent

To enable all features from the remote desktop functionality on macOS workloads, in addition to
the full disk access permission, you must grant the following permissions to the Connect Agent:

» Screen Recording - enables screen recording of the macOS workload via NEAR. Until this
permission is granted, all remote control connections will be denied.

¢ Accessibility - enables remote connections in control mode via NEAR

» Microphone - enables sound redirection from the remote macOS workload to the local workload
via NEAR. To enable the sound redirection feature, a sound capture driver must be installed on
the workload. For more information, see "Remote sound redirection" (p. 968).

¢ Automation - enables the empty Recycle bin action

After you start the agent on the macOS workload, it will check if the agent has these rights and will
ask you to grant the permissions, if needed.

To grant the Screen Recording permission

1. Inthe Grant required system permissions for Cyber Protect Agent dialog, click Set up system
permissions.

2. Inthe System permissions dialog, click Request Screen Recording permission.
3. Click Open System Preferences.

4. Select Connect Agent.

If the agent does not have the permission when you try to access the workload remotely, it will show
the Screen Recording permission request dialog. Only the local user may answer the dialog.

To grant the Accessibility permission
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In the Grant required system permissions for Cyber Protect Agent dialog, click Set up system
permissions.

N

In the System permissions dialog, click Request Accessibility permission.

w

Click Open System Preferences.

&

Click the lock icon in the bottom-left corner of the window so that it changes to an unlocked one.
The system will ask you for an administrator password to make changes.

5. Select Connect Agent.
To grant the Microphone permission

1. Inthe Grant required system permissions for the Connect Agent dialog, click Set up system
permissions.

2. Inthe System permissions dialog, click Request Microphone permission.
3. Click OK.

Note

You must also install a sound capture driver on the macOS workload to let the agent utilize the
given permission and redirect the sound of the workload. For more information, see "Remote
sound redirection" (p. 968).

To grant the Automation permission

1. Inthe Grant required system permissions for the Connect Agent dialog, click Set up system
permissions.

2. Inthe System permissions dialog, click Request Automation permission.

Installing protection agents by using the graphical user
interface

Installing protection agents in Windows
Prerequisites

Download the agent that you need on the workload that you plan to protect. See "Downloading
protection agents" (p. 67).

To install Agent for Windows

1. Ensure that the machine is connected to the Internet.
Log on as an administrator and start the installer.
3. [Optional] Click Customize installation settings and make the appropriate changes if you want:

* To change the components to install (for example, to disable the installation of Cyber
Protection Monitor or the Command-Line Tool, or to install the Agent for Antimalware
protection or the Agent for URL filtering).



Note
On Windows machines, the antimalware protection feature requires the installation of Agent

for Antimalware protection, and the URL filtering feature requires the installation of Agent for
URL filtering. These agents are installed automatically for protected workloads if the
Antivirus & Antimalware protection and/or the URL filtering modules are enabled in their
protection plans.

» To change the method of registering the workload in the Cyber Protection service. You can
switch from Use service console (default) to Use credentials or Use registration token.

» To change the installation path.

* To change the user account under which the agent service will run. For details, refer to
"Changing the logon account on Windows machines" (p. 79).

» To verify or change the proxy server host name/IP address, port, and credentials. If a proxy
server is enabled in Windows, it is detected and used automatically.

Click Install.

[Only when installing Agent for VMware] Specify the address and access credentials for the

vCenter Server or the stand-alone ESXi host on which you want to back up and recover virtual

machines, and then click Done.

We recommend that you use a dedicated account for accessing vCenter Server or the ESXi host,

instead of using an existing account with the Administrator role. For more information, see

"Required privileges for Agent for VMware" (p. 672).

[Only when installing on a domain controller] Specify the user account under which the agent

service will run, and then click Done. For security reasons, the setup program does not

automatically create new accounts on a domain controller.

Note

The user account that you specify must be granted the Log on as a service right. This account
must have already been used on the domain controller, in order for its profile folder to be
created on that machine.

For more information about installing the agent on a read-only domain controller, see this
knowledge base article.

If you kept the default registration method Use service console in step 3, wait until the
registration screen appears, and then proceed to the next step. Otherwise, no more actions are
required.

Register the agent under a customer tenant account. For more information about registration,
see "Registering workloads by using the graphical user interface" (p. 117).

[If the agent is registered under an account whose tenant is in the Compliance mode] Set the
encryption password.
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Changing the logon account on Windows machines

On the Select components screen, define the account under which the services will run by
specifying Logon account for the agent service. You can select one of the following:

» Use Service User Accounts (default for the agent service)
Service User Accounts are Windows system accounts that are used to run services. The
advantage of this setting is that the domain security policies do not affect these accounts' user
rights. By default, the agent runs under the Local System account.

¢ Create a new account
The account name will be Agent User for the agent.

* Use the following account
If you install the agent on a domain controller, the system prompts you to specify existing
accounts (or the same account) for the agent. For security reasons, the system does not
automatically create new accounts on a domain controller.
The user account that you specify when the setup program runs on a domain controller must be
granted the Log on as a service right. This account must have already been used on the domain
controller, in order for its profile folder to be created on that machine.

For more information about installing the agent on a read-only domain controller, see this
knowledge base article.

If you chose the Create a new account or Use the following account option, ensure that the
domain security policies do not affect the related accounts' rights. If an account is deprived of the
user rights assigned during the installation, the component may work incorrectly or not work.

Privileges required for the logon account

A protection agent is run as a Managed Machine Service (MMS) on a Windows machine. The account
under which the agent will run must have specific rights for the agent to work correctly. Thus, the
MMS user should be assigned the following privileges:

1. Included in the Backup Operators and Administrators groups. On a Domain Controller, the
user must be included in the group Domain Admins.

2. Granted the Full Control permission on the folder %PROGRAMDATA%\Acronis (in Windows XP and
Server 2003, %ALLUSERSPROFILE%\Application Data\Acronis)and on its subfolders.

3. Granted the Full Control permission on certain registry keys in the following key: HKEY_LOCAL _
MACHINE\SOFTWARE\Acronis.

4, Assigned the following user rights:
» Logon as a service
» Adjust memory quotas for a process

» Replace a process level token

Modify firmware environment values
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How to assign the user rights

Follow the instructions below to assign the user rights (this example uses the Log on as service
user right, the steps are the same for other user rights):

1.
2.

o U kW

Log on to the computer by using an account with administrative privileges.

Open Administrative Tools from Control Panel (or click Win+R, type control admintools, and
press Enter) and open Local Security Policy.

Expand Local Policies and click on User Rights Assignment.

In the right pane, right-click Log on as a service and select Properties.

Click on the Add User or Group... button to add a new user.

In the Select Users, Computers, Service Accounts, or Groups window, find the user you wish
to enter and click OK.

Click OK in the Log on as a service Properties to save the changes.

Important
Ensure that the user which you have added to the Log on as service user right is not listed in the

Deny log on as a service policy in Local Security Policy.

Note that we recommend that you do not change logon accounts manually after the installation is

completed.

Installing protection agents in Linux

Preparation

Download the agent that you need on the machine that you plan to protect. See "Downloading
protection agents" (p. 67).

Ensure that the necessary Linux packages are installed on the machine.

When installing the agent in SUSE Linux, ensure that you use su - instead of sudo. Otherwise, the
following error occurs when you try to register the agent via the Cyber Protect console: Failed to
launch the web browser. No display available.

Some Linux distributions, such as SUSE, do not pass the DISPLAY variable when using sudo, and
the installer cannot open the browser in the graphical user interface (GUI).

Installation

To install Agent for Linux, you need at least 2 GB of free disk space.

To install Agent for Linux

1.
2.

Ensure that the machine is connected to the Internet.

As the root user, navigate to directory with the installation file, make the file executable, and
then runit.



chmod +x <installation file name>

./<installation file name>

If a proxy server is enabled in your network, when running the installation file, specify the server
host name/IP address and port in the following format: --http-proxy-host=ADDRESS --http-
proxy-port=PORT --http-proxy-1ogin=LOGIN --http-proxy-password=PASSWORD.

If you want to change the default method of registering the machine in the Cyber Protection
service, run the installation file with one of the following parameters:

* --register-with-credentials - to ask for a user name and password during the installation

e --token=STRING - to use a registration token

e --skip-registration - to skip the registration

3. Select the check boxes for the agents that you want to install. The following agents are available:
» Agent for Linux
» Agent for Virtuozzo
» Agent for Oracle
» Agent for MySQL/MariaDB
Agent for Virtuozzo, Agent for Oracle, and Agent for MySQL/MariaDB require that Agent for Linux
(64-bit) is also installed.

4. If you kept the default registration method in step 2, proceed to the next step. Otherwise, enter
the user name and password for the Cyber Protection service, or wait until the machine will be
registered by using the token.

5. Register the agent under a customer tenant account. For more information about registration,
see "Registering workloads by using the graphical user interface" (p. 117).

6. [If the agentis registered under an account whose tenant is in the Compliance mode] Set the
encryption password.

7. Ifthe UEFI Secure Boot is enabled on the machine, you are informed that you need to restart the
system after the installation. Be sure to remember what password (the one of the root user or
"acronis") should be used.

Note

The installation generates a new key that is used for signing the kernel modules. You must enroll
this new key to the Machine Owner Key (MOK) list by restarting the machine. Without enrolling
the new key, your agent will not be operational. If you enable the UEFI Secure Boot after the
agent is installed, you need to reinstall the agent.

8. After the installation completes, do one of the following:
 Click Restart, if you were prompted to restart the system in the previous step.
During the system restart, opt for MOK (Machine Owner Key) management, choose Enroll
MOK, and then enroll the key by using the password recommended in the previous step.
» Otherwise, click Exit.



Troubleshooting information is provided in the file:
/usr/lib/Acronis/BackupAndRecovery/HOWTO. INSTALL

Installing protection agents in macOS

Prerequisites

Download the agent that you need on the workload that you plan to protect. See "Downloading

protection agents" (p. 67).

To install Agent for Mac (x64 or ARM64)
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10.

11.

12.

Ensure that the machine is connected to the Internet.

Double-click the installation file (.dmg).

Wait while the operating system mounts the installation disk image.

Double-click Install.

If a proxy server is enabled in your network, click Protection Agent in the menu bar, click Proxy
server settings, and then specify the proxy server host name/IP address, port, and credentials.
If prompted, provide administrator credentials.

Click Continue.

Wait until the registration screen appears.

Register the agent under a customer tenant account. For more information about registration,
see "Registering workloads by using the graphical user interface" (p. 117).

[If the agent is registered under an account whose tenant is in the Compliance mode] Set the
encryption password.

If your macOS version is Mojave 10.14.x or later, grant full disk access to the protection agent to
enable backup operations.

For instructions, see Grant the 'Full Disk Access' permission to the Cyber Protection agent
(64657).

To use the remote desktop functionality, grant the required system permissions to the Connect
Agent. For more information, see "Granting the required system permissions to the Connect
Agent" (p. 76).

Uninstalling agents

When you uninstall an agent from a workload, the workload is automatically removed from the

Cyber Protect console. If the workload is still shown after you uninstall the agent, for example, due

to a network problem, manually remove this workload from the console. For more information

about how to do it, refer to "Removing workloads from the Cyber Protect console" (p. 299).

Note
Uninstalling an agent does not delete any plans or backups.

To uninstall an agent

Windows
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Sign in as an administrator to the machine with the agent .
In Control panel, go to Programs and Features (Add or Remove Programs in Windows XP).
Right-click Acronis Cyber Protect, and then select Uninstall.
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[For password-protected agents] Specify the password that is required to uninstall the agent,
and then click Next.

5. [Optional] Select the Remove the logs and configuration settings check box.

If you are planning to install the agent again, keep this check box cleared. If you select the check
box and then install the agent again, this workload might be duplicated in the Cyber Protect
console and its old backups might not be associated with it.

6. Click Uninstall.

Linux

1. On the machine with the agent, run /usr/lib/Acronis/BackupAndRecovery/uninstall/uninstall as
the root user.

2. [Optional] Select the Clean up all product traces (Remove the product's logs, tasks, vaults,
and configuration settings) check box.

If you are planning to install the agent again, keep this check box cleared. If you select the check
box and then install the agent again, this workload might be duplicated in the Cyber Protect
console and its old backups might not be associated with it.

3. Confirm your decision.
macOS

1. On the machine with the agent, double-click the installation .dmg file.
Wait until the operating system mounts the installation disk image.
Inside the image, double-click Uninstall.

If prompted, provide administrator credentials.
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Confirm your decision.
To uninstall components that are bundled with Agent for Windows

You can uninstall individual components that are bundled with Agent for Windows, such as Cyber
Protect Monitor, Agent for Data Loss Prevention, or Bootable Media Builder, without uninstalling
Agent for Windows.

1. Signin as an administrator to the machine with the agent.
2. Run the setup program, and then click Modify installed components.

3. Clear the check boxes next to the components that you want to uninstall, and then click Done.
To remove Agent for VMware (Virtual appliance)

1. By using the vSphere Client, log in to vCenter Server.

2. [If the virtual appliance is powered on] Right-click the virtual appliance, and then click Power >
Power Off. Confirm your decision.



3.

[If the virtual appliance uses a locally attached storage on a virtual disk and you want to preserve
data on that disk] Remove the virtual storage from the virtual appliance.

a. Right-click the virtual appliance, and then click Edit Settings.

b. Select the disk with the storage, and then click Remove.

c. Under Removal Options, click Remove from virtual machine.

d. Click OK.

As a result, the disk remains in the datastore. You can attach the disk to another virtual
appliance.

Right-click the virtual appliance, and then click Delete from Disk. Confirm your decision.
[Optional] [If you are not planning to use this appliance again] In the Cyber Protect console, go to
Backup storage > Locations, and then delete the location corresponding to the locally attached
storage.

Installing and uninstalling protection agents by using the

command-line interface

Installing and uninstalling protection agents in Windows

In Windows, you can perform unattended installation or uninstallation in the following ways:

By using the EXE file of the setup program and specifying the installation parameters on the
command line.

By using an MSiI file that you extract from the setup program, and specifying the installation
parameters in one of the following ways:

° Inan MST file

o Directly on the command line

Unattended installation and uninstallation with an EXE file

For this type of unattended installation, download the setup program, and then start it from the

command line with the required installation parameters. To see the parameters that you can use,

see "Parameters for unattended installation (EXE)" (p. 87).

You do not need to extract installation packages, MSI, and MST files in advance.

Installing and uninstalling agents and components (EXE)

To perform unattended installation with an EXE file, run the setup program and specify the

installation parameters on the command line.

To download the setup program, in the Cyber Protect console, click the account icon in the top-right

corner, and then click Downloads. The download link is also available in the Add devices pane.

To install agents and components



1.

Start the command-line interface as administrator, and then navigate to the EXE file of the setup
program.

To start the setup program and specify the installation parameters, run the following command:

<file path>/<EXE file><PARAMETER 1>=<value 1> ... <PARAMETER N>=<value n>

Use spaces to separate the parameters, and commas without spaces to separate the values for a
parameter. For example:

C:\Users\Administrator\Downloads\AgentForWindows_web.exe --add-
components=agentForWindows,agentForSql,commandLine --install-dir="C:\Program
Files\BackupClient" --reg-address=https://eu2-cloud.company.com --reg-token=34F6-
8C39-4A5C --quiet

To check the available parameters and their values, see "Parameters for unattended installation
(EXE)" (p. 87).

Examples

* Installing Agent for Windows, Agent for Antimalware, Agent for URL filtering, Command-Line Tool,

and Cyber Protect Monitor. Registering the workload in the Cyber Protection service by using a
user name and password.

C:\Users\Administrator\Downloads\AgentForWindows_web.exe --add-
components=agentForWindows,agentForAmp,commandLine, trayMonitor --install-
dir="C:\Program Files\BackupClient" --agent-account=system --reg-
address=https://cloud.company.com --reg-login=johndoe --reg-password=johnspassword

Installing Agent for Windows, Command-Line Tool, and Cyber Protect Monitor. Creating a new
logon account for the agent service in Windows. Registering the workload in the Cyber Protection
service by using a token.

C:\Users\Administrator\Downloads\AgentForWindows_web.exe --add-
components=agentForWindows, commandLine, trayMonitor --install-dir="C:\Program
Files\BackupClient" --agent-account=new --reg-address=https://eu2-cloud.company.com -
-reg-token=34F6-8C39-4A5C

Installing Agent for Windows, Command-Line Tool, Agent for Oracle and Cyber Protect Monitor.
Registering the machine in the Cyber Protection service by using a user name and password.

C:\Users\Administrator\Downloads\AgentForWindows_web.exe --add-
components=agentForWindows,commandLine, agentForOracle, trayMonitor --install-
dir="C:\Program Files\BackupClient" --language=en --agent-account=system --reg-
address=https://cloud.company.com --reg-login=johndoe --reg-password=johnspassword

Installing Agent for Windows, Command-Line Tool, and Cyber Protect Monitor. Setting the user
interface language to German. Registering the machine in the Cyber Protection service by using a
token. Setting an HTTP proxy.



C:\Users\Administrator\Downloads\AgentForWindows_web.exe --add-
components=agentForWindows, commandLine,agentForOracle, trayMonitor --install-
dir="C:\Program Files\BackupClient"--language=de --agent-account=system --reg-
address=https://eu2-cloud.company.com --reg-token=34F6-8C39-4A5C --http-proxy-
address=https://my-proxy.company.com:80 --http-proxy-login=tomsmith --http-proxy-
password=tomspassword

To remove an installed component

1. Start the command-line interface as administrator, and then navigate to
%ProgramFiles%\BackupClient\RemoteInstall.

2. Run the following command:
web_installer.exe --remove-components=<value 1>,<value 2> --quiet

To check the available parameters and their values, see "Parameters for unattended installation
(EXE)" (p. 87).

Example

» Uninstalling the Cyber Protect Monitor.

C:\Program Files\BackupClient\RemoteInstall\web_installer.exe --remove-
components=trayMonitor --quiet
To uninstall an agent

1. Start the command-line interface as administrator, and then navigate to %Program Files%\Common
Files\Acronis\BackupAndRecovery.

2. Run the following command:
Uninstaller.exe --quiet --delete-all-settings

To check the available parameters and their values, see "Parameters for unattended installation
(EXE)" (p. 87).

Examples

» Uninstalling Agent for Windows and all its components. Deleting all logs, tasks, and configuration

settings.

C:\Program Files\Common Files\Acronis\BackupAndRecovery\Uninstaller.exe --quiet --
delete-all-settings

» Uninstalling a password-protected Agent for Windows and all its components. Deleting all logs,
tasks, and configuration settings.

C:\Program Files\Common Files\Acronis\BackupAndRecovery\Uninstaller.exe --anti-
tamper-password=<password> --quiet --delete-all-settings



Parameters for unattended installation (EXE)

The following table summarizes the parameters for unattended installation with an EXE file.

Parameters

Description

General parameters

--add-
components=

<componentl,component2,....componentN>

The components to be installed. See the full list of
available components in "Components for unattended
installation (EXE)" (p. 91).

When you specify multiple components, separate them
with commas. Do not add spaces before or after the
comma.

If you specify components that are already installed,
these components will be repaired or updated,
depending on version of the setup program and the
version of the installed components.

If you do not specify this parameter, a default set of
components will be installed, depending on the machine
on which you perform the installation. For example,
Agent for SQL is only installed on machines that run MS
SQL Server.

--install-dir=<path>

The folder in which the selected components will be
installed. If the specified folder does not exist, it will be
created.

If you do not specify this parameter, a default folder is
used: C:\Program Files\BackupClient

--log-dir=<path>

The folder in which the installation logs will be saved.

If you do not specify this parameter, a default folder is
used: %ProgramData%\Acronis\InstallationLogs.

--language=<code>

The product language.

The following values are available: en, bn, bg, cs, da, de,
es, fr, ko, id, it, hi, hu, ms, nl, ja, nb, pl, pt, pt_BR, ru, fi, sr,
sv, th, tr, vi, zh, zh_TW.

If you do not specify this parameter, and the system
language of the machine on which you perform the
installation is listed above, the system language is used.
In all other cases, the value is set to en.

--quiet

Use this parameter to run the setup program without
showing the graphical user interface.




Parameters

Description

Do not use it together with the --register-only
parameter.

--help

Use this parameter to see a list of all available
parameters that you can use on the command line and
their descriptions.

--fss-onboarding-auto-start

Use this parameter together with the --quiet parameter
to show the File Sync & Share on-boarding wizard after
an unattended installation.

Registration parameters

--registration={skip | by-credentials | by-
token | device-flow}

Use this parameter to choose how to register the agent
after the installation.

To skip the registration, specify skip. You can register the
agent later, by using the --register-only parameter.

To register the agent by using credentials, specify by-
credentials, and then use the --reg-login and --reg-
password parameters. Also, you can use only --reg-login
and --reg-password parameters, which makes specifying
--registration=by-credentials optional.

To register the agent with a registration token, specify
by-token, and then use the --reg-token parameter. Also,
you can use only the --reg-token parameter, which
makes specifying --registration=by-token optional.

To register the agent by using the OAuth 2.0 protocol,
specify device-flow. After the installation completes, the
registration page opens automatically.

When you use --registration=device-flow, specify the
exact datacenter address as a value for the --reg-
address parameter. This is the URL that you see after
you log in to the Cyber Protection service. For example,
https://eu2-cloud. company.com.
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Do not use --registration=device-flow with the --quiet
parameter.

--reg-address=<url>

The URL of the Cyber Protection service. You can use this
parameter either with the --reg-login and --reg-
password parameters, or with the --reg-token parameter.




Parameters

Description

* When you use it with --reg-login and --reg-password
parameters, specify the address that you use to log
in to the Cyber Protection service. For example,

https://cloud.company.com:
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* When you use it with the --reg-token parameter,
specify the exact datacenter address. This is the URL
that you see after you log in to the Cyber Protection
service. For example, https://eu2-cloud.company.com.
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Do not use https://cloud.company.com with the --reg-
token parameter.

--reg-login=<login>

--reg-password=<password>

The credentials for the account under which the agent
will be registered in the Cyber Protection service. This
cannot be a partner administrator account.

When you use these parameters, specifying the --
registration parameter is optional.

Do not use these parameters with the --reg-token
parameter.

--reg-token=<token>

The registration token.

The registration token is a series of 12 characters,
separated into three segments by hyphens. For more
information about how to generate one, see "Generating
a registration token" (p. 118).

When you use this parameter, specifying the --
registration parameter is optional.

Do not use this parameter with the --reg-login and --
reg-password parameters.

--register-only

Use this parameter to skip the installation and register
the agent by using the OAuth 2.0 protocol (device-flow).

After the installation completes, the registration page
opens automatically.

Do not use --register-only with the --quiet parameter.

Logon account for the agent service

--agent-account={system | new | custom}

Use this parameter to specify the logon account under




Parameters

Description

or
--agent-account-login=<login>

--agent-account-password=<password>

which agent service will run. For more information about
the logon accounts, see "Changing the logon account on
Windows machines" (p. 79).

To use the Local System account, specify --agent-
account=system or do not use the --agent-account
parameter in your command.

To make the agent service run under a new logon
account, Acronis Agent User, which is created
automatically, specify new.

To make the agent service run under an existing
account, specify the account credentials by using the --
agent-account-login and --agent-account-password
parameters. In this case, specifying the --agent-
account=custom parameter is optional.

vCenter/ESXi parameters

--esxi-address=<host>

The host name or IP address of vCenter Server or the
ESXi host.

Use this parameter when you install Agent for VMware.

--esxi-login=<login>

--esxi-password=<password>

The access credentials to vCenter Server or the ESXi host.

Use these parameters when you install Agent for
VMware.

Proxy parameters

--http-proxy={none | system | custom}

Use this parameter to specify the HTTP proxy server that
you want to use for backup to and recovery from the
cloud storage.

If disable the proxy server connections, specify --http-

proxy=none.

To use a system-wide proxy server, specify --http-
proxy=system or do not use the --http-proxy parameter
in your command.

To use another proxy server, specify the proxy server
address and credentials by using the --http-proxy-
address, --http-proxy-login, and --http-proxy-password
parameters. In this case, specifying --http-proxy=custom
parameter is optional.

--http-proxy-address=<host>:<port>

The hostname or IP address, and the port of the custom
HTTP proxy server.




Parameters

Description

--http-proxy-login=<login>

Login for the custom HTTP proxy server.

--http-proxy-password=<password>

Password for the custom HTTP proxy server.

Uninstallation parameters

--remove-
components=

<componentl,component2,....componentN>

The components to be uninstalled. See the full list of
available components in "Components for unattended
installation (EXE)" (p. 91).

When you specify multiple components, separate them
with commas. Do not add spaces before or after the

comma.

Important

By using this parameter, you can uninstall only
components. To uninstall the product completely, go to
Windows Control Panel > Programs and Features, select
the product, and then click Uninstall.

--delete-all-settings

Use this optional parameter when you use the --remove-
components parameter to delete all product logs, tasks,
and configuration settings.

--anti-tamper-password=<password>

The password required for uninstalling a password-
protected Agent for Windows or modifying its
components.

Components for unattended installation (EXE)

The table below summarizes the components that you can use for unattended installation via an

EXE file. Use the value names to specify values for the --add-components parameter.

For more information, see "Parameters for unattended installation (EXE)" (p. 87)"Parameters for

unattended installation (MSI)" (p. 96)

Value name Component description
agentForWindows Agent for Windows
agentForSas Agent for Files Sync & Share
agentForAd Agent for Active Directory
agentForAmp Agent for Antimalware protection and Agent for
URL filtering
agentForDlp Agent for Data Loss Prevention




Value name Component description
agentForEsx Agent for VMware (Windows)
agentForExchange Agent for Exchange
agentForHyperV Agent for Hyper-V
agentForOffice365 Agent for Office 365
agentForOracle Agent for Oracle
agentForSql Agent for SQL
commandLine Command-Line Tool
mediaBuilder Bootable Media Builder
trayMonitor Cyber Protect Monitor
all This value combines all components.
allAgents This value combines all agents.

Unattended installation and uninstallation with an MSI file

For this type of unattended installation, use the Windows Installer (the Msiexec program). Extract the
installation packages and the MSI file in advance, by using the graphical user interface of the setup
program.

When you install components with an MSl file, you can use an MST transform file to customize the
installation parameters. For more information on how to use the combination of MSI and MST files,
see "Installing agents and components (MSI and MST combination)" (p. 93). You can use this
installation method in an Active Directory domain to install protection agents by using Windows
Group Policy. For more information, see "Deploying protection agents through Group Policy" (p.
132).

Alternatively, you can specify the installation parameters manually on the command line. In this
case, you do not need an MST file. For more information, see "Examples" (p. 94).

Extracting the MSI, MST, and CAB files

Extract the MSI, MST, and CAB files with the installation packages by running the graphical user
interface of the setup program.

To extract the MSI, MST, and CAB files

1. Run the graphical user interface of the setup program, and then click Create .mst and .msi files
for unattended installation.

2. In What to install, select the components that you want to install, and then click Done.



The installation packages for these components will be extracted from the setup program as CAB
files.

3. In Registration settings, select Use credentials or Use registration token. Depending on your
choice, specify the credentials or the registration token, and then click Done.
For more information on how to generate a registration token, see "Generating a registration
token" (p. 118).

4. [Only when installing on a domain controller] In Logon account for the agent service, select
Use the following account. Specify the user account under which the agent service will run,
and then click Done. For security reasons, the setup program does not automatically create new
accounts on a domain controller.

Note

The user account that you specify must be granted the Log on as a service right. This account
must have already been used on the domain controller, in order for its profile folder to be
created on that machine.

For more information about installing the agent on a read-only domain controller, see this
knowledge base article.

5. Review or modify other installation settings that will be added to the MST file, and then click
Proceed.

6. Select the folder in which the MSI, MST, and CAB files will be extracted, and then click Generate.

Installing agents and components (MSI and MST combination)

Use the MST file to customize the installation setting for the MSI file. Use the MSI and MST
combination when you install agents on multiple machines through a Windows Group Policy. For
more information, see "Deploying protection agents through Group Policy" (p. 132).

To install components with MSI and MST files

1. Extract the MSI and MST files as described in "Extracting the MSI, MST, and CAB files" (p. 92).

2. Onthe command-line interface of the machine on which you want to install components, run the
following command:

msiexec /i <MSI file> TRANSFORMS=<MST file>

For example:

msiexec /i BackupClient64.msi TRANSFORMS=BackupClient64.msi.mst

Installing and uninstalling agents and components (MSI and direct selection)

Run the MSI file, manually select the components to install, and specify their installation parameters
on the command line. In this case, you do not need the MST file.

To install agents and components


https://kb.acronis.com/installirodc
https://kb.acronis.com/installirodc

1.

Extract the MSI file and the installation packages (CAB files) as described in "Extracting the MSI,
MST, and CAB files" (p. 92).

For this installation method, you only need the MSI and CAB files. You do not need the MST file.

In the command-line interface of the machine, run the following command:

msiexec /i <MSI file><PARAMETER 1>=<value 1> ... <PARAMETER N>=<value n>

Use spaces to separate the parameters, and commas without spaces to separate the values for a
parameter. For example:

msiexec.exe /i BackupClient64.msi
ADDLOCAL=MmsMspComponents,BackupAndRecoveryAgent,CommandLineTool, TrayMonitor
TARGETDIR="C:\Program Files\BackupClient" REGISTRATION_ADDRESS=https://eu2-
cloud.company.com REGISTRATION_TOKEN=34F6-8C39-4A5C

To check the available parameters and their values, see "Parameters for unattended installation
(MSI)" (p. 96).

Examples

* Installing Agent for Windows, Agent for Antimalware, Agent for URL filtering, Command-Line Tool,

and Cyber Protect Monitor. Registering the workload in the Cyber Protection service by using a
user name and password.

msiexec.exe /i BackupClient64.msi /1*v my_log.txt /qgn
ADDLOCAL=MmsMspComponents,BackupAndRecoveryAgent,AmpAgentFeature,CommandLineTool, Tray
Monitor TARGETDIR="C:\Program Files\BackupClient" REBOOT=ReallySuppress MMS_USE_
SYSTEM_ACCOUNT=1 REGISTRATION_ADDRESS=https://cloud.company.com REGISTRATION_
LOGIN=johndoe REGISTRATION_PASSWORD=johnspassword

* Installing Agent for Windows, Command-Line Tool, and Cyber Protect Monitor. Creating a new

logon account for the agent service in Windows. Registering the workload in the Cyber Protection
service by using a token.

msiexec.exe /i BackupClient64.msi /1*v my_log.txt /qgn
ADDLOCAL=MmsMspComponents,BackupAndRecoveryAgent,CommandLineTool, TrayMonitor
TARGETDIR="C:\Program Files\BackupClient" REBOOT=ReallySuppress MMS_CREATE_NEW_
ACCOUNT=1 REGISTRATION_ADDRESS=https://eu2-cloud.company.com REGISTRATION_TOKEN=34F6-
8C39-4A5C

« Installing Agent for Windows, Command-Line Tool, Agent for Oracle and Cyber Protect Monitor.

Registering the machine in the Cyber Protection service by using a user name and encoded in
base64 password. You might need to encode your password if it contains special characters or
blank spaces. For more information about how to encode a password, see "Using passwords with
special characters or blank spaces" (p. 123).

msiexec.exe /i BackupClient64.msi /l*v my_log.txt /qgn



ADDLOCAL=MmsMspComponents,BackupAndRecoveryAgent,CommandLineTool,OracleAgentFeature, T
rayMonitor TARGETDIR="C:\Program Files\BackupClient" REBOOT=ReallySuppress CURRENT_
LANGUAGE=en MMS_USE_SYSTEM_ACCOUNT=1 REGISTRATION_ADDRESS=https://cloud.company.com
REGISTRATION_LOGIN=johndoe REGISTRATION_PASSWORD_ENCODED=am9obnNwYXNzd29yZA==

+ Installing Agent for Windows, Command-Line Tool, and Cyber Protect Monitor. Registering the
machine in the Cyber Protection service by using a token. Setting an HTTP proxy.

msiexec.exe /i BackupClient64.msi /1l*v my_log.txt /qgn
ADDLOCAL=MmsMspComponents,BackupAndRecoveryAgent,CommandLineTool, TrayMonitor
TARGETDIR="C:\Program Files\BackupClient" REBOOT=ReallySuppress CURRENT_LANGUAGE=en
MMS_USE_SYSTEM_ACCOUNT=1 REGISTRATION_ADDRESS=https://eu2-cloud.company.com
REGISTRATION_TOKEN=34F6-8C39-4A5C HTTP_PROXY_ADDRESS=https://my-proxy.company.com
HTTP_PROXY_PORT=80 HTTP_PROXY_LOGIN=tomsmith HTTP_PROXY_PASSWORD=tomspassword

To remove an installed component

1. Extract the MSI file and the installation packages (CAB files) as described in "Extracting the MSI,
MST, and CAB files" (p. 92).
For this installation method, you only need the MSI and CAB files. You do not need the MST file.

2. Inthe command-line interface of the machine, run the following command:
msiexec /i <MSI file><REMOVE>=<value 1>,<value 2> REBOOT=ReallySuppress /qgn

To check the available parameters and their values, see "Parameters for unattended installation
(MSD)" (p. 96).

Example

e Removing Cyber Protect monitor.
msiexec.exe /i BackupClient64.msi /1*v uninstall_log.txt REMOVE=TrayMonitor
REBOOT=ReallySuppress /qn

To uninstall an agent

1. Extract the MSI file and the installation packages (CAB files) as described in "Extracting the MSI,
MST, and CAB files" (p. 92).
For this installation method, you only need the MSI and CAB files. You do not need the MST file.
2. Inthe command-line interface of the machine, run the following command:

msiexec /x <MSI file> /lxv uninstall_log.txt DELETE_ALL_SETTINGS=1
REBOOT=ReallySuppress /qgn

To check the available parameters and their values, see "Parameters for unattended installation
(MSh)" (p. 96).



Examples

» Uninstalling Agent for Windows and all its components. Deleting all logs, tasks, and configuration
settings.

msiexec.exe /x BackupClient64.msi /l*v uninstall_log.txt DELETE_ALL_SETTINGS=1
REBOOT=ReallySuppress /qn

» Uninstalling a password-protected Agent for Windows and all its components. Deleting all logs,
tasks, and configuration settings.

msiexec.exe /x BackupClient64.msi /1l*v uninstall_log.txt ANTI_TAMPER_
PASSWORD=<password> DELETE_ALL_SETTINGS=1 REBOOT=ReallySuppress /qgn

Parameters for unattended installation (MSI)

The following table summarizes the parameters for unattended installation when you use an MS|
file.

You can also use additional msiexec parameters. For example, use /qn to prevent any GUI elements
from showing. To learn more about the msiexec parameters, see the Microsoft documentation.

Parameters Description

General parameters

ADDLOCAL= The components to be installed. See the full list of
<component1,component2,....componentN> available components in "Components for unattended
installation (MSI)" (p. 100).

When you specify multiple components, separate them
with commas. Do not add spaces before or after the
comma.

Note

You must extract the installation files for all components
that you want to install. For more information about
how to extract them, see "Extracting the MSI, MST, and
CAB files" (p. 92).

TARGETDIR=<path> The folder in which the selected components will be
installed. If the specified folder does not exist, it will be
created.

If you do not specify this parameter, a default folder is
used: C:\Program Files\BackupClient.

REBOOT=ReallySuppress Specify this parameter if you want to install components
without restarting the machine.



https://msdn.microsoft.com/en-us/library/windows/desktop/aa367988(v=vs.85).aspx

Parameters

Description

/1*v <log file>

Specify this parameter to save a verbose log. This log is
needed if you have to investigate installation issues.

CURRENT_LANGUAGE=<language I1D>

The product language.

The following values are available: en, bn, bg, cs, da, de,
es, fr, ko, id, it, hi, hu, ms, nl, ja, nb, pl, pt, pt_BR, ru, fi, sr,
sv, th, tr, vi, zh, zh_TW.

If you do not specify this parameter, and the system
language of the machine on which you perform the
installation is listed above, the system language is used.
In all other cases, the value is set to en.

SKIP_SHA2_KB_CHECK={0,1}

Use this parameter to choose whether to check if the
SHA2 code signing support update from Microsoft
(KB4474419) is installed on the machine. The check only
runs on operating systems that require this update. To
see if it is required for your operating system, see
"Supported operating systems and environments" (p.
23).

Use this parameter with value set to 1 to skip the check.

If you do not specify the parameter or set its value to o,
and the SHA2 code signing support update is not found
on the machine, the installation fails.

FSS_ONBOARDING_AUTO_START={0,1}

Use this parameter with value set to 1 to show the File
Sync & Share on-boarding wizard after an unattended
installation.

If you do not specify this parameter or set its value to o,
the on-boarding wizard will not be shown.

Registration parameters

REGISTRATION_ADDRESS

The URL of the Cyber Protection service. You can use this
parameter either with the REGISTRATION_LOGIN and
REGISTRATION_PASSWORD parameters, or with
REGISTRATION_TOKEN.

* When you use it with REGISTRATION_LOGIN and
REGISTRATION_PASSWORD parameters, specify the
address that you use to log in to the Cyber Protection

service. For example, https://cloud.company.com:
<] /- Login X s

< [ ) httpsy//cloud.company.cam

* When you use it with the REGISTRATION_TOKEN



https://support.microsoft.com/en-us/topic/sha-2-code-signing-support-update-for-windows-server-2008-r2-windows-7-and-windows-server-2008-september-23-2019-84a8aad5-d8d9-2d5c-6d78-34f9aa5f8339

Parameters

Description

parameter, specify the exact datacenter address. This
is the URL that you see after you log in to the Cyber
Protection service. For example, https://eu2-

cloud. company . com.

im} | Cyber Protect Console X | 1

“~ O 5] httpsy//euz-cloud.company.com

Do not use https://cloud.company.com with the
REGISTRATION_TOKEN parameter.

REGISTRATION_LOGIN

REGISTRATION_PASSWORD

The credentials for the account under which the agent
will be registered in the Cyber Protection service. This
cannot be a partner administrator account.

Do not use these parameters with the REGISTRATION_
TOKEN parameter.

REGISTRATION_PASSWORD_ENCODED

The password for the account under which the agent will
be registered in the Cyber Protection service, encoded in
base64. For more information on how to encode your
password, see "Using passwords with special characters
or blank spaces" (p. 123).

REGISTRATION_TOKEN

The registration token.

The registration token is a series of 12 characters,
separated into three segments by hyphens. For more
information about how to generate one, see "Generating
a registration token" (p. 118).

Do not use this parameter with the REGISTRATION_LOGIN
and REGISTRATION_PASSWORD parameters.

REGISTRATION_REQUIRED={0,1}

Use this parameter to choose what happens if the
registration fails.

If you set the value to 1, the installation also fails. If you
set the value to @ or do not specify the parameter, the
installation completes successfully even though the
registration fails.

Logon account for the agent service

MMS_USE_SYSTEM_ACCOUNT={0,1}

Use this parameter with value 1, to make the service run
under the Local System logon account.

For more information about the logon accounts, see
"Changing the logon account on Windows machines" (p.
79).




Parameters

Description

MMS_CREATE_NEW_ACCOUNT={0,1}

Use this parameter with value 1, to make the agent
service run under a new logon account, Acronis Agent
User, which is created automatically.

MMS_SERVICE_USERNAME=<user name>

MMS_SERVICE_PASSWORD=<password>

Use these parameters to specify an existing logon
account under which the agent service will run.

vCenter/ESXi parameters

SET_ESX_SERVER={0,1}

Use this parameter when you install Agent for VMware.

If you set the value to 9, Agent for VMware will not be
connected to vCenter Server or an ESXi host.

If you set the value to 1, specify the following
parameters: ESX_HOST, EXI_USER, ESX_PASSWORD.

ESX_HOST=<host name>

The host name or IP address of vCenter Server or the
ESXi host.

ESX_USER=<user name>

ESX_PASSWORD=<password>

The access credentials to vCenter Server or the ESXi host.

Proxy parameters

HTTP_PROXY_ADDRESS=<IP address>

HTTP_PROXY_PORT=<port>

Use these parameters to specify the HTTP proxy server
that the agent will use.

If you do not use a proxy server, do not specify these
parameters.

HTTP_PROXY_LOGIN=<login>

HTTP_PROXY_PASSWORD=<password>

The credentials for the HTTP proxy server.

Use these parameters if the proxy server requires
authentication.

Uninstallation parameters

REMOVE={<list of components>|ALL}

The components to be uninstalled.

When you specify multiple components, separate them
with commas. Do not add spaces before or after the
comma.

To remove all product components, set the value to ALL.

DELETE_ALL_SETTINGS={0, 1}

To delete all product logs, tasks, and configuration
settings, set the value to 1.

Use this optional parameter when you use the REMOVE
parameter.




Parameters

Description

ANTI_TAMPER_PASSWORD=<password>

components.

The password required for uninstalling a password-
protected Agent for Windows or modifying its

Components for unattended installation (MSI)

The table below summarizes the components that you can use for unattended installation via an

MSI file. Use the value names to specify values for the ADDLOCAL parameter. For more information,

see "Parameters for unattended installation (MSI)" (p. 96).

Value name Component Must be installed Bitness
description together with
AgentFeature Core 32-bit/64-
components bit
for agents
MmsMspComponents Core AgentFeature 32-bit/64-
components bit
for backup
BackupAndRecoveryAgent Agent for MmsMspComponents 32-bit/64-
Windows bit
AmpAgentFeature Agent for BackupAndRecoveryAgent 32-bit/64-
Antimalware bit
protection
UrlFilteringAgentFeature Agent for URL | BackupAndRecoveryAgent 32-bit/64-
Filtering bit
DIpAgentFeature Agent for Data | BackupAndRecoveryAgent 32-bit/64-
Loss bit
Prevention
SasAgentFeature Agent for File TrayMonitor 32-bit/64-
Sync & Share bit
ArxAgentFeature Agent for MmsMspComponents 32-bit/64-
Exchange bit
ArsAgentFeature Agent for SQL | BackupAndRecoveryAgent 32-bit/64-
bit
ARADAgentFeature Agent for BackupAndRecoveryAgent 32-bit/64-
Active bit
Directory
ArxOnlineAgentFeature Agent for MmsMspComponents 32-bit/64-




Microsoft 365 bit
OracleAgentFeature Agent for BackupAndRecoveryAgent 32-bit/64-
Oracle bit
AcronisESXSupport Agent for BackupAndRecoveryAgent 64-bit
VMware ESX(i)
(Windows)
HyperVAgent Agent for BackupAndRecoveryAgent 32-bit/64-
Hyper-V bit
CommandLineTool Command-Line 32-bit/64-
Tool bit
TrayMonitor Cyber Protect | AgentFeature 32-bit/64-
Monitor bit
BackupAndRecoveryBootableComponents Bootable 32-bit/64-
Media Builder bit

Installing and uninstalling protection agents in Linux

This section describes how to install or uninstall protection agents in the unattended mode on a
machine running Linux, by using the command line.

To install an agent
1. Open Terminal.
2. Do one of the following:

» To start the installation by specifying the parameters on the command line, run the following
command:

<package name> -a <parameter 1> ... <parameter N>

Here, <package name> is the name of the installation package (an .i686 or an .x86_64 file). All
available parameters and their values are described in "Unattended installation or uninstallation
parameters" (p. 103).

» To start the installation with parameters that are specified in a separate text file, run the following
command:

<package name> -a --options-file=<path to the file>

This approach might be useful if you do not want to enter sensitive information on the command
line. In this case, you can specify the configuration settings in a separate text file and ensure that
only you can access it. Put each parameter on a new line, followed by the value for that
parameter, for example:



--rain=https://cloud.company.com
--login=johndoe
--password=johnspassword

--auto

or

=C
https://cloud.company.com
-8

johndoe

-W

johnspassword

-a

--language

en

If the same parameter is specified both on the command line and in the text file, the command
line value precedes.

3. If UEFI Secure Boot is enabled on the machine, you are informed that you need to restart the
system after the installation. Ensure that you remember what password (that of the root user or
"acronis") should be used. During the system restart, opt for MOK (Machine Owner Key)
management, choose Enroll MOK, and then enroll the key by using the recommended password.

If you enable UEFI Secure Boot after the agent installation, repeat the installation, including step 3.
Otherwise, backups will fail.

To uninstall an agent

1. Open Terminal.
2. Do one of the following:

» To uninstall the agent and remove all logs, tasks, and configuration settings, run the following
command:

/usr/lib/Acronis/BackupAndRecovery/uninstall/uninstall -a

» To uninstall the agent but keep its ID (for example, if you plan to install the agent later), run
the following command:

/usr/lib/Acronis/BackupAndRecovery/uninstall/uninstall -a --no-purge

» To uninstall the agent by using the installation file, run the following command:
<package name> -a -u
Here, <package name> is the name of the installation package (an .i686 or an .x86_64 file). All

available parameters and their values are described in "Unattended installation or
uninstallation parameters" (p. 103).



Note
Use this command only when the installation package is the same version as the installed

agent and if /usr/1lib/Acronis/BackupAndRecovery/uninstall/uninstall is corrupted or
inaccessible.

Unattended installation or uninstallation parameters

This section describes parameters that are used during unattended installation or uninstallation in
Linux.

The minimal configuration for unattended installation includes -a and registration parameters (for
example, --login and --password parameters; --rain and --token parameters). You can use more
parameters to customize you installation.

Installation parameters

Basic parameters

{-i |--id=)}<list of components>

The components to be installed, separated by commas and without space characters. The
following components are available in the .x86_64 installation package:

Component Component description
BackupAndRecoveryAgent Agent for Linux
AgentForPCS Agent for Virtuozzo
OracleAgentFeature Agent for Oracle
MySQLAgentFeature Agent for MySQL/MariaDB

Without this parameter, all of the above components will be installed.

Agent for Virtuozzo, Agent for Oracle, and Agent for MySQL/MariaDB require that Agent for
Linux is also installed.

The .i686 installation package contains only BackupAndRecoveryAgent.
{-a|--auto}

The installation and registration process will complete without any further user interaction.
When using this parameter, you must specify the account under which the agent will be registered
in the Cyber Protection service, either by using the --token parameter, or by using the --login and -
-password parameters.

{-t|--strict}



If the parameter is specified, any warning that occurs during the installation results in
installation failure. Without this parameter, the installation completes successfully even in the case
of warnings.

{-n|--nodeps}

The absence of required Linux packages will be ignored during the installation.
{-d|--debug}

Writes the installation log in the verbose mode.
--options-file=<location>

The installation parameters will be read from a text file instead of the command line.
--language=<language ID>

The product language. Available values are as follows: en, bg, cs, da, de, es, fr, hu, id,
it, ja, ko, ms, nb, nl, pl, pt, pt_BR, ru, fi, sr, sv, tr, zh, zh_TW.
If this parameter is not specified, the product language will be defined by your system language on
the condition that it is in the list above. Otherwise, the product language will set to English (en).

Registration parameters

Specify one of the following parameters:
e {-g|--login=}<user name>and {-w|--password=}<password>

Credentials for the account under which the agent will be registered in the Cyber Protection
service. This cannot be a partner administrator account.

e --token=<token>
The registration token is a series of 12 characters, separated by hyphens in three segments. You
can generate one in the Cyber Protect console, as described in "Deploying protection agents
through Group Policy" (p. 132).
You cannot use the --token parameter along with --login, --password, and --register-with-
credentials parameters.
o {-C|--rain=}<service address>
The URL of the Cyber Protection service.
You don't need to include this parameter explicitly when you use --login and --password
parameters for registration, because the installer uses the correct address by default - this

would be the address that you use to log in to the Cyber Protection service. For example:
<—E||{;-'Log|'n }{|—|— L

< O 1 httpsy//cloud.company.com

However, when you use {-C|--rain=} with the --token parameter, you must specify the exact
datacenter address. This is the URL that you see once you are logged in to the Cyber



Protection service. For example:

i} 0 Cyber Protect Consale x | 4+

<~ (O (%] https://eu2-cloud.company.com

e --register-with-credentials

If this parameter is specified, the installer's graphical interface will start. To finish the
registration, enter the user name and password for the account under which the agent will be
registered in the Cyber Protection service. This cannot be a partner administrator account.

e --skip-registration

Use this parameter if you want to install the agent but you plan to register it in the Cyber
Protection service later. For more information on how to do this, see "Registering and unregistering
workloads by using the command-line interface" (p. 122).

Additional parameters

--http-proxy-host=<IP address>and --http-proxy-port=<port>

The HTTP proxy server that the agent will use for backup and recovery from the cloud, and
for connection to the management server. Without these parameters, no proxy server will be used.

--http-proxy-login=<login> and --http-proxy-password=<password>

The credentials for the HTTP proxy server. Use these parameters if the server requires
authentication.

--tmp-dir=<location>

Specifies the folder where the temporary files are stored during the installation. The default
folder is /var/tmp.

{-s|--disable-native-shared}

Redistributable libraries will be used during the installation, even though they might have
already been present on your system.

--skip-prereqg-check

There will be no check of whether the packages required for compiling the snapapi module
are already installed.

--force-weak-snapapi

The installer will not compile a snapapi module. Instead, it will use a ready-made module
that might not match the Linux kernel exactly. We do not recommend that you use this option.

--skip-svc-start

The services will not start automatically after the installation. Most often, this parameter is
used with the --skip-registration one.



Information parameters
{-?]--help}

Shows the description of parameters.
--usage

Shows a brief description of the command usage.
{-v|--version}

Shows the installation package version.
--product-info

Shows the product name and the installation package version.
--snapapi-list

Shows the available ready-made snapapi modules.
--components-list

Shows the installer components.

Parameters for legacy features
These parameters relate to a legacy component, agent.exe.
{-e|--ssl=}<path>

Specifies the path to a custom certificate file for SSL communication.
{-p|--port=}<port>

Specifies the port on which agent.exe listens for connections. The default port is 9876.

Uninstallation parameters
{-u|--uninstall}
Uninstalls the product.
--purge
Uninstalls the product and removes its logs, tasks, and configuration settings. You don't

need to specify the --uninstall parameter explicitly when you use the --purge one.

Examples

« Installing Agent for Linux without registering it.

./Cyber_Protection_Agent_for_Linux_x86_64.bin -i BackupAndRecoveryAgent -a --skip-
registration



* Installing Agent for Linux, Agent for Virtuozzo, and Agent for Oracle, and registering them by
using credentials.

./Cyber_Protection_Agent_for_Linux_x86_64.bin -a --login=johndoe --
password=johnspassword

« Installing Agent for Oracle and Agent for Linux, and registering them by using a registration
token.

./Cyber_Protection_Agent_for_Linux_x86_64.bin -i
BackupAndRecoveryAgent,OracleAgentFeature -a --rain=https://eu2-cloud.company.com --
token=34F6-8C39-4A5C

+ Installing Agent for Linux, Agent for Virtuozzo, and Agent for Oracle with configuration settings in
a separate text file.

./Cyber_Protection_Agent_for_Linux_x86_64.bin -a --options-
file=/home/mydirectory/configuration_file

» Uninstalling Agent for Linux, Agent for Virtuozzo, and Agent for Oracle, and removing all their
logs, tasks, and configuration settings.

./Cyber_Protection_Agent_for_Linux_x86_64.bin -a --purge

Installing and uninstalling protection agents in macOS

This section describes how to install and uninstall the protection agent in the unattended mode on a
machine running macQOS, by using the command line.

Required permissions

Before you initiate an unattended installation on a Mac workload, you must modify the Privacy
Preferences Policy Control to allow App access and kernel and system extensions in the macOS of
the workload to enable the installation of the Cyber Protection agent. See "Required permissions for
unattended installation in macOS" (p. 109).

After you deploy the PPPC payload, you can proceed with the procedures below.
To download the installation file (.dmg)

1. In the Cyber Protect console, go to Devices > All devices.
2. Click Add, and then click Mac.

To install an agent

1. Open Terminal.

2. Create a temporary directory where you will mount the installation file (.dmg).

mkdir <dmg_root>



Here, <dmg_root> is a name of your choice.
3. Mount the .dmg file.

hdiutil attach <dmg_file> -mountpoint <dmg_root>

Here, <dmg_file> is the name of the installation file. For example, Cyber_Protection_Agent_for_
MAC_x64.dmg.
4. Run the installer.

 If you use a full installer for Mac, like CyberProtect_AgentForMac_x64.dmg or CyberProtect_
AgentForMac_armé4.dmg, run the following command.

sudo installer -pkg <dmg_root>/Install.pkg -target LocalSystem

Note
If you need to enable auto-onboarding for File Sync & Share, run the following command
instead. This option will request the administrator password.

open <dmg_root>/Install.app --args --unattended --fss-onboarding-auto-start

 If you use an universal installer for Mac, like CyberProtect_AgentForMac_web.dmg, run the
following command.

sudo <dmg_root>/Install.app/Contents/Mac0S/cyber_installer -a

5. Detach the installation file (.dmg).

hdiutil detach <dmg_root>

Example

mkdir mydirectory

hdiutil attach /Users/JohnDoe/Cyber_Protection_Agent_for_MAC_x64.dmg -mountpoint
mydirectory

sudo installer -pkg mydirectory/Install.pkg -target LocalSystem

hdiutil detach mydirectory

To uninstall an agent



1. Open Terminal.

2. Do one of the following:
e To uninstall the agent, run the following command:

sudo /Library/Application\ Support/BackupClient/Acronis/Cyber\ Protect\ Agent\
Uninstall.app/Contents/Mac0S/AgentUninstall /confirm

« To uninstall the agent and remove all logs, tasks and configuration settings, run the following

command:

sudo /Library/Application\ Support/BackupClient/Acronis/Cyber\ Protect\ Agent\
Uninstall.app/Contents/MacOS/AgentUninstall /confirm /purge

Required permissions for unattended installation in macOS

Before you initiate an unattended installation on a Mac workload, you must modify the Privacy
Preferences Policy Control to allow App access and kernel and system extensions in the macOS of
the workload to enable the installation of the Cyber Protection agent. You can do this by deploying a
custom PPPC payload or by configuring the preferences in the graphical user interface of the
workload. The following permissions are required.

Requirements for macOS 11 (Big Sur) or later

Tab Section Field Value




Privacy
Preferences
Policy Control

App Access

Identifier

com.acronis.backup




Identifier Type

Bundle ID




Code
Requirement

identifier "com.acronis.backup" and anchor apple
generic and certificate 1[field.1.2.840.113635.100.6.2.6]
/* exists */ and certificate leaf
[field.1.2.840.113635.100.6.1.13] /* exists */ and
certificate leaf[subject.OU] = ZU2TV78AA6

APP OR SystemPolicyAllFiles
SERVICE
ACCESS Allow
App Access Identifier com.acronis.backup.aakore
Identifier Type | Bundle ID
Code identifier "com.acronis.backup.aakore" and anchor
Requirement apple generic and certificate 1
[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists
*/ and certificate leaf[subject.OU] = ZU2TV78AA6
APP OR SystemPolicyAllFiles
SERVICE
ACCESS Allow
App Access Identified com.acronis.backup.activeprotection
Identifier Type | Bundle ID
Code identifier "com.acronis.backup.activeprotection" and

Requirement

anchor apple generic and certificate 1
[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists
*/ and certificate leaf[subject.OU] = ZU2TV78AA6

APP OR
SERVICE

SystemPolicyAllFiles

ACCESS

Allow




App Access Identifier cyber-protect-service
Identifier Type | Bundle ID
Code identifier "cyber-protect-service" and anchor apple
Requirement generic and certificate 1
[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /*
exists */ and certificate leaf[subject.OU] =
ZU2TV78AA6
APP OR SystemPolicyAllFiles
SERVICE
ACCESS Allow
System Allow usersto | Enabled
Extensions approve
system
extensions
Allowed Display Name | Acronis Cyber Protection Agent System Extensions
Team IDs
and System
Extensions
System Allowed Team Identifiers
Extension
Types

Team ldentifier

ZU2TV78AA6

Requirements for macOS versions prior to version 11

Tab

Section

Field

Value




Privacy
Preferences
Policy Control

App Access

Identifier

com.acronis.backup




Identifier Type

Bundle ID

Code
Requirement

identifier "com.acronis.backup" and anchor apple
generic and certificate 1[field.1.2.840.113635.100.6.2.6]
/* exists */ and certificate leaf
[field.1.2.840.113635.100.6.1.13] /* exists */ and
certificate leaf[subject.OU] = ZU2TV78AA6

APP OR SERVICE | SystemPolicyAllFiles
ACCESS Allow
App Access Identifier com.acronis.backup.aakore
Identifier Type Bundle ID
Code identifier "com.acronis.backup.aakore" and anchor
Requirement apple generic and certificate 1
[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists
*/ and certificate leaf[subject.OU] = ZU2TV78AA6
APP OR SERVICE | SystemPolicyAllFiles
ACCESS Allow
App Access Identified com.acronis.backup.activeprotection
Identifier Type Bundle ID
Code identifier "com.acronis.backup.activeprotection" and
Requirement anchor apple generic and certificate 1
[field.1.2.840.113635.100.6.2.6] /* exists */ and
certificate leaf[field.1.2.840.113635.100.6.1.13] /* exists
*/ and certificate leaf[subject.OU] = ZU2TV78AA6
APP OR SERVICE | SystemPolicyAllFiles
ACCESS Allow
App Access Identifier cyber-protect-service
Identifier Type Bundle ID
Code identifier "cyber-protect-service" and anchor apple

Requirement

generic and certificate 1[field.1.2.840.113635.100.6.2.6]
/* exists */ and certificate leaf
[field.1.2.840.113635.100.6.1.13] /* exists */ and
certificate leaf[subject.OU] = ZU2TV78AA6

APP OR SERVICE

SystemPolicyAllFiles

ACCESS

Allow




Approved Allow users to Enabled
Kernel approve kernel
Extensions extensions
Allow standard | Enabled
users to
approve legacy
kernel
extensions
(macOS 11 or
later)
Approved Approved Team | Acronis Cyber Protection Agent Kernel Extensions
Team IDs ID - Display
and Kernel Name
Extensions
Team ID ZU2TV78AA6
Kernel e com.acronis.systeminterceptors
Extension e com.acronis.ngscan
Bundle IDs » com.acronis.notifyframework
System Allow users to Enabled
Extensions approve system
extensions
Allowed Display Name Acronis Cyber Protection Agent System Extensions
Team IDs
and System System Allowed Team Identifiers
Extensions Extension Types
Team Identifier | ZU2TV78AA6

Registration of workloads

A registration is connecting a workload on which a protection agent is installed to a user accountin
a customer tenant. After the registration completes, you can see the workload in the Cyber Protect
console, under Devices > Machines with agents. You can manage registered workloads by

applying plans to them.

When you install a protection agent by using the graphical user interface, the registration is part of

the installation procedure.

When you use the command-line interface, you can perform the registration as a stand-alone

procedure.




Registering workloads by using the graphical user interface

When you install a protection agent by using the graphical user interface, the registration is part of
the installation procedure.

The following registration methods are available:

» Registration in the Cyber Protect console
» Registration with user account credentials

» Registration with a registration token

The agent is automatically unregistered when you uninstall it.

Registering workloads by using the Cyber Protect console

This procedure applies when you install a protection agent with the default installation settings
(Registration settings > Use Cyber Protect console).

To register a workload from the Cyber Protect console

1. Intheinstallation wizard, click Register workload.

The Cyber Protect console opens.

Note
Do not close the installation wizard before completing the registration. Otherwise, you will have
to repeat the installation and start the registration again.

2. Login to the Cyber Protect console.

3. [If you login as an administrator] On the Workload registration screen, select the account
under which you want to register the workload.

This account must be an account in a customer tenant. Partner administrators can see the
customer tenants that they manage and register workloads under accounts in these tenants.
4. Click Validate code.
5. Click Next.

6. [Not applicable to partner administrators] Review the pre-selected default plans that will be
applied to the workload.

For more information about the default plans, see "Default plans" (p. 199).

Important
Selected plans will be applied to Windows workloads only.

On Linux and macOS workloads, apply plans manually after the registration completes.

7. [Optional] [Not applicable to partner administrators] To change a pre-selected plan, click
Change.



» To apply a different plan, select the plan that you want to use, and then click Change.
You can select a plan from the tenant or a built-in plan.
For more information about the built-in plans, see "Built-in plans" (p. 190).

» To register the workload without applying a plan, select Do not apply protection plan, and
then click Change.

8. Click Register.

As a result, the workload is registered under the specified user account. When the registration
completes, the selected plans are automatically applied to Windows workloads.

Registering workloads by using user credentials

You can modify the default installation procedure and select registration with a user name and
password, instead of registration in the Cyber Protect console.

To register a workload by using a user name and password

1. Intheinstallation wizard, click Customize installation settings.
2. Inthe Registration settings section, click Change.

3. Select Use credentials.
4

. Specify the user name and password of the account under which you want to register the
workload.

This account must be an account in a customer tenant.

Note
You can use only accounts for which two-factor authentication is not enabled.

5. Click Done, and then complete the installation.

Registering workloads by using a registration token

You can modify the default installation procedure and select registration with a registration token,
instead of registration in the Cyber Protect console.

To register a workload by using a registration token

In the installation wizard, click Customize installation settings.

In the Registration settings section, click Change.

1

2

3. Select Use registration token.
4. Enter the registration token.

5

Click Done, and then complete the installation.

Generating a registration token

A registration token is a series of 12 characters, separated by hyphens in three segments. The
registration token passes the identity of a user to the agent setup program, without storing the user



credentials for the Cyber Protect console. This enables users to register workloads under their
account or apply protection plans to workloads without logging in to the console.

Note
Protection plans are not applied automatically during workload registration. Applying a protection
plan is a separate task.

For security reasons, the tokens have limited lifetime, which you can adjust. The default lifetime is 3
days.

Administrators can generate registration tokens for all user accounts in the tenant that they
manage. Users can generate registration tokens only for their own accounts.

To generate a registration token
As an administrator

1. Login to the Cyber Protect console as an administrator.
If you are already signed in to the management portal, you can go to the Cyber Protect console
by navigating to Monitoring > Usage, and then, under the Protection tab, clicking Manage

service.

@ MONITORING M cyber Protect

Usage Protection  File Sync & Share

Operations Manage service

Audit log

[For partner administrators who manage customer tenants] In the Cyber Protect console, select
the tenant with the user for whom you want to generate a token. You cannot generate a token
on the All customers level.

John Doe 2 Filter  Any,

% All customers

Status

£ All customers

3 Company A

£} Company B

2. Under Devices, click All devices > Add.
The Add devices pane opens on the right.

3. Scroll down to Registration token, and then click Generate.



Add devices X

€3 scale Computing HC3

>

Specify the token lifetime.

U

Select the user for whom you want to generate a token.

Note
When you use the token, workloads will be registered under the user account that you select
here.

o

[Optional] To enable the user of the token to apply and revoke a protection plan on the added
workloads, select the plan from the drop-down list.

Note that you will need to run a script that will apply or revoke a protection plan on the added
workloads. Refer to this knowledge base article for more details.

~

Click Generate token.

o

Click Copy to copy the token to your device clipboard, or write the token down manually.
As a user

1. Login to the Cyber Protect console.
2. Click Devices > All devices > Add.
The Add devices pane opens on the right.

3. Scroll down to Registration token, and then click Generate.


https://kb.acronis.com/content/68847
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APPLICATIONS

OFFLINE INSTALLER FOR WINDOWS

32-bit/ 64-bit

REGISTRATION VIA CODE

REGISTER

REGISTRATION TOKEN

MANAGE ACTIVE TOKENS

4. Specify the token lifetime.
5. Click Generate token.
6. Click Copy to copy the token to your device clipboard, or write the token down manually.

Managing registration tokens
You can view and delete the active registration tokens.
To view the registration tokens

1. Login to the Cyber Protect console.
Click Devices > All devices > Add.
3. Scroll down to Registration token, and then click Manage active tokens.

A list with the active tokens that are generated for the tenant opens on the right.

Note
For security reasons, in the Token column, only the first two characters of the token value are

shown.

To delete a registration token

1. Log in to the Cyber Protect console.
Click Devices > All devices > Add.
3. Scroll down to Registration token, and then click Manage active tokens.

A list with the active tokens that are generated for the tenant opens on the right.

Note
For security reasons, in the Token column, only the first two characters of the token value are

shown.

4. Select the token, and then click Delete.



Registering and unregistering workloads by using the command-line
interface

When you use the command-line interface, you can perform the registration as a stand-alone
procedure.

Thus, for example, you do not have to unistall the protection agent if you want to register it under
another account.

Registering workloads by using user credentials

Use the user name and password for the account under which you want to register the workload.
This account must be an account in a customer tenant. If the password contains special characters
or blank spaces, see "Using passwords with special characters or blank spaces" (p. 123).

The service address is the URL that you use to log in to the Cyber Protection service.

For example, https://cloud. company.com.

4—5‘&'-3 Login X I+ v
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To register a workload by using a user name and password
In Windows
* Atthe command prompt, run the following command:

"%ProgramFiles%\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t
cloud -a <service address> -u <user name> -p <password>

For example:

"C:\ProgramFiles\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t cloud
-a https://cloud.company.com -u johndoe -p johnspassword

In Linux
» At the command prompt, run the following command:

sudo "/usr/lib/Acronis/RegisterAgentTool/RegisterAgent" -o register -t cloud -a
<service address> -u <user name> -p <password>

For example:

sudo "/usr/lib/Acronis/RegisterAgentTool/RegisterAgent" -o register -t cloud -a
https://cloud.company.com -u johndoe -p johnspassword

In macOS



Important

If you use macOS 10.14 or later, grant full disk access to the protection agent. To do so, go to
Applications >Utilities, and then run Cyber Protect Agent Assistant. Then, follow the
instructions in the application window.

» Atthe command prompt, run the following command:

sudo "/Library/Application
Support/BackupClient/Acronis/RegisterAgentTool/RegisterAgent" -o register -t cloud -a
<service address> -u <user name> -p <password>

For example:

sudo "/Library/Application Support/BackupClient/Acronis/RegisterAgentTool/RegisterAgent"”
-0 register -t cloud -a https://cloud.company.com -u johndoe -p johnspassword

Using passwords with special characters or blank spaces

If a password contains special characters or blank spaces, enclose it in quotation marks when you
type it on the command line.

For example, in Windows, run this command:

Command template:

"%ProgramFiles%\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t cloud
-a <service address> -u <user name> -p <"password">

Command example:

"C:\ProgramFiles\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t cloud
-a https://cloud.company.com -u johndoe -p "johns password"

If this command fails, encode your password into base64 format at https://www.base64encode.org/.
Then, at the command line, specify the encoded password by using the -b or --base64 parameter.

For example, in Windows, run this command:

Command template:

"%ProgramFiles%\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t cloud
-a <service address> -u <user name> -b -p <encoded password>

Command example:

"C:\ProgramFiles%\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t
cloud -a https://cloud.company.com -u johndoe -b -p am9obnNwYXNzd29yZA==


https://www.base64encode.org/

Registering workloads by using a registration token

A registration token is a series of 12 characters, separated by hyphens in three segments. The
registration token passes the identity of a user to the agent setup program, without storing the user
credentials for the Cyber Protect console. This enables users to register workloads under their
account or apply protection plans to workloads without logging in to the console.

For more information, see "Generating a registration token" (p. 118).

Note
Protection plans are not applied automatically during workload registration. Applying a protection
plan is a separate task.

For more information, see this knowledge base article.

When you use a registration token, you must specify the exact data center address. This is the URL
that you see after you log in to the Cyber Protection service.

For example, https://eu2-cloud.company.com.
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To register a workload by using a registration token
In Windows
» Atthe command prompt, run the following command:

"%ProgramFiles%\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t
cloud -a <service address> --token <registration token>

For example:

"C:\ProgramFiles\BackupClient\RegisterAgentTool\register_agent.exe" -o register -t cloud
-a https://aul-cloud.company.com --token 3B4C-E967-4FBD

In Linux
* Atthe command prompt, run the following command:

sudo "/usr/lib/Acronis/RegisterAgentTool/RegisterAgent" -o register -t cloud -a
<service address> --token <registration token>

For example:

sudo "/usr/lib/Acronis/RegisterAgentTool/RegisterAgent" -o register -t cloud -a
https://eu2-cloud.company.com --token 34F6-8C39-4A5C


https://kb.acronis.com/content/68847

In macOS

Important
If you use macOS 10.14 or later, grant full disk access to the protection agent. To do so, go to

Applications >Utilities, and then run Cyber Protect Agent Assistant. Then, follow the
instructions in the application window.

» Atthe command prompt, run the following command:

sudo "/Library/Application
Support/BackupClient/Acronis/RegisterAgentTool/RegisterAgent" -o register -t cloud -a
<service address> --token <registration token>

For example:

sudo "/Library/Application Support/BackupClient/Acronis/RegisterAgentTool/RegisterAgent"
-0 register -t cloud -a https://us5-cloud.company.com --token 9DBF-3DA9-4DAB

Virtual appliance

1. In the console of the virtual appliance, press CTRL+SHIFT+F2 to open the command-line
interface.
2. Atthe command prompt, run the following command:

register_agent -o register -t cloud -a <service address> --token <registration token>

For example:

register_agent -o register -t cloud -a https://eu2-cloud.company.com --token 34F6-
8C39-4A5C

3. Toreturn to the graphical interface of the appliance, press ALT+F1.

Unregistering workloads

From the command-line interface, you can unregister a protection agent without uninstalling it.
To unregister a workload

In Windows

e Atthe command prompt, run the following command:

"%ProgramFiles%\BackupClient\RegisterAgentTool\register_agent.exe" -o unregister

For example:

"C:\ProgramFiles\BackupClient\RegisterAgentTool\register_agent.exe" -o unregister

In Linux



» Atthe command prompt, run the following command:

sudo "/usr/lib/Acronis/RegisterAgentTool/RegisterAgent" -o unregister

In macOS

At the command prompt, run the following command:

sudo "/Library/Application Support/BackupClient/Acronis/RegisterAgentTool/RegisterAgent"
-0 unregister

Virtual appliance

1. Inthe console of the virtual appliance, press CTRL+SHIFT+F2 to open the command-line
interface.

2. Atthe command prompt, run the following command:

register_agent -o unregister

3. Toreturn to the graphical interface of the appliance, press ALT+F1.

Changing the registration of a workload

You can change the registration of a workload by registering it in a new tenant or under a new user
account.

Important
When you change the registration of a workload, all protection plans that are applied to it will be
revoked. To continue protecting the workload, apply a new protection plan to it.

If you register the workload in a new tenant, the workload will lose access to the backups in the
cloud storage of the original tenant. The backups in non-cloud storages will remain accessible.
To change the registration of a workload

By using the command-line interface

1. Unregister the protection agent, as described in "Unregistering workloads" (p. 125).

2. Register the protection agent in the new tenant or under the new user account, as described in
"Registering workloads by using user credentials" (p. 122) or in "Registering workloads by using a
registration token" (p. 124).

By using the graphical user interface

1. Uninstall the protection agent.

2. Install the protection agent, and then register it in the new tenant or under the new user
account.

For more information about how to install and register an agent, see "Installing protection agents by
using the graphical user interface" (p. 77).



Moving workloads to another tenant

Moving a workload to another tenant is not natively supported. As a workaround, you can
unregister the workload, and then register it in another tenant. All applied protection plans will be
revoked from that workload, and it will lose access to its backups in the cloud storage of the original
tenant.

For more information about how to register a workload in a new tenant or under a new user
account, see "Changing the registration of a workload" (p. 126).

Updating protection agents

You can update all agents manually either by using the Cyber Protect console or by downloading
and running the installation file.

You can configure automatic updates for the following agents:

» Agent for Windows

» Agent for Linux

» Agent for Mac

» Cyber Files Cloud Agent for File Sync & Share

4.2 GB of free space in the following location is required to update an agent automatically, or
manually by using the Cyber Protect console:

 For Linux - the root directory

» For Windows - the volume where the agent is installed

5 GB of free space is required to update an agent in macOS - in the root directory.

Note
[For all agents provided in the form of a virtual appliance, including Agent for VMware, Agent for
Scale Computing, Agent for Virtuozzo Hybrid Infrastructure, Agent for RHV (oVirt)]

In order to perform automatic or manual update of a virtual appliance located behind a proxy, the
proxy server must be configured on each appliance as follows.

In the /opt/acronis/etc/va-updater/config.yaml file, add the following line to the bottom of the file
and enter the values specific to your environment:

httpProxy: http://proxy_login:proxy_password@roxy_address:port

Updating protection agents manually

You can update agents either by using the Cyber Protect console or by downloading and running
the installation file.



Virtual appliances with the following versions must be updated only by using the Cyber Protect
console:

» Agent for VMware (Virtual Appliance): version 12.5.23094 and later.
« Agent for Virtuozzo Hybrid Infrastructure (Virtual Appliance): version 12.5.23094 and later.

Agents with the following versions can also be updated by using the Cyber Protect console:

« Agent for Windows, Agent for VMware (Windows), Agent for Hyper-V: version 12.5.21670 and
later.

» Agent for Linux: version 12.5.23094 and later.

e Other agents: version 12.5.23094 and later.

To find the agent version, in the Cyber Protect console, select the machine, and then click Details.

To update earlier agent versions of those agents, download and install the newest version manually.
To find the download links, click All devices > Add.

Prerequisites

On Windows machines, Cyber Protect features require Microsoft Visual C++ 2017 Redistributable.
Ensure that it is already installed on your machine or install it before updating the agent. After the
installation, a restart may be required. You can find the Microsoft Visual C++ Redistributable
package on the Microsoft website: https://support.microsoft.com/help/2999226/update-for-

universal-c-runtime-in-windows.
To update an agent by using the Cyber Protect console

1. Click Settings > Agents.

The software displays the list of machines. The machines with outdated agent versions are
marked with an orange exclamation mark.

2. Select the machines that you want to update the agents on. The machines must be online.
3. Click Update agent.

Note
During the update, any backups that are in progress will fail.

To update Agent for VMware (Virtual Appliance) whose version is below 12.5.23094

1. Click Settings > Agents > the agent that you want to update > Details, and then examine the

Assigned virtual machines section. You will need to re-enter these settings after the update.

a. Make note of the position of the Automatic assignment switch.

b. To find out what virtual machines are manually assigned to the agent, click the Assigned: link.
The software displays the list of assigned virtual machines. Make note of the machines that
have (M) after the agent name in the Agent column.

2. Remove Agent for VMware (Virtual Appliance), as described in "Uninstalling agents". In step 5,
delete the agent from Settings > Agents, even though you are planning to install the agent
again.


https://support.microsoft.com/help/2999226/update-for-universal-c-runtime-in-windows
https://support.microsoft.com/help/2999226/update-for-universal-c-runtime-in-windows

3. Deploy Agent for VMware (Virtual Appliance), as described in "Deploying the OVF template".

4. Configure Agent for VMware (Virtual Appliance), as described in "Configuring the virtual
appliance".

If you want to reconstruct the locally attached storage, in step 7 do the following:

a. Add the disk containing the local storage to the virtual appliance.

b. Click Refresh > Create storage > Mount.

c. The software displays the original Letter and Label of the disk. Do not change them.
d. Click OK.

5. Click Settings > Agents > the agent that you want to update > Details, and then reconstruct the
settings that you made note of in step 1. If some virtual machines were manually assigned to the
agent, assign them again as described in "Virtual machine binding".

Once the agent configuration is completed, the protection plans that were applied to the old
agent are re-applied automatically to the new agent.

6. The plans with application-aware backup enabled require the guest OS credentials to be re-
entered. Edit these plans and re-enter the credentials.

7. The plans that back up ESXi configuration require the "root" password to be re-entered. Edit
these plans and re-enter the password.

To update the Cyber Protection definitions on a machine

1. Click Settings > Agents.
2. Select the machine on which you want to update the Cyber Protection definitions and click
Update definitions. The machine must be online.

To assign the Updater role to an agent

1. Click Settings > Agents.

2. Select the machine to which you want to assign the Updater role, click Details, and then in the
Cyber Protection definitions section, enable Use this agent to download and distribute
patches and updates.

Note

An agent with the Updater role can download and distribute patches only for Windows third-
party products. For Microsoft products, patch distribution is not supported by the Updater
agent.

To clear cached data on an agent

1. Click Settings > Agents.
2. Select the machine on which you want to clear the cached data (outdated update files and patch
management data) and click Clear cache.

Updating protection agents automatically

To facilitate management of multiple workloads, you can configure automatic updates for Agent for
Windows, Agent for Linux, and Agent for Mac. Automatic updates are available for agents version



15.0.26986 (released in May 2021) or later. Older agents must be updated manually to the latest
version, first.

Automatic updates are supported on machines running any of the following operating systems:

* Windows XP SP 3 and later
» Red Hat Enterprise Linux 6 and later, CentOS 6 and later
¢ 0S X 10.9 Mavericks and later

The settings for automatic updates are preconfigured on a data center level. A company
administrator can customize these settings - for all machines in a company or a unit, or for
individual machines. If no custom settings are applied, then the settings from the upper level are
used, in this order:

1. Cyber Protection data center
2. Company (customer tenant)
3. Unit

4. Machine

For example, a unit administrator can configure custom auto-update settings for all machines in the
unit, which might differ from the setting applied to the machines on the company level. The
administrator can also configure different settings for one or more individual machines in the unit,
to which neither the unit settings nor the company settings will be applied.

After enabling the automatic updates, you can configure the following options:

» Update channel
The update channel defines which version of the agents will be used - the most up-to-date one or
the latest version from the previous release.

* Maintenance window
The maintenance window defines when updates can be installed. If the maintenance window is
disabled, updates can run anytime.

Even within the enabled maintenance window, updates will not be installed while the agent is
running any of the following operations:

o Backup

° Recovery

° Backup replication

° Virtual machine replication

° Testing a replica

° Running a virtual machine from backup (including finalization)
o Disaster recovery failover

o Disaster recovery failback

° Running a script (for Cyber Scripting functionality)

° Patch installation

o ESXi configuration backup



To customize auto-update settings

1. Inthe Cyber Protect console, go to Settings > Agents.

2. Select the scope for the settings:
» To change the settings for all machines, click Edit default agent update settings.

» To change the settings for specific machines, select the desired machines, and then click
Agent update settings.

3. Configure the settings according to your needs, and then click Apply.
To remove the custom auto-update settings

1. In the Cyber Protect console, go to Settings > Agents.

2. Select the scope for the settings:
« Toremove the custom settings for all machines, click Edit default agent update settings.

« Toremove the custom settings for specific machines, select the desired machines, and then
click Agent update settings.

3. Click Reset to default settings, and then click Apply.
To check the auto-update status

1. Inthe Cyber Protect console, go to Settings > Agents.
2. Click the gear icon in the upper right corner of the table, and then ensure that Auto-update
check box is selected.

3. Check the status that is shown in the Auto-update column.

Updating protection agents on BitLocker-encrypted workloads

Agent updates that introduce changes to Startup Recovery Manager interfere with BitLocker on
workloads on which both BitLocker and Startup Recovery Manager are enabled. In this case, after a
restart, the BitLocker recovery key is required. To mitigate this issue, suspend or disable BitLocker
before you update the agent.

Affected agent versions:
e 23.12.36943, released in December 2023

You can also check whether an update introduces changes to Startup Recovery Manager in the
release notes of the protection agent.

To update the agent on a workload with BitLocker and Startup Recovery Manager enabled

1. On the workload on which you want to update the agent, suspend or disable BitLocker.
2. Update the agent.

3. Restart the workload.

4. Enable BitLocker.



Deploying protection agents through Group Policy

You can centrally install (or deploy) Agent for Windows onto machines that are members of an
Active Directory domain, by using Windows Group Policy.

In this section, you will find out how to set up a Group Policy object to deploy agents onto machines
in an entire domain or in its organizational unit.

Every time a machine logs on to the domain, the resulting Group Policy object will ensure that the
agent is installed and registered.

Prerequisites

 Active Directory domain with a domain controller running Microsoft Windows Server 2003 or
later.

* You must be a member of the Domain Admins group in this domain.
* You have downloaded the All agents for Windows setup program.

To download the setup program, in the Cyber Protect console, click the account icon in the top-
right corner, and then click Downloads. The download link is also available in the Add devices
pane.

To deploy agents through Group Policy

1. Generate a registration token as described in "Generating a registration token" (p. 118).

2. Create the .mst file, the .msi file, and the .cab files, as described in "Creating the transform file
and extracting the installation packages" (p. 132).

3. Set up the Group Policy object as described in "Setting up the Group Policy object" (p. 133).

Creating the transform file and extracting the installation packages

To deploy protection agents via Windows Group Policy, you need a transform file (.mst), and the
installation packages (.msi and .cab files).

Note
The procedure below uses the default registration option, which is registration by token. To learn
how to generate a registration token, refer to "Generating a registration token" (p. 118).

To create the .mst file and extract the installation packages (.msi and .cab files)

1. Login as an administrator on any machine in the Active Directory domain.

2. Create a shared folder that will contain the installation packages. Ensure that domain users can
access the shared folder—for example, by leaving the default sharing settings for Everyone.

3. Run the agent setup program.

4. Click Create .mst and .msi files for unattended installation.



In What to install, select the components that you want to include in the installation, and then
click Done.
In Registration settings, click Specify, enter a registration token, and then click Done.

You can change the registration method from Use registration token (default) to Use
credentials or Skip registration. The Skip registration option presumes that you will register
the workloads manually later.

Review or modify the installation settings, which will be added to the .mst file, and then click
Proceed.

In Save the files to, specify the path to the shared folder that you created.

9. Click Generate.

As a result, the .mst file, the .msi file, and the .cab files are created and copied to the shared folder
that you specified.

Next, set up the Windows Group Policy object. To learn how to do it, refer to "Setting up the Group
Policy object” (p. 133).

Setting up the Group Policy object

In this procedure you use the installation packages that you created in "Creating the transform file

and extracting the installation packages" (p. 132) to set up a Group Policy object (GPO). The GPO will

deploy the agents onto the machines in your domain.

To set up the Group Policy object

1.

Log in to the domain controller as a domain administrator.

If the domain has more than one domain controller, log in to any of them as a domain
administrator.

[If you deploy agents in an organizational unit] Ensure that the organizational unit in which you
want to deploy the agents exists in this domain.

In the Windows Start menu, point to Administrative Tools, and then click Group Policy
Management (or Active Directory Users and Computers for Windows Server 2003).

[For Windows Server 2008 or later] Right-click the name of the domain or organizational unit,
and then click Create a GPO in this domain, and Link it here.

[For Windows Server 2003] Right-click the name of the domain or organizational unit, and then

click Properties. In the dialog box, click the Group Policy tab, and then click New.

Name the new Group Policy object Agent for Windows.

Open the Agent for Windows Group Policy object for editing:

* [In Windows Server 2008 or later] Under Group Policy Objects, right-click the Group Policy
object, and then click Edit.

» [In Windows Server 2003] Click the Group Policy object, and then click Edit.

In the Group Policy object editor snap-in, expand Computer Configuration.

[For Windows Server 2012 or later] Expand Policies > Software Settings.

[For Windows Server 2003 and Windows Server 2008] Expand Software Settings.



11.
12.

13.
14.

15.

Right-click Software installation, point to New, and then click Package.

Select the agent's .msi installation package in the shared folder that you created, and then click
Open.

In the Deploy Software dialog box, click Advanced, and then click OK.

On the Modifications tab, click Add, and then select the .mst file in the shared folder that you
created.

Click OK to close the Deploy Software dialog box.

Deploying virtual appliances

Deploying Agent for VMware (Virtual Appliance)

Before you start

System requirements for the agent

By default, the virtual appliance is assigned 4 GB of RAM and 2 vCPUs, which is optimal and
sufficient for most operations.

To improve the backup performance and avoid failures related to insufficient RAM memory, we
recommend that you increase these resources to 16 GB of RAM and 4 vCPUs in more demanding
cases. For example, increase the assigned resources when you expect the backup traffic to exceed
100 MB per second (for example, in 10-Gigabit networks) or if you simultaneously back up multiple
virtual machines with large hard drives (500 GB or more).

The appliance's own virtual disks occupy no more than 6 GB. Thick or thin disk format does not
matter, it does not affect the appliance performance.

How many agents do | need?

Even though one virtual appliance is able to protect an entire vSphere environment, the best
practice is deploying one virtual appliance per vSphere cluster (or per host, if there are no clusters).
This makes for faster backups because the appliance can attach the backed-up disks by using the
HotAdd transport, and therefore the backup traffic is directed from one local disk to another.

It is normal to use both the virtual appliance and Agent for VMware (Windows) at the same time, as
long as they are connected to the same vCenter Server or they are connected to different ESXi hosts.
Avoid cases when one agent is connected to an ESXi directly and another agent is connected to the
vCenter Server which manages this ESXi.

We do not recommend that you use locally attached storage (i.e. storing backups on virtual disks
added to the virtual appliance) if you have more than one agent. For more considerations, see
"Using a locally attached storage" (p. 666).



Disable automatic DRS for the agent

If the virtual appliance is deployed to a vSphere cluster, be sure to disable automatic vMotion for it.
In the cluster DRS settings, enable individual virtual machine automation levels, and then set
Automation level for the virtual appliance to Disabled.

Deploying the OVF template

1. Click All devices > Add > VMware ESXi > Virtual Appliance (OVF).

The .zip archive is downloaded to your machine.

Unpack the .zip archive. The folder contains one .ovf file and two .vmdk files.
Ensure that these files can be accessed from the machine running vSphere Client.

Start vSphere Client and log on to the vCenter Server.

vk N

Deploy the OVF template.

* When configuring storage, select the shared datastore, if it exists. Thick or thin disk format
does not matter, as it does not affect the appliance performance.

» When configuring network connections, be sure to select a network that allows an Internet
connection, so that the agent can properly register itself in the cloud.

Configuring the virtual appliance

After deploying the virtual appliance, you must configure it so that it can access vCenter Server or
the ESXi host and the Cyber Protection service.

To configure the virtual appliance

1. In the vSphere Client, open the console of the virtual appliance.
2. Ensure that the network connection is configured.
The connection is configured automatically via Dynamic Host Configuration Protocol (DHCP).
To change the default configuration, under Agent options, in the ethO field, click Change, and
then specify the network settings.
3. Connect the virtual appliance to vCenter Server or the ESXi host.
a. Under Agent options, in the vCenter/ESX(i) field, click Change, and then specify the
following.
 [If you use vCenter Server] The vCenter Server name or IP address.
 [If you do not use vCenter Server] The name or IP address of the ESXi host on which you
want to back up and recover virtual machines. For faster backups, deploy the virtual
appliance on the same host.
» The credentials required for the appliance to connect to vCenter Server or the ESXi host.
We recommend that you use a dedicated account for accessing vCenter Server or the ESXi
host, instead of using an existing account with the Administrator role. For more
information, see "Required privileges for Agent for VMware" (p. 672).



b. Click Check connection to verify that the settings are correct.
Click OK.
4. Register the appliance in the Cyber Protection service by using one of the following methods.

» [Only for tenants without two-factor authentication] Register the appliance in its graphical
interface.

a. Under Agent options, in the Management Server field, click Change.
b. Inthe Server name/IP field, select Cloud.

The Cyber Protection service address appears. Do not change this address unless
instructed otherwise.

c. Inthe User name and Password fields, specify the credentials for your account in the
Cyber Protection service. The virtual appliance and the virtual machines that the appliance
manages are registered under this account.

d. Click OK.

* Register the appliance in the command-line interface.

Note
With this method, you need a registration token. For more information about how to
generate one, see "Generating a registration token" (p. 118).

a. Press CTRL+SHIFT+F2 to open the command-line interface.

b. Run the following command:

register_agent -o register -t cloud -a <service address> --token <registration
token>

Note
When you use a registration token, you must specify the exact data center address. This is
the URL that you see after you log in to the Cyber Protect console. For example,

https://eu2-cloud.company.com.
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Do not use https://cloud.company.com here.

c. Toreturn to the graphical interface of the appliance, press ALT+F1.
5. [Optional] Add local storage.

a. Inthe vSphere Client, attach a virtual disk to the virtual appliance. The virtual disk must have
at least 10 GB of free space.

b. Inthe graphical user interface of the appliance, click Refresh.



Agent for VMware (Virtual Appliance)
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The Create storage button becomes active.
c. Click Create storage.
d. Specify a label for the storage, and then click OK.
e. Confirm your choice by clicking Yes.
6. [If a proxy server is enabled in your network] Configure the proxy server.
a. Press CTRL+SHIFT+F2 to open the command-line interface.
b. Open the file /etc/Acronis/Global.config in a text editor.

c. Do one of the following:
« If the proxy settings were specified during the agent installation, find the following section:

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"ADDRESS"</value>
<value name="Port" type="Tdword">"PORT"</value>
<value name="Login" type="TString">"LOGIN"</value>
<value name="Password" type="TString">"PASSWORD"</value>
</key>

» Otherwise, copy the above lines and paste them into the file between the <registry
name="Global">...</registry> tags.
d. Replace ADDRESS with the new proxy server host name/IP address, and PORT with the decimal
value of the port number.
e. If your proxy server requires authentication, replace LOGIN and PASSWORD with the proxy server
credentials. Otherwise, delete these lines from the file.

f. Save the file.

g. Open the file /opt/acronis/etc/aakore.yaml in a text editor.

h. Locate the env section or create it and add the following lines:
env:

http-proxy: proxy_login:proxy_password@proxy_address:port
https-proxy: proxy_login:proxy_password@proxy_address:port

i. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_



address:port with the address and port number of the proxy server.

j. Run the reboot command.

Note

To be able to update a virtual appliance deployed behind a proxy, edit the appliance config.yaml
file ( /opt/acronis/etc/va-updater/config.yaml), by adding the following line to the bottom of
that file, and then entering values specific to your environment:

httpProxy: http://<proxy_login>:<proxy_password>@<proxy_address>:<port>

For example:

httpProxy: http://mylogin:mypassword@192.168.2.300:8080

Deploying Agent for Scale Computing HC3 (Virtual Appliance)

Before you start

This appliance is a pre-configured virtual machine that you deploy in a Scale Computing HC3 cluster.
It contains a protection agent that enables you to administer cyber protection for all virtual
machines in the cluster.

System requirements for the agent

By default, the virtual machine with the agent uses 2 vCPUs and 4 GiB of RAM. These settings are
sufficient for most operations but you can change them by editing the virtual machine in the Scale
Computing HC3 web interface.

To improve the backup performance and avoid failures related to insufficient RAM memory, we
recommend that you increase these resources to 4 vCPUs and 8 GiB of RAM in more demanding
cases. For example, increase the assigned resources when you expect the backup traffic to exceed
100 MB per second (for example, in 10-Gigabit networks) or if you back up simultaneously multiple
virtual machines with large hard drives (500 GB or more).

The size of the appliance virtual disk is about 9 GB.

How many agents do | need?

One agent can protect the entire cluster. However, you can have more than one agent in the cluster
if you need to distribute the backup traffic bandwidth load.

If you have more than one agent in a cluster, the virtual machines are automatically evenly
distributed between the agents, so that each agent manages a similar number of machines.

Automatic redistribution occurs when the load imbalance among the agents reaches 20 percent.
This may happen after you add or remove a machine or an agent. For example, you realize that you
need more agents to help with throughput and you deploy an additional virtual appliance to the
cluster. The management server will assign the most appropriate machines to the new agent. The



old agents' load will reduce. When you remove an agent from the management server, the
machines assigned to the agent are redistributed among the remaining agents. However, this will
not happen if an agent gets corrupted or is deleted manually from the Scale Computing HC3 cluster.
Redistribution will start only after you remove such an agent from the Cyber Protect console.

To check which agent manages a specific machine

1. In the Cyber Protect console, click Devices, and then select Scale Computing.

2. Click the gear icon in the upper right corner of the table, and under System, select the Agent
check box.

3. Check the name of the agent in the column that appears.

Deploying the QCOW?2 template

1. Log in to your Cyber Protection account.

2. Click Devices > All devices > Add > Scale Computing HC3.
The .zip archive is downloaded to your machine.

3. Unpack the .zip archive, and then save the .qcow? file and the .xml file to a folder named
ScaleAppliance.

4. Upload the ScaleAppliance folder to a network share and ensure that the Scale Computing HC3
cluster can access it.

5. Login to the Scale Computing HC3 cluster as an administrator who has the VM Create/Edit role
assigned. For more information about the roles required for operations with Scale Computing
HC3 virtual machines, refer to "Agent for Scale Computing HC3 - required roles" (p. 142).

6. Inthe Scale Computing HC3 web interface, import the virtual machine template from the
ScaleAppliance folder.
a. Click the Import HC3 VM icon.

b. Inthe Import HC3 VM window, specify the following:
* A name for the new virtual machine.
» The network share on which the ScaleAppliance folder is located.

» The user name and password required for accessing this network share.

[Optional] A domain tag for the new virtual machine.
» The path to the ScaleAppliance folder on the network share.

c. Click Import.

After the deployment completes, you must configure the virtual appliance. For more information on
how to configure it, refer to "Configuring the virtual appliance" (p. 140).

Note

If you need more than one virtual appliance in your cluster, repeat the steps above and deploy
additional virtual appliances. Do not clone an existing virtual appliance by using the Clone

VM option in the Scale Computing HC3 web interface.




Configuring the virtual appliance

After deploying the virtual appliance, you need to configure it so that it can reach both the Scale
Computing HC3 cluster that it will protect and the Cyber Protection service.

To configure the virtual appliance

1. Login to your Scale Computing HC3 account.

2. Select the virtual appliance that you want to configure, and then click the Console icon.
In the ethO field, configure the network interfaces of the appliance.
Ensure that automatically assigned DHCP addresses (if any) are valid within the networks that
your virtual machine uses or assign them manually. Depending on the number of networks that
the appliance uses, there may be one or more interfaces to configure.

4. Inthe Scale Computing field, click Change to specify the Scale Computing HC3 cluster address
and credentials for accessing it.
a. Inthe Server name/IP field, enter the DNS name or IP address of the cluster.
b. Inthe User name and Password fields, enter the credentials for the Scale Computing HC3

administrator account.

Ensure that this account has the roles required for operations with Scale Computing HC3

virtual machines. For more information about these roles, refer to "Agent for Scale

Computing HC3 - required roles" (p. 142).

c. Click Check connection to verify that the settings are correct.
d. Click OK.
5. Register the appliance in the Cyber Protection service by using one of the following methods.
» [Only for tenants without two-factor authentication] Register the appliance in its graphical
interface.

a. Under Agent options, in the Management Server field, click Change.

b. Inthe Server name/IP field, select Cloud.

The Cyber Protection service address appears. Do not change this address unless
instructed otherwise.

c. Inthe User name and Password fields, specify the credentials for your account in the
Cyber Protection service. The virtual appliance and the virtual machines that the appliance
manages are registered under this account.

d. Click OK.

* Register the appliance in the command-line interface.

Note
With this method, you need a registration token. For more information about how to
generate one, see "Generating a registration token" (p. 118).

a. Press CTRL+SHIFT+F2 to open the command-line interface.

b. Run the following command:



register_agent -o register -t cloud -a <service address> --token <registration
token>

Note
When you use a registration token, you must specify the exact data center address. This is

the URL that you see after you log in to the Cyber Protect console. For example,

https://eu2-cloud.company.com.
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Do not use https://cloud. company.com here.

c. Toreturn to the graphical interface of the appliance, press ALT+F1.
6. [Optional] In the Name field, click Change to edit the default name for the virtual appliance,
which is localhost. This name is shown in the Cyber Protect console.
7. [Optional] In the Time field, click Change, and then select the time zone of your location to
ensure that the scheduled operations run at the appropriate time.
8. [If a proxy server is enabled in your network] Configure the proxy server.
a. Press CTRL+SHIFT+F2 to open the command-line interface.
b. Open the file /etc/Acronis/Global.config in a text editor.

c. Do one of the following:
« If the proxy settings were specified during the agent installation, find the following section:

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"ADDRESS"</value>
<value name="Port" type="Tdword">"PORT"</value>
<value name="Login" type="TString">"LOGIN"</value>
<value name="Password" type="TString">"PASSWORD"</value>
</key>

» Otherwise, copy the above lines and paste them into the file between the <registry
name="Global">...</registry> tags.
d. Replace ADDRESS with the new proxy server host name/IP address, and PORT with the decimal
value of the port number.
e. If your proxy server requires authentication, replace LOGIN and PASSWORD with the proxy server
credentials. Otherwise, delete these lines from the file.
f. Save the file.
g. Open the file fopt/acronis/etc/aakore.yaml in a text editor.
h. Locate the env section or create it and add the following lines:
env:

http-proxy: proxy_login:proxy_password@proxy_address:port
https-proxy: proxy_login:proxy_password@roxy_address:port



i. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_
address:port with the address and port number of the proxy server.

j. Run the reboot command.

Note

To be able to update a virtual appliance deployed behind a proxy, edit the appliance config.yaml
file ( /opt/acronis/etc/va-updater/config.yaml), by adding the following line to the bottom of
that file, and then entering values specific to your environment:

httpProxy: http://<proxy_login>:<proxy_password>@<proxy_address>:<port>

For example:

httpProxy: http://mylogin:mypassword@192.168.2.300:8080

To protect virtual machines in the Scale Computing HC3 cluster

1. Login to your Cyber Protection account.
2. Navigate to Devices > Scale Computing HC3> <your cluster> or find your machines in Devices >
All devices.

3. Select machines and apply a protection plan to them.

Agent for Scale Computing HC3 - required roles

This section describes the roles required for operations with Scale Computing HC3 virtual machines.

Operation Role

Back up a virtual machine Backup
VM Create/Edit

VM Delete

Recover to an existing virtual machine Backup

VM Create/Edit
VM Power Control
VM Delete

Cluster Settings

Recover to a new virtual machine Backup
VM Create/Edit
VM Power Control

VM Delete

Cluster Settings




Deploying Agent for Virtuozzo Hybrid Infrastructure (Virtual
Appliance)

Before you start

This appliance is a pre-configured virtual machine that you deploy in Virtuozzo Hybrid
Infrastructure. It contains a protection agent that enables you to administer cyber protection for all
virtual machines in a Virtuozzo Hybrid Infrastructure cluster.

Note

To ensure that backups with enabled Volume Shadow Copy Service (VSS) for virtual machines
backup option run properly and capture data in application-consistent state, verify that Virtuozzo
Guest Tools are installed and up-to-date on the protected virtual machines.

System requirements for the agent

When deploying the virtual appliance, you can choose between different predefined combinations
of vCPUs and RAM (flavors). You can also create your own flavors.

2 vCPUs and 4 GB of RAM (medium flavor) are optimal and sufficient for most operations. To
improve the backup performance and avoid failures related to insufficient RAM memory, we
recommend that you increase these resources to 4 vCPUs and 8 GB of RAM in more demanding
cases. For example, increase the assigned resources when you expect the backup traffic to exceed
100 MB per second (for example, in 10-Gigabit networks) or if you back up simultaneously multiple
virtual machines with large hard drives (500 GB or more).

How many agents do | need?

One agent can protect the entire cluster. However, you can have more than one agent in the cluster
if you need to distribute the backup traffic bandwidth load.

If you have more than one agent in a cluster, the virtual machines are automatically evenly
distributed between the agents, so that each agent manages a similar number of machines.

Automatic redistribution occurs when the load imbalance among the agents reaches 20 percent.
This may happen after you add or remove a machine or an agent. For example, you realize that you
need more agents to help with throughput and you deploy an additional virtual appliance to the
cluster. The management server will assign the most appropriate machines to the new agent. The
old agents' load will reduce. When you remove an agent from the management server, the
machines assigned to the agent are redistributed among the remaining agents. However, this will
not happen if an agent gets corrupted or is deleted manually from the Virtuozzo Hybrid
Infrastructure node. Redistribution will start only after you remove such an agent from the Cyber
Protection web interface.

To check which agent manages a specific machine



1. Inthe Cyber Protect console, click Devices, and then select Virtuozzo Hybrid Infrastructure.

2. Click the gear icon in the upper right corner of the table, and under System, select the Agent
check box.

3. Check the name of the agent in the column that appears.

Limitations

« Virtuozzo Hybrid Infrastructure appliance cannot be deployed remotely.

» Application-aware backup of virtual machines is not supported.

Configuring networks in Virtuozzo Hybrid Infrastructure

Before deploying and configuring the virtual appliance, you need to have your networks in Virtuozzo
Hybrid Infrastructure configured.

Network requirements for the Agent for Virtuozzo Hybrid Infrastructure (Virtual Appliance)

» The virtual appliance requires 2 network adapters.
» The virtual appliance must be connected to Virtuozzo networks with the following network traffic

types:
o Compute API

° VM Backup
° ABGW Public
° VM Public

For more information about configuring the networks, see Compute cluster requirements in the
Virtuozzo documentation.

Configuring user accounts in Virtuozzo Hybrid Infrastructure

To configure the virtual appliance, you need a Virtuozzo Hybrid Infrastructure user account. This
account must have the Administrator role in the Default domain. For more information about
users, refer to Managing admin panel users in the Virtuozzo Hybrid Infrastructure documentation.
Ensure that you granted this account access to all projects in the Default domain.

To grant access to all projects in the Default domain

1. Create an environment file for the system administrator. To do this, run the following script in
the Virtuozzo Hybrid Infrastructure cluster via the OpenStack Command-Line Interface. For more
information on how to connect to this interface, refer to Connecting to OpenStack command-line
interface in the Virtuozzo Hybrid Infrastructure documentation.

su - vstoradmin
kolla-ansible post-deploy
exit

2. Use the environment file to authorize further OpenStack commands:
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. /etc/kolla/admin-openrc.sh

3. Run the following commands:

openstack --insecure user set --project admin --project-domain Default --domain
Default <username>

openstack --insecure role add --domain Default --user <username> --user-domain
Default compute --inherited

Here, <username> is the Virtuozzo Hybrid Infrastructure account with the Administrator role in
the Default domain. The virtual appliance will use this account in order to back up and restore
the virtual machines in any child project under the Default domain.

Example

su - vstoradmin

kolla-ansible post-deploy

exit

. /etc/kolla/admin-openrc.sh

openstack --insecure user set --project admin --project-domain Default --domain Default
johndoe

openstack --insecure role add --domain Default --user johndoe --user-domain Default
compute --inherited

To manage backups for virtual machines in a domain that is different from the Default domain, run
the following command as well.

To grant access to all projects in a different domain

openstack --insecure role add --domain <domain name> --inherited --user <username> --
user-domain Default admin

Here, <domain name> is the domain to the projects in which the <username> account will have
access.

Example

openstack --insecure role add --domain MyNewDomain --inherited --user johndoe --user-
domain Default admin

After granting access to projects, check what roles are assigned to the account.

To check assigned roles
openstack --insecure role assignment list --user <username> --names

Here, <username> is the Virtuozzo Hybrid Infrastructure account.



Example

openstack --insecure role assignment list --user johndoe --names -c Role -c User -c
Project -c Domain

Fommmm e e ittt e et B +
| Role | User | Project | Domain |
e i e et B +
| admin | johndoe@Default | | MyNewDomain |
| compute | johndoe@Default | | Default |
| domain_admin | johndoe@Default | | Default |
| domain_admin | johndoe@Default | | Default |
R B B tmmmm e +

In this example, the options -c Role, -c User, -c Project, and -c Domain are used to abridge the

command output to fit the page.

To check what effective roles are assigned to the account in all projects, run the following command

as well.

To check effective roles in all projects

openstack --insecure role assignment list --user <username> --names --effective

Here, <username> is the Virtuozzo Hybrid Infrastructure account.

Example

openstack --insecure role assignment list --user johndoe --names --effective

User -c Project -c Domain

domain_admin
compute
compute
domain_admin
domain_admin
project_user
member
reader
project_user
member
reader
project_user
member
reader

johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default
johndoe@Default

In this example, the options -c Role, -¢

command output to fit the page.
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admin@Default
service@efault
admin@Default
service@efault
service@efault
service@Default
service@efault
admin@Default
admin@Default
admin@Default

User, -c Project, and -c Domain are used to abridge the

+ ——— — - — — — — — — — — — + — 4
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————————— +

Domain |
————————— +

Default |

Default |
Default |

Default |
————————— +



Deploying the QCOW2 template

Log in to your Cyber Protection account.

Click Devices > All devices > Add > Virtuozzo Hybrid Infrastructure.
The .zip archive is downloaded to your machine.

Unpack the .zip archive. It contains a .qcow2 image file.

Log in to your Virtuozzo Hybrid Infrastructure account.

5. Add the .qcow2 image file to the Virtuozzo Hybrid Infrastructure compute cluster as follows:

* Onthe Compute > Virtual machines > Images tab, click Add image.

* Inthe Add image window, click Browse, and then select the .qcow?2 file.

« Specify the image name, select the Generic Linux OS type, and then click Add.

In the Compute > Virtual machines > Virtual machines tab, click Create virtual machine. A

window will open where you need to specify the following parameters:

» A name for the new virtual machine.

* In Deploy from, choose Image.

* Inthe Images window, select the .qcow2 image file of the appliance, and then click Done.

* Inthe Volumes window, you don't need to add any volumes. The volume that is added
automatically for the system disk is sufficient.

* In the Flavor window, choose your desired combination of vCPUs and RAM, and then click
Done. Usually, 2 vCPUs and 4 GiB of RAM are enough.

* Inthe Network interfaces window, click Add, select the virtual network of type public, and
then click Add. It will appear in the Network interfaces list.
If you use a setup with more than one physical network (and thus, with more than one virtual
network of type public), repeat this step and select the virtual networks that you need.

Click Done.

Back in the Create virtual machine window, click Deploy to create and boot the virtual

machine.

Configuring the virtual appliance

After deploying the Agent for Virtuozzo Hybrid Infrastructure (Virtual Appliance), you need to

configure the virtual appliance so that it can reach both the Virtuozzo Hybrid Infrastructure cluster

that it will protect and the Cyber Protection cloud service.

To configure the virtual appliance

1.
2.

Log in to your Virtuozzo Hybrid Infrastructure account.

On the Compute > Virtual machines > Virtual Machines tab, select the virtual machine that
you created. Then, click Console.

Configure the network interfaces of the appliance. There may be one or more interfaces to
configure - it depends on the number of virtual networks that the appliance uses. Ensure that
automatically assigned DHCP addresses (if any) are valid within the networks that your virtual



machine uses or assign them manually.

John's VA / Console [ send keys $ ] [ select action 3 ] =]

Agent for Virtuozzo Hybrid Infrastructure EN

Agent for Virtuozzo Hybrid Infrastructure

Specify the required parameters below, After the agent is configured, the vitual machines will appear in the

Agentstatus:  To connect the agent to the Virtuozzo Hybrid Infrastructure server, specify the server and its
ccess cradentials

AGENT OPTIONS
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Infrastr e
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Server
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IP address:  10.136.161.152
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4. Specify the Virtuozzo cluster address and credentials:

* DNS name or IP address of the Virtuozzo Hybrid Infrastructure cluster - this is the address of
the management node of the cluster. The default port 5000 will be automatically set. If you
use a different port, you need to specify it manually.

* Inthe User domain name field, specify your domain in Virtuozzo Hybrid Infrastructure. For
example, Default.

The domain name is case-sensitive.

» Inthe User name and Password fields, enter the credentials for Virtuozzo Hybrid
Infrastructure user account with Administrator role in the specified domain. For more
information about users, roles, and domains, refer to Configuring user accounts in Virtuozzo
Hybrid Infrastructure.
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5. Register the appliance in the Cyber Protection service by using one of the following methods.
» [Only for tenants without two-factor authentication] Register the appliance in its graphical
interface.
a. Under Agent options, in the Management Server field, click Change.
b. Inthe Server name/IP field, select Cloud.

The Cyber Protection service address appears. Do not change this address unless
instructed otherwise.



c. Inthe User name and Password fields, specify the credentials for your account in the
Cyber Protection service. The virtual appliance and the virtual machines that the appliance
manages are registered under this account.

d. Click OK.

» Register the appliance in the command-line interface.

Note
With this method, you need a registration token. For more information about how to

generate one, see "Generating a registration token" (p. 118).

a. Press CTRL+SHIFT+F2 to open the command-line interface.

b. Run the following command:

register_agent -o register -t cloud -a <service address> --token <registration
token>

Note
When you use a registration token, you must specify the exact data center address. This is

the URL that you see after you log in to the Cyber Protect console. For example,

https://eu2-cloud. company.com.

T = Cyber Protect Console * —|—

«~ (O (7] httpsy/feu2-cloud.company.com

Do not use https://cloud.company.com here.

c. Toreturn to the graphical interface of the appliance, press ALT+F1.
6. [If a proxy server is enabled in your network] Configure the proxy server.
a. Press CTRL+SHIFT+F2 to open the command-line interface.
b. Open the file /etc/Acronis/Global.config in a text editor.

c. Do one of the following:
« If the proxy settings were specified during the agent installation, find the following section:

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"ADDRESS"</value>
<value name="Port" type="Tdword">"PORT"</value>
<value name="Login" type="TString">"LOGIN"</value>
<value name="Password" type="TString">"PASSWORD"</value>
</key>

» Otherwise, copy the above lines and paste them into the file between the <registry
name="Global">...</registry> tags.
d. Replace ADDRESS with the new proxy server host name/IP address, and PORT with the decimal
value of the port number.



e. If your proxy server requires authentication, replace LOGIN and PASSWORD with the proxy server
credentials. Otherwise, delete these lines from the file.
f. Save the file.
g. Open the file /opt/acronis/etc/aakore.yaml in a text editor.
h. Locate the env section or create it and add the following lines:
env:

http-proxy: proxy_login:proxy_password@roxy_address:port
https-proxy: proxy_login:proxy_password@proxy_address:port

i. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_
address:port with the address and port number of the proxy server.

j. Run the reboot command.

Note

To be able to update a virtual appliance deployed behind a proxy, edit the appliance config.yaml
file ( /opt/acronis/etc/va-updater/config.yaml), by adding the following line to the bottom of
that file, and then entering values specific to your environment:

httpProxy: http://<proxy_login>:<proxy_password>@<proxy_address>:<port>

For example:

httpProxy: http://mylogin:mypassword@192.168.2.300:8080

To protect the virtual machines in the Virtuozzo Hybrid Infrastructure cluster

1. Log in to your Cyber Protection account.
2. Navigate to Devices > Virtuozo Hybrid Infrastructure> <your cluster> > Default project >
admin or find your machines in Devices > All devices.

3. Select machines and apply a protection plan to them.
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Deploying Agent for oVirt (Virtual Appliance)

Before you start

This appliance is a pre-configured virtual machine that you deploy in a Red Hat Virtualization/oVirt
data center. The appliance contains a protection agent that enables you to administer cyber
protection for all virtual machines in the data center.

System requirements for the agent

By default, the virtual machine with the agent uses 2 vCPUs and 4 GiB of RAM. These settings are
sufficient for most operations but you can edit them in Red Hat Virtualization/oVirt Administration
Portal.

To improve the backup performance and avoid failures related to insufficient RAM memory, we
recommend that you increase these resources to 4 vCPUs and 8 GiB of RAM in more demanding
cases. For example, increase the assigned resources when you expect the backup traffic to exceed
100 MB per second (for example, in 10-Gigabit networks) or if you back up simultaneously multiple
virtual machines with large hard drives (500 GB or more).

The size of the appliance virtual disk is 8 GiB.

How many agents do | need?

One agent can protect the entire data center. However, you can have more than one agent in the
data center if you need to distribute the backup traffic bandwidth load.

If you have more than one agent in the data center, the virtual machines are automatically
distributed between the agents, so that each agent manages a similar number of machines.

Automatic redistribution occurs when the load imbalance among the agents reaches 20 percent.
This may happen after you add or remove a machine or an agent. For example, you realize that you
need more agents to help with throughput and you deploy an additional virtual appliance to the
data center. The management server will assign the most appropriate machines to the new agent.
The old agents' load will reduce. When you remove an agent, the machines assigned to the agent
are redistributed among the remaining agents. However, this will not happen if an agent gets
corrupted or is deleted manually from Red Hat Virtualization/oVirt Administration Portal.
Redistribution will start only after you remove such an agent from the Cyber Protect console.

To check which agent manages a specific machine

1. Inthe Cyber Protect console, click Devices, and then select oVirt.

2. Click the gear icon in the upper right corner of the table, and under System, select the Agent
check box.

3. Check the name of the agent in the column that appears.



Limitations

The following operations are not supported for Red Hat Virtualization/oVirt virtual machines:

Application-aware backup
Running a virtual machine from a backup
Replication of virtual machines

Changed block tracking

Deploying the OVA template

Log in to your Cyber Protection account.

Click Devices > All devices > Add > Red Hat Virtualization (oVirt).

The .zip archive is downloaded to your machine.

Unpack the .zip archive. It contains one .ova file.

Upload the .ova file to a host in the Red Hat Virtualization/oVirt data center that you want to
protect.

Log in to Red Hat Virtualization/oVirt Administration Portal as an administrator. For more
information about the roles required for operations with virtual machines, refer to "Agent for
oVirt - required roles and ports" (p. 155).

From the navigation menu, select Compute > Virtual machines.

Click the vertical ellipsis icon E' above the main table, and then click Import.

In the Import Virtual Machine(s) window, do the following:

a. In Data center, select the data center that you want to protect.

b. In Source, select Virtual Appliance (OVA).

c. In Host, select the host on which you uploaded the .ova file.

d. InFile Path, specify the path to the directory that contains the .ova file.

e. Click Load.
The oVirt virtual appliance template from the .ova file appears in the Virtual Machines on
Source panel.
If the template does not appear in this panel, ensure that you have specified the correct path
to the file, the file is not damaged, and the host can be reached.

f. In Virtual Machines on Source, select the oVirt virtual appliance template, and then click the
right arrow.
The template appears in the Virtual machines to import panel.

g. Click Next.
In the new window, click the appliance name, and then configure the following settings:
* Onthe Network interfaces tab, configure the network interfaces.

» [Optional] On the General tab, change the default name of the virtual machine with the agent.

The deployment is now complete. Next, you have to configure the virtual appliance. For more

information on how to configure it, refer to "Configuring the virtual appliance" (p. 153).



Note
If you need more than one virtual appliance in your data center, repeat the steps above and deploy

additional virtual appliances. Do not clone an existing virtual appliance by using the Clone
VM option in Red Hat Virtualization/oVirt Administration Portal.

To exclude the virtual appliance from dynamic group backups, you must also exclude it from the list
of virtual machines in the Cyber Protect console. To exclude it, in Red Hat Virtualization/oVirt
Administration Portal, select the virtual machine with the agent, and then assign the tag acronis_

virtual_appliance to it.

Configuring the virtual appliance

After deploying the virtual appliance, you need to configure it so that it can reach both the oVirt

engine and the Cyber Protection service.
To configure the virtual appliance

1. Login to Red Hat Virtualization/oVirt Administration Portal.
2. Select the virtual appliance that you want to configure, and then click the Console icon.
In the ethO field, configure the network interfaces of the appliance.
Ensure that automatically assigned DHCP addresses (if any) are valid within the networks that
your virtual machine uses or assign them manually. Depending on the number of networks that
the appliance uses, there may be one or more interfaces to configure.
4. Inthe oVirt field, click Change to specify the oVirt engine address and credentials for accessing
it:
In the Server name/IP field, enter the DNS name or IP address of the engine.
In the User name and Password fields, enter the administrator credentials for this engine.
Ensure that this administrator account has the roles required for operations with Red Hat
Virtualization/oVirt virtual machines. For more information about these roles, refer to "Agent
for oVirt - required roles and ports" (p. 155).
If Keycloak is the Single-Sign-On (SSO) provider for the oVirt engine (default in oVirt 4.5.1), use
the Keycloak format when specifying the user name. For example, specify the default
administrator account as admin@ovirt@internalsso instead of admin@internal.
c. [Optional] Click Check connection to ensure that the provided credentials are correct.
d. Click OK.
5. Register the appliance in the Cyber Protection service by using one of the following methods.
» [Only for tenants without two-factor authentication] Register the appliance in its graphical
interface.
a. Under Agent options, in the Management Server field, click Change.
b. Inthe Server name/IP field, select Cloud.
The Cyber Protection service address appears. Do not change this address unless

instructed otherwise.



c. Inthe User name and Password fields, specify the credentials for your account in the
Cyber Protection service. The virtual appliance and the virtual machines that the appliance
manages are registered under this account.

d. Click OK.

Register the appliance in the command-line interface.

Note
With this method, you need a registration token. For more information about how to

generate one, see "Generating a registration token" (p. 118).

a. Press CTRL+SHIFT+F2 to open the command-line interface.

b. Run the following command:

register_agent -o register -t cloud -a <service address> --token <registration
token>

Note
When you use a registration token, you must specify the exact data center address. This is
the URL that you see after you log in to the Cyber Protect console. For example,

https://eu2-cloud. company.com.

T = Cyber Protect Console * —|—

«~ (O (7] httpsy/feu2-cloud.company.com

Do not use https://cloud.company.com here.

c. Toreturn to the graphical interface of the appliance, press ALT+F1.

[Optional] In the Name field, click Change to edit the default name for the virtual appliance,
which is localhost. This name is shown in the Cyber Protect console.

[Optional] In the Time field, click Change, and then select the time zone of your location to

ensure that the scheduled operations run at the appropriate time.

[Optional] [If a proxy server is enabled in your network] Configure the proxy server.

a.
b.

C.

Press CTRL+SHIFT+F2 to open the command-line interface.
Open the file /etc/Acronis/Global.config in a text editor.

Do one of the following:
« If the proxy settings were specified during the agent installation, find the following section:

<key name="HttpProxy">
<value name="Enabled" type="Tdword">"1"</value>
<value name="Host" type="TString">"ADDRESS"</value>
<value name="Port" type="Tdword">"PORT"</value>
<value name="Login" type="TString">"LOGIN"</value>
<value name="Password" type="TString">"PASSWORD"</value>
</key>



» Otherwise, copy the above lines and paste them into the file between the <registry
name="Global">...</registry> tags.
d. Replace ADDRESS with the new proxy server host name/IP address, and PORT with the decimal
value of the port number.
e. If your proxy server requires authentication, replace LOGIN and PASSWORD with the proxy server
credentials. Otherwise, delete these lines from the file.
f. Save the file.
g. Open the file /opt/acronis/etc/aakore.yaml in a text editor.
h. Locate the env section or create it and add the following lines:
env:

http-proxy: proxy_login:proxy_password@roxy_address:port
https-proxy: proxy_login:proxy_password@proxy_address:port

i. Replace proxy_login and proxy_password with the proxy server credentials, and proxy_
address:port with the address and port number of the proxy server.

j. Run the reboot command.

Note

To be able to update a virtual appliance deployed behind a proxy, edit the appliance config.yaml
file ( /opt/acronis/etc/va-updater/config.yaml), by adding the following line to the bottom of
that file, and then entering values specific to your environment:

httpProxy: http://<proxy_login>:<proxy_password>@<proxy_address>:<port>

For example:

httpProxy: http://mylogin:mypassword@192.168.2.300:8080

To protect virtual machines in the Red Hat Virtualization/oVirt data center

1. Log in to your Cyber Protection account.
2. Navigate to Devices > oVirt > <your cluster> or find your machines in Devices > All devices.

3. Select machines and apply a protection plan to them.
Agent for oVirt - required roles and ports

Required roles

For its deployment and operation, Agent for oVirt requires an administrator account with the
following roles assigned.

oVirt/Red Hat Virtualization 4.2 and 4.3/Oracle Virtualization Manager 4.3

¢ DiskCreator

* UserVmManager



* TagManager
¢ UserVmRunTimeManager

¢ VmCreator

oVirt/Red Hat Virtualization 4.4, 4.5

e SuperUser

Required ports

Agent for oVirt connects to the oVirt engine by using the URL that you specify when you configure
the virtual appliance. Usually, the engine URL has the following format: https://ovirt.company.com.
In this case, the HTTPS protocol and port 443 are used.

Non-default oVirt settings may require another port. You can find the exact port by analyzing the
URL format. For example:

oVirt engine URL Port Protocol
https://ovirt.company.com/ 443 HTTPS
http://ovirt.company.com/ 80 HTTP
https://ovirt.company.com: 1234/ 1234 HTTPS

No additional ports are required for disk Read/Write operations, because the backup is performed
in the HotAdd mode.

Deploying Agent for Synology

Before you start

With Agent for Synology, you can back up files and folders from and to Synology NAS devices. The
NAS-specific properties and access permissions for shares, folders, and files are preserved.

Agent for Synology runs on the NAS device. Thus, you can use the resources of the device for off-
host data processing operations, such as backup replication, validation, and cleanup. To learn more
about these operations, refer to "Off-host data protection plans" (p. 209).

Note
Agent for Synology supports only NAS devices with x86_64 processors. ARM processors are not
supported.

You can recover a backup to the original or a new location on the NAS device, and to a network
folder that is accessible through that device. Backups in the cloud storage can also be recovered to a
non-original NAS device on which Agent for Synology is installed.

The table below summarizes the available backup sources and destinations.



Items to backup Where to backup
What to backup
(Backup source) (Backup destination)

Cloud storage

Local folder*
Local folder*

Files/folders Network folder (SMB)**

Network folder (SMB)** NFS folder

Public clouds***

* Including USB drives that are attached to the NAS device.

Note
Encrypted folders are not supported. These folders are not shown in the Cyber Protection graphical
user interface.

** Using external network shares as backup source or backup destination via the SMB protocol is
only available for agents running on Synology DiskStation Manager 6.2.3 and later. The data hosted
on the Synology NAS itself, including in hosted network shares, can be backed up without
limitations.

*** Backup to public clouds, such as Microsoft Azure, Amazon, Wasabi, or S3 compatible storages, is
supported only by Agent for Synology 7.x. Agent for Synology 6.x does not support this backup
destination due to limitations of the Linux kernel of Synology DSM 6.x.

Limitations

» Agent for Synology supports only NAS devices with x86_64 processors. ARM processors are not
supported.

» Backed-up encrypted shares are recovered as non-encrypted.

» Backed-up shares for which the File compression option is enabled are recovered with this
option disabled.

» You can recover to a Synology NAS device only backups that are created by Agent for Synology.

Downloading the setup program

The setup program for Agent for Synology is available as an SPK file.
Agent for Synology 7.x

To download the setup program

1. Inthe Cyber Protect console, navigate to Devices > All devices.

2. Inthe upper-right corner, click Add.



3. Under Network attached storage (NAS), click Synology.

The setup program is downloaded to your machine.

Agent for Synology 6.x

To download the setup program

1.

In the Cyber Protect console, navigate to Devices > All devices.

2. Inthe upper-right corner, click Add.

3. Under Network attached storage (NAS), click Synology.

The setup program for Agent for Synology 7.x is downloaded to your machine.
You can safely stop the download process or ignore the downloaded file.
Click Download Agent for Synology 6.x.

The setup program for Agent for Synology 6.x is downloaded to your machine.

Installing Agent for Synology

To install Agent for Synology, run the SPK file in Synology DiskStation Manager.

Note
Agent for Synology supports only NAS devices with x86_64 processors. ARM processors are not
supported.

Agent for Synology 7.x

Prerequisites

The NAS device runs DiskStation Manager 7.x.
You are a member of the administrators group on the NAS device.

There are at least 200 MB of free space on the NAS volume on which you want to install the
agent.

An SSH client is available on your machine. This document uses Putty as an example.

To install Agent for Synology

1.
2.
3.

Log in to Synology DiskStation Manager.
Open Package Center.

Click Manual Install, and then click Browse.
[ & (2]

158 © Acronis International GmbH, 2003-2024



© N o w

10.

Select the SPK file that you downloaded from the Cyber Protect console, and then click Next.

A warning that you will install a third-party software package is shown. This message is part of
the standard installation procedure.

To confirm that you want to install the package, click Agree.

Select the volume on which you want to install the agent, and then click Next.

Check the settings, and then click Done.

In Synology DiskStation Manager Package Center, open Cyber Protect Agent for Synology, and
then verify that you see the following screen.
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Agent for Synology

15.0.35957

In Synology DiskStation Manager Control Panel, go to Terminal & SNMP, and then enable the
SSH access to the NAS device.

Run the install script on the NAS device by using an SSH client (in this example, Putty).

The script enables the root access to DSM 7.0 or later, which is required to configure the agent.



a. Start Putty, and then specify the IP address or host name of your Synology NAS device.
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b. Click Open, and then log in as a Synology DSM administrator.

c. Run the following command.

sudo /var/packages/CyberProtectAgent/target/install/install

After the script starts, wait for 15 seconds during which the Cyber Protection services
initialize.
11. In Synology DiskStation Manager Control Panel, go to Terminal & SNMP, and then disable the
SSH access to the NAS device. The SSH access is no longer required.
12. In Synology DiskStation Manager Package Center, open Cyber Protect Agent for Synology.
13. Select the registration method.

< c Q Manual Install  Settings

4 Installed (2]

22 All Packages ‘ Cyber Protect Agent for Synology
Running Cyber Protect Agent 2 x
P Beta Packages v v 9
Open = Choose how to er the workload on the management server:

Backup Agent for Synology provides comprehensive

nst
15.0.35799 Volun

160 © Acronis International GmbH, 2003-2024



» [Toregister the agent by using credentials]
° Inthe User name and Password fields, specify credentials for the account under which the
agent will be registered. This account cannot be a partner administrator account.
« [Toregister the agent by using a registration token]
° In Registration address, specify the exact data center address. The exact data center

address is the URL that you see after you log in to the Cyber Protect console. For example,

https://us5-cloud.acronis.com.

Note
Do not use a URL format without the data center address. For example, do not use

https://cloud.acronis.com.

° In the Token field, specify the registration token.

For more information on how to generate a registration token, see "Generating a
registration token" (p. 118).

14. Click Register.

Agent for Synology 6.x

Prerequisites

» The NAS device runs DiskStation Manager 6.2.x.
* You are a member of the administrators group on the NAS device.

» There are at least 200 MB of free space on the NAS volume on which you want to install the
agent.

To install Agent for Synology

1. Log in to Synology DiskStation Manager.
Open Package Center.

3. Click Manual Install, and then click Browse.
IR

4. Select the SPK file that you downloaded from the Cyber Protect console, and then click Next.

A warning that you will install a package without a digital signature is shown. This message is
part of the standard installation procedure.

5. To confirm that you want to install the package, click Yes.

6. Select the volume on which you want to install the agent, and then click Next.
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7. Check the settings, and then click Apply.
8. In Synology DiskStation Manager Package Center, open Cyber Protect Agent for Synology.

9. Select the registration method.
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Backup Agent for Synology provides comprehensive

Other Information

» [Toregister the agent by using credentials]
° In the User name and Password fields, specify credentials for the account under which the
agent will be registered. This account cannot be a partner administrator account.
» [Toregister the agent by using a registration token]
° In Registration address, specify the exact data center address. The exact data center
address is the URL that you see after you log in to the Cyber Protect console. For example,

https://us5-cloud.acronis. com.

Note
Do not use a URL format without the data center address. For example, do not use

https://cloud.acronis.com.

° In the Token field, specify the registration token.
For more information on how to generate a registration token, see "Generating a
registration token" (p. 118).
10. Click Register.

When the registration completes, the Synology NAS device appears in the Cyber Protect console, on
the Devices > Network Attached Storage tab.

To back up the data on the NAS device, apply a protection plan.

Updating Agent for Synology

You can update Agent for Synology 6.x to a newer version of Agent for Synology 6.x. Similarly, you
can update Agent for Synology 7.x to a newer version of Agent for Synology 7.x.

To update the agent, run the newer version of the setup program in Synology DiskStation Manager.
The original registration of the agent, its settings, and the plans that are applied to the protected
workloads will be preserved.

Note
You cannot update the agent from the Cyber Protect console.




Upgrading Agent for Synology 6.x to Agent for Synology 7.x is supported only by uninstalling the
older agent and installing the newer agent. In this case, all protection plans are revoked and you
must re-apply them manually.

Agent for Synology 7.x

Prerequisites

* You are a member of the administrators group on the NAS device.

» There are at least 200 MB of free space on the NAS volume on which you want to install the
agent.

« An SSH client is available on your machine. This document uses Putty as an example.
To update Agent for Synology

1. In DiskStation Manager, open Package Center.

Click Manual Install, and then click Browse.

3. Select the newer SPK file for Agent for Synology 7.x that you downloaded from the Cyber Protect

console, and then click Next.

A warning that you will install a third-party software package is shown. This message is part of
the standard installation procedure.

4. To confirm that you want to install the package, click Agree.
5. Check the settings, and then click Done.

6. In Synology DiskStation Manager Package Center, open Cyber Protect Agent for Synology, and
then verify that you see the following screen.
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Developer

7. In Synology DiskStation Manager Control Panel, go to Terminal & SNMP, and then enable the
SSH access to the NAS device.

8. Run the install script on the NAS device by using an SSH client (in this example, Putty).

The script enables the root access to DSM 7.0 or later, which is required to configure the agent.



a. Start Putty, and then specify the IP address or host name of your Synology NAS device.
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b. Click Open, and then log in as a Synology DSM administrator.

c. Run the following command.

sudo /var/packages/CyberProtectAgent/target/install/install
9. In Synology DiskStation Manager Control Panel, go to Terminal & SNMP, and then disable the
SSH access to the NAS device. The SSH access is no longer required.

Agent for Synology 6.x

Prerequisites

* You are a member of the administrators group on the NAS device.
» There are at least 200 MB of free space on the NAS volume on which you want to install the
agent.

To update Agent for Synology

1. In DiskStation Manager, open Package Center.
2. Click Manual Install, and then click Browse.

3. Select the newer SPK file for Agent for Synology 6.x that you downloaded from the Cyber Protect
console, and then click Next.



A warning that you will install a package without a digital signature is shown. This message is
part of the standard installation procedure.

To confirm that you want to install the package, click Yes.
Check the settings, and then click Apply.

SSH connections to a virtual appliance

Use a Secure Socket Shell (SSH) connection when you remotely access a virtual appliance, for

maintenance purposes.

Starting the Secure Shell daemon

To allow SSH connections to a virtual appliance, start the Secure Shall daemon (sshd) on the
appliance.

To start the Secure Shall daemon

1.
2.

4,

In the hypervisor software, open the console of the virtual appliance.

In the graphical user interface of the appliance, press CTRL+SHIFT+F2 to open the command-line
interface.

Run the following command:

/bin/sshd

[Only during the first connection to the appliance] Set the password for the root user.

To learn how to set the password, see "Setting the root password on a virtual appliance" (p. 165).

Note
We recommend that you stop the Secure Shell daemon when you do not use the SSH connection.

Setting the root password on a virtual appliance

Before establishing an SSH connection to a virtual appliance for the first time, you must set the root

password on the appliance.

To set the root password

1.
2.

In the hypervisor software, open the console of the virtual appliance.

In the graphical user interface of the appliance, press CTRL+SHIFT+F2 to open the command-line
interface.

Run the following command:

passwd

Specify a password, and then press Enter.



The password must contain at least nine characters and must have complexity score of three or
more. The complexity score is calculated automatically. To reach higher score, use a combination
of special symbols, uppercase and lowercase symbols, and digits.

5. Confirm the password, and then press Enter.

Accessing a virtual appliance via an SSH client

Prerequisites

An SSH client must be available on the remote machine. The procedure below uses the WinSCP
client as an example. You can use any SSH client, by adapting the steps accordingly.

The Secure Shell daemon (sshd) must be started on the virtual appliance. For more information,
see "Starting the Secure Shell daemon" (p. 165).

To access a virtual appliance via WinSCP

o v N -

On the remote machine, open WinSCP.

Click Session > New Session.

In File protocol, select SCP.

In Host name, specify the IP address of your virtual appliance.

In User name and Password, specify root and the password for the root user.
Click Login.

A list of all directories on the virtual appliance is shown.

Autodiscovery of machines

By using autodiscovery, you can:

Automate the installation of protection agents and the registration of machines by detecting the
machines in your Active Directory domain or local network.

Install and update protection agents on multiple machines.

Use synchronization with Active Directory, in order to reduce the efforts for provisioning
resources and managing machines in a large Active Directory domain.

Prerequisites

At least one machine with an installed protection agent in your local network or Active directory
domain must be available. This agent will be used as a discovery agent.

* You must be assigned one of the following roles for the Cyber Protection service: Cyber

administrator or Administrator.



Important

Only agents that are installed on Windows machines can be discovery agents. If there are no
discovery agents in your environment, you will not be able to use the Multiple devices option in
the Add devices panel.

Remote installation of agents is supported only for machines running Windows (Windows XP is not
supported). For remote installation on a machine running Windows Server 2012 R2, you must have
Windows update KB2999226 installed on this machine.

How autodiscovery works

During a local network discovery, the discovery agent collects the following information for each
machine in the network, by using NetBIOS discovery, Web Service Discovery (WSD), and the Address
Resolution Protocol (ARP) table:

* Name (short/NetBIOS hostname)

* Fully qualified domain name (FQDN)

e Domain/workgroup

e |Pv4/IPv6 addresses

* MAC addresses

« Operating system (name/version/family)

» Machine category (workstation/server/domain controller)

During an Active Directory discovery, the discovery agent, in addition to the list above, collects
information about the Organizational Unit (OU) of the machines and detailed information about
their names and operating systems. However, the IP and MAC addresses are not collected.

The following diagram summarizes the autodiscovery process.


https://www.microsoft.com/en-us/download/details.aspx?id=49063

Discovery of machines

Active Directory Local network

discovery discovery Manual discovery

Select machines to add

Install agents, register machines, or add
machines as unmanaged

Select a protection plan

Specify administrator credentials

Check connectivity

1. Select the discovery method:
 Active Directory discovery
» Local network discovery
» Manual discovery - By using a machine IP address or host name, or by importing a list of
machines from a file
The results of an Active directory discovery or a local network discovery exclude machines with
installed protection agents.
During a manual discovery, the existing protection agents are updated and re-registered. If you
perform autodiscovery by using the same account under which an agent is registered, the agent
will only be updated to the latest version. If you perform autodiscovery by using another
account, the agent will be updated to the latest version and re-registered under the tenant to
which the account belongs.
2. Select the machines that you want to add to your tenant.
3. Select how to add these machines:
« Install a protection agent and additional components on the machines, and register them in
the Cyber Protect console.



» Register the machines in the Cyber Protect console (if a protection agent was already
installed).

» Add the machines to the Cyber Protect console as Unmanaged machines, without installing a
protection agent.

You can also apply an existing protection plan to the machines on which you install a protection
agent or which you register in the Cyber Protect console.

4. Provide administrator credentials for the selected machines.

5. Verify that you can connect to the machines by using the provided credentials.
The machines that are shown in the Cyber Protect console, fall into the following categories:

» Discovered - Machines that are discovered, but a protection agent is not installed on them.
* Managed - Machines on which a protection agent is installed.

* Unprotected - Machines to which a protection plan is not applied. Unprotected machines
include both discovered machines and managed machines with no protection plan applied.

» Protected - Machines to which a protection plan is applied.

How remote installation of agents works

1. The discovery agent connects to the target machines by using the host name, IP address, and
administrator credentials specified in the discovery wizard, and then uploads the web_
installer.exe file to these machines.

2. Theweb_installer.exe file runs on the target machines in the unattended mode.

3. The web installer retrieves additional installation packages from the cloud, and then installs
them to the target machines via the msiexec command.

4. After the installation completes, the components are registered in the cloud.

Note
Remote installation of agents is not supported for Domain Controllers due to the additional
permissions required for the agent service to run.

Performing autodiscovery and manual discovery

Before starting the discovery, ensure that the prerequisites are met.

Note
Autodiscovery is not supported for adding Domain Controllers due to additional permissions
required for the agent service to run.

To discover machines

1. In the Cyber Protect console, go to Devices> All devices.
2. Click Add.

3. In Multiple devices, click Windows-only. The discovery wizard opens.



[If there are units in your organization] Select a unit. Then, in Discovery agent you will be able to

select the agents associated with the selected unit and its child units.

Select the discovery agent that will perform the scan to detect machines.

Select the discovery method:

» Search Active Directory. Ensure that the machine with the discovery agent is the Active

Directory domain member.

» Scan local network. If the selected discovery agent could not find any machines, select

another discovery agent.

« Specify manually or import from file. Manually define the machines to be added or import

them from a text file.

[If the Active Directory discovery method is selected] Select how to search for machines:

» In organizational unit list. Select the group of machines to be added.

» By LDAP dialect query. Use the LDAP dialect query to select the machines. Search base
defines where to search, while Filter allows you to specify the criteria for machine selection.

Depending on the discovery method that you selected, perform one of the following actions:

Discovery
method

Action

Search Active

In the list of discovered machines, select the machines that you want to add.

manually or
import from a
file

Directory

Scan local In the list of discovered machines, select the machines that you want to add.
network

Specify Specify the machine IP addresses or hostnames, or import the machine list from a

text file. The file must contain IP addresses/hostnames, one per line. Here is an
example of a file:

156.85.34.10
156.85.53.32
156.85.53.12
EN-L00000100
EN-L00000101

After adding machine addresses manually or importing from a file, the agent tries
to ping the added machines and define their availability.

Select the actions that must be performed after the discovery:

Option

Description

Install agents
and register
machines

You can select which components to install on the machines by clicking Select
components. For more details, see "Selecting components for installation" (p. 174).

Logon
account for

This setting is available on the Select components screen.
The setting defines the account under which the services will run.



https://docs.microsoft.com/en-us/windows/win32/adsi/ldap-dialect

Option

Description

the agent
service

You can select one of the following options:
» Use Service User Accounts (default for the agent service)
Service User Accounts are Windows system accounts that are used to run
services. The advantage of this setting is that the domain security policies do not
affect these accounts' user rights. By default, the agent runs under the Local
System account.
* Create a new account
The account name will be Agent User for the agent.
* Use the following account
If you install the agent on a domain controller, the system prompts you to specify
existing accounts (or the same account) for the agent. For security reasons, the
system does not automatically create new accounts on a domain controller.
If you chose the Create a new account or Use the following account option,
ensure that the domain security policies do not affect the related accounts' rights. If
an account is deprived of the user rights assigned during the installation, the
component might work incorrectly or not work at all.

Register
machines
with installed
agents

Use this option if the agent is already installed on the machines, and you only need
to register them in Cyber Protection. If no agent is found on the machines, they will
be added as Unmanaged machines.

Add as
unmanaged
machines

If you select this option, the agent will not be installed on the machines. You will be
able to view them in the console and install or register the agent later.

Restart the

This option appears when Install agents and register machines is selected.

machine, if If you select this option, the machine will be restarted as many times as required to
required complete the installation.
Restart of the machine may be required in one of the following cases:
* Installation of prerequisites is completed, and restart is required to continue the
installation.
* Installation is completed but restart is required, as some files are locked during
installation.
* Installation is completed, but restart is required for other previously installed
software.
Do not This option appears when Restart the machine if required is selected.
restart if the | If you select this option, the machine will not be automatically restarted if the user is
user logged logged in to the system. For example, if a user is working while installation requires
in

restart, the system will not be restarted.

If the prerequisites were installed but the machine was not restarted because a user
was logged in, to complete the installation you must restart the machine, and then
start the installation again.




Option Description

If the agent was installed but then the machine was not restarted, you must restart

the machine.
User where [If there are units in your organization] Select the user account of unit or subordinate
to register units under which you want to register the machines.

the machines | [When performing autodiscovery on the partner tenant level] In the list of customer
tenants that you manage, expand the tree structure, and then select the user
account under which you want to register the machines.

[When performing autodiscovery as a customer administrator] If you selected Install
agents and register machines or Register machines with installed agents, there
is also an option to apply the protection plan to the machines. If you have several
protection plans, you can select which one to use.

10. Specify the credentials of the user with administrator rights for all of the machines.

11.

Important

Note that remote installation of agent works without any preparations only if you specify the
credentials of the built-in administrator account (the first account created when the operating
system is installed). If you want to define some custom administrator credentials, then you
should do additional manual preparations as described in "Preparing a machine for remote
installation" (p. 172).

The system checks connectivity to all of the machines. If the connection to some of the machines
fails, you can change the credentials for these machines.

When the discovery of machines is initiated, you will find the corresponding task in Monitoring>
Activities > Discovering machines activity.

Preparing a machine for remote installation

 For successful installation on a remote machine running Windows 7 or later, the option Control

panel > Folder options > View > Use Sharing Wizard must be disabled on that machine.

For successful installation on a remote machine that is not a member of an Active Directory
domain, User Account Control (UAC) must be disabled on that machine. For more information on
how to disable it, refer to "Requirements on User Account Control (UAC)" > To disable UAC.

By default, the credentials of the built-in administrator account are required for remote
installation on any Windows machine. To perform remote installation by using the credentials of
another administrator account, User Account Control (UAC) remote restrictions must be disabled.
For more information on how to disable them, refer to "Requirements on User Account Control
(UAC)" > To disable UAC remote restrictions.

File and Printer Sharing must be enabled on the remote machine. To access this option:

° On a machine running Windows 2003 Server: go to Control panel > Windows Firewall >
Exceptions > File and Printer Sharing.




°© On a machine running Windows Server 2008, Windows 7, or later: go to Control panel >
Windows Firewall > Network and Sharing Center > Change advanced sharing settings.
Cyber Protection uses TCP ports 445, 25001, and 43234 for remote installation.
Port 445 is automatically opened when you enable File and Printer Sharing. Ports 43234 and
25001 are automatically opened through Windows Firewall. If you use a different firewall, make
sure that these three ports are open (added to exceptions) for both incoming and outgoing
requests.
After the remote installation is complete, port 25001 is automatically closed through Windows
Firewall. Ports 445 and 43234 need to remain open if you want to update the agent remotely in
the future. Port 25001 is automatically opened and closed through Windows Firewall during each
update. If you use a different firewall, keep all the three ports open.

Requirements on User Account Control (UAC)

On a machine that is running Windows 7 or later and is not a member of an Active Directory

domain, centralized management operations (including remote installation) require that UAC and

UAC remote restrictions be disabled.

To disable UAC

Do one of the following depending on the operating system:

In a Windows operating system prior to Windows 8:

Go to Control panel > View by: Small icons > User Accounts > Change User Account
Control Settings, and then move the slider to Never notify. Then, restart the machine.

In any Windows operating system:
1. Open Registry Editor.

2. Locate the following registry key: HKEY_LOCAL_
MACHINE\Software\Microsoft\Windows\CurrentVersion\Policies\System

3. For the EnableLUA value, change the setting to 0.

4, Restart the machine.

To disable UAC remote restrictions

1.

Open Registry Editor.

2. Locate the following registry key: HKEY_LOCAL_

MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System

For LocalAccountTokenFilterPolicy value, change the setting to 1.

If the LocalAccountTokenFilterPolicy value does not exist, create it as DWORD (32-bit). For
more information about this value, refer to the Microsoft documentation:
https://support.microsoft.com/en-us/help/951016/description-of-user-account-control-and-

remote-restrictions-in-windows.


https://support.microsoft.com/en-us/help/951016/description-of-user-account-control-and-remote-restrictions-in-windows
https://support.microsoft.com/en-us/help/951016/description-of-user-account-control-and-remote-restrictions-in-windows

Note

For security reasons, we recommend that after finishing the management operation (for example,

remote installation), you revert both settings to their original state: EnableLUA=1 and
LocalAccountTokenFilterPolicy = 0

Selecting components for installation

You can find the description of mandatory and additional components in the following table:

Component

Description

Mandatory component

Agent for
Windows

This agent backs up disks, volumes, files and will be installed on Windows machines. It
will be always installed, not selectable.

Additional components

Agent for Data

This agent enables you to limit the user access to local and redirected peripheral devices,

Microsoft 365

Loss ports, and clipboard on machines under protection plans. It will be installed if selected.

Prevention

Antimalware This component enables the Antivirus & Antimalware protection module and URL

and URL filtering module in protection plans. Even if you select not to install it, it will be

filtering automatically installed later, if any of these modules is enabled in a protection plan for
the machine.

Agent for This agent backs up Hyper-V virtual machines and will be installed on Hyper-V hosts. It

Hyper-V will be installed if selected and detected Hyper-V role on a machine.

Agent for SQL | This agent backs up SQL Server databases and will be installed on machines running
Microsoft SQL Server. It will be installed if selected and application detected on a
machine.

Agent for This agent backs up Exchange databases and mailboxes and will be installed on

Exchange machines running the Mailbox role of Microsoft Exchange Server. | will be installed if
selected and application detected on a machine.

Agent for This agent backs up the data of Active Directory Domain Services and will be installed on

Active domain controllers. It will be installed if selected and application detected on a machine.

Directory

Agent for This agent backs up VMware virtual machines and will be installed on Windows machines

VMware that have network access to vCenter Server. It will be installed if selected.

(Windows)

Agent for This agent backs up Microsoft 365 mailboxes to a local destination and will be installed

on Windows machines. It will be installed if selected.

Agent for
Oracle

This agent backs up Oracle databases and will be installed on machines running Oracle
Database. It will be installed if selected.




Cyber This component enables a user to monitor execution of running tasks in the notification
Protection area and will be installed on Windows machines. It will be installed if selected.

Monitor . . . .
Supported on Windows 7 Service Pack 1 and later, and Windows Server 2008 R2 Service

Pack 1 and later.

Managing discovered machines

After the discovery process is performed, you can find all of the discovered machines in Devices>
Unmanaged machines.

This section is divided into subsections by the discovery method used. The full list of machine
parameters is shown below (it may vary depending on the discovery method):

Name Description

Name The name of the machine. The IP address will be shown if the name of the machine
could not be discovered.

IP address The IP address of the machine.

Discovery type The discovery method that was used to detect the machine.

Organizational The organizational unit in Active Directory that the machine belongs to. This column

unit is shown if you view the list of machines in Unmanaged machines > Active
Directory.

Operating The operating system installed in the machine.

system

There is an Exceptions section, where you can add the machines that must be skipped during the
discovery process. For example, if you do not need the exact machines to be discovered, you can
add them to this list.

To add a machine to Exceptions, select it in the list and click Add to exceptions. To remove a
machine from Exceptions, go to Unmanaged machines > Exceptions, select the machine, and
click Remove from exceptions.

You can install the protection agent and register a batch of discovered machines in Cyber Protection
by selecting them in the list and clicking Install and register. The opened wizard also allows you to
assign the protection plan to a batch of machines.

After the protection agent is installed on machines, those machines will be shown in the Devices>
Machines with agents section.

To check your protection status, go to Monitoring> Overview and add the Protection status
widget or the Discovered machine widget.

Troubleshooting

If you have any issues with the autodiscovery functionality, try to check the following:




e Check that NetBIOS over TCP/IP is enabled or set to default.

MNetBIOS setfing

(®) Default:
Lise NetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetBIOS over TCP/IP,

(") Enable NetBIOS over TCP/IP
{_) Disable NetBIOS over TCP/IP

* Inthe “Control Panel\Network and Sharing Center\Advanced sharing settings” turn on network

discovery.
*§ Advanced sharing settings — O X
« v 4 *§ « Network and Sharing Center > Advanced sharing settings v U | Search Control Panel P

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private
Guest or Public
Domain

Network discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

(® Turn on network discovery
(O Tumn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(_) Turn on file and printer sharing
(®) Turn off file and printer sharing

All Networks

GSave changes Cancel

» Check that the Function Discovery Provider Host service is running on the machine that does
discovery and on the machines to be discovered.

e Check that the Function Discovery Resource Publication service is running on the machines to be
discovered.

Preventing unauthorized uninstallation or modification
of agents

You can protect Agent for Windows against unauthorized uninstallation or modification, by enabling
the Password protection setting in a protection plan. This setting is available only when the Self-



protection setting is enabled.

To enable Password protection

1.

In a protection plan, expand the Antivirus & Antimalware protection module (Active
Protection module for Cyber Backup editions).

Click Self-protection and ensure that the Self-protection switch is enabled.

Enable the Password protection switch.

In the window that opens, copy the password that you need to uninstall or modify the
components of a protected Agent for Windows.

This password is unique and you will not be able to recover it once you close this window. If you
lose or forget this password, you can edit the protection plan and create a new password.

Click Close.

In the Self-protection pane, click Done.

7. Save the protection plan.

Password protection will be enabled for the machines to which this protection plan is applied.

Password protection is only available for Agent for Windows version 75.0.25851 or newer. The

machines must be online.

You can apply a protection plan with Password protection enabled to a machine running macOS,

but no protection will be provided. You cannot apply such a plan to a machine running Linux.

Also, you cannot apply more than one protection plan with Password protection enabled to the

same Windows machine. To learn how to resolve a possible conflict, refer to Resolving plan conflicts.

To change the password in an existing protection plan

1.

In the protection plan, expand the Antivirus & Antimalware protection module (Active
Protection module for Cyber Backup edition).

Click Self-protection.

Click Create new password.

In the window that opens, copy the password that you need to uninstall or modify the
components of a protected Agent for Windows.

This password is unique and you will not be able to recover it once you close this window. If you
lose or forget this password, you can edit the protection plan and create a new password.

Click Close.

In the Self-protection pane, click Done.

Save the protection plan.

Changing the service quota of machines

A service quota is automatically assigned when a protection plan is applied to a machine for the first

time.



The most appropriate quota is assigned, depending on the type of the protected machine, its
operating system, required level of protection, and the quota availability. If the most appropriate
quota is not available in your organization, the second-best quota is assigned. For example, if the
most appropriate quota is Web Hosting Server but it is not available, the Server quota is assigned.

Examples of quota assignment:

e A physical machine that runs a Windows Server or a Linux server operating system (such as
Ubuntu Server) is assigned the Server quota.

« A physical machine that runs a Windows or a Linux desktop operating system (such as Ubuntu
Desktop) is assigned the Workstation quota.

¢ A physical machine that runs Windows 10 with enabled Hyper-V role is assigned the Workstation
quota.

» Adesktop machine that runs on a virtual desktop infrastructure and whose protection agent is
installed inside the guest operating system (for example, Agent for Windows), is assigned the
Virtual machine quota. This type of machine can also use the Workstation quota if the Virtual
machine quota is not available.

» Adesktop machine that runs on a virtual desktop infrastructure and which is backed up in the
agentless mode (for example, by Agent for VMware or Agent for Hyper-V), is assigned the Virtual
machine quota.

* AHyper-V or vSphere server is assigned the Server quota.

« Aserver with cPanel or Plesk is assigned the Web Hosting Server quota. It can also use the
Virtual machine or the Server quota, depending on the type of machine on which the web
server runs, if the Web Hosting Server quota is not available.

» The application-aware backup requires the Server quota, even for a workstation.

You can manually change the original assignment later. For example, to apply a more advanced
protection plan to the same machine, you might need to upgrade the machine's service quota. If the
features required by this protection plan are not supported by the currently assigned service quota,
the protection plan will fail.

Alternatively, you can change the service quota if you purchase a more appropriate quota after the
original one is assigned. For example, the Workstation quota is assigned to a virtual machine. After
you purchase a Virtual machines quota, you can manually assign this quota to the machine,
instead of the original Workstation quota.

You can also release the currently assigned service quota, and then assign this quota to another
machine.

You can change the service quota of an individual machine or for a group of machines.
To change the service quota of an individual machine

1. In the Cyber Protect console, go to Devices.
2. Select the desired machine, and then click Details.

3. Inthe Service quota section, click Change.



4. Inthe Change quota window, select the desired service quota or No quota, and then click
Change.

To change the service quota for a group of machines

1. Inthe Cyber Protect console, go to Devices.
2. Select more than one machine, and then click Assign quota.

3. Inthe Change quota window, select the desired service quota or No quota, and then click
Change.

Protection settings

To configure the general protection settings for Cyber Protection, in the Cyber Protect console, go to
Settings > Protection.

Automatic updates for components
By default, all agents can connect to the Internet and download updates.

An administrator can minimize the network bandwidth traffic by selecting one or several agents in
the environment and assigning the Updater role to them. Thus, the dedicated agents will connect to
the Internet and download updates. All other agents will connect to the dedicated updater agents
by using peer-to-peer technology, and then download the updates from them.

The agents without the Updater role will connect to the Internet if there is no dedicated updater
agent in the environment, or if the connection to a dedicated updater agent cannot be established
for about five minutes.

The updater agent distributes updates and patches for Antivirus and Antimalware protection,
Vulnerability assessment, and Patch management, but does not include updates of the agent
version.

Note
An agent with the Updater role can download and distribute patches only for Windows third-party
products. For Microsoft products, patch distribution is not supported by the Updater agent.

Before assigning the Updater role to an agent, ensure that the machine on which the agent runs is
powerful enough, and has a stable high-speed Internet connection and enough disk space.

To prepare a machine for the Updater role

1. On agent machine where you plan to enable the Updater role, apply the following firewall rules:
* Inbound (incoming) "updater_incoming_tcp_ports": allow connection to TCP ports 18018 and
6888 for all firewall profiles (public, private, and domain).

* Inbound (incoming) "updater_incoming_udp_ports": allow connection to UDP port 6888 for all
firewall profiles (public, private, and domain).

Restart the Acronis Agent Core Service.

3. Restart the Firewall Service.



If you do not apply these rules and the firewall is enabled, peer agents will download the updates
from the Cloud.

To assign the Updater role to a protection agent

1. Inthe Cyber Protect console, go to Settings > Agents.
2. Select the machine with the agent to which you want to assign the Updater role.

3. Click Details, and then enable the Use this agent to download and distribute patches and
updates switch.

The peer-to-peer update works as follows.

1. The agent with the Updater role checks by schedule the index file provided by the service
provider to update the core components.

2. The agent with the Updater role starts to download and distribute updates to all agents.

You can assign the Updater role to multiple agents in the environment. Thus, if an agent with the
Updater role is offline, other agents with this role can serve as the source for definition updates.

Updating the Cyber Protection definitions by schedule

On the Schedule tab, you can set up the schedule for automatic update of the Cyber Protection
definitions for each of the following components:

¢ Antimalware
¢ Vulnerability assessment

e Patch management

To change the definition updates setting, navigate to Settings > Protection > Protection
definitions update > Schedule.

Schedule type:

» Daily - define on which days of the week to update definitions.
Start at - select at what time to update definitions.

» Hourly - define more granular hourly schedule for updates.
Run every - define the periodicity of updates.

From ... To - define a specific time range for the updates.

Updating the Cyber Protection definitions on-demand
To update the Cyber Protection definitions for a particular machine on-demand

1. In the Cyber Protect console, go to Settings > Agents.

2. Select the machines on which you want to update the protection definitions, and then click
Update definitions.

Cache storage

The location of cached data is the following:



e On Windows machines: C:\ProgramData\Acronis\Agent\var\atp-downloader\Cache
¢ On Linux machines: /opt/acronis/var/atp-downloader/Cache

¢ On macOS machines: /Library/Application Support/Acronis/Agent/var/atp-downloader/Cache

To change the cache storage setting, navigate to Settings > Protection > Protection definitions
update > Cache Storage.

In Outdated update files and patch management data, specify after what period to remove
cached data.

Maximum cache storage size (GB) for agents:

» Updater role - define storage size for cache on the machines with the Updater role.

» Other roles - define storage size for cache on other machines.

Note

Cyber Protection collects samples of detected malware for additional analysis so that we can
improve our software. You can change this setting at any time in the Protection tab, by disabling
the Collect and upload malware samples to CPOC toggle.

Cyber Protection services installed in your environment

Cyber Protection installs some or all of the following services, depending on the Cyber Protection
options that you use.

Services installed in Windows

Service name Purpose
Acronis Managed Machine Provides backup, recovery, replication, retention, validation
Service functionality
Acronis Scheduler2 Service Executes scheduled tasks on certain events

Acronis Active Protection Service | Provides protection against ransomware

Acronis Cyber Protection Service | Provides antimalware protection

Services installed in macOS

Service name and location Purpose

/Library/LaunchDaemons/com.acronis.aakore.plist Serves for communication between the agent
and management components

/Library/LaunchDaemons/com.acronis.cyber-protect- Provides detection of malware

service.plist




/Library/LaunchDaemons/com.acronis.mms.plist Provides backup and recovery functionality

/Library/LaunchDaemons/com.acronis.schedule.plist Executes scheduled tasks

Saving an agent log file

You can save an agent log to a .zip file. If a backup fails for an unknown reason, this file will help the
technical support personnel to identify the problem.

By default, the information in the log is optimized for the last three days, but you can change this
period.

To collect agent logs

1. Do one of the following:

» Under Devices, select the machine from which you want to collect the logs, and then click
Activities.

« Under Settings > Agents, select the machine from which you want to collect the logs, and
then click Details.

2. [Optional] To change the default period for which system information is included, click the arrow
next to the Collect system information button, and then select the period.

3. Click Collect system information.

4. If prompted by your web browser, specify where to save the file.

Site-to-site Open VPN - Additional information

When you create a recovery server, you configure its IP address in production network, and its
Test IP address.

After you perform failover (run the virtual machine in the cloud), and log in to the virtual machine to
check the IP address of the server, you see the IP address in production network.

When you perform test failover, you can reach the test server only by using the Test IP address,
which is visible only in the configuration of the recovery server.

To reach a test server from your local site, you must use the Test IP address.

Note

The network configuration of the server always shows the IP address in production network (as
the test server mirrors how the production server would look). This happens because the test IP
address does not belong to the test server, but to the VPN gateway, and is translated to the
production IP address using NAT.

The diagram below shows an example of the Site-to-site Open VPN configuration. Some of the
servers in the local environment are recovered to the cloud using failover (while the network
infrastructure is ok).



1. The customer enabled Disaster Recovery by:
configuring the VPN appliance (14), and connected it to the dedicated cloud VPN server (15)
b. protecting some of the local servers with Disaster Recovery (1, 2, 3, x8, and x10)

Some servers on the local site (like 4) are connected to networks which are not connected to
the VPN appliance. Such servers are not protected with Disaster Recovery.

2. Part of the servers (connected to different networks) work in the local site: (1, 2, 3, and 4)
The protected servers (1, 2, and 3) are being tested with test failover (11, 12, and 13)
Some servers in the local site are unavailable (x8, x10). After performing failover, they become
available in the cloud (8, and 10)

5. Some primary servers (7, and 9), connected to different networks, are available in the cloud
environment

(5) is a server in the Internet with a public IP address

7. (6) is a workstation connected to the cloud using a Point-to-site VPN connection (p2s)
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In this example, the following connection setup is available (for example, "ping") from a server in the
From: row to a server in the To: column.

To: 1 2 3 4 5 6| 7 8 9 10 1 12 13 14 15

Fr loc | loc | loc | loc |inter | p | pri | fail | pri |fail |test |test |test | VPN | VPN
o al |al |al [al |net 2 | mar | ove [ mar |ove |fail |fail |fail [ appl |serv
m: s |y r y r ove |ove |ove [ianc |er

r r r e

1 local dir | via | via | via n | via via via via via via via dire | no




To: 1 2 3 4 5 7 8 9 10 11 12 13 14 15
ect | loc | loc | local tun | tun [tun |tun |tun |tun | loca | ct
al al route nel: | nel: | nel: | nel: [ nel: | nel: | I
ro [ro |r1 loca | loca | loca | loca | NAT | NAT | rout
ut | ut |and [ [ | | (VP [ (VP |er1
er |er | Inter . . . . N N and
via via via via
1 2 net serv | serv | tun
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I | | | er) er) nel:
. . NAT
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(VP
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t: t: t: t: and | and | via
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t: t: rout
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and
Inte
rne
t:
pub
local | dir via | via | via via via via via via via via dire | no
ect loc | loc | local tun | tun [tun |tun |tun |tun |loca | ct
al al route nel: | nel: [ nel: | nel: [ nel: | nel: |1
ro [ro |r1 loca | loca | loca | loca | NAT | NAT | rout
ut |ut |and | I | I (VP [ (VP | er1
er |er |Inter . . . . N N and
via via via via
1 2 net serv | serv | tun
loca | loca | loca | loca
| | | | er) er) nel:
) . NAT
rout | rout | rout | rout | via via P
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serv
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To: 1 2 3 4 5 7 8 9 10 11 12 13 14 15
pub
local | via | via via | via via via via via via via via via no
loc | loc loc | local tun | tun [tun |tun |tun |tun | loca | local
al al al route nel: | nel: [ nel: | nel: [ nel: | nel: |1 rout
ro | ro ro |r1 loca | loca | loca | loca | NAT | NAT | rout | er
ut | ut ut | and | I | I (VP [ (VP |er1
er |er er | Inter . . . . N N and
via via | via via
1 1 2 net serv | serv | tun
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| | | | er) er) nel:
) . NAT
rout | rout | rout | rout | via via P
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Inte | Inte | Inte | Inte | rout | rout ;
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t: t: t: t: and | and | via
pub | pub | pub | pub | Inte | Inte | loca
rne |[rne ||
t: t: rout
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local | via | via | via via via via via via via via via via no
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al al al route [ I | I nel: | nel: | nel: | rout
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d d Inter loca | loca | loca | loca ) . )
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To: 1 2 3 4 5 7 8 9 10 1 12 13 14 15
erl,|erl, |erl, |er, |t t: t:
and | and | and [ and | pub | pub | pub
Inte | Inte | Inte | Inte
rne | rne | rne | rne
t t t t
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To: 1 2 3 4 5 7 8 9 10 1 12 13 14 15
el el el el (via d: and | and | er: er: and DNS
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To: 1 2 3 4 5 7 8 9 10 11 12 13 14 15
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License management for on-premises management

servers

For detailed information about how to activate an on-premises management server or how to

allocate licenses to it, refer to the Licensing section in the Cyber Protect user guide.



https://dl.managed-protection.com/u/cyberprotect/help/15/user/en-US/#licensing.html

Working with plans

Understanding plans

Note
The availability of some of the features depends on the offering items that are enabled for your
account.

A plan is a set of configurations and rules that you can apply on one or several workloads to achieve
different goals, such as backing up a workload, protecting a workload from malware, monitoring the
workload's performance, etc.

A plan consists of modules that you can enable or disable. Each module contains settings that are
related to a specific functionality.

All plans that you created are visible on the Management tab.

Plan Description

Protection plan | Protects the data on the workload.
The protection plan consists of the following modules:

e Backup

* "Implementing disaster recovery" (p. 708)
» Antivirus and Antimalware protection

» Endpoint Detection and Response (EDR)
» URL filtering

* Windows Defender Antivirus

» Microsoft Security Essentials

* Vulnerability assessment

e Patch management

» Data protection map

» Device control

¢ Advanced Data Loss Prevention

For more information about the protection plans, see "Protection plans and modules"
(p. 202).

Remote Enables the remote desktop and assistance functionality on your managed workloads.
management For more information, see "Remote management plans" (p. 970).
plan

Scripting plan Enables the script execution on multiple workloads, the scheduled script execution, and
the configuration of additional script settings. For more information, see "Scripting
plans" (p. 374).

Monitoring Monitors the performance, hardware, software, system, and security parameters of




scanning plan

Plan Description
plan your managed workloads. For more information, see "Monitoring plans" (p. 1035).
Cloud Backs up applications running in the cloud by means of agents that run in the cloud and
applications uses the cloud storage as a backup location. For more information, see "Backup plans
backup for cloud applications" (p. 225)
Backup Scans backups for malware (including ransomware).

VM replication

Scans backups for malware (including ransomware). For more information, see
"Replication of virtual machines" (p. 657).

Validation Validates a backup and verifies that the data from the backup can be recovered. For
more information, see "Validation" (p. 213).
Cleanup Deletes outdated backups according to the retention rules. This plan is only applicable

to agents and workloads, and not cloud to cloud backups. For more information, see
"Cleanup" (p. 219).

Conversion to
VM

This plan is applicable only for disk-level backups.

Checks if a backup includes the system volume and contains all of the information
necessary for the operating system to start so that the resulting virtual machine can
start on its own. For more information, see "Conversion to a virtual machine" (p. 220).

Backup Replicates a backup to another location. For more information, see "Backup replication"
replication (p- 210).
Built-in plans

Build-in plans are plans that are preconfigured with some of the most commonly used or

recommended settings. Built-in plans are available for selection out of the box. You cannot change

built-in plans, but after applying a built-in plan to a workload, you can edit the settings.

Built-in plans are available for the following plan types: protection plans, monitoring plans, and

remote management plans.

Built-in protection plans

The following table provides more information about the built-in protection plans.




Modules and

Built-in protection plans

settings
Essential Extended protection Complete protection
protection
Minimal Second level of protection: Third level of protection:
downtime and Business continuity, Business continuity, near-
data loss, proactive mitigation of zero RTO, proactive
effortless security risks and mitigation of security risks,
recovery with compliance data leaks prevention and
short RPO and compliance
easy
maintenance
Backup On On On

What to back up

Items to back up

Entire machine

Entire machine

Entire machine

Continuous data
protection (CDP)

Disabled

Disabled

Enabled

Where to back up

Cloud storage

Cloud storage

Cloud storage

Schedule

Monday to
Friday at 12:00
PM

Additionally
enabled options
and start
conditions:

e Ifthe
machine is
turned off,
run missed
tasks at the
machine
startup

* Wake up
from the
sleep or
hibernate
mode to
start a
scheduled
backup

» Save battery

Monday to Friday at 12:00 AM

Additionally enabled options
and start conditions:

* |fthe machine is turned off,
run missed tasks at the
machine startup

e Wake up from the sleep or
hibernate mode to start a
scheduled backup

» Save battery power: Do not
start when on battery

e Do not start when on
metered connection

Monday to Friday at 12:00 AM

Additionally enabled options
and start conditions:

* |f the machine is turned off,
run missed tasks at the
machine startup

» Wake up from the sleep or
hibernate mode to starta
scheduled backup

 Save battery power: Do not
start when on battery

e Do not start when on
metered connection




Modules and
settings

Built-in protection plans

Essential Extended protection Complete protection

protection

Minimal Second level of protection: Third level of protection:
downtime and Business continuity, Business continuity, near-

data loss, proactive mitigation of zero RTO, proactive

effortless security risks and mitigation of security risks,

recovery with

short RPO and
easy

maintenance

compliance

data leaks prevention and
compliance

power: Do
not start
when on
battery
* Do not start

when on
metered
connection

Backup scheme

Always
incremental

Always incremental

Always incremental

How long to keep

Keep all
backups 90
days

Keep all backups 90 days

Keep all backups 90 days

Backup options

Default options

Default options, plus:

* Performance and backup
window (the green set):

CPU priority: Low
Output speed: 50%

Default options, plus:

» Performance and backup
window (the green set):

CPU priority: Low
Output speed: 50%

protection

EDR Off Off On
Antivirus and On On Oon
Antimalware

protection
Active Protection On On On
Advanced On On On
Antimalware

Network folder On On On




Modules and

Built-in protection plans

settings
Essential Extended protection Complete protection
protection
Minimal Second level of protection: Third level of protection:
downtime and Business continuity, Business continuity, near-
data loss, proactive mitigation of zero RTO, proactive
effortless security risks and mitigation of security risks,
recovery with compliance data leaks prevention and
short RPO and compliance
easy
maintenance
Server-side Off Off Off
protection
Self protection On On On
Cryptomining On On On
process detection
Quarantine Remove Remove quarantined files after | Remove quarantined files after

quarantined
files after 30
days

30 days

30 days

Behavior engine

Quarantine

Quarantine

Quarantine

Exploit prevention

Notify and stop
the process

Notify and stop the process

Notify and stop the process

Real-time Quarantine Quarantine Quarantine
protection
Schedule scan Quick scan: Quick scan: Quarantine Quick scan: Quarantine
Quarantine
At 08:00 PM, Sunday to At 08:00 PM, Sunday to
At 08:00 PM, Saturday Saturday
Sunday to ) )
Full scan: Quarantine Full scan: Quarantine
Saturday
At 09:00 PM, Wednesday and At 09:00 PM, Wednesday and
Full scan: ) )
) Friday Friday
Quarantine
Additionally enabled options Additionally enabled options
At 09:00 PM, » .
and start conditions: and start conditions:
Wednesday and
Friday Wake up from the sleep or Wake up from the sleep or
Addit I hibernate mode to start a hibernate mode to start a
ona
» y- scheduled backup scheduled backup
enabled options
and start

conditions:




Modules and
settings

Built-in protection plans

Essential
protection

Extended protection

Complete protection

Minimal
downtime and
data loss,
effortless
recovery with
short RPO and
easy
maintenance

Second level of protection:

Business continuity,
proactive mitigation of
security risks and
compliance

Third level of protection:
Business continuity, near-
zero RTO, proactive
mitigation of security risks,
data leaks prevention and
compliance

Wake up from
the sleep or
hibernate mode
to starta
scheduled
backup

Exclusions

None

None

None

URL filtering

Off

On

On

Malicious website

Block

Block

Block

access

Categories to filter | Default options | Default options Default options

Exclusions None None None

Microsoft Off Off Off

Defender

Antivirus

Firewall Off On On

management

Microsoft Security Off Off Off

Essentials

Vulnerability On On On

assessment
Vulnerability Microsoft Microsoft products, Windows Microsoft products, Windows
assessment scope products, third-party products, Apple third-party products, Apple

Windows third-

party products,
Apple products,

products, macOS third-party
products, Scan Linux package

products, macOS third-party
products, Scan Linux package




Modules and Built-in protection plans
settings
Essential Extended protection Complete protection
protection
Minimal Second level of protection: Third level of protection:
downtime and Business continuity, Business continuity, near-
data loss, proactive mitigation of zero RTO, proactive
effortless security risks and mitigation of security risks,
recovery with compliance data leaks prevention and
short RPO and compliance
easy
maintenance
macOS third-
party products,
Scan Linux
package
Schedule At 11:00 AM, At 11:00 AM, only on At 11:00 AM, only on
only on Wednesday and Friday Wednesday and Friday
Wednesday and
Friday
Patch On On On
management
Microsoft products | All updates All updates All updates
Windows third- All updates All updates All updates
party products
Schedule At 12:30 PM, At 12:30 PM, only on At 12:30 PM, only on
only on Wednesday and Friday Wednesday and Friday
Wednesday and
Friday
Pre-update backup | On On On
Data protection Off Off Oon
map
Extensions and - - Default options (66 extensions
exception rules to detect)
Schedule - - At 03:40 PM, Monday to Friday
Device control Off Off Off
Access settings Allowed: All Allowed: All Allowed: All
Device types 1 allowed (USD | 1 allowed (USD HID (mouse, 1 allowed (USD HID (mouse,




Modules and

Built-in protection plans

settings
Essential Extended protection Complete protection
protection
Minimal Second level of protection: Third level of protection:
downtime and Business continuity, Business continuity, near-
data loss, proactive mitigation of zero RTO, proactive
effortless security risks and mitigation of security risks,
recovery with compliance data leaks prevention and
short RPO and compliance
easy
maintenance
allowlist HID (mouse, keyboard etc.) keyboard etc.)
keyboard etc.)
USB device allowlist | Empty Empty Empty
Exclusion None None None
Data Loss Off Off Off
Prevention
Mode - - -
Advanced settings - - -
Disaster Recovery Off Off Off

For more information about protection plans, see "Protection plans and modules" (p. 202).

Built-in monitoring plans

The following table provides more information about the built-in monitoring plans.

Name

Description

Enabled monitors

Windows

Recommended for

Monitors the health and performance of

Windows machines

The following 13 monitors are
enabled in this plan:

Antimalware software status
Autorun feature status

CPU temperature

CPU usage

Disk space

Disk transfer rate

Failed logins

Firewall status

GPU temperature




Name

Description

Enabled monitors

Last system reboot
Memory usage
Network usage
Windows Update status

Recommended for
macOS

Monitors the health and performance of
macOS machines

The following 10 monitors are
enabled in this plan:

Antimalware software status
CPU temperature

CPU usage

Disk space

Disk transfer rate

Firewall status

GPU temperature

Last system reboot

Memory usage

Network usage

Recommended for
servers

Monitors the health and performance of
Windows servers

The following 20 monitors are

enabled in this plan:

Antimalware software status
CPU temperature, 2 monitors:
80 degrees, 10 min, warning
90 degrees, 10 min, critical

CPU usage, 3 monitors:

Less than 20%, 10 min,
information

More than 80%, 10 min, warning
More than 90%, 10 min, critical
Disk space, 2 monitors:

Less than 20%, 30 min, warning
Less than 10%, 30 min, critical
Disk transfer rate

Failed logins, 3 monitors:

5 attempts, 1 hour, information
10 attempts, 1 hour, warning
20 attempts, 1 hour, critical
Firewall status

Hardware changes

Installed software

Memory usage, 3 monitors:
Less than 20%, 10 min,




Name Description Enabled monitors

information
More than 80%, 10 min, warning
More than 90%, 10 min, critical

» Network usage

* Windows Update status

For more information about monitoring plans, see "Monitoring plans” (p. 1035).

Built-in remote management plans

The following table provides more information about the built-in remote management plan.

Name Description Settings
Essential Enables the remote desktop and Connection protocols
remote file transfer capabilities

Allow connections via NEAR: On
desktop

NEAR security settings

* Lock workload when user disconnects
from console session: Off

* Allow only one user to connect with NEAR
or do File transfer at a time: Off

+ Allow workload administrator to connect
to any session: On

* Allow system session creation: Off

* Allow clipboard synchronization: On
Allow connections via RDP: On

Allow connections via Apple Screen Sharing:
Off

Security settings

+ Show if the workload is controlled
remotely: On

* Ask for the user's permission to take
screenshots of the workload: On

Workload management

* File transfer: On

* Screenshots transmission: Off

Display settings

« Use Desktop Deduplication for desktop
capturing: On

* Use OpenCL acceleration: On




Name Description Settings

» Use hardware H.264 encoding: On
Toolbox

Show last logged-in users: Off

For more information about remote management plans, see "Remote management plans" (p. 970).

Default plans

The default plan is a plan that will be preselected in the plans list in the plan selection fields. You can
have only one default plan per tenant for each supported plan type at a given time. You cannot
delete a default plan until you set another plan as default.

Default plans are supported for the following plan types: protection plans, monitoring plans, and
remote management plans.

Setting plans as default

You can set one plan of the supported plan types (protection plan, monitoring plan, or remote
management plan) as default.

Note
The feature is not available for users who are assigned the Read-only administrator role for the
Protection service.

Protection plans

Prerequisites

At least one protection plan is created for your tenant. For more information, see "Creating a
protection plan” (p. 203).

To set a protection plan as default

1. On the Protection plans screen, locate the plan that you want to set as default, and then click it.
Click Set as default.
3. In the confirmation window, click Set.

On the Protection plans screen, the Default tag appears next to the plan name.

Remote management plans

Prerequisites

e 2FAis enabled for your user account.

» Atleast one remote management plan is created for your tenant. For more information, see
"Creating a remote management plan" (p. 970).

To set a remote management plan as default



On the Remote management plans screen, locate the plan that you want to set as default.
In the same row, click the More actions icon
Click Set as default.

Ea e

In the confirmation window, click Set.

On the Remote management plans screen, the Default tag appears next to the plan name.

Monitoring plans

Prerequisites

e 2FAis enabled for your user account.
» At least one monitoring plan is created for your tenant. For more information, see "Creating a
monitoring plan" (p. 1035).

To set a monitoring plan as remote

1. Onthe Monitoring plans screen, locate the plan that you want to set as default.
2. Inthe same row, click the More actions icon .

3. Click Add to favorites.

4. In the confirmation window, click Set.

On the Monitoring plans screen, the Default tag appears next to the plan name.

Favorite plans

Favorite plans appear at the top of the plans list. When you set a plan as favorite, you ensure that
the plan is visible and easy to find even when your organization has a long list with many plans.

Favorite plans are supported for the following plan types: protection plans, monitoring plans, and
remote management plans.

Setting plans as favorite

You can set up to 10 favorite plans per supported plan type (protection plan, monitoring plan, or
remote management plan) per tenant.

Note
The feature is not available for users who are assigned the Read-only administrator role for the
Protection service.

Protection plans

Prerequisites

At least one protection plan is created for your tenant. For more information, see "Creating a
protection plan" (p. 203).

To set a protection plan as favorite



1. Onthe Protection plans screen, click the plan that you want to set as favorite.
2. Click Set as favorite.

On the Protection plans screen, a star icon appears next to the plan name.

Remote management plans

Prerequisites

» 2FAis enabled for your user account.
» Atleast one remote management plan is created for your tenant. For more information, see
"Creating a monitoring plan” (p. 1035).

To set a remote management plan as favorite

1. On the Remote management plans screen, locate the plan that you want to add as favorite.
In the plan's row, click the More actions icon.
3. Click Add to favorites.

On the Remote management plans screen, a star icon appears next to the plan name.

Monitoring plans

Prerequisites

e 2FAis enabled for your user account.
» Atleast one management plan is created for your tenant. For more information, see "Creating a
monitoring plan" (p. 1035).

To set a monitoring plan as favorite

1. Onthe Monitoring plans screen, locate the plan that you want to set as favorite.
In the plan's row, click the More actions icon.
Click Add to favorites.

On the Monitoring plans screen, a star icon appears next to the plan name.

Removing plans from favorites

You can remove favorite protection plans, monitoring plans, and remote management plans from
the list of favorites.

Note
The feature is not available for users who are assigned the Read-only administrator role for the
Protection service.

Protection plans

Prerequisites

At least one protection plan is set as favorite for your tenant.

To remove a protection plan from the favorites



1. Onthe Protection plans screen, click the plan that you want to remove from favorites.
2. Click Remove from favorites.

Remote management plans

Prerequisites

« 2FAis enabled for your user account.

» Atleast one remote management plan is set as favorite for your tenant.
To remove a remote management plan from the favorites

1. Onthe Remote management plans screen, locate the plan that you want to remove from
favorites.

In the plan's row, click the More actions icon.

3. Click Remove from favorites.

Monitoring plans

Prerequisites

» 2FAis enabled for your user account.

» At least one monitoring plan is set as favorite for your tenant.
To remove a monitoring plan from the favorites

1. On the Monitoring plans screen, locate the plan that you want to remove from favorites.
2. Inthe plan's row, click the More actions icon.

3. Click Remove from favorites.

Protection plans and modules

To protect your data, you must create protection plans, and then apply them to your workloads.

A protection plan consists of different protection modules. Enable the modules that you need and
configure their settings to create protection plans that meet your specific needs.

The following modules are available:

Backup. Backs up your data sources to a local or cloud storage.

» "Implementing disaster recovery" (p. 708). Launches exact copies of your machines in the cloud
site and switches the workload from corrupted original machines to the recovery servers in the
cloud.

» Antivirus and Antimalware protection. Checks your workloads by using a built-in antimalware
solution.

e Endpoint Detection and Response (EDR). Detects suspicious activity on the workload, including

attacks that have gone unnoticed, and generates incidents to help you understand how an attack

happened and how to prevent it from happening again.



» URL filtering. Protects your machines from threats originating from the Internet, by blocking
access to malicious URLs and downloadable content.

» Windows Defender Antivirus. Manages the settings of Windows Defender Antivirus to protect
your environment.

» Microsoft Security Essentials. Manages the settings of Microsoft Security Essentials to protect
your environment.

» Vulnerability assessment. Checks Windows, Linux, macOS, Microsoft third-party products, and
macOS third-party products installed on your machines and notifies you about vulnerabilities.

» Patch management. Installs patches and updates for Windows, Linux, macOS, Microsoft third-
party products, and macQOS third-party products on your machines, to resolve the detected
vulnerabilities.

» Data protection map. Discovers data in order to monitor the protection status of important files.

« Device control. Specifies devices that users are allowed or prohibited to use on your machines.

» Advanced Data Loss Prevention. Prevents leakage of sensitive data via peripheral devices (such as
printers or removable storage), or through internal and external network transfers, based on a
data flow policy.

Creating a protection plan
You can create a protection plan in the following ways:

» Onthe Devices tab. Select one or more workloads to protect, and then create a protection plan
for them.

« Onthe Management > Protection plans tab. Create a protection plan, and then select one or
more workloads to which to apply the plan.

When you create a protection plan, only the modules that are applicable to your type of workload
are shown.

You can apply a protection plan to more than one workload. You can also apply multiple protection
plans to the same workload. To learn more about possible conflicts, see "Resolving plan conflicts" (p.
208).

To create a protection plan
Devices

1. Inthe Cyber Protect console, go to Devices > All devices.

2. Select the workloads that you want to protect, and then click Protect.
3. [If there are already applied plans] Click Add plan.

4. Click Create plan > Protection.

The protection plan panel opens.

w

[Optional] To rename the protection plan, click the pencil icon, and then enter the new name.

6. [Optional] To enable or disable a module in the plan, toggle the switch next to the module name.



7.

[Optional] To configure a module, click it to expand it, and then change the settings according to
your needs.

When ready, click Create.

Note
To create a protection plan with encryption, specify an encryption password. For more
information, see "Encryption" (p. 427).

Management > Protection plans

In the Cyber Protect console, go to Management > Protection plans.

Click Create plan.

The template for a protection plan opens.

[Optional] To rename the protection plan, click the pencil icon, and then enter the new name.
[Optional] To enable or disable a module in the plan, toggle the switch next to the module name.

[Optional] To configure a module, click it to expand it, and then change the settings according to
your needs.

[Optional] To select the workloads to which you want to apply the plan, click Add devices.

Note

You can create a plan without applying it to any workloads. You can add workloads later, by
editing the plan. For more information about how to add a workload to a plan, see "Applying a
protection plan to a workload" (p. 205).

When ready, click Create.

Note
To create a protection plan with encryption, specify an encryption password. For more
information, see "Encryption" (p. 427).

To run a module on demand (such as Backup, Antivirus and Antimalware protection,
Vulnerability assessment, Patch management, or Data protection map), click Run now.

Watch the how-to video Creating the first protection plan.

For more information on the Disaster recovery module, see "Create a disaster recovery protection
plan" (p. 714).

For more information on the Device control module, see "Working with the Device control module"
(p. 326).

Actions with protection plans

After creating a protection plan, you can perform the following actions with it:

» Apply a plan to a workload or a device group.

¢ Rename a plan.


https://www.youtube.com/watch?v=AcgIMh0qdK8

« Edit a plan.
You can enable and disable the modules in a plan, and change their settings.

» Enable or disable a plan.
A disabled plan will not run on the workloads to which it is applied.
This action is convenient for administrators who intend to protect the same workload with the
same plan later. The plan is not revoked from the workload and you can quickly restore the
protection by re-enabling the plan.

* Revoke a plan from a workload.
A revoked plan is not applied to the workload anymore.
This action is convenient for administrators who do not need rapid protection for the same
workload with the same plan again. To restore the protection provided by a revoked plan, you
must know the name of this plan, select it from the list of available plans, and then re-apply it to
the respective workload.

« Stop aplan.
This action stops all running backup operations on all workloads to which the plan is applied.
Backups will start again according to the plan schedule.

Antimalware scanning is not affected by this action and will proceed as configured in the
schedule.

¢ Clone a plan.
You can create an exact copy of an existing plan. The new plan is not assigned to any workloads.
e Export and import a plan.

You can export a plan as a JSON file, which you can import back later. Thus, you do not need to
create a new plan manually and configure its settings.

Note
You can import protection plans created in Cyber Protection 9.0 (released in March 2020) and
later. Plans created in earlier versions are not compatible with Cyber Protection 9.0 and later.

» Check the details of a plan.
¢ Check the activities and alerts related to a plan.

» Delete a plan.

Applying a protection plan to a workload

To protect a workload, you must apply a protection plan to it.

You can apply a plan from the Devices tab and from the Management > Protection plans tab.
Devices

1. Select one or more workloads that you want to protect.
2. Click Protect.

3. [If another protection plan was already applied to the selected workloads] Click Add plan.



4. Alist of available protection plans is shown.

5. Select the protection plan that you want to apply, and then click Apply.
Management > Protection plans

In the Cyber Protect console, go to Management > Protection plans.

Select the protection plan that you want to apply.

Click Edit.

Click Manage devices.

In the Devices window, click Add.

Select the workloads to which you want to apply the plan, and then click Add.

In the Devices window, click Done.
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In the protection plan panel, click Save.

To learn how to apply a protection plan to a device group, see "Applying a plan to a group" (p. 324).

Editing a protection plan

When you edit a plan, you can enable and disable the modules in it, and change their settings.

You can edit a protection plan for all workloads to which it is applied or only for selected workloads.
You can edit a plan from the Devices tab and from the Management > Protection plans tab.
Devices

1. Select one or more workloads to which the plan is applied.

Click Protect.

Select the protection plan that you want to edit.

Click the ellipsis icon (...) next to the plan name, and then click Edit.

Click a module that you want to edit, and then configure its settings as needed.
Click Save.

[If you have not selected all workloads to which the plan is applied] Select the scope of the edit:
» To edit the plan for all workloads to which it is applied, click Apply the changes to this
protection plan (this will affect other devices).
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« To change the plan only for selected workloads, click Create a new protection plan only for
the selected devices.

As a result, the existing plan will be revoked from the selected workloads. A new protection
plan with the settings that you configured will be created and applied to these workloads.

Management > Protection plans

—_

In the Cyber Protect console, go to Management > Protection plans.

Select the protection plan that you want to edit.

Click Edit.

Click the modules that you want to edit, and then configure their settings as needed.
Click Save.

vk N



Note
Editing a plan from the Management > Protection plans tab affects all workloads to which that

plan is applied.

Revoking a protection plan

When you revoke a plan, you remove it from one or more workloads. The plan still protects the
other workloads to which it is applied.

You can revoke a plan from the Devices tab and the Management > Protection plans tab.
Devices

1. Select the workloads from which you want to revoke the plan.

2. Click Protect.

3. Select the protection plan that you want to revoke.

4. Click the ellipsis icon (...) next to the plan name, and then click Revoke.

Management > Protection plans

In the Cyber Protect console, go to Management > Protection plans.

Select the protection plan that you want to revoke.

Click Edit.

Click Manage devices.

In the Devices window, select the workloads from which you want to revoke the plan.
Click Remove.

In the Devices window, click Done.
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In the protection plan template, click Save.

Enabling or disabling a protection plan
An enabled plan is active and runs on the workloads to which it is applied. A disabled plan is inactive

- itis still applied to workloads but it does not run on them.

When you enable or disable a protection plan from the Devices tab, your action affects only the
selected workloads.

When you enable or disable a protection plan from the Management > Protection plans tab, your
action affects all workloads to which this plan is applied. Also, you can enable or disable multiple
protection plans.

Devices

1. Select the workload whose plan you want to disable.
Click Protect.
Select the protection plan that you want to disable.

L

Click the ellipsis icon (...) next to the plan name, and then click Enable or Disable, respectively.



Management > Protection plans

1. In the Cyber Protect console, go to Management > Protection plans.

2. Select one or more protection plans that you want to enable or disable.
3. Click Edit.
4

. Click Enable or Disable, respectively.

Note

This action does not affect protection plans that were already in the target state. For example, if
your selection includes both enabled and disabled plans, and you click Enable, all selected plans will
be enabled.

Deleting a protection plan

When you delete a plan, it is revoked from all workloads and removed from the Cyber Protect
console.

You can delete a plan from the Devices tab and the Management > Protection plans tab.
Devices

1. Select any workload to which the protection plan that you want to delete is applied.
Click Protect.

Select the protection plan that you want to delete.

> W

Click the ellipsis icon (...) next to the plan name, and then click Delete.
Management > Protection plans

1. Inthe Cyber Protect console, go to Management > Protection plans.
Select the protection plan that you want to delete.
Click Delete.

Confirm your choice by selecting the | confirm the deletion of plan check box, and then click

R

Delete.

Resolving plan conflicts

You can apply multiple protection plans to the same workload. For example, you may apply one
protection plan in which you enabled and configured only the Antivirus and Antimalware module,
and another protection plan in which you enabled and configured only the Backup module.

You can combine protection plans in which different modules are enabled. You can also combine
multiple protection plans in which only the Backup module is enabled. However, if any other
module is enabled in more than one plan, a conflict occurs. To apply the plan, first you must resolve
the conflict.

Conflict between a new and existing plan

If a new plan conflicts with an existing plan, you can resolve the conflict in one of the following ways:



« Create a new plan, apply it, and then disable the existing plan that conflicts with the new one.

» Create a new plan, and then disable it.

Conflict between an individual and group plan

If an individual protection plan conflicts with a group plan that is applied to a device group, you can
resolve the conflict in one of the following ways:

* Remove the workload from the device group, and then apply the individual protection plan to it.

 Edit the existing group plan or apply a new group plan to the device group.

License issue

A protection plan module might require that a specific service quota is assigned to the protected
workload. If the assigned service quota is not appropriate, you will not be able to run, update, or
apply the protection plan in which the respective module is enabled.

To resolve a license issue, do one of the following:

» Disable the module that is not supported by the currently assigned service quota, and then
continue using the protection plan.

¢ Change the assigned service quota manually. To learn how to do this, see "Changing the service
quota of machines" (p. 177).

Individual protection plans for hosting control panel integrations

When you enable hosting control panel integrations on your web hosting servers that use
DirectAdmin, cPanel, or Plesk, the Cyber Protection service automatically creates an individual
protection plan under your user account for each workload. This protection plan is associated with
the particular workload that initiated the protection plan creation, and cannot be revoked or
assigned to other workloads.

To stop using an individual protection plan, you can delete it from the Cyber Protect console. You

can identify individual protection plans by the sign next to their name.

If you want a protection plan to protect multiple web hosting servers that use hosting control panel
integrations, you can create a regular protection plan in the Cyber Protect console and assign these
workloads to it. However, any modifications to a protection plan that is shared by multiple web
hosting control panels, can only be made in the Cyber Protect console, and not from within the
integrations.

Off-host data protection plans

Note
This functionality is available in customer tenants for which the Advanced Backup - Servers or the
Advanced Backup - NAS quota is enabled as part of the Advanced Backup pack.




Replication, validation, and cleanup are usually performed by the protection agent that performs
the backup. This puts additional load on the machine on which the agent is running, even after the
backup process is complete. To offload the machine, you can create off-host data protection plans -
that is, separate plans for replication, validation, cleanup, and conversion to a virtual machine.

With the off-host data protection plans, you can do the following:

» Choose different agents for the backup and off-host data protection operations

» Schedule the off-host data processing operations during off-peak hours to minimize the network
bandwidth consumption

» Schedule the off-host data processing operations during non-business hours, if you do not want
to install a dedicated agent for off-host data processing

Note

The off-host data processing plans run according to the time settings (including the time zone) of
the machine on which the protection agent is installed. For a virtual appliance (for example, Agent
for VMware or Agent for Scale Computing HC3), you can configure the time zone in the graphical
user interface of the agent.

Backup replication

Note
This functionality is available in customer tenants for which the Advanced Backup - Servers or the
Advanced Backup - NAS quota is enabled as part of the Advanced Backup pack.

Backup replication is copying a backup to another location. As an off-host data processing
operation, it is configured in a backup replication plan.

Backup replication can also be part of a protection plan. For more information about this option,
refer to "Replication" (p. 426).

Creating a backup replication plan

To replicate backups as an off-host data processing operation, you create a backup replication plan.
To create a backup replication plan

1. In the Cyber Protect console, click Management > Backup replication.
Click Create plan.

3. In Agent, select the agent that will perform the replication.
You can select any agent that has access both to the source location and the replication
locations.

4. In Items to replicate, select the archives or backup locations to replicate.
To switch between archives and locations, use the Locations / Backups switch in the upper-right
corner.
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11.

If you select multiple encrypted archives, their encryption password must be the same. For
archives that use different encryption passwords, create separate plans.

In Destination, specify the replication location.

In How to replicate, select which backups (also known as recovery points) to replicate.
The following options are available:

« All backups

* Only full backups

« Only the last backup

For more information about these options, refer to "What to replicate" (p. 211).

In Schedule, configure the replication schedule.

When configuring the schedule of the backup replication plan, ensure that the last replicated
backup will still be available in its original location when the backup replication starts. If this
backup is not available in the original location, for example, because it was deleted by a
retention rule, the whole archive will be replicated as a full backup. This might be very time-
consuming and will use additional storage space.

In Retention rules, specify the retention rules for the target location.

The following options are available:

* By number of backups

« By backup age (separate settings for monthly, weekly, daily, and hourly backups)

+ By total size of backups

» Keep backups indefinitely

Note
Selecting this option will result in increased storage usage. You must delete the unnecessary
backups manually.

[If you selected encrypted archives in Items to replicate] Enable the Backup password switch,
and then provide the encryption password.

[Optional] To modify the plan options, click the gear icon, and then configure the options as
required.

Click Create.

What to replicate

Note
Some replication operations, such as replicating a whole location or replicating all backups in a

backup set, might be very time-consuming.

You can replicate individual backup sets or whole backup locations. When you replicate a backup

location, all backup sets in it are replicated.

Backup sets consist of backups (also known as recovery points). You must select which backups to
replicate.



The following options are available:

« All backups

All backups in the backup set are replicated every time the replication plan runs.

* Only full backups

Only the full backups in the backup set are replicated.

e Only the last backup

Only the newest backup in the backup set is replicated, regardless of its type (full, differential, or

incremental).

Select an option according to your needs and the backup scheme that you use. For example, if you

use the Always incremental (single-file) backup scheme and you want to replicate only the

newest incremental backup, in the backup replication plan, select Only last backup.

The following table summarizes which backups will be replicated with different backup schemes.

Always
incremental
(single-file)

Always full

Weekly full, Daily
incremental

Monthly full,
Weekly
differential, Daily
incremental (GFS)

backup, which is
full

week*

All backups All backupsinthe [ All backupsinthe | All backupsinthe | All backupsin the
backup set backup set backup set backup set
Only full backups Only the first All backups One backup every | One backup every

month*

Only last backup

Only the newest
backup in the
backup set*

Only the newest
backup in the
backup set*

Only the newest in
the backup set,
regardless of its

type*

Only the newest in
the backup set,
regardless of its

type*

* When configuring the schedule of the backup replication plan, ensure that the last replicated

backup will still be available in its original location when the backup replication starts. If this backup

is not available in the original location, for example, because it was deleted by a retention rule, the

whole archive will be replicated as a full backup. This might be very time-consuming and will use

additional storage space.

Supported locations

The following table summarizes backup locations supported by backup replication plans.

Backup location

Supported as a source

Supported as a target

Cloud storage

+

+

Local folder




Backup location Supported as a source Supported as a target

Network folder + +
Public cloud + +
NFS folder - -

Secure Zone - -

Validation

Note
This functionality is available in customer tenants for which the Advanced Backup - Servers or the
Advanced Backup - NAS quota is enabled as part of the Advanced Backup pack.

By validating a backup, you verify that you can recover the data from it.

To validate a backup as an off-host data processing operation, you create a validation plan. For
more information about how to create one, refer to "Creating a validation plan" (p. 214).

The following validation methods are available:

e Checksum verification

¢ Run asvirtual machine
° VM heartbeat

o Screenshot validation

You can select one or more of these methods. When more than one method is selected, the
operations for every validation method run consecutively. For more information about the methods,
refer to "Validation methods" (p. 216).

You can validate backup sets or backup locations. Validation of a backup location validates all

backup sets in it.

Supported locations

The following table shows the supported backup locations and validation methods.

Note
The validation option is not available for public cloud backups due to the prohibitive costs of
reading an entire archive from a public cloud.




Run as virtual machine
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Cloud storage + * i
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Network folder + * i
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Secure Zone - - 3

Validation status
After a successful validation, the backup is marked with a green dot and the label Validated.

If the validation fails, the backup is marked with a red dot. The validation fails even when only one of
the used validation methods fails. In some cases, this might be the result of a misconfiguration of
the validation plan - for example, using the VM heartbeat method for virtual machines on a wrong
host.

The validation status of a backup is updated with every new validation operation. The status for
each validation method is updated separately. That is why the validation of a backup in which one
method failed, will be shown as failed until the same validation method succeeds, even if the latest
validation operations do not use the failed method and complete successfully.

For more information about how to check the validation status, refer to "Checking the validation
status of a backup"” (p. 219).

Creating a validation plan
To validate a backup set as an off-host data processing operation, you create a validation plan.
To create a validation plan

1. Inthe Cyber Protect console, click Management > Validation.
2. Click Create plan.
The template for a new validation plan opens.
[Optional] To modify the plan name, click the default name.
In Agent, select the agent that will perform the validation, and then click OK.

If you want to perform validation by running a virtual machine from a backup, select a machine
with Agent for VMware or Agent for Hyper-V. Otherwise, select any machine that has access to
the backup location.

5. In Items to validate, select the backups sets that you want to validate.



d.

Select the scope for the plan - individual backup sets or entire locations, by clicking
Locations or Backups in the upper-right corner.

If the selected backups are encrypted, all of them must use the same encryption password.
For backups that use different encryption passwords, create separate plans.

Click Add.

Depending on the scope of the validation plan, select locations or a location and backup sets,
and then click Done.

Click Done.

6. In What to validate, select which backups (also known as recovery points) within the selected

backup sets to validate. The following options are available:

» All backups

* Only the last backup

7. In How to validate, select the validation method.

You can select one or both of the following options:

e Checksum verification

Run as a virtual machine

For more information about the methods, refer to "Validation methods" (p. 216).

8. [If you selected Checksum verification] Click Done.

[If you selected Run as a virtual machine]. Configure the settings for this method.

a.

e.

In Target machine, select the virtual machine type (ESXi or Hyper-V), the host, and the
machine name template, and then click OK.

The default name is [Machine Name]_validate.
In Datastore (for ESXi) or Path (for Hyper-V), select the datastore for the virtual machine.

Select one or both of the validation methods that Run as virtual machine provides:
* VM heartbeat

» Screenshot validation

[Optional] Click VM settings to change the memory size and network connections of the
virtual machine.

By default, the virtual machine is not connected to a network and the virtual machine
memory size equals that of the original machine.

Click Done.

10. [Optional] In the validation plan template, click Schedule, and then configure it.

11. [If the backup sets selected in Items to validate are encrypted] Enable the Backup password
switch, and then provide the encryption password.

12. [Optional] To modify the plan options, click the gear icon.
13. Click Create.

As a result, your validation plan is ready and will run according to the schedule that you configured.

To run the plan immediately, select it in Management > Validation, and then click Run now.

After the plan starts, you can check the running activities and drill down to their details in Cyber

Protect console, under Monitoring > Activities.



A validation plan might include multiple backups and one backup can be validated by multiple
validation plans.

Note
All backups are processed sequentially, one by one, by a single validation task.

Only one validation task can run at a time on a given agent. Multiple validation tasks can run in
parallel if they are executed by different agents: two simultaneous tasks require two agents, three
tasks - three agents, and so on.

The following table summarizes the possible statuses of the validation activity.

Activity result Plan with one backup Plan with multiple backups
Success All validation methods All validation methods succeeded in all backups
succeeded
Success with N/A At least one validation method failed in at least
warnings one backup
Fail At least one validation method | At least one validation method failed in all backups
failed

Validation methods
In a validation plan, the following validation methods are available:

e Checksum verification
e Run as virtual machine
° VM heartbeat

o Screenshot validation

Checksum verification

Validation via checksum verification calculates a checksum for every data block that can be
recovered from the backup, and then compares it against the original checksum for that data block,
which was written during the backup process. The only exception is validation of file-level backups
that are located in the cloud storage. These backups are validated by checking the consistency of
the metadata saved in the backup.

Validation via checksum verification is a time-consuming process, even for an incremental or a
differential backup, which are small in size. The reason is that the validation operation checks not
only the data that is physically contained in a particular backup, but all of the data that needs to be
recovered - that is, previous backups might also need to be validated.

A successful validation via checksum verification means a high probability of data recovery.
However, the validation via this method does not check all factors that influence the recovery
process.



If you back up an operating system, we recommend that you use some of the following additional
operations:

e Testrecovery under the bootable media to a spare hard drive.
¢ Running a virtual machine from the backup in an ESXi or Hyper-V environment.

* Running a validation plan in which the Run as virtual machine validation method is enabled.

Run as virtual machine

This method works only for disk-level backups that contain an operating system. To use it, you need
an ESXi or Hyper-V host and a protection agent (Agent for VMware or Agent for Hyper-V) that
manages this host.

The Run as virtual machine validation method is available in the following variants:

¢ VM heartbeat

* Screenshot validation

You must select at least one of them.

VM heartbeat

With this validation method, the agent runs a virtual machine from the backup, connects to VMware
Tools or Hyper-V Integration Services, and then checks the heartbeat response to ensure that the
operating system has started successfully. If the connection fails, the agent attempts to connect
every two minutes, a total of five times. If none of the attempts are successful, the validation fails.

Regardless of the number of validation plans and validated backups, the agent that performs
validation runs one virtual machine at a time. As soon as the validation result becomes clear, the
agent deletes the virtual machine and runs the next one.

Note

Use this method only when you validate backups of VMware virtual machines by running these
backups as virtual machines on an ESXi host, and backups of Hyper-V virtual machines by running
them as virtual machines on a Hyper-V host.

Screenshot validation

With this validation method, the agent runs a virtual machine from the backup, and while the virtual
machine is booting, screenshots are made. A machine intelligence (MI) module checks the
screenshots and if there is a login screen on them, it marks the backup as validated.

The screenshot is attached to the recovery point and you can download it in the Cyber Protect
console within one year of the validation. For more information on how to check the screenshot,
refer to "Checking the validation status of a backup" (p. 219).

If notifications are enabled for your user account, you will receive an email about the validation
status of the backup, in which the screenshot is attached. For more information about the
notifications, refer to Changing the notification settings for a user.


https://dl.managed-protection.com/u/baas/help/24.04/partner/en-US/index.html#changing-notification-settings-for-user.html

Screenshot validation is supported by agent version 15.0.30971 (released in November, 2022) and
later.

Note
Screenshot validation works best with backups of Windows and Linux systems with GUI-based login
screen. This method is not optimized for Linux systems with console login screen.

Changing the timeout for VM heartbeat and screenshot validation

When you validate a backup by running it as a virtual machine, you can configure the timeout
between booting the virtual machine, and sending the heartbeat request or taking a screenshot.

The default period is as follows:

¢ One minute - for backups stored on a local folder or a network share

» Five minutes - for backups stored in the cloud
You can change this by editing the configuration file for Agent for VMware or Agent for Hyper-V.
To change the timeout

1. Open the configuration file for editing. You can find the file in the following locations:
» For Agent for VMware or Agent for Hyper-V running in Windows: C:\Program
Files\BackupClient\BackupAndRecovery\settings.config
» For Agent for VMware (Virtual appliance): /bin/mms_settings.config
For more information on how to access the configuration file on a virtual appliance, see "SSH
connections to a virtual appliance" (p. 165).

2. Goto<validation>, and then change the values for local backups and cloud backups as needed:

<validation>

<run_vm>
<initial_timeout_minutes>
<local_backups>1</local_backups>
<cloud_backups>5</cloud_backups>
</initial_timeout_minutes>
</run_vm>

</validation>

3. Save the configuration file.

4. Restart the agent.
» [For Agent for VMware or Agent for Hyper-V running in Windows] Run the following
commands at the command prompt:

net stop mms

net start mms

» [For Agent for VMware (Virtual appliance)] Restart the virtual machine with the agent.



Configuring the number of retries in case of an error

To maximize the number of successful validations, you can configure automatic retries for
validation operations that end with an error.

To configure automatic retries

1. When creating a validation plan, click the gear icon.

2. Inthe Options pane, select Error handling.

3. Under Re-attempt, if an error occurs, click Yes.

4. In Number of attempts, configure the maximum number of retries if an error occurs.

The validation operation will run again until it finishes successfully or until the maximum number
of retries is reached.

In Interval between attempts, configure the timeout between two consecutive retries.
6. Click Done.

Checking the validation status of a backup
You can check the validation status of a backup in the Devices tab or in the Backup storage tab.

You can also see the status for each validation method and download the screenshot taken by the
screenshot validation method.

For more information about how the statuses work, refer to "Validation status" (p. 214).
To check the validation status of a backup
Devices

1. In the Cyber Protect console, go to Devices > All devices.

2. Select the workload whose backup validation status you want to check, and then click Recovery.
3. [If more than one backup location is available] Select the backup location.
4

. Select the backup whose status you want to check.
Backup storage

In the Cyber Protect console, go to Backup storage.
Select the location where your backup set is stored.
Select the backup set, and then click Show backups.

L e

Select the backup whose validation status you want to check.

Cleanup

Cleanup is an operation that deletes outdated backups according to the retention rules. This
operation is only applicable to agents and workloads, and not cloud to cloud backups (which can
only be manually deleted).



Note
This functionality is available in customer tenants for which the Advanced Backup - Servers or the
Advanced Backup - NAS quota is enabled as part of the Advanced Backup pack.

Supported locations
Cleanup plans support all backup locations, except for NFS folders and Secure Zone.
To create a cleanup plan

1. Inthe Cyber Protect console, click Management > Cleanup.
2. Click Create plan.
3. In Agent, select the agent that will perform the cleanup.
You can select any agent that has access to the backup location.
4. In Items to clean up, select the archives or backup locations to clean up.

To switch between archives and locations, use the Locations / Backups switch in the upper-right
corner.

If you select multiple encrypted archives, their encryption password must be the same. For
archives that use different encryption passwords, create separate plans.
In Schedule, configure the cleanup schedule.

6. In Retention rules, specify the retention rules.
The following options are available:
* By number of backups
» By backup age (separate settings for monthly, weekly, daily, and hourly backups)
» By total size of backups

7. [If you selected encrypted archives in Items to replicate] Enable the Backup password switch,
and then provide the encryption password.

8. [Optional] To modify the plan options, click the gear icon, and then configure the options as
required.

9. Click Create.

Conversion to a virtual machine

Conversion to a virtual machine is available only for disk-level backups. If a backup includes the
system volume and contains all of the information necessary for the operating system to start, the
resulting virtual machine can start on its own. Otherwise, you can add its virtual disks to another
virtual machine.

Note
VMs replicated via native Scale Computing VM replication functionality cannot be backed up.

You can create a separate plan for conversion to a virtual machine and run this plan manually or on
a schedule.



For information about prerequisites and limitations, refer to "What you need to know about

conversion" (p. 222).

Note
This functionality is available in customer tenants for which the Advanced Backup - Servers or the
Advanced Backup - NAS quota is enabled as part of the Advanced Backup pack.

To create a plan for conversion to a virtual machine

1.
2.

Click Management > Conversion to VM.

Click Create plan.

The software displays a new plan template.

[Optional] To modify the plan name, click the default name.

In Convert to, select the type of the target virtual machine. You can select one of the
following:

* VMware ESXi

* Microsoft Hyper-V

» Scale Computing HC3
* VMware Workstation
» VHDX files

Note
To save storage space, each conversion to VHDX files or VMware Workstation overwrites the
VHDX/VMDK files in the target location that were created during the previous conversion.

Do one of the following:
» [For VMware ESXi, Hyper-V, and Scale Computing HC3] Click Host, select the target host, and
then specify the new machine name template.

 [For other virtual machine types] In Path, specify where to save the virtual machine files and
the file name template.

The default name is [Machine Name]_converted.

Click Agent, and then select the agent that will perform the conversion.

Click Items to convert, and then select the backups that this plan will convert to virtual
machines.

You can switch between selecting backups and selecting entire locations by using the Locations
/ Backups switch in the upper-right corner.

If the selected backups are encrypted, all of them must use the same encryption password. For
backups that use different encryption passwords, create separate plans.

[Only for VMware ESXi and Hyper-V] Click Datastore for ESXi or Path for Hyper-V, and then
select the datastore (storage) for the virtual machine.

[Only for VMware ESXi and Hyper-V] Select the disk provisioning mode. The default setting is
Thin for VMware ESXi and Dynamically expanding for Hyper-V.



10. [Optional] [For VMware ESXi, Hyper-V, and Scale Computing HC3] Click VM settings to modify
the memory size, the number of processors, or the network connections of the virtual machine.

11. [Optional] Click Schedule, and then change the schedule.

12. If the backups selected in Items to convert are encrypted, enable the Backup password switch,
and then provide the encryption password. Otherwise, skip this step.

13. [Optional] To modify the plan options, click the gear icon.
14. Click Create.

What you need to know about conversion

Supported virtual machine types

Conversion of a backup to a virtual machine can be done by the same agent that created the backup
or by another agent.

To perform a conversion to VMware ESXi, Hyper-V, or Scale Computing HC3, you need an ESKXi,
Hyper-V, or Scale Computing HC3 host respectively and a protection agent (Agent for VMware, Agent
for Hyper-V, or Agent for Scale Computing HC3) that manages this host.

Conversion to VHDX files assumes that the files will be connected as virtual disks to a Hyper-V virtual
machine.

The following table summarizes the types of virtual machines that you can create with the Convert
to VM operation. The rows in the table show the type of converted virtual machines. The columns
show the agents that perform the conversion.
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Limitations

e Backups stored on NFS cannot be converted.

e Backups stored in Secure Zone can be converted only by the agent running on the same machine.

» Backups that contain Linux logical volumes (LVM) can be converted only if they were created by
Agent for VMware, Agent for Hyper-V, and Agent for Scale Computing HC3 and are directed to the
same hypervisor. Cross-hypervisor conversion is not supported.

» When backups of a Windows machine are converted to VMware Workstation or VHDX files, the
resulting virtual machine inherits the CPU type from the machine that performs the conversion.
As a result, the corresponding CPU drivers are installed in the guest operating system. If started
on a host with a different CPU type, the guest system displays a driver error. Update this driver
manually.

Regular conversion to virtual machine vs. running a virtual machine from a backup

Both operations provide you with a virtual machine that can be started in seconds if the original
machine fails.

Regular conversion to virtual machine takes CPU and memory resources. Files of the virtual
machine constantly occupy space on the datastore (storage). This may be not practical if a
production host is used for conversion. However, the virtual machine performance is limited only by
the host resources.

Running a virtual machine from a backup consumes resources only while the virtual machine is
running. The datastore (storage) space is required only to keep changes to the virtual disks.
However, the virtual machine may run slower, because the host does not access the virtual disks
directly, but communicates with the agent that reads data from the backup. In addition, the virtual
machine is temporary.

How the regular conversion to a virtual machine works
The way the regular conversion works depends on where you choose to create the virtual machine.

« If you choose to save the virtual machine as a set of files: each conversion re-creates the
virtual machine from scratch.

 If you choose to create the virtual machine on a virtualization server: when converting an
incremental or differential backup, the software incrementally updates the existing virtual
machine instead of re-creating it. Such conversion is normally faster. It saves network traffic and
CPU resource of the host that performs the conversion. If updating the virtual machine is not
possible, the software re-creates it from scratch.

The following is a detailed description of both cases.



If you choose to save the virtual machine as a set of files

As a result of the first conversion, a new virtual machine will be created. Every subsequent
conversion will re-create this machine from scratch. First, the old machine is temporarily renamed.
Then, a new virtual machine is created that has the previous name of the old machine. If this
operation succeeds, the old machine is deleted. If this operation fails, the new machine is deleted
and the old machine is given its previous name. This way, the conversion always ends up with a
single machine. However, extra storage space is required during conversion to store the old
machine.

If you choose to create the virtual machine on a virtualization server

The first conversion creates a new virtual machine. Any subsequent conversion works as follows:

« If there has been a full backup since the last conversion, the virtual machine is re-created from
scratch, as described earlier in this section.

» Otherwise, the existing virtual machine is updated to reflect changes since the last conversion. If
updating is not possible (for example, if you deleted the intermediate snapshots, see below), the
virtual machine is re-created from scratch.

Intermediate snapshots

To be able to update the converted virtual machine securely, the software stores an intermediate
hypervisor snapshot of this machine. The snapshot is named Replica... and must be kept.

The Replica... snapshot corresponds to the result of the latest conversion. You can go to this
snapshot if you want to return the machine to that state; for example, if you worked with the
machine and now you want to discard the changes made to it.

For converted Scale Computing HC3 virtual machines, an additional Utility Snapshot is created.
Only Cyber Protection service uses it.

Backup scanning plans

To scan backups for malware (including ransomware), create a backup scanning plan.

Important
Backup scanning plans are not supported for all workloads and backup storages. For details, refer

to "Limitations" (p. 832).

To create a backup scanning plan

1. Inthe Cyber Protect console, go to Management > Backup scanning.
2. Click Create plan.

3. Specify the name of the plan and the following parameters:



* Scan type:

° Cloud - this option cannot be changed. An automatically selected cloud agent will perform
the backup scan.

» Backups to scan:
° Locations - select locations with backup sets that you want to scan.
o Backups - select backup sets that you want to scan.
» Scan for:
° Malware - this option cannot be changed. The scan checks the selected backup sets for
malware (including ransomware).

« Encryption - to scan encrypted backup sets, specify the encryption password. If you select a
location or multiple backup sets and the specified password does not match a backup set, an
alert is created.

» Schedule - this option cannot be changed. In the cloud storage, the scan starts automatically.
4. Click Create.

As a result, a backup scanning plan is created and a cloud agent will scan for malware the locations
or the backup sets that you specified.

Backup plans for cloud applications

The Management > Cloud applications backup tab shows cloud-to-cloud backup plans. These
plans back up applications running in the cloud by means of agents that run in the cloud and use
the cloud storage as a backup location.

In this section, you can perform the following operations:

» Create, view, run, stop, edit, and delete a backup plan
e View activities related to each backup plan

e View alerts related to each backup plan
For more information about cloud applications backup, refer to:

» Protecting Microsoft 365 data
» Protecting Google Workspace data

Running cloud-to-cloud backups manually

To prevent disrupting the Cyber Protection service, the number of manual cloud-to-cloud backup
runs is limited to 10 runs per Microsoft 365 or Google Workspace organization during an hour. After
this number has been reached, the number of runs allowed is reset to one per hour, and then an
additional run becomes available each hour thereafter (e.g. hour 1, 10 runs; hour 2, 1 run; hour 3, 2
runs) until a total of 10 runs per hour is reached.

Backup plans applied to groups of devices (mailboxes, drives, sites) or containing more than 10
devices cannot be run manually.



Protection of collaboration and communication
applications

Zoom, Cisco Webex Meetings, Citrix Workspace, and Microsoft Teams are now widely used for
video/web conferencing and communications. The Cyber Protection service allows you to protect
your collaboration tools.

The protection configuration for Zoom, Cisco Webex Meetings, Citrix Workspace, and Microsoft
Teams is similar. In the example below, we will consider configuration for Zoom.

To set up Zoom protection

1. Install the protection agent on the machine where the collaboration application is installed.
2. Login to the Cyber Protect console and apply a protection plan that has one of the following
modules enabled:

e Antivirus and Antimalware protection (with the Self-Protection and Active Protection
settings enabled) - if you have one of the Cyber Protect editions.

» Active Protection (with the Self-Protection setting enabled) - if you have one of the Cyber
Backup editions.

3. [Optional] For automatic update installation, configure the Patch management module in the
protection plan.

As a result, your Zoom application will be under protection that includes the following activities:

« Installing Zoom client updates automatically
» Protecting Zoom processes from code injections
* Preventing suspicious operations by Zoom processes

» Protecting the "hosts" file from adding the domains related to Zoom



Understanding your current level of protection

Monitoring

The Monitoring tab provides important information about your current level of protection, and
includes the following dashboards:

» Overview

» Activities

« Alerts

» Threat feed (for more information, see "Threat feed" (p. 267))

The Overview dashboard

The Overview dashboard provides a number of customizable widgets that give an overview of
operations related to the Cyber Protection service. Widgets for other services will be available in
future releases.

The widgets are updated every five minutes. The widgets have clickable elements that enable you to
investigate and troubleshoot issues. You can download the current state of the dashboard or send it
via email in the .pdf or/and .xIsx format.

You can choose from a variety of widgets, presented as tables, pie charts, bar charts, lists, and tree
maps. You can add multiple widgets of the same type with different filters.

The buttons Download and Send in Monitoring > Overview are not available in the Standard
editions of the Cyber Protection service.
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To rearrange the widgets on the dashboard
Drag and drop the widgets by clicking on their names.

To edit a widget



Click the pencil icon next to the widget name. Editing a widget enables you to rename it, change the
time range, set filters, and group rows.

To add a widget
Click Add widget, and then do one of the following:

» Click the widget that you want to add. The widget will be added with the default settings.
» To edit the widget before adding it, click Customize when the widget is selected. After editing the
widget, click Done.

To remove a widget

Click the X sign next to the widget name.

The Activities dashboard

The Activities dashboard provides an overview of the current and past activities. By default, the
retention period is 90 days.

To customize the view of the Activities dashboard, click the gear icon, and then select the columns
that you want to see.

To see the activity progress in real time, select the Refresh automatically check box. However,
frequent updating of multiple activities degrades the performance of the management server.

You can search the listed activities by the following criteria:

» Device name
This is the machine on which the activity is carried out.
« Started by

This is the account who started the activity.
You can also filter the activities by the following properties:

» Status
For example, succeeded, failed, in progress, canceled.
*+ Type
For example, applying plan, deleting backups, installing software updates.
e Time
For example, the most recent activities, the activities from the past 24 hours, or the activities
during a specific period within the default retention period.

To see more details about an activity, select this activity from the list, and then, in the Activity
details panel, click All properties. For more information about the available properties, refer to the
Activity and Task API references in the Developer Network Portal.


https://developer.acronis.com/doc/tasks/v2/reference/index#/http/models/structures/activity
https://developer.acronis.com/doc/tasks/v2/reference/index#/http/models/structures/task

The Alerts dashboard

The Alerts dashboard displays all your current alerts. Alerts listed are critical or error alerts, and are
typically related to tasks such as backup that have failed for some reason.

To filter alerts on the dashboard

1. From the View drop-down list, select one of the following criteria:
« Alert severity
» Alert category
» Alert type
* Monitoring type
« Date range: from ... to ...
» Workload
* Plan
» Customer

2. Ifyou have selected the Alert category, from the Category drop-down list, select the category
of alerts that you want to view.

3. If you want to view all the alerts without filtering them, click All alert types.
Within each alert you can do the following:

» Access the relevant device the alert relates to by clicking the Devices link.
* Read and try to follow some advice in the Troubleshooting section of the alert.

« Access the relevant documentation and knowledge base article by clicking Search for solution.
The Search for solution functionality will pre-fill your request will the current alert details to
assist you the most effectively.

To sort alerts on the dashboard
On the alerts table, click on the arrow button next to one of the following column names:

« Alert severity
» Alert type

* Created

» Alert category
* Workload

* Plan

If the Advanced Automation service is enabled for your account, you can also create a new service
desk ticket directly from the alert.

To create a service desk ticket



1. Inthe relevant alert, click Create a new ticket.

Alternatively, when working in the table view mode, select an alert and then select Create a new
ticket in the right pane.

2. Define the following:
 Inthe header section, select the Billable check box if you want the time recorded on the ticket

to be billed to the customer. In addition, select the Email the customer check box if you want
to send ticket updates to the customer.

* Inthe General information section, define a ticket title. This field is pre-filled with an alert
summary but can be edited.

* Inthe Customer information section, the fields are pre-filled with the relevant information
from the alert.

 In the Configuration item or service section, the fields are pre-filled with the device linked to
the alert. You can reassign a device, as required.

* Inthe Support agent section, the fields are pre-filled with the default support agent, category,
and support group. You can reassign a different agent, as required.

* Inthe Ticket update section, the fields are pre-filled with the alert description and details.
The Status field is set as New by default, and can be changed.

* Inthe Attachments, Billable items, and Internal notes sections, add the relevant items as
required.

3. Click Done. When the ticket is created, a link to the ticket is added to the alert.

If an alert is closed, the related ticket is also automatically closed.

Note
You can only create one ticket per alert.

Alert types

Alerts will be generated for the following alert types:

¢ Backup alerts

 Disaster recovery alerts

* Antimalware protection alerts
e Licensing alerts

¢ URL Filtering alerts

e EDR alerts

¢ Device Control alerts

e System alerts

Backup alerts

Alert Description How to resolve the alert

Backup failed The alert is generated when a | Check the log of the backup operation:




Alert

Description

How to resolve the alert

backup failed with a
resolvable error or it was
interrupted due to system
shut down.

click the workload to select it, click
Activities, and then find the warning in
the log. The message should point you
to the root cause of the issue.

Backup succeeded with
warnings

The alert is generated when a
backup succeeded with
warnings.

Check logs of conversion to VM,
replication, or validation plans. Issues
during these operations generate an
"Activity failed" or "Activity finished with
warning" alerts.

Backup is canceled

The alert is generated every
time a backup is manually
canceled by the user.

You can either start the backup
manually by clicking Run now or wait
until it runs at the next scheduled time.

Backup canceled due to closed
backup window

The alert is generated when
the backup activity was
missed because it did not fitin
the window specified in the
backup options.

Re-configure the schedule or edit
options of the backup plan in the
Performance and backup window.
Expand the section with your product
for instructions.

Backup is waiting

The alert is generated when
there is a scheduling conflict
and two backup tasks are
initiated at the same time. In
this case, the second backup
task is queued until the first
one is finished or stopped.

Ensure that your backups are running
in the expected time windows and
according to their schedule, and avoid
scheduling conflicts.

Backup is not responding

The alert is generated when a
backup has not shown any
progress for some time, and
might be frozen.

The issue might be caused by a lockup.
For more information, see this
knowledge base article.

Backup did not start

The alert is generated when
the scheduled backup failed
to start for unknown reason.

Ensure that you are using the latest
build of your Acronis Backup product.

« Ifthe agent machine was available
during the backup start time:

1. Edit the backup task start time.

2. Ifthe alert appears again, recreate
the backup task.

3. If the newly created backup task
also triggers the alert, contact the
Support team for assistance.

 If the agent was offline:
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Description

How to resolve the alert

1. Do not turn off machine during
backup time.

2. Ifthe machine was not turned off,

ensure that Acronis Managed
Machine Service is running: Start ->
Search -> services.msc -> locate
Acronis Managed Machine Service.
If you need assistance, contact the
Support team.

Backup status is unknown

The alert is generated when
the backup agent was offline
at a scheduled backup time.
The status of the resource
backups will be unknown until
the backup agent comes
online.

1. Check if the agent is expected to be
offline (for example, it is a notebook
that is outside the Management
Server network).

2. If the agent should not be offline,
ensure that Acronis Managed
Machine Service is running: Start ->
Search -> services.msc -> locate
Acronis Managed Machine Service
and check its status. If the service is
stopped, start it.

Backup is missing

The alert is generated when
there has not been a
successful backup for more
than [Days from last backup]
days.

Backup is corrupted

The alert is generated when
the validation activity is
successful and shows that the
backup is corrupted.

Follow steps from article
Troubleshooting Issues with Corrupt
Backups.

If you need assistance with identifying
the root cause for archive corruption,
contact the Support team.

Continuous Data Protection
failed

The alert is generated if the
continuous protection of
backup failed.

Verify the following limitations:

1. Continuous data protection is
supported only for the NTFS file
system and the following operating
systems:

» Desktop: Windows 7 and later
» Server: Windows Server 2008 R2
and later

2. CDP does not support Acronis
Secure Zone as a destination.
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Description

How to resolve the alert

3. NFS folders that are mounted on
Windows are not supported.

4. Continuous replication is not
supported: if there are two
locations in the protection plan,
CDP slices are created only in the
first destination, and then the
changes are replicated to the
second one with the next backup.

5. If changes in a local protected
folder are applied from a network
source (for example, when users
access the folder from the network),
CDP does not detect them.

6. If afileis being used (for example,
some changes are being made in an
Excel file), CDP does not detect the
changes. For the changes to be
detected by CDP, save them, and
then close the file.

Hyper-V hosts configuration is
not valid

The alert is generated when
there are two or more Agents
for Hyper-V installed on
Hyper-V hosts with the same
host name, which is not
supported on the same
account level.

Register these Agents for Hyper-V
under different child units of the

account, to avoid conflicts.

Validation failed

The alert is generated when
the validation process of the

backup cannot be completed.

Check the log of the faulty operation:
click the machine to select it, click
Activities, and then find the warning in
the log. The message should point you
to the root cause of the issue.

Failed to migrate the backups

in the cloud storage to the new

format

The alert is generated when
the backup migration in the
cloud storage to the new
format failed.

For more information about migration
of Acronis Cyber Backup Advanced
archives, see this knowledge base
article.

For more information about migration
of Acronis Cyber Backup archives, see
this knowledge base article.

Before contacting the Support team,
use the migrate_archives tool to collect
the following reports:
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migrate_archives.exe --
account=<Acronis Account> --
password=<password> --
subaccounts=All > report1.txt

migrate_archives.exe --
cmd=finishUpgrade --
account=<Acronis Account> --
password=<password> > report2.txt

Encryption password is
missing

The alert is generated when
the database encryption key is
incorrect, corrupt, or missing.

There is no way to recover encrypted
backups if you lose or forget the
password. You must set the encryption
password locally, on the protected
device. You cannot set the encryption
password in the protection plan. For
more information, see Setting the
encryption password.

Upload is pending

The alert is generated if
scheduled check finds that
Physical Data Shipping to
cloud archive for this backup
plan is not uploaded to the
storage.

Backup recovery failed

The alert is generated when
the recovery operation fails

when you try to recover files
or system backups.

Determine the exact date of the backup
failure and attempt recovery with the
last successful backup.

Disaster recovery alerts

Alert

Description

How to resolve the alert

Storage quota exceeds

The alert is generated when the
soft quota for the Disaster
recovery storage is exceeded.

Increase the quota or remove
some backups from the cloud
storage.

Quota is reached

The alert is generated when the
soft quota is exceeded for the
following offering items:

e Cloud server.
» Compute points.
* Public IP addresses.

Storage quota is exceeded

The alert is generated when the
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Description

How to resolve the alert

hard quota for the Disaster
recovery storage is exceeded.

This storage is used by primary
and recovery servers. If the
overage for this quota is reached,
it is not possible to create
primary and recovery servers, or
to add or extend disks of the
existing primary servers. If the
overage for this quota is
exceeded, it is not possible to
perform a failover or to just start
a stopped server. Running
servers continue to run.

Quota is exceeded

The alert is generated when the
hard quota for the following
offering items is exceeded:

* Cloud servers.
» Compute points.
* Public IP addresses.

Consider purchasing additional
quotas or disable backup tasks for
the devices you no longer need to
protect.

Failover error

The alert is generated when a
system problem occurs after a
failover was initiated.

1. Select the recovery server, and
then click Edit.

2. Decrease CPU/RAM of the
recovery server.
3. Try to perform a failover again.

Test failover error

The alert is generated when a
system problem occurs after a
test failover was initiated.

1. Select the recovery server, and
then click Edit.

2. Decrease CPU/RAM of the
recovery server.

3. Try to perform a test failover
again.

Note

Ensure that the IP address in
production network is the same
as the IP address that is
configured in the DHCP server.

Failback error

The alert is generated when a
system problem occurs after a
failback was initiated.

You can see the erroneous
location in the list of backup
storages: it has a number instead
of a name (normally, a location
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How to resolve the alert

name matches one of the existing
end user names) and you have
not created this location. Remove
the erroneous location:

1. Inthe Cyber Protect console,
go to Backup Storage.

2. Find the location and click the
cross (x) icon to delete it.

3. Confirm your choice by
clicking Delete.

4. Retry the failover.

Failback is canceled

The alert is generated when a
failback was canceled by a user.

Manually dismiss the alert from
the console.

VPN connection error

The alert is generated when a
VPN connection failure occurs
due to reasons that are not
related to the user's actions.
Status report from VPN appliance
is outdated.

If you faced an issue while
deploying or connecting the
Acronis VPN appliance, contact
the Support team.

Include the following information
in your email:

» Screenshots of the error
messages (if there are any)
 Screenshot of the Acronis VPN

Appliance CLI interface
* Your Acronis Backup Cloud
data center and group name.

(Vpn Unreachable) Connectivity
gateway is not reachable

The alert is generated when the
Disaster Recovery service cannot
reach the connectivity gateway.
Status report from connectivity
gateway is outdated.

In case you have faced an issue
with deploying or connecting the
Acronis VPN appliance, contact
the Support team.

Include the following information
in your email:

e Screenshots of the error
messages (if there are any)

e Screenshot of the Acronis VPN
Appliance CLI interface

* Your Acronis Backup Cloud
data center and group name

DR IP reassignment required

The alert is generated when the
VPN appliance detects network
changes.

Reassign the IP address. For more
information, see Reassigning IP
addresses.
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Connectivity gateway failure

The alert is generated when the
deployment of the VPN server in
the cloud failed.

Use Connection Verification Tool
and check its output for errors.

Allow Acronis software through
application control of your
firewalls and antimalware
software.

Primary server creation failure

The alert is generated when the
primary server was not created
due to an error.

Recovery server creation failure

The alert is generated when the
recovery server was not created
due to an error.

Ensure the recovery server
matches the Software
requirements. For more
information, see "Software
requirements"” (p. 709).

Delete Primary Server

The alert is generated when a
primary server is deleted.

Server recovery failure

The alert is generated when the
primary or recovery server failed
to recover.

Find the details. If the error
message is generic or unclear (for
example "Internal error") navigate
to Disaster Recovery —» Servers,
click to select the affected
machine, and then click
Activities. Click an activity, hold
CTRL and left-click the activity.
Click the ellipsis (...) icon of the
activity, and then click Task
activity info.

Backup failed

The alert is generated when a
backup of cloud server (primary
or server in the production
failover state) failed.

1. Verify the connection to the
backup location.

2. Check the backup storage
device (local backups).

Network limit exceeds

The alert is generated when the
maximum number of cloud

networks is reached (5 networks).

Runbook failure

The alert is generated when the
runbook execution failed.

This does not affect the product
functionality, and it can be safely
ignored. For more information,
see "Creating a runbook" (p. 783).

Runbook warning

The alert is generated when the
runbook execution completed

This does not affect the product
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with warnings.

functionality, and it can be safely
ignored. For more information,
see "Creating a runbook" (p. 783).

Runbook User Interaction
Required

The alert is generated when the
runbook is waiting for a user
interaction.

This does not affect the product
functionality, and it can be safely
ignored. For more information,
see "Creating a runbook" (p. 783).

Internet traffic blocked

The alert is generated when the
internet traffic was blocked by
the administrator.

Internet traffic unblocked

The alert is generated when the
internet traffic was unblocked by
the administrator.

Local networks overlap

The alert is generated when
identical or overlapping local
networks is detected.

Licensing switch insufficient
server quota

The alert is generated when the
cloud servers quota is not
enough.

e Ifthe alertis generated for a
physical server, ensure that the
tenant and user have sufficient
quota for the Web hosting
servers or Servers offering
items.

» Ifthe alert is generated for a
virtual server, ensure that the
tenant and user have sufficient
quota for the Web hosting
servers or Virtual machines
offering items. A virtual server
cannot use the quota for the
Servers offering item.

Licensing switch insufficient
offering item

The alert is generated when the
Disaster recovery storage
offering item is disabled.

Licensing switch error

The alert is generated when the
disaster recovery upgrade
encountered an error.

Licensing switch insufficient
compute points

The alert is generated when there
are no compute points available.

Increase the hard quota for the
Compute points offering item.

Licensing switch insufficient

The alert is generated when the




Alert

Description

How to resolve the alert

servers offering items

Cloud servers offering item is
disabled.

Policy failed to create recovery
server

The alert is generated when an
error occurs while setting up the
disaster recovery infrastructure.

Manually create a recovery server,
without the Internet Access
property. For more information,
see "Creating a recovery server"
(p. 752).

Backup processor auto test
failover rescheduled

The alert is generated when the
automated test failover was
rescheduled.

Backup processor auto test
failover timeout reached

The alert is generated when the
automated test failover expired.

Note
Each automated test failover
consumes compute points.

Backup processor auto test
failover overall failure

The alert is generated when the
last scheduled automated test
failover of the recovery server
failed.

 Start a test failover of the
recover server manually. For
more information, see
"Performing a test failover" (p.
756).

« Wait for the next scheduled
date when automatic test
failover will be performed.

Failback data transfer error

The alert is generated when data
transfer phase of the failback
fails.

Failback failed

The alert is generated when there
is an error in the failback.

You can see the erroneous
location in the list of backup
storages: it has a number instead
of a name (normally, a location
name matches one of the existing
end users names) and you have
not created this location. Remove
the erroneous location:

1. In Cyber Protection, go to
Backup Storage.

2. Find the location, and then
click the cross (x) icon to
delete it.

3. Confirm your choice by
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clicking Delete.

4. Start failover again.

Failback confirming failed

The alert is generated when the
failback confirmation failed.

Failback machine is ready for
switchover

The alert is generated when the

machine is ready for switchover.

Failback switchover finished

The alert is generated when the
switchover is successful.

Manually dismiss the alert from
the console.

Failback target agent offline

The alert is generated when the

agent is offline.

Antimalware protection alerts

Alert

Description

How to resolve the alert

Suspicious remote
connection activity is
detected

The alert is generated when
ransomware coming from a
remote connection is
detected.

Manually dismiss the alert from the console.

Suspicious activity is
detected

The alert is generated when
ransomware is detected in
the workload.

Manually dismiss the alert from the console.
to deactivate the alert.

Depending on the option you have specified
in Active Protection plan, the malicious
process is stopped, the changes made by the
process are reverted or none actions have
been taken yet and you need to resolve this
issue manually.

Read the details of the alert to check which
process is encrypting files and which files are
affected.

If you decide that the process encrypting the
files is sanctioned (false-positive alert), add
this process to the Trusted processes:

Open Active Protection plan.

Click Edit to modify the settings.

In Trusted processes, specify trusted
processes that will never be considered
ransomware. Specify the full path to the
process executable, starting with the
drive letter.
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For example:
C:\Windows\Temp\er76s7sdkh.exe

Cryptomining activity is
detected

The alert is generated when
[llicit cryptominers are
detected in the workload.

Manually dismiss the alert from the console.

MBR defence: Suspicious
activity is detected and
suspended

The alert is generated when
ransomware is detected in
the workload (specifically
MBR / GPT partition is
modified by ransomware).

Manually dismiss the alert from the console.

Unsupported network
path is specified

The alert is generated when
the recovery path provided by
the administrator is not a
local folder path.

Specify the local path for network folder
protection (recovery path). Manually dismiss
the alert from the console.

Critical process is added
as harmful to the Active
Protection plan

The alert is generated when a
critical process is added as a
blocked process in the
Protection exclusions list.

Manually dismiss the alert from the console.

Failed to apply Active
Protection policy

The alert is generated when
Active Protection policy failed
to be applied.

Check the error message to see why Active
Protection policy cannot be applied.

Secure Zone:
Unauthorized operation
is detected and blocked

The alert is generated when
ransomware is detected in
the workload (ASZ partition is
modified by ransomware).

Manually dismiss the alert from the console.

Active Protection service
is not running

The alert is generated when
the Active Protection service
crashed or is not running.

Check the error message to see why Active
Protection service is not running.

Active Protection service
is not available

The alert is generated when
the Active Protection service
is not available because a
driver is incompatible or
missing.

Check Windows event logs for crashes of
Acronis Active Protection service (acronis_
protection_service.exe).

Conflict with another
security solution

An alert is generated if Active
Protection is not available for
machine '{{resourceName}}'
because a conflict with
another security solution was
detected. To enable Active

Solution 1: If you want to use Acronis real-
time protection, uninstall the third-party
antivirus software from the workload.

Solution 2: If you want to use the third-party
antivirus, in the protection plan that is
applied to the workload, disable Acronis real-
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Protection, disable or
uninstall the conflicting
security solution.

time protection, URL filtering, and Windows
defender antivirus.

Quarantine action failed

The alert is generated when
antimalware failed to
quarantine a detected
malware.

Check the error message to see why
quarantine failed.

Malicious process is
detected

The alert is generated when a
malware (process type) is
detected by Behavior engine.
The detected malware is
quarantined.

Manually dismiss the alert from the console.

Malicious process is
detected, but not
quarantined

The alert is generated when a
malware (process type) is
detected by Behavior engine.
The detected malware is not
quarantined.

Manually dismiss the alert from the console.

Malware is detected and
blocked (ODS)

The alert is generated when a
malware is detected by
scheduled scan. The detected
malware is quarantined.

Manually dismiss the alert from the console.

Malware is detected and
blocked (RTP)

The alert is generated when a
malware is detected by Real-
Time protection. The detected
malware is quarantined.

Manually dismiss the alert from the console.

Malware is detected in a
backup

The alert is generated when a
malware is detected during
backup scanning.

Manually dismiss the alert from the console.

Conflict detected
between Real-time
antimalware protection
and a security product

The alert is generated when
antimalware failed to register
with Windows Security
Center.

Disable or uninstall third-party security
product, or disable Real-time antimalware
protection in the protection plan.

Failed to run the
Microsoft Security
Essentials module

The alert is generated when
the Microsoft Security
Essentials module failed to
run.

Check the error message to see why
Microsoft Security Essentials module failed
to run.

Real-time protection is
not available because
third-party antivirus
software is installed

The alert is generated when
Real-time protection failed to
turn on, because third-party

Disable or uninstall third-party security
product, or disable Real-time antimalware
protection in the protection plan.
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antivirus has Real-time
protection enabled.

Real-time protection is
not available due to
incompatible or missing
driver

The alert is generated when
Real-time protection is not
available, due to an
incompatible or missing
driver.

Check the error message to see why the
installation of the driver on the workload
failed.

Cyber Protection (or
Active Protection) service
is not responding

The alert is generated when
the Cyber Protection service
responds to a health check
ping from the console.

Manually dismiss the alert from the console.

Security definition update
failed

The alert is generated when a
security definition update
failed.

Check the error message to see why the
security definition update failed.

Tamper Protection is
enabled

The alert is generated when
the Microsoft Defender
settings cannot be changed
because tamper protection is
enabled.

Disable Tamper Protection settings on the
Windows workload.

Windows Defender
module execution failed

The alert is generated when
the Windows Defender
module execution failed.

Check the error message to see why the
Windows defender module failed to run.

Windows Defender is
blocked by a third-party
antivirus software

The alert is generated when
Windows Defender is blocked
because a third-party
antivirus software is installed
on the machine.

Disable or uninstall the third-party security
product.

Group policy conflict

The alert is generated when
the Microsoft Defender

settings cannot be changed
because they are controlled

by a group policy.

Disable the group policy settings on the
Windows workload.

Microsoft Security
Essentials took action to
protect this machine from
malware

The alert is generated when
Microsoft Security Essential
deleted or quarantined a
malware.

Manually dismiss the alert from the console.

Microsoft Security
Essentials detected
malware

The alert is generated when
Microsoft Security Essentials
detected malware or other

Manually dismiss the alert from the console.
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potentially unwanted
software.

Licensing alerts

Alert

Description

How to resolve the alert

Storage quota almost reached

The alert is generated when the
usage drops below 80% (after
cleanup or quota upgrade).

Purchase additional storage or
free some space in your cloud
storage.

Storage quota exceeded

The alert is generated when all
100% of the storage quota is used.

Buy more storage space. For
more information, see this
knowledge base article.

Workload quota reached

The alert is generated when usage
for offering item > 0 and usage >
quota, but usage <= quota +
overage.

Workload quota exceeded

The alert is generated when the
usage for offering item > quota +
overage.

The workload has no quota to
apply a backup plan (resource
has no service quota)

The alert is generated when:

» The quota was removed
manually: Device > Details >
Service quota, and then click
Change and select the No quota
option.

* The Management Console
offering item is disabled.

* The Management Console
quota+overage value of the
offering item is decreased below
current usage.

Cannot protect a workload with
assigned quota

The alert is generated when the
offering item is not sufficient, and
you need to have:

* adynamic group.

» abackup plan assigned to that
group.

» aresource that falls to that
dynamic group, but has some
qualities that forbid applying the
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same backup plan to it.

Subscription license expired

The alert is generated when a
license expired.

After a subscription expires, all
product functionality, except
recovery, is blocked until a
subscription renewal. Backed up
data is still accessible for
recovery.

Purchase a new license.

Note

If you have recently purchased a
new subscription but still receive
the message that your
subscription is expired, import
the new subscription from the
Acronis Account: In the
management console, go to
Settings -> Licenses, and then
in the top right corner, click
Sync. Subscriptions will be
synchronized.

Subscription license will expire
soon

The alert is generated if a license
will expire in less than 30 days.

Purchase a new subscription.

URL Filtering alerts

Alert

Description

How to resolve the alert

Malicious URL was blocked

The alert is generated when a
malicious URL is blocked by URL
filtering.

Check the URL filtering settings.
URL filtering is blocking pages
which are supposed to be
blocked, according to the URL
filtering settings. For more
information, see "URL filtering" (p.
815).

A malicious URL warning was
ignored

The alert is generated when you
selected to proceed with the
malicious URL blocked by URL
filtering.

Check the URL filtering settings.

Conflict detected between URL
filtering and a security product

The alert is generated when the
URL filtering cannot be enabled,
due to a conflict with another

Check the URL filtering settings.
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security product.

Website URL is blocked

The alert is generated when a URL
meets all the criteria specified in
the blocked category for URL
filtering.

Check the URL filtering settings.

EDR alerts

Alert

Description

How to resolve the alert

Incident Detected

The alert is generated when an
incident is created or when the
status for an existing incident is
updated.

This alert informs you about a
new incident or an old incident
that has been updated. You can
view the alert and close it. You
can choose to open the incident
for further investigation.

Indicator of compromise (I0Cs)
detected

The alert is generated when a
new indicator of compromise
was detected by the EDR 10C
threat search service.

This alert is to inform you that an
IOC has been detected on one or
many workloads. You will view the
alert and then you can click on the
link in the alert to view details
about the I0C.

Failed to isolate the workload
from the network

The alert is generated when the
user triggers the action to isolate
the machine from network, and
isolation action fails.

Take the necessary actions.

Failed to reconnect the workload
to the network

The alert is generated when the
user triggers the action to
reconnect the machine back to
network, and the action failed.

Take the necessary actions.

Windows Defender Firewall
settings was modified

The alert is generated when the
settings to the firewall were

modified on an isolated machine.

This alert is to inform you that
firewall details were modified on
the isolated machine. It is
informative only and you can
close the alert after viewing it.

Device Control alerts

Alert

Description

How to resolve the alert

Device control and Data loss
prevention will run with limited

The alert is generated when the
DevicelLock agent started on

Disable the option on the
affected machines to avoid
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functionality (Incompatible
CPU detected)

physical machine with CPU which
has supporting for CET technology.

these alerts.

Device control functionality is not
yet supported on macOS Ventura

The alert is generated when
DevicelLock agent started on
physical macOS Ventura machine,
and the protection plan with
Device Control is applied to the
agent. Applicable only for versions
when there is a problem with the

kernel panic due DevicelLock driver.

Allowed transfer of sensitive data

The alert is generated if
transferring for sensitivity content
is allowed.

Justified transfer of sensitive data

The alert is generated if
transferring sensitivity content is
justified.

Denied transfer of sensitive data

The alert is generated if
transferring sensitivity content is
blocked.

Review the results of Data Loss
Prevention observation mode

The alert is generated when it is
time to review the Observation
results:

¢ Advanced DLP Pack license is
not applied.

¢ A month passed since the
Observation mode was enabled
in any protection plan that is
applied to at least one
workload.

* A month has passed since the
last similar alert was raised and
some usage of DLP in
Observation mode is detected.

Security identifier was changed for
user

The alert is generated when a SID
is updated for a known username.
This might happen when the
operating system is reinstalled on
a non-domain workload.

Peripheral device access is
blocked

The alert is generated when some
actions (read/write operations) for
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supported devices are blocked.

Unable to connect to a remote SSL
resource.

The alert is generated when the
access to a remote SSL resource is
blocked due to additional
handshake prevention used at the
resource.

Add the resource to the
allowlist for remote hosts.

System alerts

Alert

Description

How to resolve the alert

Agent is outdated

The alert is generated when the
agent version is outdated.

Go to the Agents list and update
the agent.

Automatic update failed

The alert is generated when the
auto update of the agent failed.

Try to perform a manual update.

You need to restart device after
installing a new agent

The alert is generated when a
restart is required after a
successful remote installation.

Restart the workload.

Activity failed

The alert is generated when an
activity failed.

Restart all Acronis services on
the workload.

Activity succeeded with warnings

The alert is generated when an
activity was successful but some
warnings were generated.

Activity is not responding

The alert is generated when an
activity in progress is not
responding.

Plan deployment failed

The alert is generated when the
protection plan deployment
failed.

Failed to convert user name to
SID

The alert is generated when the
schedule SID conversion failed.

Alert widgets

In the alert widgets, you can see the following details of alerts related to your workload:

Field

Description

5 latest alerts
widget

A list of five latest alerts.




Field Description
Historical alerts | A graphical widget showing alerts by alert severity, alert type and the time
summary range.
Active alerts A graphical widget showing active alerts by alert severity and alert type,
summary as well as the sum of active alerts.
Alerts history A table view of historical alerts.
Active alerts A table view of active alerts.
details
Cyber Protection

This widget shows the overall information about the size of backups, blocked malware, blocked
URLs, found vulnerabilities, and installed patches.

Cyber Protection

faf
Backed up today Malware blocked Malicious URLs blocked Existing vulnerabilities Patches ready to install
1.60 GB 0 0 347 114
overall compressed size overall blocked overall blocked overall found overall installed
243 GB 14 4 819 5

The upper row shows the current statistics:

« Backed up today - the sum of recovery point sizes for the last 24 hours

» Malware blocked - the number of currently active alerts about malware blocked
* URLs blocked - the number of currently active alerts about URLs blocked

» Existing vulnerabilities - the number of currently existing vulnerabilities

« Patches ready to install - the number of currently available patches to be installed
The lower row shows the overall statistics:

* The compressed size of all backups

* The accumulated number of blocked malware across all machines

* The accumulated number of blocked URLs across all machines

* The accumulated number of discovered vulnerabilities across all machines

e The accumulated number of installed updates/patches across all machines

Protection status
This widget shows the current protection status for all machines.

A machine can be in one of the following statuses:



» Protected - machines with applied protection plan.

* Unprotected - machines without applied protection plan. These include both discovered
machines and managed machines with no protection plan applied.

* Managed - machines with installed protection agent.

» Discovered - machines without installed protection agent.

If you click on the machine status, you will be redirected to the list of machines with this status for
more details.

Protection status

® Protected 2

® Unprotected 0

® Managed 2
Discovered 0

Discovered machines

This widget shows the list of discovered machines during the specified time range.

Discovered machines

Device name t IP address oS Organizational unit  Discovery type {3

~ Windows Server 2012 R2
win-6g34mv70qa3 10.248.90.221 Windows Server 2012 R2 - Local Network

~ Windows 10 Enterprise 2016 LTSB

devicel 10.248.90.238 Windows 10 Enterprise 2016 LTSB ou1 Active Directory, Local Network
cevice2 = Windows 10 Enterprise 2016 LTSB ou1 Active Directory
device3 10.248.91.243 Windows 10 Enterprise 2016 LTSB Qu1 Active Directory, Manual, Loc...
deviced 10.248.91.125 Windows 10 Enterprise 2016 LTSB = Active Directory, Local Network
clevice5 - Windows 10 Enterprise 2016 LTSB - Active Directory, Manual
10.250.41.189 - - Manual
10.248.44.199 = = Manual
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Endpoint Detection and Response (EDR) widgets

Endpoint Detection and Response (EDR) includes seven widgets, all of which can be accessed from
the Overview dashboard; three of these widgets are also displayed by default within the EDR
functionality (see "Reviewing incidents" (p. 866)).

The seven widgets available are:

» Top incident distribution per workload

e Threat status (displayed in EDR)

¢ Incident severity history (displayed in EDR)
» Security incident MTTR

 Security incident burndown

» Detection by tactics (displayed in EDR)

* Workload network status

Top incident distribution per workload

This widget displays the top five workloads with the most incidents (click Show all to redirect to the
incident list, which is filtered according to the widget settings).

Hover over a workload row to view a breakdown of the current investigation state for the incidents;
the investigation states are Not started, Investigating, Closed, and False positive. Then click on
the workload you want to analyze further; the incident list is refreshed according to the widget
settings.

Top Incident distribution per workload

B SCRANTON essss——— 123
B qa-gw3t68hh S 41
B RG_345 - 32
B Georgy Win_64 — 11
B w_35jf 4 - 12
Show all
Threat status

This widget displays the current threat status for all workloads, highlighting the current number of
incidents that are not mitigated and that need investigating. The widget also indicates the number
of incidents that were mitigated (manually and/or automatically by the system).



Click on the Not mitigated number to display the incident list filtered to show incidents that are not
mitigated.

Threat status

Not Mitigated

© 2

Automatically mitigated 2
Manually mitigated 2
Total 6

Incident severity history

This widget displays the evolution of attacks by severity, and can help indicate attack campaigns.
When spikes are visible, this can indicate that the organization is under attack.

Hover over the graph to view a breakdown of the incident history at a specific point in the previous
24 hours (the default period). Click on the severity level (Critical, High, or Medium) if you want to
view the list of related incidents; you are redirected to the incident list pre-filtered with incidents
matching the selected severity level.

Incident severity history

® Critical: 4 e High:12 Medium: 24
25
20
15
10
5
0
0:00 6:00 12:00 3:00 6:00 12:00 0:00 0:00

Security incident MTTR

This widget displays the average resolution time for security incidents. It indicates how quickly
incidents are being investigated and resolved.

Click on a column to view a breakdown of the incidents according to severity (Critical, High, and
Medium), and an indication of how long it took to resolve the different severity levels. The % value
shown in parentheses indicates the increase or decrease in comparison to the previous time period.



Incident MTTR

® (Critical: 4h(-11%) e High:1h (-11%) Medium: 2 h (-11%)
75

50 I I
I -
| | .
25

Oh
1 AUG 2AUG 3 AUG 4 AUG 5 AUG 6 AUG 7 AUG

Security incident burndown

This widget shows the efficiency rate in closing incidents; the number of open incidents are
measured against the number of closed incidents over a period of time.

Hover over a column to view a breakdown of the closed and open incidents for the selected day. If
you click the Open value, the incident list is displayed, and filtered to display incidents currently
open (in the Investigating or Not started states). If you click the Closed value, the incident list is
displayed, and filtered to display incidents that are no longer open (in the Closed or False positive
states).

The % value shown in parentheses indicates the increase or decrease in comparison to the previous
time period.

Security incident burndown

Average close rate: 77.8% @ Open: 40 (-1.1%) Closed: 14 (-1.1%)
75

50

25
0d I

1 AUG 2AUG 3 AUG 4 AUG 5AUG 6 AUG 7 AUG

Detection by tactics

This widget displays the number of times specific attack techniques have been found in incidents

during the selected period.
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The values in green and red indicate if there has been an increase or decrease over the previous
time period. In the example below, Privilege Escalation and Command and Control attacks have
seen an increase over the previous time period; this could indicate that your credential
management needs to be analyzed and security enhanced.

Detection by tactics

Initial Access 3 Discovery 3
Execution 7 Lateral Movement 0
Persistence 15 Collection 15
Priviledge Escalation 31 Command and Control 31
Defense Evasion 23 Exfiltration 23
Credential Access 7 Discovery 0
Impact 0 Resouce Development 0

Workload network status

This widget displays the current network status of your workloads, and indicates how many
workloads are isolated and how many are connected.

Click the Isolated value to view the Workload with agents list (under the Workloads menu in the
Cyber Protect console), which is filtered to display isolated workloads. Click the Connected value to
view the Workload with agents list filtered to display connected workloads.

Workload network status

12 ® |solated 5
Total Connected 7

#CyberFit Score by machine

This widget shows for each machine the total #CyberFit Score, its compound scores, and findings for
each of the assessed metrics:



e Antimalware
* Backup

e Firewall

* VPN

¢ Encryption
e NTLM traffic

To improve the score of each of the metrics, you can view the recommendations that are available
in the report.

For more details about the #CyberFit Score, refer to "#CyberFit Score for machines".

#CyberFit Score by machine @

Metric #CyberFit Score Findings o]
~ B3 DESKTOP-2N2TRES8 625

Anti-malware @ 275 You have anti-malware protection enabled

Backup Q 175 You have a backup solution protecting your data

Firewall @ 175 You have a firewall enabled for public and private networks

VPN Q o No VPN solution was found, your connection to public and shared networks is n...
Encryption O o No disk encryption was found, your device is at risk from physical tampering

NTLM traffic O o Outgoing NTLM traffic to remote servers is not denied, your credentials may be ...

Disk health monitoring

Disk health monitoring provides information about the current disk health status and a forecast
about it, so that you can prevent data loss that might be related to a disk failure. Both HDD and SSD
disks are supported.

Limitations

 Disk health forecast is supported only for machines running Windows.

» Only disks of physical machines are monitored. Disks of virtual machines cannot be monitored
and are not shown in the disk health widgets.

» RAID configurations are not supported. The disk health widgets do not include any information
about machines with RAID implementation.

* NVMe SSDs are not supported.
The disk health is represented by one of the following statuses:

+ OK

Disk health is between 70% and 100%.
* Warning

Disk health is between 30% and 70%.
e Critical

Disk health is between 0% and 30%.




« Calculating disk data
The current disk status and forecast are being calculated.

How it works

The Disk Health Prediction Service uses an Al-based prediction model.

1. The protection agent collects the SMART parameters of the disks and passes this data to the Disk

Health Prediction Service:

SMART 5 - Reallocated sectors count.

SMART 9 - Power-on hours.

SMART 187 - Reported uncorrectable errors.
SMART 188 - Command timeout.

SMART 197 - Current pending sector count.
SMART 198 - Offline uncorrectable sector count.
SMART 200 - Write error rate.

2. The Disk Health Prediction Service processes the received SMART parameters, makes forecasts,

and then provides the following disk health characteristics:

Disk health current state: OK, warning, critical.
Disk health forecast: negative, stable, positive.

Disk health forecast probability in percentage.

The prediction period is one month.

3. The Monitoring Service receives these characteristics, and then shows the relevant information

in the disk health widgets in the Cyber Protect console.

Machines SMART Disk health

parameters of Disk health el
disks characteristics

Disk Health

Monitoring

Service

Prediction Service

@

Disk health widgets

The results of the disk health monitoring are presented in the following widgets that are available in

the Cyber Protect console.

» Disk health overview is a treemap widget with two levels of detail that can be switched by

drilling down.

o

Machine level

Shows summarized information about the disk health status of the selected customer
machines. Only the most critical disk status is shown. The other statuses are shown in a tooltip
when you hover over a particular block. The machine block size depends on the total size of all
disks of the machine. The machine block color depends on the most critical disk status found.



Disk health overview

Resources

HV12-long
Total size: 2.27 TB

Warning: 1/3 disks

o Disk level
Shows the current disk health status of all disks for the selected machine. Each disk block

shows one of the following disk health forecasts and its probability in percentage:
" Will be degraded
= Will stay stable
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= Will be improved

Disk health overview

Resources / HV12-long

ST31000333AS 5TEODDTP
Disk size: 931.51 GB
Forecast: will stay stable (85%)

WDC WD1003FBYX-01Y7B0 WD-W...
Disk size: 931.51 GB
Forecast: will be degraded (55%)

WDC WD5000AAKS-00D2B0 WD-WCASYF284499
Disk size: 465.76 GB
Forecast: will stay stable (58%)

 Disk health status is a pie chart widget that shows the number of disks for each status.

Disk health status

@ Calculating disk data 0
® Critical 0

® Warning 0

® OK 2
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Disk health status alerts

The disk health check runs every 30 minutes, while the corresponding alert is generated once a day.
When the disk health changes from Warning to Critical, an alert always is generated.

Alert name | Severity Disk health Description
status
Disk failure Warning (30 -70) The <disk name> disk on this machine is likely to fail in
is possible the future. Run a full image backup of this disk as soon
as possible, replace it, and then recover the image to
the new disk.
Disk failure Critical (0-30) The <disk name> disk on this machine is in a critical
is imminent state, and will most likely fail very soon. We do not

recommend an image backup of this disk at this point,
as the added stress can cause the disk to fail. Back up
the most important files on this disk immediately and
replace it.

Data protection map

Note
This feature is available with the Advanced Backup pack.

The data protection map feature allows you to discover all data that are important for you and get
detailed information about number, size, location, protection status of all important files in a
treemap scalable view.

Each block size depends on the total number/size of all important files that belong to a
customer/machine.

Files can have one of the following protection statuses:

» Critical - there are 51-100% of unprotected files with the extensions specified by you that are not
being backed up and will not be backed up with the existing backup settings for the selected
machine/location.

* Low - there are 21-50% of unprotected files with the extensions specified by you that are not
being backed up and will not be backed up with the existing backup settings for the selected
machine/location.

e Medium - there are 1-20% of unprotected files with the extensions specified by you that are not
being backed up and will not be backed up with the existing backup settings for the selected
machine/location.

» High - all files with the extensions specified by you are protected (backed up) for the selected
machine/location.



The results of the data protection examination can be found on the monitoring dashboard, in the
Data Protection Map widget, a treemap widget that shows details on a machine level:

» Machine level - shows information about the protection status of important files per machines of
the selected customer.

Data protection map

(Y
X

Devices NIKITATIKHOCAES

® Protected files 2 (256.74 KB)
® Unprotected files 4060 (253.86 MB)

Last scan: Feb 9, 2020 2:08 PM

&) Protect all files

NIKITATIKHOCAES
4060 unprotected files

To protect files that are not protected, hover over the block and click Protect all files. In the dialog
window, you can find information about the number of unprotected files and their location. To
protect them, click Protect all files.

You can also download a detailed report in CSV format.

Vulnerability assessment widgets

Vulnerable machines
This widget shows the vulnerable machines by the vulnerability severity.

The found vulnerability can have one of the following severity levels according to the Common
Vulnerability Scoring System (CVSS) v3.0:

Secured: no vulnerabilities are found
Critical: 9.0 - 10.0 CVSS

High: 7.0 - 8.9 CVSS

Medium: 4.0 - 6.9 CVSS
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Low: 0.1 - 3.9 CVSS
None: 0.0 CVSS

Vulnerable machines

Secured 1
® (ritical 3
5 ® High 1
Machines Medium 0
® Low O
None 0

Existing vulnerabilities

This widget shows currently existing vulnerabilities on machines. In the Existing vulnerabilities
widget, there are two columns showing timestamps:

» First detected - date and time when a vulnerability was detected initially on the machine.

» Last detected - date and time when a vulnerability was detected the last time on the machine.

Existing vulnerabilities

Machine name Vendor Product Vulnerability name/ID Severity 4 Last detected First detected fe}
DESKTOP-NUO0I945 Microsoft Windows 10 LTSB CVE-2019-7096 ® (Critical 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NU0I945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0856 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUQI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0688 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUQI945 Microsoft ~ Windows 10LTSB  CVE-2019-0739 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft Windows 10 LTSB CVE-2019-0752 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NU0I945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0753 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB  CVE-2019-0806 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUO0I945 Microsoft Windows 10 LTSB CVE-2019-0810 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NU0I945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0812 ® High 06/12/2020 5:16 PM 06/12/2020 5:15 PM
DESKTOP-NUOQI945 Microsoft ~ Windows 10 LTSB ~ CVE-2019-0829 e High 06/12/2020 5:16 PM 06/12/2020 5:15 PM

More

Patch installation widgets

There are four widgets related to the patch management functionality.

Patch installation status
This widget shows the number of machines grouped by the patch installation status.

 Installed - all available patches are installed on a machine

» Reboot required - after patch installation reboot is required for a machine
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 Failed - patch installation failed on a machine

Patch installation status

® [nstalled 1
#® Rebootrequired 0
® Failed 0

Patch installation summary

This widget shows the summary of patches on machines by the patch installation status.

Patch installation summary

Installation status Total number of machines  Total number of updates  Microsoft updates Application updates Critical severity High severity Medium severity el
@ installed 1 2 1 1 2 0 0
Patch installation hist

Patch installation history Z X
Machine name Update name Version Severity Approval status Installation status Installation date 4 el
NIKITATIKHOCAES FastStone Soft FastStone .. 5.9 Medium New @ Installed 02/05/2020

NIKITATIKHOB524 Mozilla Firefox 7201 Critical Approved © Failed 02/04/2020

NIKITATIKHOB524 Mozilla Firefox 7201 Critical Approved @ Installed 02/04/2020

NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved © railed 02/04/2020

NIKITATIKHOC4ES Moxilla Firefox 7201 Critical Approved @ Installed 02/04/2020

NIKITATIKHOCAES Oracle Java Runtime Envir..  8.0.2410.7 High New © railed 02/04/2020

NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved @ Installed 02/04/2020

NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved @ Installed 02/04/2020

NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved © railed 02/04/2020

NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved O Failed 02/04/2020

More

Missing updates by categories

This widget shows the number of missing updates per category. The following categories are shown:

¢ Security updates
 Critical updates
e Other
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Missing updates by categories

Other 2
® Critical updates 0
® Security updates 3

5
Updates

Backup scanning details

This widget shows the detailed information about the detected threats in backups.

Backup scanning details (threats)
Device name Plan name Backup Date and time Contents type Location Threat name Affected files Date and time el
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur Ponystealer IMO@c05cs0dG  F\882a04265361d588801035...  01/21/2020 11:40 AM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Trojan. GenerickD.3947747 F\2f2b2e30abe71f9a93d6ad7. . 01/21/2020 11:40 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur PonysStealer IMO@c05cs0dG  F\882a04265361d588801035...  01/21/2020 11:45 AM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Trojan GenerickD.3947747 F\2f2b2e30abe71f9a93d6ad7 . 01/21/2020 11:45 AM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur PonyStealer Im0@c05cs0dG  F\882a04265361d588801h35 . 01/21/2020 11:50 AM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2b2e30abe71f9a93d6ad7...  01/21/2020 11:50 AM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur PonyStealer Im0@c05cs0dG ~ F\882a04265361d588801h35 . 01/21/2020 1:10 PM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenericKD.3947747 F\2f2b2e30abe71f%a03d6ad7...  01/21/2020 1:10 PM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur PonyStealer Im0@c05cs0dG  F\882a04265361d588801h35 . 01/21/2020 1:33 PM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenericKD.3947747 F\2f2b2e30abe71f%a03d6ad7...  01/21/2020 1:33 PM
More

Recently affected

This widget shows detailed information about workloads that were affected by threats, such as
viruses, malware, and ramsomeware. You can find information about the detected threats, the time
when the threats were detected, and how many files were affected.
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Recently affected

lachine name Protection plar Threat uffected files Detection time e
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 15 27.12.2 Folder
Ubuntu_14.04_x54-1 Protection plan Bloodhound.MalMacrolg1 274 27.12.2 Customer
dc w2k12_r2 Protection plan Backdoor:Win32/Caphaw... 13 27.12.3 ~ Machine name
Win2012_r2-Hyper-V Protection plan W3I7M.Downloaderlg32 5 27123 ' F J;u-_'_u.,-|||;|u.@
HyperV_fori2A Total protection Miner.XMRiglgeni 68 27.12.9 Detected by
m-sql_2012 Total protection Backdoor:Win32/Caphaw... [ 2712.3 " Threat
wm-sql_2012 Protection plan Adware.DealPlylgen2 9 27.12.2 File name
iF_2012_R2 Total protection M5H.Downloaderlgend 73 27.12.2 File path
MF_2012_R2 Total protection Bloodhound.MalMacrolgi 182 27.12.3) " Affected files
F_2012_R2 Protection plan Bloodhound.MalMacrolgi 18 2712.3 ' Detection time
ESXirestore Protection plan M5H.Downloaderlgend 682 271220017 11:23 AM
F.2012_R2 Protection plan Miner.XMRiglgeni 13 27122017
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 3 27.12.2017
Win2012_r2-Hyper-¥ Total protection W97M.Downloaderlg32 27 27122017

w all 556

Downloading data for recently affected workloads

You can download the data for the recently affected workloads, generate a CSV file, and send it to
the recipients that you specify.

To download the data for the recently affected workloads

1. In the Recently affected widget, click Download data.

2. Inthe Time period field, enter the number of days for which you want to download data. The
maximum number of days that you can enter is 200.

3. Inthe Recipients field, enter the email addresses of all the people who will receive an email with

a link for downloading the CSV file.

4. Click Download.
The system starts generating the CSV file with the data for the workloads that were affected in
the time period that you specified. When the CSV file is complete, the system sends an email to
the recipients. Each recipient can then download the CSV file.

Cloud applications
This widget shows detailed information about cloud-to-cloud resources:

e Microsoft 365 users (mailbox, OneDrive)

» Microsoft 365 groups (mailbox, group site)
e Microsoft 365 public folders

» Microsoft 365 site collections

e Microsoft 365 Teams



» Google Workspace users (Gmail, Google Drive)

» Google Workspace shared drives

Cloud applications ©
Device name Protection status ¢ Last successful backup Next backup Number of backups
@ HR-Onboarding OK 06/17/2020 10:48 AM 06/18/2020 7:34 AM 1

# Sales and Marketing OK 06/17/2020 10:49 AM 06/18/2020 4:48 AM 1

@ HR Leadership Team OK 06/17/2020 10:48 AM 06/18/2020 6:51 AM 1

# Retail OK 06/17/2020 10:47 AM 06/18/2020 2:53 AM 1

» Contoso OK 06/17/2020 10:47 AM 06/17/2020 3:23 PM 1

@ US. Sales oK 06/17/2020 10:48 AM 06/18/2020 3:30 AM 1

o T OK 06/17/2020 10:48 AM 06/17/2020 10:35 PM 1

# Mark 8 Project Team Warning 06/17/2020 10:49 AM 06/18/2020 3:06 AM 1

@ Finance oK 06/17/2020 10:47 AM 06/17/2020 4:38 PM 1

w Sales Warning 06/17/2020 10:47 AM 06/17/2020 2:06 PM 1

More

Additional information about cloud-to-cloud resources is also available in the following widgets:

e Activities

 Activity list

» 5latest alerts

 Alerts history

 Active alerts summary
 Historical alerts summary
* Active alert details

¢ Locations summary

Software inventory widgets

The Software inventory table widget shows detailed information about the all the software that is
installed on Windows and macOS devices in your organization.

Software inventory

Machine name Software name Software version Vendor name status Date installed Lastrun scan time Location User o
~ Ivelins-Mac-mini-2.local

Ivelins-Mac-mini-2local - 15026045 - No change 12/12/2020, 326 AM 12/14/2020, 10:24 AM Library/pplication Supp... oot
Ivelins-Mac-mini-2local - 5989 Apple No change 124042020, 10:59 AM 12/14/2020, 10:24 AM Applications/Pages.app oot
Ivelins-Mag-mini-2local - 5989 Apple No change 12/04/2020, 10:59 AM 12/14/2020, 10:24 AM /Applications/Keynote.app  root
Ivelins-Mac-mini-2local - 5089 Apple No change 1240412020, 10:59 AM 12/14/2020, 10:24 AM /Applications/Numbersa..  root
Ivelins-Mac-mini-2Jocal ~ Canon lJScannerz 400 Canon Inc. (XE2XNRRXZS)  No change 124042020, 1035 AM 12/14/2020, 10:24 AM Library/image Capture/D... root
Ivelins-Mac-mini-2local  Canon ljScanners 400 Canon Inc. (XEKNRRXZS) ~ No change 1240412020, 1035 AM 12/14/2020, 10:24 AM root
Ivelins-Mac-mini-2local  Canon JScanners 400 Canon Inc. (XE2XNRRXZS)  No change 1240412020, 1035 AM 12/14/2020, 10:24 AM root
Ivelins-Mac-mini-2Jocal  commandFilter 7 EPSON (TXAEAVSRIN4) No change 12/04/2020, 10:35 AM 12/14/2020, 10:24 AM ALibrary/Printers/EPSON/..  root
Ivelins-Mac-mini-2local  Cyber Protect Agent Assis.. 1 Acronis International Gm._. No change 1241212020, 1001 AM 12/14/2020, 10:24 AM Applications/Utilities/Cy_.  root

Ivelins-Mac-mini-2local  Cyber Protect Agent Unin_.. 1 Acronis International Gm_. No change 12/12/2020, 328 AM 12/14/2020, 10:24 AM /Library/Application Supp...  root

More

The Software overview widget shows the number of new, updated, and deleted applications on
Windows and macOS devices in your organization for a specified time period (7 days, 30 days, or the
current month).
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i IA
Software overview Monday, 21 Dec B X

320
280
240 Updated 5
200
160
120
a0
a0
0

® New 111

® Removed 0

14 Dec 21 Dec 28 Dec 4 Jan

When you hover over a certain bar on the chart, a tooltip with the following information shows:
New - the number of newly installed applications.

Updated - the number of updated applications.

Removed - the number of removed applications.

When you click the part of the bar for a certain status, you are redirected to the Software
Management -> Software Inventory page. The information in the page is filtered for the
corresponding date and status.

Hardware inventory widgets

The Hardware inventory and Hardware details table widgets show information about all the
hardware that is installed on physical and virtual Windows and macOS devices in your organization.

Hardware inventory

Machinename O3 name 05 version CPU cores Disks total size RAM total (Gb) Matherboard name  Motherboard seria...  BIOS version Domain Registered owner  Registered organiz.. Scandateandtime ¥
Ivelins-Mac-min... mac0s 11.0.1 10.16 3 2324768 2.00GB 01 - 12/14/2020 1023
00003079.corp....  Microsoft Window...  10.0.16299 2 476.94GB 1183GB Base Board LIHF6ACO8PY NICETBIW(149)  corpacroniscom &, User Acronis Inc. 12/13/2020 818 PM

Hardware details

Machine name Hardware category Hardware name Hardware details Manufacturer Staws Scan date -3

~ Ivelins-Mac-mini-2.local

Ivelins-Mac-mini-2.local Motherboard Macminig, . Mac-7BASB2DFE22DDDSC - 12/14/2020, 10:23 AM

Ivelins-Mac-mini-2local Network adapter Ethernet Ethernet, 00:00:00:00:00:00 - - 12/14/2020, 10:23 AM

Ivelins-Mac-mini-2local Network adapter WiFi EEE0211, 00:00:00:00:00:00 - - 12/14/2020, 1

Ivelins-Mac-mini-2.local Network adapter Bluetaoth PAN Ethernet, 00:00:00:00-00:00 - - 12/14/2020, 10:23 AM

Ivelins-Mac-mini-2ocal Network adapter Thunderbolt 1 Ethernet, 00:00:00:00-00:00

Ivelins-Mac-mini-2local Network adapter Thunderbolt 2 Ethernet, 00:00:00:00-00:00

Ivelins-Mac-mini-2.local Network adapter Thunderbolt 3 Ethernet, 00:00:00:00-00:00

Ivelins-Mac-mini-2.local Network adapter Thunderbolt 4 Ethernet, 00:00:00:00-00:00 - - 12/14/2020, 10:23 AM

Ivelins-Mac-mini-2local Network adapter Thunderbolt Bridge Bridge, 00:00:00:00:00:00 - - 12/14/2020,

Ivelins-Mac-mini-2local Disk disk1 APPLE SSD APO256M, SSD, 250685575, - - 12/14/2020, 10:23 AM
More

The Hardware changes table widget shows information about the added, removed, and changed
hardware on physical and virtual Windows and macOS devices in your organization for a specified
time period (7 days, 30 days, or the current month).



Hardware changes

Machine name Hardware category Status old value New value Modification date and time & o

~ DESKTOP-OFFITTF

DESKTOP-OFFOTTF Network adapter Changed Oracle Corporation, Ethernet 802.3,...  Oracle Corporation, Ethernet 802.3, ...  01/11/2021 9:28 AM
DESKTOP-OFFSTTF Network adapter New - Realtek Semiconductor Corp., Ether. 01/04/2021 2:37 PM
DESKTOP-OFFOTTF Matherboard New - LENQVO, Torronto 5C1, PFOPJB10 01/04/2021 2:37 PM
DESKTOP-OFFOTTF GPU New - Intel(R) HD Graphics Family 01/04/2021 2:37 PM
DESKTOP-OFFSTTF Disk New - (Standard disk drives), WDC WD10JP 01/04/2021 2:37 PM
DESKTOP-OFFITTF Network adapter New - Cisco Systems, Ethernet 802.3,00:0...  01/04/2021 2:37 PM
DESKTOP-OFFSTTF Network adapter New - Oracle Corporation, Ethernet 802.3, 01/04/2021 2:37 PM
DESKTOP-OFFOTTF RAM New - Samsung, 98507122, 400 GB 01/04/2021 2:37 PM
DESKTOP-OFFTTF Network adapter New - TAP-NordVPN Windows Provider vo..  01/04/2021 2:37 PM
DESKTOP-OFFITTF RAM New - Micron, 00000000, 400 GB 01/04/2021 2:37 PM

More

Remote sessions widget

This widget shows the detailed information about the remote desktop and file transfer sessions.

Remote sessions

Start time End time Duration Connectiontype  Protocol Connection sou...  Accessed by Connectiondes..  §}
12/15/2022 4.... 12/15/2022 4:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part .14
12/15/2022 4.... 12/15/20224:4... afewseco.. Cloud NEAR RU-PCOYHMZL sk-part fiat-virtual-mac...
12/15/2022 4....  12/15/2022 4:4... 2 minutes Cloud NEAR RU-PCOYHMZL sk-part ACPM-Sveta
12/15/2022 4., 12/15/20224:1... 16 minutes Cloud NEAR BG-PF3E)2GZ Boryana-part ACPM-Sveta
12/15/2022 3.... 12/15/2022 4:.0...  a minute Cloud NEAR BG-PF3EJ2GZ Boryana-part ACPM-Sveta
12/15/2022 3:... 12/15/20223:5... afewseco.. Direct RDP RU-PCOYHMZL sk-part 35.112.
12/15/2022 3.... 12/15/20223:4.. afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part AN
12/15/2022 3:... 12/15/20223:4... afewseco.. Direct Screen Sharing RU-PCOYHMZL sk-part 1.4
12/15/20221... 12/15/202212... afewseco.. Direct RDP RU-PCOYHMZL sk-part 35112
12/15/20221... 12/15/202212:... afewseco.. Cloud NEAR RU-PCOYHMZL sk-part fiat-virtual-mac...
More

Smart protection

Threat feed

Acronis Cyber Protection Operations Center (CPOC) generates security alerts that are sent only to
the related geographic regions. These security alerts provide information about malware,
vulnerabilities, natural disasters, public health, and other types of global events that may affect your
data protection. The threat feed informs you about all the potential threats and allows you to
prevent them.

Note
The availability of this feature depends on the service quotas that are enabled for your account.

Some security alerts can be resolved by following a set of specific actions that are provided by the
security experts. Other security alerts just notify you about the upcoming threats but no
recommended actions are available.

267 © Acronis International GmbH, 2003-2024



Note
Malware alerts are generated only for machines that have the agent for Antimalware protection

installed.

How it works

Acronis Cyber Protection Operations Center monitors external threats and generates alerts about
malware, vulnerability, natural disaster, and public health threats. You will be able to see all these
alerts in the Cyber Protect console, in the Threat feed section. You can perform respective
recommended actions depending on the type of alert.

The main workflow of the threat feed is illustrated in the diagram below.
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To run the recommended actions on received alerts from Acronis Cyber Protection Operations
Center, do the following:

1. Inthe Cyber Protect console, go to Monitoring> Threat feed to review if there are any existing
security alerts.

2. Select an alert in the list and review the provided details.
Click Start to launch the wizard.

Enable the actions that you want to be performed and machines to which these actions must be
applied. The following actions can be suggested:

* Vulnerability assessment - to scan machines for vulnerabilities
« Patch management - to install patches on the selected machines

+ Antimalware Protection - to run full scan of the selected machines

Note
This action is available only for machines that have the agent for Anitmalware protection
installed.

« Backup of protected or unprotected machines - to back up protected and unprotected

workloads.
If there are no backups yet for the workload (in all accessible locations, cloud and local), or the
existing backups are encrypted, the system creates a full backup with the following name
format:
%workload_name%-Remediation
By default, the destination for the backup is the Cyber Protect Cloud storage, but you can
configure another location before you start the operation.
If a non-encrypted backup already exists, the system will create an incremental backup in the
existing archive.

5. Click Start.

6. On the Activities page, verify that the activity was successfully performed.

Acroni og
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Deleting all alerts

Automatic clean-up from the threat feed is made after the following time periods:

Natural disaster - 1 week

Vulnerability - 1 month

Malware - 1 month
Public health - 1 week

Data protection map

The Data protection map functionality allows you

To get detailed information about stored data (classification, locations, protection status, and

additional information) on your machines.

To detect whether data are protected or not. The data are considered protected if they are

protected with backup (a protection plan with the backup module enabled).

To perform actions for data protection.

How it works

First, you create a protection plan with the Data protection map module enabled.

Then, after the plan was performed and your data were discovered and analyzed, you will get the
visual representation of data protection on the Data protection map widget.

You can also go to Devices > Data protection map and find there information about
unprotected files per device.

You can take actions to protect the detected unprotected files on devices.

Managing the detected unprotected files

To protect the important files that were detected as unprotected, do the following:

1.

In the Cyber Protect console, go to Devices > Data protection map.

In the list of devices, you can find general information about the number of unprotected files,
size of such files per device, and the last data discovery.

To protect files on a particular machine, click the Ellipsis icon and then Protect all files. You will
be redirected to the list of plans where you can create a protection plan with the backup module
enabled.

To delete the particular device with unprotected files from the list, click Hide until next data
discovery.

To view a more detailed information about the unprotected files on a particular device, click on
the name of the device.

You will see the number of unprotected files per extension and per location. Define the
extensions in the search field, for which you want to get the information about unprotected files.



3. To protect all unprotected files, click Protect all files. You will be redirected to the list of plans
where you can create a protection plan with the backup module enabled.

To get the information about the unprotected files in the form of report, click Download detailed

report in CSV.

Data protection map settings

To learn how to create a protection plan with the Data protection map module, refer to "Creating a
protection plan".

The following settings can be specified for the Data protection map module.

Schedule

You can define different settings to create the schedule according to which the task for data
protection map will be performed.

Field Description

Schedule the This setting defines when the task will run.
task run usin

. & The following values are available:
the following
events » Schedule by time - This is the default setting. The task will run

according to the specified time.

* When user logs in to the system - By default, a login of any user will
trigger the task. You can modify this setting so that only a specific user
account can trigger the task.

* When user logs off the system - By default, a logoff of any user will
trigger the task. You can modify this setting so that only a specific user
account can trigger the task.

Note
The task will not run at system shutdown. Shutting down and logging
off are different events in the scheduling configuration.

* On the system startup - The task will run when the operating system
starts.

* On the system shutdown - The task will run when the operating
system shuts down.

Schedule type The field appears if in Schedule the task run using the following
events you have selected Schedule by time.

The following values are available:

» Monthly - Select the months and the weeks or days of the month
when the task will run.

» Daily - This is the default setting. Select the days of the week when the
task will run.




Field

Description

* Hourly - Select the days of the week, repetition number, and the time
interval in which the task will run.

Start at

The field appears if in Schedule the task run using the following
events you have selected Schedule by time

Select the exact time when the task will run.

Run within a
date range

The field appears if, in Schedule the task run using the following
events, you have selected Schedule by time.

Set a range in which the configured schedule will be effective.

Specify a user
account whose
login to the
operating
system will
initiate a task

The field appears if, in Schedule the task run using the following
events, you have selected When user logs in to the system.

The following values are available:

» Any user - Use this option if you want the login of any user to trigger
the task.

» The following user - Use this option if you want only the login of a
specific user account to trigger the task.

Specify a user
account whose
logout from the
operating
system will
initiate a task

The field appears if, in Schedule the task run using the following
events, you have selected When user logs off the system.

The following values are available:

* Any user - Use this option if you want the logout of any user to trigger
the task.

* The following user - Use this option if you want only the logout of a
specific user account to trigger the task.

Start conditions

Defines all conditions that must be met simultaneously for the task to
run.

Start conditions for antimalware scans are similar to the start conditions
for the Backup module that are described in "Start conditions".

You can define the following additional start conditions:

» Distribute task start time within a time window - This option
allows you to set the time frame for the task in order to avoid network
bottlenecks. You can specify the delay in hours or minutes. For
example, if the default start time is 10:00 AM and the delay is 60
minutes, then the task will start between 10:00 AM and 11:00 AM.

* If the machine is turned off, run missed tasks at the machine
startup

* Prevent the sleep or hibernate mode during task running - This
option is effective only for machines running Windows.

» If start conditions are not met, run the task anyway after -




Field Description

Specify the period after which the task will run, regardless of the other
start conditions.

Note
Start conditions are not supported for Linux.

Extensions and exception rules

On the Extensions tab, you can define the list of file extensions that will be considered as important
during data discovery and checked whether they are protected. Use the following format for
defining extensions:

.html, .7z, .docx, .zip, .pptx, .xml

On the Exception rules tab, you can define which files and folders not to check on protection status
during data discovery.

» Hidden files and folders - if selected, hidden files and folders will be skipped during data
examination.

« System files and folders - if selected, system files and folders will be skipped during data
examination.

The Activities tab

The Activities tab provides an overview of activities from the past 90 days.
To filter activities on the dashboard

1. In the Device name field, specify the machine on which the activity is carried out.

2. From the Status dropdown list, select the status. For example, succeeded, failed, in progress,
canceled.

3. From the Remote actions dropdown list, select the action. For example, applying plan, deleting
backups, installing software updates.

4. Inthe Most recent field, set the period of activities. For example, the most recent activities, the
activities from the past 24 hours, or the activities during a specific period within the past 90 days.

5. If you are accessing the Activities tab as a partner administrator, you can filter the activities for a
specific customer that you manage.

To customize the view of the Activities tab, click the gear icon, and then select the columns that you
want to see. To see the activity progress in real time, select the Refresh automatically check box.

To cancel a running activity, click its name, and then, on the Details screen, click Cancel.
You can search the listed activities by the following criteria:

¢ Device name

This is the machine on which the activity is carried out.



 Started by

This is the account that started the activity.

Remote desktop activities can be filtered by the following properties:

¢ Creating plan

» Applying plan
» Revoking plan

» Deleting plan

* Remote connection

o

o

o

Cloud remote desktop connection via RDP

Cloud remote desktop connection via NEAR

Cloud remote desktop connection via Apple Screen Sharing
Remote desktop connection via web client

Remote desktop connection via Quick Assist

Direct remote desktop connection via RDP

Direct remote desktop connection via Apple Screen Sharing
File transfer

File transfer via Quick Assist

¢ Remote action

(e}

o

o

o

o

Shutting down a workload

Restarting a workload

Logging out remote user on the workload
Emptying recycle bin for user on the workload

Putting to sleep a workload

Cyber Protect Monitor

Cyber Protect Monitor shows information about the protection status of the machine on which
Agent for Windows or Agent for Mac is installed, and enables users to configure the backup

encryption and proxy server settings.

When Agent for File Sync & Share is installed on the machine, Cyber Protect Monitor provides access
to the File Sync & Share service. The File Sync & Share functionality is accessible after a mandatory
onboarding during which the users sign in to their own File Sync & Share account and select a
personal sync folder. For more information about Agent for File Sync & Share, see the Cyber Files

Cloud user guide.

Important

Cyber Protect Monitor is accessible to users who might not have administrative rights for the Cyber

Protection or the File Sync & Share service.


https://www.acronis.com/support/documentation/FilesCloudUser/
https://www.acronis.com/support/documentation/FilesCloudUser/

The table below summarizes the operations that are available for users without administrative

rights.

Installed agents

Users can

Users cannot

Agent for Windows
or Agent for Mac

Apply the default protection plan to
their machines

Check the protection status of their
machines

Receive Active Protection notifications

Temporarily pause the backups of
their machines

Configure the proxy server settings

Change the backup encryption
settings

Warning!

Changing the encryption settings in
Cyber Protect Monitor overwrites the
settings in the protection plan and
affects all backups of the machine.
This operation can cause some
protection plans to fail. For more
information, see "Encryption" (p.
427).

There is no way to recover encrypted
backups if you lose or forget the
password.

e Apply custom protection plans
* Manage protection plans that are
already applied

Agent for Windows
and Agent for Sync
and Share

Agent for Mac and
Agent for Sync and
Share

Sync content between their local sync
folder and their File Sync & Share
account

Pause the sync operations
Change the sync folder

Check the file types that cannot be
synced

 Edit the file types that cannot be
synced

Configuring proxy server settings in Cyber Protect Monitor

You can configure the proxy server settings in Cyber Protect Monitor. The configuration will affect all

agents that are installed on the machine.

To configure the proxy server settings

1. Open Cyber Protect Monitor, and then click the gear icon in the top right corner.

2. Click Settings, and then click Proxy.

3. Enable the Use a proxy server switch, and then enter the proxy server address and port.




4, [If the proxy server access is password-protected] Enable the Password required switch, and
then enter the user name and password to access the proxy server.
5. Click Save.

The proxy server settings are saved in the http-proxy.yaml file.

Reports

Note
The availability of this feature depends on the service quotas that are enabled for your account.

A report about operations can include any set of dashboard widgets. All widgets show summary
information for the entire company.

Depending on the widget type, the report includes data for a time range or for the moment of
browsing or report generation. See "Reported data according to widget type" (p. 280).

All historical widgets show data for the same time range. You can change this range in the report
settings.

You can use default reports or create a custom report.
You can download a report or send it via email in XLSX (Excel) or PDF format.

The set of default reports depends on the Cyber Protection service edition that you have. The
default reports are listed below:

Report name Description

#CyberFit Score | Shows the #CyberFit Score, based on the evaluation of security metrics and

by machine configurations for each machine, and recommendations for improvements.
Alerts Shows alerts that occurred during a specified time period.
Backup Shows the detailed information about detected threats in the backups.

scanning details

Daily activities Shows the summary information about activities performed during a specified time
period.

Data protection | Shows the detailed information about the number, size, location, protection status of
map all important files on machines.

Detected Shows the details of the affected machines by number of blocked threats and the
threats healthy and vulnerable machines.

Discovered Shows all found machines in the organization network.

machines

Disk health Shows predictions when your HDD/SSD will break down and current disk status.

prediction




Existing Shows the existing vulnerabilities for OS and applications in your organization. The

vulnerabilities report also displays the details of the affected machines in your network for every
product that is listed.

Software Shows information about the software that is installed on your company devices.

inventory

Hardware Shows information about the hardware that is available on your company devices.

inventory

Patch Shows the number of missing patches, installed patches, and applicable patches. You

management can drill down the reports to get the missing/installed patch information and details of

summary all the systems.

Summary Shows the summary information about the protected devices for a specified time
period.

Weekly Shows the summary information about activities performed during a specified time

activities period.

Remote Shows information about the remote desktop and file transfer sessions.

sessions

Actions with reports

To view a report, click its name.

To add a new report

—_

In the Cyber Protect console, go to Reports.

Under the list of available reports, click Add report.

[To add a predefined report] Click the name of the predefined report.

2
3
4. [To add a custom report] Click Custom, and then add widgets to the report.
5

[Optional] Drag and drop the widgets to rearrange them.

To edit a report

1. Inthe Cyber Protect console, go to Reports.

2. Inthe list of reports, select the report that you want to edit.

You can do the following:

* Rename the report.

» Change the time range for all widgets in the report.

 Specify the report recipients and when the report will be send to them. The available formats
are PDF and XLSX.

To delete a report

1. In the Cyber Protect console, go to Reports.

2. Inthe list of report