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How to set up Cyber Disaster Recovery Cloud
on your PC with Hyper-V

You do not have to own a server to test the Cyber Disaster Recovery Cloud main functionality. You
can easily set up the Cyber Disaster Recovery Cloud service on your PC and evaluate its features.

Prerequisites:

* You have a customer administrator account in Cyber Protect Cloud.
» The operating system on your PC must be Windows 10 Pro, Windows 10 Enterprise, or Windows
10 Education.

To deploy the Cyber Disaster Recovery Cloud service on your PC, do the following:

1. Activate the Hyper-V on your PC.
2. Create a virtual machine (VM) to be used as a source machine for testing.

3. Deploy the VPN appliance on your PC.

Step 1. Activate the Hyper-V service on your PC and prepare the OS
image.
1. Activate the Hyper-V service on your PC. Follow the instructions on the Microsoft website.

2. Download the OS image for installation into the VM. For example, download ubuntu-18.04.2-
desktop-amd64.iso from the official Ubuntu website.

Step 2. Create a virtual machine that will be your source machine to
be backed up.

1. Open the Hyper-V Manager and create a virtual machine that you are going to back up and use
for testing the Cyber Disaster Recovery Cloud service:

a. Right-click on your host and select New > Virtual Machine. Follow the wizard steps, taking
into account that the Startup memory must be at least 4096 MB and the Connection must
be the Default Switch.

b. Run the newly created VM, connect to it, and then launch the OS installation.

2. Install the protection agent in the newly created virtual machine:

a. Onyour virtual machine, open a browser.

b. Log in to the Cyber Protect console as a customer administrator.

c. Inthe Devices section, add the virtual machine by clicking Add, and then select the
protection agent for a Linux server. As a result, the protection agent is downloaded to your
virtual machine.

d. Open the console and first install the additional packages. Use the following command:

sudo apt-get install rpm gcc make -y


https://docs.microsoft.com/en-us/virtualization/hyper-v-on-windows/quick-start/enable-hyper-v

a. Open the Downloads folder, change the permissions for the protection agent installation file
to be executable, and then run this file.

cd Downloads

sudo chmod +x Cyber_Protection_Agent_for_Linux_x86_64.bin

sudo ./Cyber_Protection_Agent_for_Linux_x86_64.bin

a. Follow the installation wizard steps. At the last step, select Show registration info. You will
see the link to be opened in the browser and the registration code that must be specified
when registering the machine in the Cyber Protect console.

b. As aresult, your virtual machine is registered in the Cyber Protect console. Create the
protection plan and the backup of the entire machine. This backup will be used for creating a
recovery server later.

Step 3. Deploy the VPN appliance on your PC.

To deploy the VPN appliance on your PC, do the following:

1.
2.

On your PC, log in to the Cyber Protect console as a customer administrator.

Go to Disaster Recovery > Connectivity, and then click Configure. The connectivity

configuration wizard will open.

Select Site-to-site connection and click Start.

The system starts deploying the connectivity gateway in the cloud, this will take some time.

Meanwhile, you can proceed to the next step.

Click Download and deploy. Download the archive with the VPN appliance for Hyper-V (.vhd

file), unpack the archive, and then deploy it to your local environment:

a. Open the Hyper-V Manager, right-click on your host, and then select New > Virtual Machine.

b. Specify the descriptive name for a VM (for example, VPN appliance VM).

c. Follow the wizard steps, taking into account that the Connection must be set to Default
Switch.

d. Onthe Connect Virtual Hard Disk step, select the Use an existing virtual hard disk
option. Select the downloaded VPN appliance file.

e. Complete VM creation.

Connect the appliance to the production networks.

Run the VPN appliance VM and connect to it.

Once the appliance boots up and the login prompt appears, log in to the appliance with the

following credentials:

Login: admin

Password: admin

You will see a start page similar to the following:



11.

12.
13.

14.

Disaster Recovery UPN Appliance 9.0.189
Registered by: [Unregistered]

[fAppliance Status] [UAN interface Settingsl
DHCP: Enabled | IP address: 17Z2.18.39.8

UPN tunmnel: Disconnected | Network mask: 255.255.255.240
UPN Service: Started | Default gateuway: 172.18.39.1
WAN interface: ethd | Preferred DNS seruver: 172.18.39.1
Internet: Available | Alternate DNS seruver:

Gateway: Available | MAC address: 00:15:5d4:47:51:0d

Commands

Hetuworking

Change password

Restart the UPN service
Run Linux shell command
Reboot

Make sure that the IP address, Default gateway, and Preferred DNS server settings are in
place and correct. Note that the Internet and Gateway settings on the left side of the table
must be Available for a successful appliance registration. Otherwise, please check your Default
gateway and DNS availability settings before proceeding with registration or set the IP address
manually.

Select Register from the menu and click Enter.

You will be prompted to enter the Cyber Protection service URL address. Enter the same URL you
are using to access the Cyber Protect console.

Disaster Recovery VPN Appliance 9.0.189
Registered by: [Unregistered]

Command: Register
Usage:

<Up>, <Down> - to select parameter
<Esc> - to cancel the command

Backup service address: https:/-beta-cloud.acronis.com_
Login:
Password:

Specify your customer administrator credentials for the Cyber Protect console.

Note
If two-factor authentication is configured for your account, you will also be prompted to enter

the TOTP code. If two-factor authentication is enabled but not configured for your account, you
cannot register the VPN appliance. First, you must go to the Cyber Protect console login page
and complete the two-factor authentication configuration for your account. For more details on
two-factor authentication, go to the Customer Administrator's Guide.

PressYto confirm the settings and start the registration process.
After a successful registration process, you will see your VPN appliance in the Cyber Protect
console.
Enable the promiscuous mode to make sure that the network replication functionality is properly
enabled:
Open the Hyper-V Manager.
b. Right-click on your VPN appliance VM and select Settings.
c. Inthe Network Adapter > Advanced Features section, select the Enable MAC address
spoofing option.



" Settings for VPN app on i - X

VPN app v 4 (3]
# Hardware ~ Advanced Features ~
l" Add Hardware
[ BIOS MAC address
Boot from CD Dynamic
. Security Chatir
Key Storage Drive disabled -
Wl Memory 00 |-| 15 |-| 5D |-| 90 |-| 31 |-| 01
1024 MB
ﬁ Processor MAC address spoofing allows virtual machines to change the source MAC
1 Virtual processor address in outgoing packets to one that is not assigned to them.
= [ 1DE Controller 0 C Enable MAC address spoofing )

s Hard Drive
vpn_va_hyperv_172_7682..,

; DHCP guard
= IQE Controller 1 DHCP guard drops DHCP server messages from unauthorized virtual machines
',/ DVD Drive pretending to be DHCP servers.

None
&l scsl Controller
=] [E‘] Network Adapter

[[] Enable DHCP guard

Default Switch Router guard
: Router guard drops router advertisement and redirection messages from
unauthorized virtual machines pretending to be routers.
Advanced Features
i COM 1 [[] Enable router advertisement guard
MNone
ﬁ com2 Protected network
None

Move this virtual machine to another duster node if a network disconnection is
[=) Diskette Drive detected,

None Protected netwark
2 Management

Name
VPN app Port mirroring
D Integration Services Port mirroring allows the network traffic of a virtual machine to be monitored by
Some services offered copying incoming and outgoing packets and forwarding the copies to another
virtual machine configured for monitoring.
i Checkpoints
Standard v Mirroring mode: None v v

You have configured a secure site-to-site VPN connection between your local site and the cloud
recovery site. Now you can create a recovery server for your local machine and check how failover
and failback work. For more details, refer to the Cyber Disaster Recovery Cloud Administrator's
Guide.
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