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Specify Acronis Cyber Files System Path x

Acronis Cyber Files

Please enter a fully-qualified path induding drive letter where the Acronis Cyber Files
system should be installed. This directory will be created if it does not exist.

Note: Any files and folders in this path may be replaced during setup.

Acronis Cyber Files System directory
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Local PostgreSQL Cenfiguration

Acronis Cylber Files
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Data PEH’T:I C:\Program Files (x86)\Acronis\Acronis C Browse... |

—PostgreSQL Super-User Credentials:

PostgreSQL Super-User password: | |
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PostgreSQL Port: | 5432
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SMTP

Acronis Cyber Files Server uses the configured SMTP server to send emails to invite users
to share or enroll mobile devices, as well as notify users and administrators of server
activity.

SMTP Server Address myemailserver. mycompany

SMTP Server Pon 25
File Repository Use secure connection?

From Mame Acronis Cyber Files Admink

From Email Address adminname@mycompany.c

Use only this address for all

i ’ e
email nofifications —

Use SMTP authentication? [

Send Test Email SKip SMTP Setup

ER

CDFIEERFY LT, BTSMTP 28T L TEET,

1. SMTPH4—R_R—DODNSZF/IZIPT7RLZAEADLET,
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LDAP

LDAP

An LDAP connection to your Active Directory can be used to provide mobile access and sync and share access 10 users in your organization. LDAP is not
required for unmanaged mobile access or sync and share support, but is required for managed mobile access. Only LDAP connections to Microsoft Active
Directory are supported.

Enable LDAP?

LDAP Server Address myldap.mydomain.com

LDAP Server Port 389

Use Secure LDAP

Connection? -

LDAP Username myldap.mydomainijohn
LDAP Password
LDAP Password Confirmation —

LDAP Search Base dec=mycompany, dc=com

e.g. mycompany.com. Users with email addresses whose domains are in this list must authenticate against LDAP.
Users in other domains will authenticate against the Acronis Cyber Files database.

mycompany.com + Add

myldap. mydomain.com “ | =Remove

Domains for LDAP
Authentication

| Require exact match

LDAR information caching ~
interval

R
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2. LDAP H—NN—0DODNSZZF/EIZIPTFLRZADLET,

3. ¥—=N—0D LDAPR—+EANDLZET,

4. LDAP #—/N—t OEEICAIREZFER Y 235514, [LDAP Ot F 21U T 1 TREShERZE
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o
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File Repository

These settings determine where files uploaded for syncing and sharing will be stored. In the default configuration, the file system repository is installed on the
same server as the Acronis Cyber Files Server. The Acronis Cyber Files Configuration utility is used to set the file repository address, port and file store
location. The file store repository endpoint setting below must match the settings in the File Repository tab of the Configuration Utility. To view or modify these
settings, run AcronisAccessConfiguration.exe, typically located in C:\Program Files (x86)\Acronis\Configuration Utility\ on the endpoint server. For more
information, consult the documentation.

File Store Type Filesystemn v

File Store Repository

. http:/1127.0.0.1:5787
Endpoint

Encryption Level AES-256
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Group Policies User Policies Allowed Apps Default Access Restrictions

Manage Group Policies

Group policies configure the mobile client's application settings, capabilities and security settings. The group policy list is shown in the order of precedence. The
first group in the list that a user belongs to will determine their policy.

+ Add Group Policy Filter by Name l Filter = Reset
Commeon Name / Display Name Distinguished Name Enabled

Domain Users CN=Domain Users,CN=Users, DC=test DC=biz ™~ = x
Default /]
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WU$%77ﬂZﬁﬁﬁ5éﬂi¢o:ﬂ5®7wwﬁnm\mwv B77FANBREDY VT IL
FALDEENTVLET, TNOHDT7 7/ IILDOSRB, BER, FR, WEZETLELY. BREICDS
Lfﬁ$§&7;4w%)7UW(D—ﬁ»)»ﬁﬁbtUT%iTo

4, WO TEHLEHOY—N— Y YBEZZZENTEET,

S OY —N—(TEFHT BT

1. 77U A VR b—LL, EBELET,
2. £S5 2 xEEmNEIC [RHDY—N—TIEHKTB] ZBIRLET,

3. ¥=R=0OF7FLZ, PINI—=F WEARFH) . 12—V —%, SRT7—-FEANLET,
4, 74 —LEHKICANLEERT, (BRI A2 22y 7LET,

5, HADY —N—DEFFEICL>TIF, BEY—N"—DtF2VU T4 EEEHE#‘E?Eé NTWEWI & %R
FTEENKRRINDZENHY EFT, ZOEEZZITANTHRITT 2101, [BISKETI 220U v o
LE9,

6. Acronis Cyber Files ENRXA LT F7UDT U —2a>v Ay 71X T — FHRARERFEIE. /IR
T—RZRETHLDICERINET, XRT— FOBEHEOEGHIERINTWRHELDH Y.
ERBRIEZINARRINET,

EIRR Y 2 — Acronis Cyber Files TD 7 7 4 L DRFEHNHIR N TL % A Acronis Cyber Files £/
ANTTURTEZ DY —/N—%8INT 2HEEVENCINTVWIHE, RV« v FUARRIND
ZENBHY E£FT, Acronis Cyber Files ENA LT 7T TCA—HAMIRELIZ7 71 LD H D55, [=
A7FAN]A—ALT 7ALR L —=YROT7 7 A LDHIBRIND Z LR T 5L ICEKRT S
Ayt —UPARRINET, [WWR]ZHRIRT 2L, BEEFUEBEA T v LILIN, 77 MIVIEER
INTITHEY £,



9747 NHAF

Cyber Files 7 74 7> FOEMICOWTIE, UTDIFAT Y EAARFRFaX v E2SBLTLIES
LN,

s TRIUMYTEBLVO LTI TAT Vb

e I0ST7 7V

e Android7 7"V

[FHR - HA

Sync&Share7T —% "/ —X

Acronis Cyber Files & 4 > R b =L L TERET % &, BEIHIIC [Sync&Share] &L 5 EZFIDT —%
V—2ZABMEREN, Bl Y Tonfca—Y—¢& =T DY X MIF 7 # /L kT Domain Users 7' )L—
THEMENET, BEEII, ZOT—XY—RT7+LEEVWDODTLEEX/-IIHIBRTEXT,

DT T7HIN DT —%Y—RZ|E, Domain Users7 /L —7D—2RE L THLLERT AT ARTOI—
P—DMERTEIENTE, ERXAMIU, TRV Y T &P 277747 MREBETHAETE X
ER

Leave Administration

o

Acronis C\

Folders Gateway Servers Visible on Clients Assigned Sources

Folders Add New Folder

Folders define the file content locations that Acronis Cyber Files gives access to. Folders can be assigned to users and groups, so that they automatically appear in
the mobile client app. Each user will receive the collection of resources that is assigned to their user account and any groups they have membership in. They can
also be configured to be shown when a user browses to the Gateway Server.

Add specific folder locations on your Gateway Servers and assign these folders to users or groups.

Y Filters
Sync & Share .
Type - Display Name ¢ Server ¢ a8 % Path < Sync ¢
= ddd~ Local (] C:\Users\Administrator\Desktop\New folder\New folder None @x

Audit Log

a—H—roarFrvots

BEOAVTYYERHETZICE, Z0AVTYYDT -2V —REREL T, HRETH21—HF—%
TN—=TICZDT =R —2%ZEVHTEHIERTNBLETT,

T—3 V) — 2D

Acronis Cyber FilesWeb 1 v 2 —7 =t —XZHZ 9,
[ENANTIOER] Z7H2RBIRLET,

[F—% V—R] 247 %F&E£7,

[Z+N&E] ICBELET,
FLWZrAEE8M 22 v LES,

ok w P
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https://go.acronis.com/HELP_Cyber_Files_Desktop_latest
https://go.acronis.com/HELP_Acronis_Cyber_Files_iOS
https://go.acronis.com/HELP_Acronis_Cyber_Files_Android

10.
11.

12.

41

Add New Folder

Display Name:  Mew Data Source

Select the Gateway Server fo use to give access fo this data source:

Local (mycompany.company.com:443) o

Data Location:  On the Gateway Server v

Enter the path to the local folder on this Acronis Cyber Files Gateway Server that you would like to share. (Example: "E:\Shares\Documents\") You can include the wildcard
siring %USERNAME in the path, in which case the wildcard will be replaced with the user's username.

Path:  C:\New folder

Automatic Sync (Mobile Apps): None

[ Show When Browsing Server

Assign This Folder to a User or Group

Find User or Group that ~ begins with +~  Domain users Search
Common Name |/ Display Name ~ Distinguished Name % Login Name ¢
Domain Users CN=Domain Users,CN=Users,DC=bgtest DC=com,.DC=acronis,DC=com Domain Users

TANEDERTGEADLET,

THIWEANDT VL RERET 25— b7 A —N"—ZFRLFT,
T—R2OAT—YavEERLET, AT—2a e LT EBOTS— b A Y=~ ftho
SMB % —/N—_ SharePoint 4 FEx 7477 ), RAEHEBEY—NN—EL2RBIRTEET,

xE
ULA—NTIAXATATDTH+NREHETFLEE L TERATZZ LI TEEF A, BloBRsT —
YarvhuRERLTLESTWY,

EE
Sync & Share # BRI 2L ZlF, T H—NRN—DT7IL RXRER-FESEHIZAHLTLEET WL
(: https://mycompany.com:3000) .

A7 —2avOBRICEDE, 7408, == YA ELEFITATITVADNREANLE
ER

TANZORBAZA TERRL £,

Acronis Cyber Files ENRA LT ZA TV b T =72 A Y —R=%SBLEBEEIC. 2OT—X
Y —RAEFRRT DI, [H=N—DBBBICKRTT R 2EMLET,

xE
SharePoint DF — &V — X % {EK T 3B A (21, SharePoint 7+ 0 —H A FOXRREEWLT S F
Tavhibhl) 9,

(REFE]I ravz2s) v LES,
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DT 54T A —Y—DFile Serversi EADT 7 XDEFA]

F 74 b TlE, 2 —Y—IENAS, File Servers. # & USharePointd )y —X &7 270547~ b

LR ZENTEEHA, LHAL. ZNEAEICT I EERETHY, £H5T52&Trz7a—

HF—T2 5 EDRIBEMIZEAY £,

1. WebA v &—7z—X%2HE, [ENANTIER] >[HV=]IcB8HLET, (ERNALTTY
IZIEFICRY S —ABEEMITONTUVWETA, Y2777 ADZRELBRTZIEITEELTLLE

S )
2. BET LRI —%EIRLET, FTLOKRY Y—Z@BERL TOWAWSEEIE, TZ73IEFRY > —

EIRLTLZE W,

Group Policies User Policies Allowed Apps Default Access Restrictions

Manage Group Policies
Group policies configure the mobile client's application settings, capabilities and security settings. The group policy list is shown in the order of precedence. The
first group in the list that a user De\ongs to will determine their pol\cy,

+ Add Group Policy Filter by Name l Filter = Reset

Common Name / Display Name Distinguished Name Enabled

Domain Users CN=Domain Users.CN=Users,DC=test,DC=biz ~d /] x
/]

Default

3. [Y=n=RUI=]147T. [92T7 54T D57 74083 —="—_ NAS, LU
SharePoint N\O7 /2R %A TB] Ry /7 R&EFICLET,
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Security Policy Application Policy sync Policy Home Folders Server Policy

Required Login Frequency for Resources Assigned by This Policy:
® Once Only, Then Save for Future Sessions
O Once per Session

O For Every Connection

[ Allow User to Add Individual Servers

Allow Saved Passwords for User Configured Servers

Allow File Server, NAS and SharePoint Access From the Web Client
Allow File Server, MAS and SharePoint Folders to be Synced to the Deskiop Client

Allow Two-Way Syncing of File Server, NAS and SharePoint Folders to the Desktop Client

L Allow User to Add Network Folders by UNC path or URL

Gateway Server used for access to user-configured Network Folders:

Local (192.168.2.129:3000)
Block access to specific network paths

Blocked Path List: Add/edit lists |~ Refresh lists

L Only Allow This Mobile Client to Connect to Servers with Third-Party Signed SSL Certificates
Warn Client When Connecting to Servers with Untrusted SSL Certificates

4. TRy TEBEBEWNCTEHNEI BRI L. BRLIZKRY > —IZ20WT, B T7F T av
[Z74 H—sx—_ NAS LU SharePoint D7+ VEHSTFRI by 7547 bADREA
EHATB]I ELP[Z7A40 B—n— NAS LU SharePoint D7+ W EETFRI by 7054
TV rORERARAZFRITE] 2FEAL CERELTLES L,

5. IREFElI 22U Yo LET,

RUS—TEDRFELE LTEEINTVWEIDOT, LY ERAZENATRETT, O IL—TDEREL W

KODDEALDRY S —DEREZENTEHIEHTEET,

LDAP atryag=—>7

LDAP 7O E Y aZ v /a2 EMIT 28T BEEILLDZI—Y -8 (F1EILVL-—TTE) ~D
BEIPAREICKRY, 2—H— (3 LDAP OBERIGHRTO /A T2 ENTE, Thoyr L BEENICHE

43 © Acronis International GmbH, 2003-2023



BRENBEHIICHEYET, TNODTHIY MESAEV R T—ILDSA vy A oHEEINE -0,
BED LDAP 7L —7 (BHEO 7 IL—T73H0]) #2703 v FRICEIRL TS L,
LDAP 7Oy a = v o 52BHWMIT S

1. Acronis CyberFiles 7z 7 arv vy —LzREE£Y,
2. [Sync&Share] — [LDAP 7’REYa=r 7] icEsHL 7,

LDAP Provisioning

Members of groups listed here will have their user accounts automatically created at first login.

LDAP Group

CN=Administrators.CN=Builtin, DC=glilabs,DC=com = Remaove

Search for an LDAP group and click on the Common Name to add it to the Provisioned LDAP Groups list.
Click save once you have added all desired groups.

Find group that  begins with w Search

3. 1 DFE7IIEHD LDAP V=T %E AN L £,
4. BRO V-T2 ERL, (REl 22 )y I LET,

BIREN/V—TDa—H%—|x. LDAP OEHKIEIR T Acronis Cyber Files ~o B 74 > %17 2
& . Acronis Cyber Files 7 h 7 v D BEERIICER SN E T,

T T 7AT S NETRI Ny T 774726

e Web 754 7> bTl&. Acronis Cyber Files DBEXARBRIERAZFHOIRTOI—HY—A, FED
TI2IDST7ANLRTANLNEIZT VALYV BLIZYTEZENATEET,

o FRIMYTIFAT VTR, YAXDKELR T FANLEBRBIZHEG LAY, 774 LEBICEF
DIRBEITHEIF LW T 228N TEET,

I97A T NHAFR

CyberFiles 75 A4 7>~ FDEMIZOVWTIE, UTDI AT b HARRFa Xy b EBBLTES
LY,

o TRV TEBLVYTIT 74T b

e i0ST7 Y

e Android7 7Y
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https://go.acronis.com/HELP_Cyber_Files_Desktop_latest
https://go.acronis.com/HELP_Acronis_Cyber_Files_iOS
https://go.acronis.com/HELP_Acronis_Cyber_Files_Android

AR =L
CERES

Acronis Cyber Files # 4 > X b —JL 3 B E]IC, BEEL LTOITA VT IRELNHY £T, T—1—7
ROBHAFHLZLTWEZ EEZERLET,

FARL—F (VY RT LB

EE

Acronis Access Advanced 7.23 1332 Ew b ARL —FT 4 VIV RTFLEYR—FFB38EZDNA— 5
> T9, Acronis Cyber Files DFfFL W= 3 vt 64 EY b ARL—FT 4 VI RTLDHEY
'_J—S'_ l\ Li—a—o

EE

Acronis Access Advanced 7.4.x IZ. Windows XP 8 LU Vista # ¥ R— T 23REDONN—2 3V TT,
INEVFLWLWAR— 3D Acronis Cyber Files (. TNSDFRL —F 4 VTV AT LD S DER%
R—FLTWEEA,

HEAE:
¢ Windows Server 2016 Standard Edition ¥ & Uf Datacenter Edition
e Windows Server 2012 R2 Standard Edition 3 & Of Datacenter Edition

BR— b5

» Windows Server 2019 Standard Edition ¥ & U Datacenter Edition
» Windows Server 2016 Standard Edition 3 & Uf Datacenter Edition
» Windows Server 2012 R2 Standard Edition $ & T Datacenter Edition
« Windows Server 2012 Standard Edition 3 & Uf Datacenter Edition

EE
FRMBIZVRTLEA YR =L LT, Windows 7 LUETEITTRAIENTEET, TNOHDTRY
by 70 20RIZ. REBRECIIYR—FENEEA,

ENANGTTAT v FDEH

YHR—bEINBTA R

o Apple iPad 5 4 tHALIFE
o Apple iPad mini 55 2 tHACLUFE
« AppleiPad Pro 5 1 tH{XLIFE
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e Apple iPhone 5 LI[&
« Apple iPod Touch %5 6 tHALUE

e Android A —r 74V ELUVETLy b (X86 7AEYHT—FF I F v DTN, R TP R— &
NTWEEA) o

YR—PFEINBFARL—T 4 VI RT L

¢« iOS11~13

EE

Mobilelron % 7z 1% Intune Xt Files 7 7'V 2 AT 2H&1E. T d SDK AT MDM R &
EoTHR—FINTLEWVIOS N=Y a3 ViFHR—FINBEWVWZ EITERL TLEZE W, Files T
BRSNS SDK D=3 (ICMA, Y R—bFSNTWLEI0S N—2 3 VICEY 2 1ERIE. WIGT
%5 MDM TR 29V 9,

e Android 4.1 LIfE (x86 ALYy Y7 —FFT 7 F v DT NA RFYR—FENTLWEEA) ,

Acronis Cyber Files 77V XD = 7H 4 b o4&y vy0—FTEET,
e i0S DIBAE,
e Android DIiFE,

WREINITE/NN—FT 2 TR

T7RAY YT
INSDT 7 OABEMIZ. T XTD Acronis Cyber Files A R—% ¥ A RI—DREB~ > >~ 72131
BY —N—FETERITINDZEZFRELTVLET,

WRET 4 RV ARXEIRAIEBRICEZHDOTT, 2—F—AREEHLTWE 7 7M1 LDH A4 XE LTI
FoTlE, TARIYAXEEBOPTHRELNHY £T,

EE
Acronis Cyber Files Web # — /N —[Z{RIE~ > U IZA Y R =L TEE T,

EE
Acronis Cyber Files 1 Y A b — 5 %2 ETT 57D+ DREEHLAH DT E#HRL TLEE L, 41 VR
FN—=2%FTT51C1E, 1GB OB EEEHANETT,

46 © Acronis International GmbH, 2003-2023


http://www.grouplogic.com/web/meappstore
https://play.google.com/store/apps/details?id=com.acronis.access

EE

INBRARBERECHEREINGETT, BBRO ZHAE, H2WET X FBRITD Acronis Cyber Files
DAVRAF=ILEEEZDHAEICIE., TRAMEFICEDETIN—FT2T7EBROZ 052 TFTIF22 8
TEEY,

IRETF 704

o RA25I—YH—

e CPU: Inteli7 Xeon (427) 75X, H5WERAEZED AMD & CPU,
« RAM: 16GB

o T4 R U%EHE: 100GB

IR T a4

o B A50021—H—

e CPU: Inteli7 Xeon (8a7) 75X, H5WERAZED AMD & CPU,
« RAM: 40 GB

o T 4 X748 2TB RAID

REET 7' A4

o« BK25001—%—

o CPU:Intel i7 Xeon (16237) 7 7R, 5 WIZRE%ED AMD & CPU,
+ RAM: 64 GB

e T4 A% 10TB RAID

EE
2500 21— —%BZ 5T 7AA4TlE, 77 RAZ—fbanfzy—"—#EREHEL £, 2,600 —%—
H#BZ 5T 7412 2W T, AcronisHR— M CBEWAEDLE I 0,

Fv b7 —0EH

¢« 1DDEMIP T RLZ, —HOBERTIE, 22D IPT7 FLRIPBEBIZHRDZZ L HY £T,

o FE () : ERLD IP 7 FL XIZHIET % DNS 4,

« Active Directory (LDAP) DA% CRIFTDHBED FAA YAV FA—=F DRy N T—=0T 0+
Ao

e BFA—IIWBHBLUBEAYE—YHOSMTPY —N—~Dxy b T =0T 7 12Z,

o 7FLR127.0.0.1 TENAILT T OREIBTHEAT D725, VPN, Mobilelron i &0 k > R IL %
L TEELRNTLIEE 0,

« Acronis Cyber Files Web 4t —N—F 735 — bV 2 A P —N—ARfTENhTWdarE1—%—&
9~ T, Windows Active Directory I2/34 > REhTWARITNIZE Y £8 A,

HTTPS 274 v 0 %MEBTZ 2200V R—3x>» e LT, =7 x4 Y —s3—& Acronis Cyber
FilesWeb Y —R—=2H Y ET, = rTxAf ==, ERNANLIFZAT ST r7AILET—



RY—ZADEBOMAHIZT 7L RATHDIZEHLNE T, Acronis Cyber Files Web ¥ —/Y—|x, Sync &
Share 77 AT D Web A—HF—A > &X—7 1 —RERMT 2 LAEFIC. ERNMIILTIEZE Sync
& Share DA OEE I Y — LAY £T,

ZDBE., TTAATIERADY —NR—T 12D IP 7 RLRAEERT L EMNERBEINITH. K—
FEDNSZY FUEERIED S DEFERAL TLEE W, ZL DA VA= TIE, DL, IPFF
DXEQE 12T+ 9TT, BEDT A F/EEy b7y T TCHRERSEICE, TVR—%2 T

AEDIPT FLXZFERL T —N—%HZREITHIELHY ET,

ENAIVTNRAZRB T 7AT I+ =LA OT I/ RATERZLSICTEIHERIZ. XDLS5HEVLD
PDFTavhh) T,

o 5K— b 443 72+t R: Acronis Cyber Files [f5S 1k N 7-8x3% (2 HTTPS %Tﬁﬁﬁ@“%ﬂi . R—k
443 THTTPS b2 74 v O ZHAT 25— BB T7 74T 7+ =L L—ILICBRICEGL XY, K—
k 443 A5 Acronis Cyber Files Web —/R—~D 7 7t X %A T 5 &, 7%@@37)6 iPad 7 5 A
Ty a7 7AT 7 —ILORNTERTEES, 77 VL, BRI 2MOR—baERAT 2L
HETHIELHTEET,

o VPN: Acronis Cyber Files E/XA L7 7 U Z VPN EfmE N L7177 R & YR—FLET, AL
HDIOSVPN 7 2 AT b —=FRX=F A DVPN 7547 bOBADPYR—FEINTUWET,
Mobile Device Management (MDM) 3+ X5 A F7-1% Apple iPhone 3RE1—T 4 U T 4 #ERAL T
OSBRI A7 74N EF T aryTT AL RIEAL, SEPRER—IDI0S [VPNF > 7= K]
e % 2% 7E L. Acronis Cyber Files Web ' —/N—02 0D Y Y —XAD Y —LLZABT 71X
HRBTEET,

e UNR=RTAFY Y—nNR— YN TOF> H-—N—PREINTWLIHEIE. BHINTZT7 74
T+ —IL R—bFFELIZVPNEEALLTHIPad 7547 M #EFETE £9, Acronis Cyber
Files ENA LT 7UIE, UN=RTAFLDNRRRIL—RGE, 1Y —%//82 7 — RFREE
Kerberos &I+ = FREFEE. L UVEBREREZ# Y 7R— b L £, Acronis Cyber Files €/ L7

T A~OFAEEMOFEMICOWTIE, 7747 FMEREOER] ORFEZSRBL TLEI L,

» Mobilelron AppConnect IZ&8&E -7 7"V : Acronis Cyber Files /XA L7 7" U A Mobilelron ®

AppConnect Ty b7 = LIZEFINTWBIEEIL. Acronis Cyber Files ENA LT Y 054
Ty hreETF— b2 AY—=—N"—EDOFTRTDIy b7 —78BED Mobilelron Sentry % #Zf L Tirix
’C“% 9, FEMICDOULTIE. Mobilelron AppConnect DY Z a2 7ILR—=JAHSBLTLIEE WL,

SERAE:
AcronisCyber Files ICIZ 7 X FEMOBEBRBPENMIBEL THEY ., —HBITA VA b—LENFET,
ABEEEFICIZ, BY)7R CABREAZRETI2HENHY £5,

EE

ECELIMBAZAFEAL TWBIHE, — O x7 7539 THEEX vy —IVAKRTENET, TN
LDAYyE—VHERRICTDE, SRTLEMBELALLERATEET, AFERETOECELIIAE
DERIEYER—FEINTUWEETA,




AR

Y2 U T4 TREINS LDAP EHEEE X BMICT 2354, Acronis Cyber Files Tld, LDAP #—
N—DFEREH R A4 20, H£BL (CN) £EV 7Y 7 bRESR (SAN) & L CEEBREICHFE
LTWBRELHY £,

TRV Ny T 75747 NEH
AT LEH

YH— P ENBHRL—T A VT VAT L

e Windows 7, 8, 8.1, 10, 11

EE

FRI Ny T 54T b T41%. Windows XP & U Vista E BN H 2 HRED/NRA— 3T
9, Acronis CyberFiles TR by 70 74TV FDLYFHLWA= 3 >R FERT 5120E.
Windows OS # 77 v 75— k L T< 72 &Ly, Access Advanced 7.4 (& Windows XP % 7= Vista ' &
BRI ARERRBROY —N—N= 3T,

pE =
Acronis Cyber Files Tl 8.6 U U — X LIB&E, Windows Server 2008 R2 A’ B R— ki<l 4
(Microsoft ARFEERY 7 7L v &) ,

e macOSX 101345 1015 &, 64 EY by 7 b7 27 EHEBREDH B Mac
o Intel x86-64 & Apple >V 3> CPU Ol AHHEE & 4172 macOS 11 Big Sur & macOS 12 Monterey

EE

FRI Ny T 547k 7.1.21E, macOS X10.6 5L 10.7 E HEBMUENHIHRED/NRA— 3T
o TRV MY T U547 b 8513 macOSX10.12 L EMEDH 2 BEBED/N— 3 >~ TT,
Acronis CyberFiles TR by 70 AT FOELYFHL WA= 3 > AFEBRT 5121E. macOS %
Ty 7TT—=FLTLES N,

EE

Acronis Cyber Files TR by 7o 547> bHA VA F—ILT RIS, ERRT2REIE 7 + L X DG
DY 7 b7 TRBEND 7HLERICEENHEVEIICLTLEEIL, BHOBEEDY A MO
WTlE, V7o xT705Ee] 28BL TSN,

YR=— I RARI2T7T50Y:
e Mozilla Firefox 60LLB&

e Microsoft Edge 42 LUf&
e Google Chrome 64 L%
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https://www.microsoft.com/ja-jp/cloud-platform/windows-server-2008

o Safari 12 L&
o Opera 72 L&

Z D DEH
AVRAE=IL 7OERIZIERDL OB E R £T,

« Acronis CyberFiles TR by 70 74TV b A VR M —=FDOEITAIRET 7 AL EZTNERITT 572
b DEY) L HER

o FARTEZY—NR—DT7FLX (BEEF/LIZEX—LHSEEE) .

o« H—N—nAas A ERIBER (Active Directory, BEZE, EX—ILHSHEE) ,

PostgreSQL Administrator 4

Acronis Cyber Files PostgreSQL Administrator GUI 77U 4 —< 3 >~ (pgAdmin) %, PostgreSQL &
—fEICA VR b—LENET,

AT, PostgreSQL A Y A P =L ENTWVWE Y —NR—TETEINTWVWBERDT T 77 7FDUN
ThHrHINETT,

e« Chrome 90 UL
e Firefox 78 X+
e Edge 91 U E

B —/N—~D Acronis Cyber Files DA > X b —JL

ROFIBTIE, IBEINT-EBCEBLIFAEAER L T HTTPS T Acronis Cyber Files Z3#4 > X b —
MLTTRIMTEET,

i
Ty 7L —FEFIEIZOWTIE, 7y 77 L—F] ot avw28RBLTLEIL,

¢

EER
IS5 RZ—TDAVYRAF=IWFBIZO>WTIE, [B—FRZ>o 4 ok ava8BLTLEX
L,

Cyber Files D4 Y R b —ILIZRD 3 AT v 7 TITWE T,

1. Cyber FilesWeb #—/"N—A VX =5 DA > X b=,
2. Cyber Files Web 4 —/N\—AERT B2y b7 =20 R~ B LU SSL EEAEDHER,
3. DT R=RDEy Ty T T4 F=FIZLB BRICEDOELT—N"—DER

Cyber Files A > X b —Jb

BEEL L THA VA Y LTWEZEEZFEZLTH S CyberFiles ZA4 Y X F—LLTLIEE W,
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o ok~ w

51

CyberFiles 1 > X b—=F% X 7>O0—FLET,
AVAM=IFIBLNFRTENDAJEEEZ BT D702, TALIATRY 7 b7 T7H2ENLET,
RT3 E. A VA=A RBELET,

AVRAM=FDERIT77ANVERHEET,

(RNl %Dy o LET,

ERFHEZN T, AHELET,

[AYZRb=0] ZRIRLET,

EE
BH D Cyber Files Y —N\—%EEBT 2550, ZEBRUNTA VR F—LEZTH5HEIE [HR
RLAVRP=W] REU DA VR —LTEBaAVR—% 2 FERINTEZEATEET,

weronis Cyber Files Install Information
Acronis Cyber Files

Setup will now install or upgrade the following products. This process may disrupt users of
this system by starting and stopping the Acronis Cyber Files services.

Acronis Cyber Files Server v, 8.6.1.1023

Acronis Cyber Files Gateway Server v, §.6.1.194

Acronis Cyber Files File Repository v, 8.6.1, 1028

Acronis Cyber Files Configuration Utility v, 8.6.1.1028

Acronis Cyber Files Configuration Collection Tool v. 8.6.1. 1028
Acronis Cyber Files PostgreSQL Server v, 11.6.3

< Back | Install | Cancel

CyberFiles XA > 7 IV EZ DT 7 4L bR EZFERT2H0, FTLWIXEZRIRLET,
[OK] #&IR L £9,
PostgreSQL R— /=2 —HF—D/NRX7—FEEBELFT,

R
PostgreSQL X —/X—2—HF—D/RX7—F(ZiFaay () . £33aay () . £LET7R4YU X
7 (%) 2EHDHIEIITEE A
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Local PostgreSCL Configuration

Acronis Cvyler Files

—PostgreSQL Install Location:

Data Pafn:l C:\Program Files (x86)\Acronis\Acronis C Browse... |

—PostgreSQL Super-User Credentials:

PostgreSQL Super-User password: | |

Re-enter password: |
PostgreSQL Port: | 5432

Open this portin the firewall for remote access: [~

< Back | MNext = I Cancel

BE
PostgreSQL R —/NX—2—H —D/NRRA7T—KF%EZXZHT, TE2EBAICEELEF T, ZNET—%
NR—ZXDNy 7Ty T EETICHETT,

10. [OK] #8IRL T, 41 VR h—LanTWBavFE—2v DY X+ ZEFALET,
11, 412 F=—5PRTLES, BT]IZBRL X7,
12. JjEI—T 4 VT4 EBNICESL FT,

xR
BREA—T A VT ADERAFERIIODVTIE, ZREZ—T 4 U T4 DEHAESEBEL TSN,

BELI—T 14 YT 14 DFER

Acronis Cyber Files 4 Y XA b —=ZICHBEI—T A VT4 PFELTVWES, 201 —FT 1 U T4 %2fE
B35&, CyberFiles = b Tz A== T7A4LURI MY LU Cyber Files Web H—/3—
ANDT IR EFTIECL, BEICKETEET,

ER
DIPT7RLRBEDRR N 77774 RETLFHMICO0TE, [Fy b7 —7% 4] €723
ESRLTIRLE W,

EE
Microsoft Windows SEBRZE X k 7 IZEIBAZE % BIMNT 2 AEICEAT 2HEMICO W TiE, [GEAZE 0ER
NIEEASBLTLEI N,

BRI —T 4T 4 OBE

BRAI—T4 VT4 ROHXREIF. WOTHI—TAUTA%2EHL THEBERELEEEZMADZIEITE-T
FECEEY, BINICHELRRE 7 7MLV EZHEL, Y—EX2BE8 L 7,
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[Files Web —/—] 27

@ Acronis Cyber Files Configuration Utility >

Files Web Server I Files Mobile Gateway | File Repository

—Server Endpaint —Service Account
Address
# Local System Account
Port
Certificate

Egr?::gﬁte I LI ;l

[ Redirect requests from port 80

Configuration Log

| oading settings for File Repository

Settings for File Repository loaded successfully

| oading settings for Files Mobile Gateway

Settings for Files Mobile Gateway loaded successfully
| oading settings for Files Web Server

Lettings for Files Web Server loaded successfully

Help | QK I Cancel Apply

Cyber Files Web ¥+ —/X— &, CyberFiles 7 74 7> D Web 2 —H—A >4 —T7 1 —X%EHT 3
EREBEIC, [EXNAIILT 242 & [Sync & Share] OMmADEEI Y —IILIZHERY 9,

e PFLR:VzT7AVZ—T7 2 AZADIPT FL X, FIAAIEERTRNTDA Y EZ—T 24 A TY vy RV
FTHICE[TRTOTRFLR] ZRIRL £,

e K=bM V27 AV Z—=—T7 24 ZADKR—},

o SERAE: VT A VR —T A ADFABAED /XX, Microsoft WindowsiFBEE X + 7 A HEFRRE % &
Rcxxd,

o Fx—VEHHAE: VA X —7 A ROBREEEHAED /XX, Microsoft Windows SERAZE R + 74
LIFREZBIRTZ X9, AKECHHRMABRENRITINTLIHERICOA, ZOIHRENLE
I E9,

o« ;R— b 80 TOEBEFALET: I BIRSN TV BHA, Tomeat 1F, £F 27 THULE—F
O TEENIZ74v %Yy Ry L, ZNE LR THEIMNIZHTITPS R—FICUXA L7 bLE
To R=F 80 LTY Y RVTBRDTOTZLLEBHZHEIE. DRy IV REFVIZLAVWTLE
Sy,

o HY—ERXFHY Y b:CyberFilesWeb 4 —NR—F—EXZHOT7 ATy bDAVTFHFRXNTEITTE
¥, BEDA VR M—LTIEIRED Y FHA,
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[Files Mobile Gateway] 2 7'

© Acronis Cyber Files Configuration Utility >

Files Web Server  Files Mobile Gateway ] File Repository ]

Server Endpoint Service Account
Address | All available addresses ﬂ o

Port [3000

Certificate ’W J

I Proxy requests for Acronis Cyber Files Server

-

Configuration Log

vading settings for File Repository

ettings for File Repository loaded successfully
oading settings for Files Mobile Gateway

ettings for Files Mobile Gateway loaded successfully
vading settings for Files Web Server

ettings for Files Web Server loaded successfully

Help oK | Cancel | Apply |

T=b7z A==, ENANLITAT VDT 7AILERXBOMAICT VLR TIZDIELN
9,

e PFLR: =PI 2AY—N=DIPTFLR, IXRTDA Y X—=T72—RATY v RVT2ITE [T
RTOFTRFLR] ZRIRL T,

o K—F: S — b7z A —N—DKR—F,

o SEMAE: S — b Uz A Y —N—DIHEND/IX, Microsoft WindowssFERZ X k 7 A 5 sFRRE % &R
TEE9d,

o Y—ERTFHIV M = b T2 A —N=—HY—ERERNOTHI Y bOIAVTHFIAINTRITTESE
To BEDA VA M—ILTRBEHY £H A,

« Cyber Files —N—IcT37AFER: BMIH->-TWEHE, 21—~ 15— b Tz 44—
N—ZERLET, DY —/"—A" Cyber Files —n"—D7OFoH—nN—C LTHEELEFT, &
DFATarvEFERATESZDIE, CyberFilest—nN—¢5— b A —N=—HRL~> > EITA
YA P—LENTWBIHFETT,

o K—F 80 TOEHREHFALET: ChMERINTWVBHAE, Tomeat l&, EF 27 THRULKR—F
O TEENZ74v %Yy RV L, #N%& LR THREINIZHITPS R—FICUXA L7 bLE
T, R—=F80 LETUY VY RVYFTBZRDT 0TI LADHZHEIE. TORY IR EFITLABRVWTLE
T Ly,
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[Z7ANURI Y] 2T

@© Acronis Cyber Files Configuration Utility

Files Web Server ] Files Mobile Gateway ~File Repository ]

Server Endpoint Service Account

Address | All available addresses j & Local System Account
Port 5787
(" This Account
File Store Path | C:\ProgramData‘Acronis\Acror ...
Configuration Log
oading settings for File Repository
ettings for File Repository loaded successfully
vading settings for Files Mobile Gateway
ettings for Files Mobile Gateway loaded successfully
vading settings for Files Web Server
ettings for Files Web Server loaded successfully
Help oK | Cancel | Apply |

TP ANUED UL, R -
e

HAE#ETHERALE T, Sync&Share%:if BIHIZ L TWEWES
EEZITANDZENATEET, B - 3

(BN

HEZFEBLTWEIEE, 774X NTO/NRRELT,

ArL—VIERTETARIOAT—> a3V A2BETIHELNH Y i@*o R kL —¥(ZAmazon S3%
ERT2EHELHZIHE. T 7+ FDETHEVEE A,

PRELR: 7740L YRS RYDIP T
TOT7FLR] Z&ERLET,

FLR, IRTDAVRX—T7 2 —XTYYRVFTBIC
IP £7-1% DNS 77

i3 [F~

FLZX%IEET 2HE. L7 KL X% Web 1 >~

R=Tz—=AD[ZFANIVKEI MY ] €22V THEETILENHY £, FLE. [774
W URZRU] ORFESRLTILLE,

{TEE W,

PAIVRANTDINR:[7 /rzl/7\|~7]
TDT7 74 AN T DBATIC

HYFET,

R=bFr: 774NV VR PFVDR—F, ALER—F%Z2, Web A v EZ—T7 =D [ZF7A4NYKRIH
V]tooa IiCHbBETILENHY £,

L, 7740 VRS R ] OREZBBLT

DUNC /XXy 7741 AT DNRRAELETET LIHEIE.

ICHFEETD77A4LTRTE, FTILWERICFEE T —F 3H0ED

;‘i’é‘

7 AR N T HBDBRICESNT 2554

HLLWZ7ALDELHLWERICBHIND &5

L:)“/7EI—I\TZ>M\E75‘3?>UiT /-, 774 X+T ICEELTW T —'/f/w&ﬁfﬁ‘/
A—FLT, TOBHRICH /=7 4»@T~T#ﬁtu%%fﬁ 74 RATEERIREEIC L TH
EAHY T,

B—EXTHIVFM URSMNIDT77AL AL =AU E—F 2y =0 HBIZHDIBA.

Y—EX 7 ﬁﬁ/%#%@*vb7—7%ﬁ«@77t2ﬂ7%%0;7hﬁiTéb%#
X, BT 7 74V EEZ AL /2%, Repository 7 L& (7z& z21E

T, DT HTVMIC

RS

C:\Program Files (x86)\Acronis\Acronis Cyber Files\File Repository\Repository) ’\U)éjﬁfg%ﬁﬂ

W/EZART VL AERDBMHETT,
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ER
O—HANYRFLTHIY R TEAL, ZOY—ERICEBEDOTHY Y FEFERYT 3581, [H—
EX]avbta—iux%zklE, CyberFiles Z7ANYRS YUY —EXD7O/F 1 2L
T (A F V] 24 T7H2#BELTLLEE N, PHTY FERRT—RIENIET S 7 4 —IL FIZFETA
ALTLEE W,

Yty b Ty T4 —RICED

DBEIRT 4 — IV DT RTICAD LT, [BA] £7-1%2 [OK] 2:&8RT 2 &, EEEZMA - —EXD
BEELxd,

pE =
P—EXHPEBENTH S 30~45 D & Cyber Files Web 4 —/N—AFHTED L5124 Y %
ERS

1. FE1—T14VT1 0Ly b Ty THAETTEE. Web 77 7H TEHRIIC Cyber Files Web
AV R—=T7—ZANHEEET,

2. ATA VY R_R=U T, BBENNRT-FZERETDHLIVERIAvE—IDRRINET, v b7 v
VA= FERARRIN, T TEY VT YT TAERERITTEET,

BEE
BHEERRT—F2EEBDTEVTLLLEN, SNHBEICRRT—FZETSS I3 TEEE
Ao

Ty b7y T T4V = FDEH

VI xTEAVAM=IL, BREA—TAVT4%ZFTL xRy F7—2R—F& SSLAREZE
EL7-t8. E¥EEIL Acronis Cyber Files Y —RN—% R ETILEIHY T, REV AT — KRz, B8
HFII—BOFIEEZEANL, Y—RN—DEERWLBIEELIMET 2 LOICLET,

TR

BR1I—T4 VT4 &R{TLIE Y—N"—DROICEST 2 £T30~45 Wonl £7,

LBIORTy JTCEBET AT a2ty b Ty 7 LEDNSTEEIE. O v R—U T, BEE/ X
T—FEBETDLORTAvE—VHERREINET,
BEEZENAT—FZEZBHTHEVTLEIV, BNEGRRENSRT—FZETTEIIEHNTEEE
Ao

PHIBR 7N R %2 HEDH S

BREI—TAUVTATERELELZIPT7FLAER—FZHEAL T, Acronis Cyber Files @ Web 4 > & —
Tr—RIIBELEST, 774N POBBEETHT Y MINRRXT—FZERETDLIICKDEA v —
CHFRRINET,



EE
BIMNOBEBEHE (RN LERETETEFT, MOV, [T—N"—DFE| v/ 3>v2S5BL T
Uy,

CDTAY—FICEY, BmOTELEEZRETCEET,

o [B2fRERE] Tl BB, W7 — R¥—L, BEEEFBATERING Y —N—% FJ14tV R EEHE
BE, VT AVE—T A RBHEOBEEITVWET,

o [LDAP] mE%F TlE. B& T Active Directory O B#&IEHR, IL—II, KU —%FERTESLLHICL
9,

[SMTP] @B ETIE, ENAIIL TR LR EBEDREEITVET, ENAMIL T2
Y RTlE, BFBEFOXRERFICSMTP Y —N"—2FERINET, R EBEEEILZ. 74 ILEX~DIE
f i I —OBEAEXETE/-HICSMTP 4—"—%{FEHEL T,

1.

4

[(FEAER] R—Y TRABZENTEDZITRTOEREIR. BROTTRICHHERT LA TEET, &
FEDFMICO>VWTIE, [H—N"—FH | OBRIZSBL TILEE W,

A4t R

AR Z R 3113
[F547LERIE] 2 RR L. BELEREAALTETI 22U v o LET,
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@ Starttrial @ Enter license key

Please register to start using the trial

First Mame Jdohin
Last Mame Price
Cauntry Lnited States .
State/province YWWashington l
Phone +1000-755-332-12
Select industry Telecammunication .
Company  Meucott Ltd.
Email  jprice@neucott.com

Continue

Acronis Cyber Files 1 Y X2V RI25 M4 R & 5F 3 IZ13:

L [7R&oF F—2ADLET] 23R ET,
2. 7AXV M F—ZFANL, Fzv IRy I REERLET,
@& Starttrial @ Enter license key

M | understand the details and scope of my license may be found on my invoice and at hitg e Acronis. com
{comparylicensing bkl

Continue

3. IRl 22 U v I LET,

2%

Xz
it
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[E

Y= =RIcY == E AN LET,

2. a—%—2" (http:// £7=1% https:// THE2) 77 YA MIT 72X TES root DNS & F7-14
IP7FLREZIEELXT,

3. [BBERJV]I DT 74V bOEBEERLET, BEOF 7> avid, [EEL [FAVEL [770X
Bl [AAREL 12V TEL [(RA V8] [Fxa8]. (B2 78] [R—7 >~ FE]l. [BEEL
[(FEE (FEF) . [vEE J@rF) ] 9,

4. (RElIZ7V v LET,

SMTP

Acronis Cyber File @
SMTP

Licensing

Acronis Cyber Files Server uses the configured SMTP server to send emails to invite users
to share or enroll mobile devices, as well as notify users and administrators of server
activity.

SMTP Server Address myemailserver. mycompany

SMTP Server Port 25
Use secure connection?

From Name Acronis Cyber Files Admink

From Email Address | adminname@mycompany.c

Use only this address for all

) ) (i
email notifications -

Use SMTP authentication? [

Send Test Email Skip SMTP Setup

CDOFIEERFY S LT, BTSMTP 2% FT 5L TEET,

1. SMTP H—/~—DDNSZZ7IFIPT7RFLREADLET,

2. Y=N—DSMTP R—+rE2AHL X,

3. SMTPH—N—0iREZEALAVGEE. [EFXa VT4 TRESWAEREZERALEIH ?]
FTavEFTZIZLES,

b, Y=N=—DBEEIND EX—LD [EHA] TICKRRINZ IV -ZEZANLET,

5. H—N—PHIOXKEENDEXA—LDT7FLAEZAALET,

6. SMTP ¥ —N—Ta21—H -0/ X7 - FORAEEAL TW25HEIL. [SMTP R0 ER] =+
VIl T, EBEREADLET,

7. [FRAMRADEXA—=NWDEE] 227Uy LT, FIBS TIRELZEXA—LALTFLXICTRMHDE
A= EELET,

8. MREIA/ Vv s LET,
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LDAP

LDAP

An LDAP connection to your Active Directory can be used to provide mobile access and sync and share access to users in your organization. LDAP is not
required for unmanaged mobile access or sync and share support, but is required for managed mobile access. Only LDAP connections to Microsoft Active
Directory are supported.

Enable LDAP?

LDAP Server Address myldap.mydomain.com

LDAP Server Port 389

Use Secure LDAP a
Connection?

LDAP Username myldap.mydomain\john
LDAP Password
LDAP Password Confirmation

LDAP Search Base dc=mycompany, dc=com

e.g. mycompany.com. Users with email addresses whose domains are in this list must authenticate against LDAP.
Users in other domains will authenticate against the Acronis Cyber Files database.

pany.com + Add

myldap.mydomain.com = Remove

Domains for LDAP
Authentication

—1 Require exact match

LODAP information caching ~
interval

S

~oo

4

B
DFIEERFy 7 LT, B TILDAPA{RETHZHTEET, 7272 L. —&BD Acronis Cyber Files
AE

WREIIERET 2 FTEATE EH A,

[LDAP zB#ICLETH?] A4V ICLET,

LDAP H#—NN—D DNS & 7= IPT7FLXZASDLET,

Y—N—0DLDAP R—rEAHDLET,

LDAP # — N\ — & DR ICIRAZE 2 ER T 254513, [LDAP DEF 2 Y 571 TRESN-EREE
BLETHI?] 24 ICLET,

LDAP mE&ERIER%E F A4 > HEHTANLET (fl: acronis¥hristo) o

6. LDAP RBER—XZAALET,

e e

o
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7. LDAPZED R XA A5 AHNLET, ( ljoe@glilabs.com] EWHIBEFX—ILTHY > D LDAP
EFEAEMICT B IE, [glilabs.com] EAALEY) o
8. REl#/7 Vv o LET,

O—HhN F— b oz H—r—

KCD ZENANZSAT Y FEBTEHEIE2HEIZ. A—HLy— 74 (BETD Tomcat & (A
Loy Y EICA YR b—LENH D) ICBERTIHELHY £T, ZI3TIE F—r7zA4ATN
SDY TR M52ZD Tomeat (BE) —~"—(27BF> LET,

EE

R~ 27— b7 x4 3 —/"—¢& Acronis Cyber Files ¥ —/N—DlA%Z A > X b —IILT SFAE, H
ENBEFNICRE SN, BEICL - TEBEINET, 7747 AT/ XARAEA—-HIL T —
Tz Y—N—DDNSHZELEFIPTFLRZEBETHLDICTHETRT A vE—IARRINES, &
DT FLRFENDOEETEET,

L. A=A T —b7z2A4 Y—N—DODNSEZE/IFIPTFLRXZHRELET,
2. ®RTFlZo Vv o LES,

774NV YRS MY

File Repository

These settings determine where files uploaded for syncing and sharing will be stored. In the default configuration, the file system repository is installed on the
same server as the Acronis Cyber Files Server. The Acronis Cyber Files Configuration utility is used to set the file repository address, port and file store
location. The file store repository endpoint setting below must match the settings in the File Repository tab of the Configuration Utility. To view or modify these
settings, run AcronisAccessConfiguration.exe, typically located in C:\Program Files (x86)\Acronis\Configuration Utility\ on the endpoint server. For more
information, consult the documentation

File Store Type Filesystermn w

File Store Repository

. http:/1127.0.0.1:5787
Endpoint

Encryption Level AES-256 «

1. 774NV A7 ZRAT7T%2BRLET, BEVOIAVYE1—X—LDT77(ILR T ELT[Z774
WORTFL] ZFERTEN. 759 RLEDT77ALA LT ELTRDA TS a v DIEEDH DEFER
L £4. [Acronis Storage]. [Microsoft Azure Storage]. [Amazon S3]. [Swift S3]. [Ceph
S3]. [S3 LE#MDHBMDR FL—],

ER
[S3 LEHMEDHBMDRINL—U]F 723> TCZDY X MIBHINTWAWSI I ML—F
ONAREFERTEET, LAL, TRTOEEDESRENMFIFRITFEINTWET A,
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MinlOS3 X L —Y 24 7HYR—banTHY, [S3 LEBREDHZMBDRA ML -] F 7> 3
VELTEETEETH, X2V T4 TREINTUVAWVWHTTP EHERATIEY R—bEhEd
Ao

2. 774N YRS P H—EXDODNSZE/HIFZIPT7RLRAAZANLET,

R

Acronis Cyber Files DI —T 4 U T a41d. 774N URIPYDTRLR K=+, LY
TZ7ANANTAT =2 a v ERETDRDICERLET, 77ALANTURD R IV BRA
YEOERER, BELI—TAUVTAD[TZ7ANL VRS MY ZTOREE—HLTOARITNIERY
FtHA, TNOLDEREERREIIEET S(C1F. AcronisAccessConfiguration.exe #E{TL £
T, FNlE, —MRIZCTY RiRA > b ¥ —/"—_E®D C:\Program Files (x86)\Acronis\Acronis Cyber

Files\Common\Configuration Utility (2 Y £,

3. BElbL~Lz#ERLE£9, [A&L]. [AES-128]. [AES-256] /iR L T2 Ly,
b H=—NR=PD21-Y—([IEFEXETIRNROEEHAFHZRRL TILE L,
5. I®R=FlZ2o Vv o LES,

Acronis Cyber Files 7 2 X & U >

Acronis Cyber Files Tl&. ¥— FRX—=F 4 DI TR Y Y 7 bz 72 ERETIC. S AMEOH
ExEBRIDIENTEET, REICIE. AcronisAccess 5.1 TEASNLFHLWI T A Z—FIL—7F
A FERAL Y, ZEFIEIZHE A, Acronis CyberFiles ¥ — b7 2 A/ H—N—ZRBLFVEH
PHDBAVR—FV b THBIH, RV —"—ICEaAEZRELEFT, REDTXTIL, Acronis
Cyber Files  —N—%BL CEEBINE T,

JT7RAR—=TN—TOFEMCHREFIEICEBT 25FMICOVWTIE, [7722—71L—7] OREZSR
LTSN,

HAARD T 7 AR =TI —THEeRERT 5 2 & % BE1D L A, Acronis Cyber Files Tl
Microsoft Failover Clustering H #7/R— F ST EF, THHLOFEMICOVTIE, BEEREI Y 3 v
#SBL TS0,

R A

Acronis Cyber Files TIZR—FNNZ IR R— S TWET,

R
FMICDOWTIE, BEABUSA TO Acronis Cyber Files DA ¥ X b —JL, BRPEIRE~DHEIT. X
V7 7A8—=0N—=T%ZRLTILEEN,
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Acronis Cyber Files DL W= 3 v AD T y 75
L —F

Acronis Cyber Files ZLUBIDNR—=Y a v h o7y 77 L— KT 2FEIL. BET, REODHEHIFLA
EHYEHE A

EFE
FARL—F Y VTV RATLDA VT L—R Ty T L —RigdR—banTWEttA, JEBERLH 25
&lZ. Acronis Mobility 727 Z H LT R — MZEBMUWEDHE I E W,

pE =
Acronis Cyber Files (IH&#r: Acronis Access) 7.5 LW REIDN—2 3 > A FERAL TW5HE L. Acronis
BR— bk (https://support.acronis.com/mobility/) £ THEBWEDHLE /ZE L,

pE
Ty TTL—=RTBEN, s T o T EREERL TS L,
pE o

BAREICL->Tld. COXRETHERINTWVWE ORI THEAD/NRERRZAMENN D Y i
o LUETD/R— 53 > D Acronis Cyber Files oD 7y 7L — RO HR KX LA VR =ILIZE Y,
ARBED 7 # VX BEICEENBEN S AEELH Y £5,

pE )~

Acronis Cyber Files "= 3 > 86 URRICT v 77 L — K3 5155, PostgreSQL I BEIMICIZ/N—
Pav1lic7y 7oL —FEnEtA. %@ﬁ/fd)uﬂﬁ‘ﬂﬂ ZDOWTlE, [PostgreSQL oL WA Y v —
N=2 a3 u~DT7y 77 L—F] #8RBLTLIESN,

BELAVER—RVbDONRYy T

Apache Tomcat 7 # /L%

7w 7L —FEIC, Apache Tomcat b 7y 77 L—Fah, IXTOERT7 7M1 ILHABEHEZ SN,
A7 7ALDEIBRENDIBEDHY £9, Apache Tomcat 74N X DA —%ERT D 528D
LEFT, INIE. T7H/LETROBATIZH Y £9:C:\Program Files (x86)\Acronis\Acronis Cyber

Files\Common\,

web.xml7 7 A WIEBH T BENC ANy 7T v 7L THEL e BEH L 9, webxml” 7 A LIk
TOL—FRKICEEEINET, N—=2ar 86 UEDNY 7T v T DRFHATIE

C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server\Web Application\WEB-INF\<Z{
LARBT> previous.web.xml TI,
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WL TEE2-VWETEDEE (LA v F v ithEEd, COZEBIIREINET) 2'H 285
. AWT 7 AADSZFOEEAFFHTAE-LBEYMIF TSN,

RELEEOITDEE

HEOHEZZRTEL TWLWAWSEEIE., T—N"—(CAIPF->T, Ny I 7y 77O RDEREHIE
TI3AEEMA BN EFT, T—ER—RDNY 77y THETTIHIC. FLWATEI I AR— £/
IFEET B EE2BE#OLET,

PostgreSQL 7—42 X —2X

ROFIELETT2E. TOTF—EN—ZADFF R FERABINE NS *.5ql 77 A LEERT 2 &
HRTEET,

1. aw»R7ary 7 b4 v R o%BE, PostgreSQLA Y X b—IFT 4 L7 FJIZH D 11.6\bin
7HNZIIBHLES,
fB1: cd "C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\11.6\bin"

2. BEQAX Y R 70V 7 T4V FIDOT 4L MU % bin 74 LZICBB LI, ROV R
TANLTLIZE W,
pg_dump -U postgres -f mybackup.sql acronisaccess_production
Z ZC. mybackup.sql (. R ENT=NY I Ty T 774D T 7AILETY,
D:\Backups\mybackup.sql D &L 512, Ny T v 777 AINEERTHO5— 3>y DTILIRR%EE
HHIELTEET,

R
acronisaccess_production |& Acronis Cyber Files T — & XR— XD ELRIIHRREND LBV ICIEREIC
ANTBRENDHY £5,

3. [Password:] &WSTAKRRENE T, Acronis Cyber Files DA > X b — L7 Ot XHIZEHE LT
postgres /XX — FZ AN L TLEE L,
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NRRT—F#AHDLTH, a9 F7AV 774 FODOBENLEIZE 72 HY FH A,

4, BH 7 7ANIZIEDPDTAL T FUADTIL RAPETINTWEWRY, Ny o7yl 774l
&, T 74N bThin 7+ LFICERENET,

ER

PostgreSQL 7 — & X=X KDy 0T v 7% ITH5HEIE. ROAY Y FEERAL TLEE W,
pg_dumpall -U postgres > alldbs.sql

alldbs.sql ¥Rk S N5/ 2T v 7 7 74 TT, D:\Backups\alldbs.sql D & 5 IZ 7 IL/XR%ZIETE
THIELHAEETT,
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PostgreSQL @/ Xy 7 7w ZFIEE a< > FEXOFEMICO>WTIE, UTESEB LTI W, https://www.postgresq

F=bJz == F—2R=2X
1. Acronis CyberFiles 77— hr 72 A H—N=—DPA VX b=LENTVWBEH—N—%SHBLET,
2. T—AR—REEC 7+ VZICBELET,

EE
T 7 4L FDFATIE, C:\Program Files (x86)\Acronis\Acronis Cyber Files\Gateway
Server\database T3,

3. mobilEcho.sqlite3 7 7 /L2 — L T, RELBFTICEEIVTIT £,

Acronis Cyber Files 58 €7 7 1 JL

1. BE7 74 ILAEENS Acronis Cyber Files DA Y A b — L7+ LEICEBE L £,

EE
T 7 4L FDIFBATIE, C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server T
ERS

2. acronisaccess.cfg 7 7 /L& — L T, REBIFBATICEE VI E T,

Ty 7L —FRIDT—EZR—=ZAD/INF1—L

IR

DREDFIEZEITT 2HIC. ROMEERIEZHER LTI,

1. Acronis Cyber Files PostgreSQL Y — L %&£ ¥, TNl [R&— k] X = 2—7D Acronis
Cyber Files 7 # L X% Y £3, [localhost] X 7o Uy o LT, B—"—ZEHELET,

2. acronisaccess_production T —ZRXR—XEZHI U v I LT, [AVTFYR] EBIRLET,

3. [NFa—L]ZFRL, [GF] 2 IFV]IZREL £,
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Maintenance... ﬂ
Options

Maintenance operation VACUUM ANALYZE REINDEX  CLUSTER

Vacuum

FULL § o | rreeze | D
Verbose Messages m

ANALYZE W

1 ? % Cancel « 0K
Py

= [

NE 2 —LNBIZERBEIDDZHELHY) FT, Y—N"—DBEIMEVEZICZOTOL %
ETLTLIEE N,

4. [OK] =2 Vv o LY,

5. [NFa—L]l 70w RMEDbZE, [RTIEFLES,
PostgreSQLEEY — /LA L £7,

Ty77L—F

TR

AVAP—=LEINTWVWEITANLRATNEY 7 b7 72T _RTEMDCLTLLEI WL, EHIZLAWVES
1. BEA RSN, 41 VA F—IUDKRKRT ZRIEEENLH Y £ 7,

1. RITAIRBA VYA —=2%228T7 L0y LET,
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RICEWEET, [Py7SL—Fl %220y s L%Ed,

Acronis Cyber Files Setup

Acronis Cyber Files

- Acronis Cyber Files

Click Upgrade to upgrade Acronis Cyber Files and associated components.

Click the 'Custom’ button to select additional Acronis Cyber Files components to
install.

Uninstall... I Custom... I Upgrade... l Cancel !

A VA b=NTEBAVER—3 bEHERLT [AYA=N]EI7U Yo LET,

Acronis Cyber Files Install Information
Acronis Cyber Files

Setup will now install or upgrade the following preducts. This process may disrupt users of
this system by starting and stopping the Acronis Cyber Files services,

Acronis Cyber Files Server v. 7.5.2.104 —> v, 8.6.0.960
+ Acronis Cyber Files Tomcat web server v, 7.0.70 —> v, 7.0.100
+ Java Runtime Environment v, 8.0,1620,12 —> v, 8.0,2010.9
Acronis Cyber Files Gateway Server v, 7.5.2,101 —> v, 8.6.0,166
Acronis Cyber Files File Repository v. 7.5.2.104 —> v. 8.6.0.960
Acronis Cyber Files Configuration Utility v. 7.5.2. 104 —> v, 8.6.0.960
Acronis Cyber Files Configuration Collection Tool v, 7.5.2.104 —> v,
8.6.0.960

Please note: This upgrade requires database migration steps that could take up to 60
minutes to complete. The service will be offfine during this time.

< Back I Install ] Cancel i

B4 v A b—LEaNarR—F > bE2ERLT AR N—FZFLC £,

Acronis Cyber Files Setup completed

Acronis Cyber Files

The following 7 products were installed or upgraded:

Acronis Cyber Files Server version 8.6.0.960
+ Acronis Cyber Files Tomcat web server v. 7.0.100
+ Java Runtime Environment v. 8.0.2010.9 6<4-hit
Acronis Cyber Files Gateway Server version 8.6.0. 166
Acronis Cyber Files File Repository version 8.6.0.960
Acronis Cyber Files Configuration Utility wersion 8.6.0,960
Acronis Cyber Files Configuration Collection Tool version 8.6.0.960

View Log | < Back I

ROA Yy =TT v T oL — RORTHERINET,
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Acronis Cyber Files Setup Utility X

|"/_h\'| The installation is complete but further configuration is required.

Click OK to run the Acronis Cyber Files Configuration Utility,

6. REI—T 1 UT 12K EIITkKdvoNn/izs, [OKIZZ7U Yo7 LET,

7. BEA—TA VT ARDERENELWMETHAINE I EHERLET, TNHLDITRTHEEELY
7275515, [OK] 2L TERELI—T 1 U T« %B L. Acronis Cyber Files Y —E X %5t L £
ERR

@ Acronis Cyber Files Configuration Utility X

Files Web Server I Files Mobile Gateway | File Repositary |

—Server Endpoint —Service Account

Address
% Local System Account

Port

Certificate

Chain
certificate

I™ Redirect requests from port 80

Configuration Log

oading settings for File Repository

ettings for File Repository loaded successfully
oading settings for Files Mobile Gateway

ettings for Files Mobile Gateway loaded successfully
oading settings for Files Web Server

ettings for Files Web Server loaded successfully

Help | OK i Cancel Apply

i
of

Ty 7L —RFFIEOERICT —ZRXR—IBITHEEINE T, ZOHEPIE, EBRD Web 4 &
ZOY—EZXDFTRTCHAFBTELRLLRY EST, rRYVOEBEAT Yy 77 L—FLAd >4 EDER
T, ZOEZELRUEBATRNTERTT2ETICLKRAUEAI D 2HELHY £, Web YA bATTTH
ICEZRT LIICRDETIH, Y —N"—0BEPCY—EX0OHMEZTHhHENLSICTE I & a5E<
BEHLET,

T—=br T2 A TZRAZXDODT 7L —FK

Acronis Cyber Files D Z R 2 =% 7 v 72 L — K3 5I(ZiE. Acronis Cyber Files Web H—/3— &
JIAR=TIN—=TDTF =Tz A —N—0OmMAEET v TI7L—RFT2LEIHY £7,

EE
Microsoft Failover Clustering 7 v 77 L — RO >W\W T, [HEER] o> arv %S
BLTLIEEW,
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EE
Acronis Cyber Files Web —/N\—D 7 v 7L — KO AERICDWTIE,  [Acronis Cyber Files @37 L
W=D 30 ADTy 77 L—F] ORFESBELTLEIL,

TF=bzAY—nR=TtIl. ROTYTITVL—FFIEZERITTILENHY £,

TYy7TIL—FZETTRHEIC. [Ny o7y 7] OREZHEABLTHOBRENYITyTLTLE
W,

BARBICE>TIE, CORETHEAINTVLE—MONXIXATERD/ARERLDAEELH Y
. UETD/R— 3 > D Acronis Cyber Filess oD 7y 7L —FPH AKX LA VA b=JLi2& ) &
ABRBO 7 A VXEEICEEN RN AIREENH Y £7,

T—hVzA Y=N=DT7 v T7L—F
1. W& DY —/1—7T Acronis Cyber Files 1 v X b —5%#E{TL X7,
2. [&3ZZ]EETRN] 22U v LET,

Welcome to Acronis Cyber Files

Acronis Cyber Files

Welcome to the Acronis Cyber Files Setup
Utility

This utility will install, update or remove Acronis Cyber Files,

2.6.0x960 Mext = I Cancel

3. EAF#ERNETA. AELET,
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Acronis Cyber Files License Agreement

Acronis Cyber Files

ACRONIS
SOFTWARE LICENSE AGEFFMENT

PLEASE READ THE SOFTWARE LICENSE AGRFEMENT (“AGREEMENT™
OR “EULA™) CARFFULLY BEFORE USING THE ACRONIS SOFTWARE
(“30FTWARE™). ACRONIS INTERNATIONAL GMBH (“ACRONIZ" OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS
AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO

MTHAITTTART TOATT TTTTTT OTTMTRGTYT ARTTS RMAATRTTT AT A RTO,T OTTITTOT O

< Back | I Accept this agreement Cancel

4, [HREL] ZBIRL ET,
5. [Acronis Cyber Files 5=+ x4 Y—nN—=] 2V R—FX 2V bDOAEBIRL T, [RAN]ZT U v Y
LEd,

Acronis Cyber Files Setup Components

L

Acronis Cyber Files

Components to Install:
Individual components should normally be installed when deploying multiple Acronis
Cyber Files servers or other non-standard configurations.

I™ Acronis Cyber Files Server 8.6.1,1028
[v Acronis Cyber Files Gateway Server! 8.6.1.194
[ Acronis Cyber Files File Repository 8.6.1.1028
I” Acronis Cyber Files PostareSQL Server 11.6.3

< Back | Next > | Cancel |

6. AVAR— > bEHEREL. [AYRb=N] 20 )y 7 LET,

7. AVAP—ILDRTH BEZHEIL THOoA VI —F%FAL£T,

8. MEA—T1UT1zHCLIICKOONEZL, BELI—TAVT42@E. F—boz A ¥—
N=—DLURIOBREN TR TRFINTVWE L 2R LET, BRBICSCTEEZMA. [OK] 27
Dy o Lxd,

N > — N =L \ (o] ~ N
A—FRNTZURAEREDT v 77 L—FkK
ZDHA FTlE, AcronisCyberFiles DO —FNZ v v 7 HLU0Z0aAVR—% Y b IRTOEE
ICDOWTEHBRL £,

Ty7ITL—FERTTBEIC. [Ny IT7v7] OREZEBLTHOBRENYITYTLTLE
W,
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EE
Ty T OL—FRTBEI. BN — R 7EHERERLTLIEEWL,

ﬂﬂﬂ

EE
ﬁkﬁﬁugofm\:@E%Tﬁ%éﬂfmé—%@wzﬁiﬁﬁwwxaitéT%ﬁﬁ%Ui
T, UBTD/N—2 5 D Acronis Cyber Files S0 7 v 77 L — KPP HARLA VA b—ILITk Y,
ARBO 7 A IV XEEICEEN BN AEELH Y £7,

FIAT 2 EIIC

A4

==

Acronis Cyber Files TlZ, &V U —XITHAAFNTVLAENR=Ua v LYFHFLLA=2 30D
Tomcat, Java, LU PostgreSQL IZHR—brEINFHA, BEDN—=2 a3 VICETRIERFIDELR
AR, T/ YiR— b2 —FTITERELIZES W,

EE
AEBIENTOT AN v 7L —RFoETEBRIEHOLET,

COR=JICHEINTVEITRTONRIE, T7HILFOBHRERLTWES, 7y 7/ L—F%f
WEHRZLA YR M= EITSTBEICIE. RADERBR > TVWBRHELHY £7, %@%El =
T LETARE 7 ANLEADELWIRE B DI 57812, Windows Y—E XD [—EXZ] T b
DaERALTLIZE0,

HEOHBAICBAL, ROBELGFIAISERL TILEL,

o Acronis Cyber Files ' —/X— & PostgreSQL 4 —R—pREIL~Y> Y FICEFEELEFTH?

o PostgreSQLAY Y DiR— F TERITENTWETH?

o WA VA P—ILENTUWSPostgreSQLO RS — LA TET N ? TNEHEHD D S IZ1F. PostgreSQL
B —ILZBILT acronisaccess_production T —XZXR—X%&E 7 Uy s LEd, Ao [ZON
F4]12, [Tva=-Fa4 7] & [XFOBE] "ERINET,

i
f

kH

LAY RM=JL L7z PostgreSQL T6 [Tva—F 4 v 7] & [XFEOEE] HPRILICHE-TWS
CEEBERLTLIZET WL, ABLTHRWES, EBICT vy 7 7L—RFTEEHEA,

o PostgreSQL #ETLTWE <> D IP X DNS LA TTH ?

o WEDY —/N—DPostgreSQLNN—2 a VEFIEFRTIN? INEZHELOHBITIE, XA D
PostgreSQL 7 # LZHWD 7 # L X ZEZ AL DI RHFEETT (F 74/ kTC:\Program Files
(x86)\Acronis\Cyber Files\Common\PostgreSQL) . Pl 7 + )L X & |d PostgreSQL M X ¥ v —
N—23vES (9.2, 93, 94%x1E) T,

e Access ¥ Files Advanced 7 EDFH WA= 5 > D&ELZ A 5 Acronis Cyber Files 127w 77 L — K
LEBERKIE. TALI MDA ERRDAEENH Y FTOTITERIZIL,
RO[IZEBZEITLTLIEE N,
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© C:\Program Files (x86)\Acronis\Access\Common\PostgreSQL
° C:\Program Files (x86)\Acronis\Files Advanced\Common\PostgreSQL

° C:\Program Files\PostgreSQL\
e VALY ATLIZOWTORERT VEAFANTRTEEINTWD I LEZHERLET,

754 <Y & L THERET B Acronis Cyber FilessWeb H—N—<> > D 1 D% RIRLEFT, TDT >
. BUICT v 7L —Fan, TE/EZTED PostgreSOL T — 2 RXR—XZHBITEND &£ W) EKRIZHE WL
TORTFARY /=TT, FEBICAKERT —ER=ADFEF. INLOBITICHS A D Z &N
HYET,

-2
TI3ARYY—NR—AT v 7oL —Fa&h, WebAM>»&—7zx—RATA Y L TFDOHY—nN"—%HT
ZEDNTEDLSICHEDET, D Tomecat Y—R"—%T7 v 7L —RLEWTLIEE L,

T—RNXN—ZAD/NF 12—/
INICEY, T—EZR—XAZBETEIIE TNy I Ty T EETOT O AAETRILENE T,

1. Acronis Cyber Files PostgreSQL By — /L& £ 3, THE [RZ— ] X =2 —® Acronis
Cyber Files 7 # L X IZH Y £3, [localhost] X 7o Uy o LT, $—"—ZEHELET,

2. acronisaccess_production T —ZRX—R%&HIZ U v I LT, [AVTFYR] #BIRLFT,

3. [NFa—L]zERL. [9] 2 ITVW]ICREL X7,

Options
Maintenance operation VACUUM ANALYZE REINDEX CLUSTER
Vacuum

FULL |m FREEZE |m ANALYZE m—|
Verbose Messages m

i ? ® Cancel v 0K

B2
NE 12— LABIZIZRBEALD D ZHEDHY FT, T—R"—DBEIMBEVE IO OER%
EITLTLITE N,

4. [OK] &2 Vv o L9,
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5.
6.

[NFa—L]l TOERPELZE, [BTIE2FLET,
PostgreSQLE®EY —ILAZF L T,

=P aN m I Nl Sl N7 VAR Ay

Ny 2Py 7TEETDOFEIEBDFEMIZO>WTIX, [Acronis Cyber Files /8y 27 v 7 LiEx] ORE
ZSBLTLESY,

PostgreSQLT — & R—=ZXD /Ny 7 7y 7

1.

2.

I~ T D Acronis Cyber Files Tomcat ¥ —E X %#{E1 L £ 7,

Acronis Cyber Files PostgreSQL BEY — LA E £ 9, ZMNlE Windows D [REZ—F] X Za2—®D
Acronis Cyber Files 74 L ZICH Y £, T—ZRXR—H—/N—[TEHK L £, postgres T—H —
DIRRT—=RAREROONDHZBENHY £7,

[F—2~R—R]%#ER L. acronisaccess_productionT —XN—XX%&5H7 v o7 LET,
[(AyTFFyR]@ERLET,

5. [NFa—L]lZBRL, [GF] 2 IEV]ICEREL £,

73

Options
Maintenance operation VACUUM ANALYZE REINDEX  CLUSTER
Vacuum

FULL \m FREEZE |m ANALYZE m|
Verbose Messages m

i ? % Cancel v 0K

[OKl =2 Uwv o LET,

T—2Z~_R=2 [RF—==]. [Public]DJEICEBREAL X T, [F—TN]Er/a o iFEe£AELE
T, ZHICEY ., BIRRBICT —EZR=—ZANDPEREIETIN-Z L A2ERTEET,

PostgreSQL Administrator vV —/LzE L. BEERECOaAT Y F Ay 2RAEET,
Zoavwy R7Aar 7 kT, PostgreSQLDbinT 4 L2 b UIZEEHL T,

f5ll:cd "C:\Program Files(x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—3>\bin"
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AR

HARLA YR b—ILETEEWA YR =L ZERT 2551013 PostgreSQL bin 7+ L X &9 &
SRR ERETIHLELNDH Y £ (: C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\PostgreSQL\9.4\bin\) ,

1. 3~ > K pg_dumpall --host localhost --port 5432 --username postgres --file alldbs.sql & A

HLES,

e alldbs.sql Ny I T v T DT 7 ANZIFIZEHY £, INiZPostgreSQLDbinT 4 L & kU IR
FaInxd, HOBMICRET 20BN HDHEIE. EROIY Y FRTRRZFERATEET,
ez, AV FOREERDL S IZEE L £9: --file D:\Backups\alldbs.sql

o TTHINPMUADKR—-FEFEALTLSEEIR, 5432 ZIELWE— FESICEELET,

o TT7FIFDPSQLEEET H Tk postgres ZERA L TLWAWEEIZ, L83~ FR®D
postgres & CHADEEE T H TV FRZICEEL TLEEL,

o ZOFIETIE. postgres I—H—DNRT—=RFEFENADNTEZ LS ITKkOSNET, D/
IC/XRT—FAEAAL TEnter¥F =% L TS0,

o)
IR

NRRAT—=FZAALTH, a~v>F7arv 7 b4 Vv RFT7ORENLGEITE >72<HY T A,

2. Ny o7y T 7 7ANERERIGAIICOAE—-LET,
3. PostreSQLEFIET v /7L —RFanh Wz, Postgres—EREF> vy FE T LEBEWTLES
LN,

ZOMODEERIVR—F> bDNY 7Ty T
1. Tomcatdconf7 # /L X &logs7 # VX% /Ny 7Ty 7 LET, T 74 bDIFAT: C:\Program

Files (x86)\Acronis\Acronis Cyber Files\Common\apache-tomcat-</\—32>\

EE
</N\—30 3 > | Acronis Cyber Files Tomcat f Y XXV RADIEL WA= 3 VITEERR T,
\apache-tomcat.70.0.70\ D L HIZ L TL7Z& Ly,

2. acronisaccess.cfg7 7 A1 INE Ny 0Ty T LES, T 74/ kDB C:\Program Files
(x86)\Acronis\Acronis Cyber Files\Access Server

3. T 74/ kTC:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server\Web
Application\WEB-INF\ (CEEE SN BT XTD webxml 7 7 A ILEZ Ry o7y 7T LET,

4. newrelicymlZ7 7 A INZ NNy 0Ty T LET, TOT7 7 AILDGMIERTF LIZGAICEKEL X T,
New RelicEEfRZ R L TLWARWERIE, CORT Y72 RXF v T TEET,

B b 2 AP =N DF—RR—ZDNY I T T
1. 9T Acronis CyberFiless 7 — b7 2 A Y —EXEZFT7(ICLE T,

2. 77 # ) FTC:\Program Files (x86)\Acronis\Acronis Cyber Files\Gateway Server\database ®
F—h Iz AT —2R— 7+ LZICBEHL £,



3. mobilEcho.sqlite3”7 7 1 LDy 7 7y TZ{ERRL £,
b F—bF Iz AHY—NR=TLIZINODRT Y 7T5BYERLET,

TRTOTY Y DT TD Acronis Cyber Files b —EX &=L £,

7w 77 L— KRl RTD Acronis Cyber Files Tomcat ¥ —EX %81t 3 Z EHAFRARTT, £
TLEZEICTEIHLEDLDH S PostgreSQL H—E R %R\ T, 1D T®D Acronis Cyber Files H—
EXHELETEIILZEE@HLET,

PostgreSQL 7 v 7oL — K

FIE 1: PostgreSQL = 7> A4 Y A b —IL T %
Uy Acronis Cyber Files  —_R—D A4 v X b—Z % EEBL £,
[£>zz]BAERTRN]Z7V v LET,

1. RR%HATIOKI 22Uy oL, T Fa—H -4t (EULA) 22T ANET,
2. [PYAvRb=N]ZEZZ UYL,
3. [Acronis Cyber Files PostgreSQL ¥ —/X—] & AEFEIRL T, [RAN]Z 7V v o7 LET,

Acrenis Cyber Files Uninstall
Acronis Cyber Files

Select components to Uninstall:

[~ Uninstall all Acronis Cyber Files components

[ Acronis Cyber Files Server [v, 8.6.2.1098]

[ Acronis Cyber Files Gateway Server [v, 8.5,2,200]
[~ Acronis Cyber Files File Repository [v. 8.6.2, 1096]
[~ Acronis Cyber Files PostgreSQL Server [v. 11.6.3]

% Back | J || Cancel

4 TUAVAM=LPRET LIzb, ROEEZXATOINERINET,
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7.

76

Acronis Cyber Files Setup Utility

Mote: The following directories were not removed:

Acronis Cyber Files Postgre50L database:

“ChProgram Files (x36]hAcronishAcronis Cyber
Files\Common'PostgreS0Ly11.65\Data’,”

5. [OKI &2 Vv o L%,
RDT 4 FIHRRINET,

Acronis Cyber Files Setup

Acronis Cyber Fi

25

—Acronis Cyber Files

Click Urinstall to remove broken Acronis Cyber Files components from your
system.

Uninstall...

7

Cancel |

—

\

AVA=N.]%Z7Uv I LET, .
ROEEZATOATHAERREINET,

s

Acranis Cyber Files Setup Utility

WARNING: Uninstalling individual Acranis Cyber Files

i components could damage other component functionality -
 Click QK to continue,

[OKlz27VUv s LEY,

Acronis Cyber Files D7 > A v X b — LD 1« > R BERREINE T,

© Acronis International GmbH, 2003-2023



Acronis Cyber Files Uninstall
Acronis Cyber Flles

Select components to Uninstall:

[~ Uninstall all Acronis Cyber Files components

[~ Acronis Cyber Files Server [v. 8.6.2.1098]

[ Acronis Cyber Files Gateway Server [v. 8,6,2,200]
[~ Acronis Cyber Files File Repository [v. 8.6.2. 1096]
[~ Acronis Cyber Files PostgreSQL Server [v, 11.6.3)]

< Back Mexk = | Cancel I

8 [F¥ruN]ZEI YUY I LET,
RDWER T4 v FUDRRINET,

Acronis Cyber Files Setup completed

Acronis Cyber Files

The following product was uninstalled:
Acronis Cyber Files PostgreSQL Server 64-bit v, 11.6.3

View Log I

9. Tl Z/VYILET,

10, ¥—NR—v>v v xHBiEegl £7,

11. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common (CFENL. FIE 6 (&> T
PostgreSQL 7 # L X & HIR L £ 9,

pE =
ToAYRAR=IHET LEb, Windows H—E 2D ) X k(2 AcronisAccessPostgreSQL A& R &
Ny 9,

FIE2: 3 LWwN—=2 3 >0 PostgreSQL #4 > XA b —ILF 3
FLWAN—= 320 PostgreSQL #4 Y R =T 3ICId, ROFIEZEITLET,
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o vk~ w

10.

78

[H—ER] o> bA— /82 )L %ZEIWNT, Acronis Cyber Files Tomcat ¥ —E X #{=E=1EL £ 5,
#1 L UL Acronis Cyber Files == A Y XA b—=Z %&ZB L £ 7,

EE

B3f/N—< 3 > ®D Acronis Cyber Files Y —"X—D A > X b —F |4,
https://www.acronis.com/products/file-sync-and-share-downloads/ &7 > A — K3 %,
T ZhIYiR— bk (https://support.acronis.com/mobility) (BB WEDHLE L IZE L,

[Erzz]BETRAN]Z7V v o LET,

NEZFZATIOKI Z2)v oL, T F2—H%—-F4 €22 (EULA) 2ZIFANET,
[AREZL]IZIY YT LET,

[Acronis Cyber Files PostgreSQL H—/—] avR—% > FDAEFIRL T, [RAN]Z7 Uy oL E
ER

DBEA YA =L BT 74N bOFHEHZLTC, RN 27V v o LET,
DB/XRT7—FEHRELT, [RN]ZZ7 U ILET,

[4YZAb=0] %271y LT, PostgreSQLDB DA > X b —L%BBL T,

xE
ZO7AERICHHIDEMIZ. Y—N"—DU Y —RICLYERY FT,

AVAR=IUDRTTEE, RDT4 Y RUHRREINET,

Acronis Cyber Files Setup completed

Acronis Cylber Files

The following product was installed or upgraded:

Acronis Cyber Files PostareSQL Server version 11.6.3 64-hit

View Log < Back | Exit

#¥TlzsUvoLES,

R
A VA F—=LATT LS, Windows 4 —E XD YU X kI AcronisAccessPostgreSQL 7'\ FB E &
RENBELDITHY £,
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|

B3:DBarT VA VYR—FT5D

DBaArY7v VA vR—-1+T3ICE. ROFIRZETLET,

1.

Acronis Cyber Files PostgreSQL Administrator 77U —3 a v 2F&, O—ALT—EZR—2
P—N—ZEHRLT, [T—ER=R] ZBRLET,

2. acronisaccess_production E WS ZRIDT —XARXR—AWH 5 T & ZHERLFT,
3. T—EAR=REHI/ Yy LT, [BHF]IZ7V vy LET,

10.
11.

12.
13.

14,

7

F—gZR—2Z_ [RF—=]. [Public] DIEICEREL T, [F—7N] ICEBAGTWI E2ERLET,

R

T—RER=RT—=TLADHIEEIE. T—ER—=X%H7Y v 7 LT, 4B% oldacronisaccess_
production (CEE L £,

B#IC, [T—2R—=R]ICBEBLTHEZ Y v 2 L. acronisaccess_production & L5 ZETDH L L
T—ARX—=X%ERR L £7,

PostgreSQL Administratorz L, BEEERECOIY Y 7Oy 7 b aME £,

avw v R7ar 7+ T, PostgreSQLbin T4 L7 b U ICHEEIL X9,

f5l: cd "C:\Program Files\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—3>\bin"
T—RN=ZD/Ny 7Ty 7774 alldbs.sql (£7cldF1—H—AUFF7=7 71 )L4&) % bin
TALZM)ICaE-LET,

axvR7ary St koaxwy FEFETLET:psgl -U postgres -f alldbs.sql

postgres /XA 7 — RaERDOLNTZOANDLET,

pE )

BETABICIIRRALI DD BHELH Y £, ZORBIET—ZRXR—XDY A XICKYELEY £9,

BxrmT Lz, axvy F7ary7rova vy FozBALES,

Acronis Cyber Files PostgreSQL Administrator % 5 —EBE, O —HILT —Z X=X P —/—
ICEEf L £ 9

[F—R=R]HZRIRL £,

acronisaccess_production 7 — X X—X % &, [RF¥—=]. [Public] DIBICERLEY, T—7
NOEITOY —N—,RICTHE Z L Z2ERLET,

F—4& R —ZXH—E X Acronis Cyber Files PostgreSQL 4+ —/"— %4 L £,

TANIRNVDT v T L —F

ECICHEETIDICEFELEL, FT774LURSMIETYTITL—FLET,

1.

Acronis Cyber Files 1 Y A =% 77 AL YR M) AVR—32 Y MAFEETHIAVE 21 —X—
L:: to_' L/T%?i’bi‘g—o



xR
BEOT77ANYRY P —EXEBFERALTWAFEEE., ftoa v R—% > MIOEDHIIC, T
TOURI FVIIHLTINSGDRT Yy 72BYRLET,

2. ¥5ZzE@E T, RN %27y LET,

Welcome to Acronis Cyber Files

Acronis Cyler Files

Welcome to the Acronis Cyber Files Setup
Utility

This utility will install, update or remove Acronis Cyber Files.

2.6.0x960 Mext = I Cancel

3. ERFFREENICAELEY,

Acronis Cyber Files License Agreement

Acronis Cyber Files

ACRONIS
SOFTWARE LICENSE AGEFFMENT

PLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™
OFR “EULA™) CARFFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMEBH (“ACRONIS” OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS
AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO

MTIMAITAT TTATT TTTTTT OTTHITRWRITT AT R FAATAT T T RTARTST OT T O

< Back I I Accept this agreement Cancel

4. [AhREL..] ZZERL T, 7v 77 L— K9 %Acronis < PRODUCT_NAME> Z 7 A WU KT Y
DHEERLET,
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Acronis Cyber Files S5etup Components
Acronis Cyber Files

Components to Install:

Individual compeonents should nermally be installed when deploying multiple Acronis
Cyber Files servers or other non-standard configurations.

r 8.6.1.1028
I~ Acronis Cyber Files Gateway Server 8.6.1.184
v Acronis Cyber Files File Repository 8.6.1,1028
I™ Acronis Cyber Files PostareSQL Server 11.6.3

< Back | Mext = | Cancel |

5. [RN]1 %2 U v oL T AV AE—ILORETEHRL., [A¥RAb=N]Z27 Vv LET,

6. Ty 7L —FART LIzo, BT 20Uy o LEd, ZREI—T1UTahEELZS. [OK]
7 Uy o LET,

7. M5$T2ava—2—EDFTF4=Y Acronis Cyber Files Web ¥ —/X—D 7 v 77 L — FIZHEHR
9,

724 < CyberFiles == 7 v 7L —F

1. Acronis Cyber Files Advanced 4 ¥ X b —Z % 7°Z 4= U Acronis Cyber Files Web #—/x—2 >~
Ea—%—icar—L%7,

2. 754=1) /— KT, Acronis Cyber Files 1 ¥ X b —Z %F30A L £,

Welcome to Acronis Cyber Files

Acronis Cylber Files

Welcome to the Acronis Cyber Files Setup
Utility

This utility will install, update or remove Acronis Cyber Files.

2.6.0x960 Mext = | Cancel

3. 52X EET[RAN] A7V oL Th, [HRZL]Z7 Yy o LET, ZnITLY, oA >
Ab=ZRBEEET, BICOAYE21—RICA VA ML ERDOBERY—ERDORET v T L —
FEzrzenTExd,

4, 7w 7L — K9 3% Acronis Cyber Files ¥ —E X %3#EIR L £ 3, Acronis Cyber Files Web H#—/3—
EBICAY a2 — R —FEICFEETZIRTCOIVER—2 >V T EIRLET,
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Acronis Cyber Files Setup Components
Acronis Cyber Flles

Components to Install:
Individual components should normally be installed when deploying multiple Acronis
Cyber Files servers or other non-standard configurations.

[¥ Acronis Cyber Files Server 8.6.1.1028
I¥ iAcronis Cyber Files Gateway Serveri 8.6.1.134
[ Acronis Cyber Files File Repository 8.6.1.1028
¥ Acronis Cyber Files PostgreSQL Server 11.6.3

< Back | Mext = | Cancel |

5. [AYRM=N] %IV I LTAVAI=F%KT L, BEA—T1VT1%EEHLET,
EE
BEL—TAVTADREEZLEBLALVWTLKEEW I RERALTET S, BHICHENE L S A6
HAHY 9,

6. REA—TAVTATIRTCOMERY—ERERBL T, T—EZRXR—IABITHIKT LEL, 774
< % —/\—"7 Acronis Cyber FilesWeb 1 v 2 —7 . —ZXHAREEBVICEBIET 2 Z & 2 HERL £
T, Web 75 A BEIRICES) L T, Acronis Cyber Files —"—o a7 (4 YEEHARRINE
ERS

7. BEEZELLTRIA VL, REPEL T, EECHBEIN W E2ERLET,

8. boavR—%> D7 v 77— kfid, Acronis CyberFiles DZ DA Y RZ Vv 2A&FE{TLAFZF
IZLES,

g5

774<Y Tomcat b —R—"FIT7& N, ELLEELTWD Z & A#MERT 2 F TlE. ftbd Acronis
Cyber Files Tomcat b —/_X—% 7w 77 L — R £/ IERBLAVT IS WL,

F—hJzA Y—NR—DT7 v 7L —F

1.

2.
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EITLET,
£ ZEET. [RN] 227Uy LET,
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Welcome to Acronis Cyber Files

Acronis Cyler Files

Welcome to the Acronis Cyber Files Setup
Utility

This utility will install, update or remove Acronis Cyber Files.

2.6.0x960 Mext = I Cancel

3. ERFFREENICAELEY,

Acronis Cyber Files License Agreement

Acronis Cyber Files

ACRONIS
SOFTWARE LICENSE AGEFFMENT

PLEASE READ THE SOFTWARE LICENSE AGREEMENT (“AGREEMENT™
OFR “EULA™) CARFFULLY BEFORE USING THE ACRONIS SOFTWARE
(“SOFTWARE™). ACRONIS INTERNATIONAL GMEBH (“ACRONIS” OR
“LICENSOR™) IS WILLING TO LICENSE THE SOFTWARE TO YOU AS
AN INDIVIDUAL OR LEGAL ENTITY (“LICENSEE™ OR “YOU™), AND TO

MTIMAITAT TTATT TTTTTT OTTHITRWRITT AT R FAATAT T T RTARTST OT T O

< Back I I Accept this agreement Cancel

4, [AREZL.]JZFRL T, 7v 727 L—FK9 % Acronis CyberFiles ¥ — b 7 2 4 H—/N—D A% E
RLET,
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Acronis Cyber Files Setup Components
Acronis Cyber Files

Components to Install:
Individual components should normally be installed when deploying multiple Acronis
Cyber Files servers or other non-standard configurations.

I™ Acronis Cyber Files Server 8.6.1,1028
[v Acronis Cyber Files Gateway Server! 8.6.1.194
[ Acronis Cyber Files File Repository 8.6.1.1028
I” Acronis Cyber Files PostareSQL Server 11.6.3

< Back | Next > | Cancel |

5. [RAN] UV LT AVAM—ILORBEER L, [AYARF=N]%E27 U ILET,
6. 7w 7O L—FKIART Lo, [BT]1Z227Vv o LFET, ZEI—T1 VT ahEEEI L5, [0OK]
=7 Uw oy LET,

BYDITRTO/ —FKDT7y 7L —FK

7°74 =Y Acronis Cyber Files / — F XRTDT7 74 LIRS P UH—N— BLPITXRTDOT—
TIAY—N—DT v 7T T— I LTS, &Y D Acronis Cyber Files  —/N—D 7 v 77 L — FIC
ERES,

1. 7v 77 L—FW&RD ./ — K Acronis Cyber Files f Y X b—5 %2 — L TETLE T,

Welcome to Acronis Cyber Files

Acronis Cylber Files

Welcome to the Acronis Cyber Files Setup
Utility

This utility will install, update or remove Acronis Cyber Files,

2.6.0x960 Mext = | Cancel

2. 5 2FBAETIRANIZ7Uy oL ThB, [BAREALIZ 7y LET, ZHICEY . b1~
Ab=—NEREELST, BUIAVYE2—RIA VR M=V EHDBERY—ERDHRET v 77 L —
FFzzenceEsd,

3. 7w 74 L— K93 Acronis Cyber Files ¥ —E X ZZIR L £9, Hlca a2 —KIIHEET I —
EXDOHEFIRLET,
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Bl: A A= EINT— bV AY—NR=D 1 EDATHZHEICIE, A VA= TRET—*+

Tz AY—NR—aVR—Z > bORKREERLET,

Acronis Cyber Files Setup Components

Acronis Cyber Files

—Components to Install:
Individual components should normally be installed when deploying multiple Acronis
Cyber Files servers or other non-standard cenfigurations.
[~ Acronis Cyber Files Server 8.6.1.1028
[w ‘Acronis Cyber Files Gateway Server: 8.6.1.184
™ Acronis Cyber Files File Repository 8.6.1.1023
[~ Acronis Cyber Files PostgreSGQL Server 11.6.3

< Back | Next = I Cancel I

Acronis Cyber Files Setup Components

Acronis Cvyler Files

—Components to Install:
Individual compaonents should normally be installed when deploying multiple Acronis
Cyber Files servers or other non-standard configurations.
v Acronis Cyber Files Server 8.6.1.1028
[¥ ‘Acronis Cyber Files Gateway Server] 8.6.1.184
[~ Acronis Cyber Files File Repository 8.6.1.1028
¥ Acronis Cyber Files PostgreSQL Server 11.6.3

< Back | Mext > I Cancel I

fBl: 5 — k7 = 4 ¥ —/3—& Acronis Cyber Files U —N—HFET 2H5EE. MAERRLF T,

[AYAFP=N] %27V I LTAVAF—5%2T L. BELA—T14 VT4 2EHLET,

=
Pt =N

BEI-T4UTAORELLELAVTLE N, REALET S &, BARICHENE L2

MHHY £7,

BEI—TAVT A TIRTOMBERY —EREZRRBLZEIC. TD ./ — KT Acronis Cyber Files

AVE—2V b FEB VBT 22 L 2R £9,
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NIV TR

D7D Web AV R —T7 2 —RITIE, ENRNALTNAR A—HY—|IFEA2E5Z 5T RTDE
EEERAEEINTWET,

vt 7k

Acronis Cyber Files ERXA LT AT > MM, =K NX=F 4 DY —EREFERETICY —NN— I EE
ERT 570, BEENBICEETE X7, Acronis Cyber Files Y —/N— (%, BEFED 7 7 A LY —/R—
ERLCFRY F7—=7124 > R F—ILHAIBET, iPad. iPhone. Z7zlx Android 7/ b ZDH —
N—FDT7T7ANIT VLR TEET, INLDT7 7 AILILEH,. PC T Windows 7 7 1 JLHHGHEAE
AL TRICHBATESZLSICR>TWE 7 74L%, Mac T Files Connect Y —/N—7%{HEH L TBEIC
MBTEDLHICHR-TWET77AM4ILERLTT,

27 24 7 bl& Active Directory @2 —%—7H >~ k&{EH L T Acronis Cyber Files —/RX— (27 7
+ 2 L3, Acronis Cyber Files N TEBNMDTH T > 2R ETIHLEIEIHY T A, ADUIADI—
YP—IIT 7R EEMETI2HENDH BI5EIEZ T, Acronis Cyber Files 77 U 1. Acronis Cyber

Files "ETINTWLWS Windows ¥ —/N— FTERIN/-A—HhHLavEa—k—Tho > baFERL
1e77ANT IR Y R—bLET, BRICFRBAT 27747 FEBEERICEIAD D2I—H— T AHY
v AR ETT,

BADR/NERIL, Acronis Cyber Files D7 7 # /L b DAV X b—ILEZETT 3 1 BD Windows H—
N—THERENET, TOT 74/ bDA X k—JLiZlE, Acronis Cyber Files —/N—2a > R—% >

b & O—AJL Acronis Cyber Files 7 — b7z A H—N"=DEFNFE T, 2D+ UATIE, Acronis
CyberFiles 2 —H—AZD 1 EDT7 7 ALY —N—|TEHETE, ENAILTNARTDI ZAT >V NE
BARBEICHRY £, 77472 FEBIRERIGE, T—XY—RZA—HLT— b7 24—~
Ity k7 v 7 T&, Acronis Cyber Files ENA LI AT MaINOLDT—XY —RIZTI7EAT
FEITH YD Z0T TV arvEREZBERELET,

Gateway Server
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1. BE—d Acronis Cyber Files t—N—¢0O—ALT — k7 2 A4 H—/"—

EEDHDOT— b AY—N—%%Txy 7 —2I28BML T, CyberFiles 7547 DT Y
T RERETEET,

EE

Acronis Cyber Files D4 > X b —IL DML, AED [/ A F—L] £y avIitBEINTWE
To T—=bTx A Y—NR=bT—2YV—ROBRIZ. [ENAIL T IR D73V THBELT
WET,

ENANTSAT AU E—FEET 5355, Acronis Cyber Files Management Zf£F L T, Active
Directory D2 —H — £ 737N —T T IRU S —%2ERT 5 &N TE X9, Acronis Cyber Files
P—N=D1ELIBRETHY ., KU —ICL>TUTHABEICRY £7,

o BT TV —>avOREEAERT S

e VITAT Y TS =2 avICRREIND Y —/N— THLKX FK—LT4L 7 bUEEYHT
%)

s 77 ANLTEITTELREZHIRT 2

o Acronis Cyber Files 7 7 1 LA R Z &N TESZMMMDY —FX=F 4 77 ) %2%IR 3T 2

e TXFAVTAEYE (W—N—RIAVOEE, 77U =23y 0y RNAT—FRE) ZERET
%)

o TNARIZT 7ANERTFS HHEREEZENICT B

o Acronis Cyber Files 7 7 4 L% iTunes /Ny 7 7 v FIZ &0 S HRE & EMIZT

s AI—Y—-DT7TVS—ar Ay RRT=FEzUE—FrhoUty FT 2

s ENALTFAIOA—ALT—REREDYE—bTATEETT S

s TOMDELDHREHLVEFa VT F S ay

—MW e xy FT—OERI 47 FEETIL, Acronis Cyber Files %+ —/3—& Acronis Cyber Files

T—=b7z2AY—NR=—aOVR—FV DPA VI b=LENE1IEOY—N=C Tr7AILH—nR=tL

THEBET DEHDEINMDT — b7z A Y —N=DEENET, CDTFIVFTIE, TXTOENAMILY

Z 4 7> ;B Acronis Cyber Files 4 —/N—TEEBINS & 5 ITHER S . Acronis Cyber Files 771

T—ravhRBINZ IO —"—(CERL T, REZEZTF v L. RELRHRICETT

Vr—2avay R RT7—=FoVty bPUE-F7A47av Y FEaZIFANET,

Acronis Cyber Files 25 A 7> MIZiE, 2547 FOEBRYS —T, ¥—NR"—D Y X b, #HBER

JUa—LADREDT7 ALK, BLOFKR—LT AL F)EBEYETEIENTEES, LDV

v — R &, Acronis Cyber Files 7 7V ICBEIMNICEKRIN, 7 F7AT Y T 7VIET77ANT 7 2AD

DEHICIECTINLOY—N—ICBEEERL T,

EE
54T NEBOBWLEEROFERIZ. AED [FKUv—] 2o ave [EXNAILTNANALRDE
Bl w7y avilE8FIsnTcwEd,




Gateway Server +
Acronis Access Server

21805 — b7z A== 1E8D5—+7 A H%—/3— + Acronis Cyber Files % —/3—

R —

Acronis Cyber Files TlZ. Active Directory ® 7L — (2R ) =28 Y BTBHZENTEET, 7
W=7 RUS—3BFE, FEAETRTDIZAT7 Y VEBEHA®ZLET, V=T KRU>—DY
2 MIEEIEMIEICFR RSN, URMNO—F LD/ LV—-TOBEIBEMA RSBV EFT, 2 —F—
¥ Acronis Cyber Files =N —[CEEfR L 72 & EICIE. 2 —HY =P A U NRN— (I8 > TWERHELIEGA
BW1DDFIL—T KUY —ICL > TEENRESINET,

A—HY =R —E TN —T R Y=L VEBRIBAAEW -0, I—Y—H1EBT 27— & IFEBR
IS, AV ICHFEDREAERTINEEICI—Y - KU —2FEALET, 21—V — KU > —IL
TIN—TRY—KYVEBEEINET,

ER

ITN—TDERICEHT S b

TARC, FREFIEFEAEDI—Y—ICEALKRY Y —ZREZXBRT 255, [FTZ7xNFM JL—-TRY
V—HERTEET, TR —DAN—TFR, BRUEI - —FR) > —AangTRT
DA—Y—E, [FZHWP] TUL—T DA N—TY T, T74L T, [FZFNE] TL—7
PEHCHE>TWET, BEDI—HY—D T IIL—T12& S Acronis Cyber Files BEEADT 7t X% IER
TE2HE INOLDA—F—DEDEREFATIL—TRY L —DAYNR=(CHR>TWERWT & ZHER
LET, 2=V —THhHT Y bRAVITNADIN—T KUY —E—BLEBVWRY, Thdn1—H—(k
Acronis Cyber Files 7 54 7> FEEADEFHIETINE T,
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Group Policies User Policies Allowed Apps Default Access Restrictions

Manage Group Policies

Group policies configure the mobile client's application settings, capabilities and security settings. The group policy list is shown in the order of precedence. The
first group in the list that a user belongs to will determine their policy.

4+ Add Group Policy Filter by Name l Filter = Reset
Commeon Name [ Display Name Distinguished Name Enabled

Domain Users CN=Domain Users CN=Users, DC=test.DC=biz 1+4 = x
Default =

FHLUWERY S —DEN

FLOWI—T R —%EBMTBICIE

L [In=FRYVI—] 2T7%FRL LT,

2. FILWILUL—T RS —%EBMT2IC1E, [HLOWKRYVS—DEBM] A2z )y s LET, N
&Y. LW —=TRY o —DBM] R—YHRKRENET,

Leave Administration Q}

Group Policies User Policies Allowed Apps Default Access Restrictions

Manage Group Policies

Group policies configure the mobile client's application settings, capabilities and security settings. The group policy list is shown in the order

Policies of precedence. The first group in the list that a user belongs to will determine their policy.
=+ Add Group Policy Filter by Name v Filter = Reset
Common Name / Display Name - Distinguished Name Enabled
Default

3. [RICERYETBIN—T%#KRE] 71— LRI, KU —%1ERT 2K D Active Directory 7 )L — 7
ZO—EEIZLBAEANLET, [EBEOXF] 7213 [EEFNBXEF] 8FE% Active Directory 7
V=TI L TEITTEEY, [EBEOXTF] 0RRIE, [EEN2XF] 0RERLY LEFEHTRT
L9,

4. [BFEH0 Vv oL, BRENDERTI/N—TLEROIITIUY I LETS,

[EXxa2VUT4L [77V 55—z AL [F—L74LK], L [H—1"—] DK X T Th
BERREEZL TS (REFE]I 22Uy LET,

FLwa—H¥—RKY—%EBMT I

1. [2=Y—=RUI=] 2 T7%FRLET,
2. LW —HY—R)>—%EMNT22F. FHLVWKRYS—8M K227y LEd, Ih
&Y. BrLwa—HF—FRUS—nBIM - HrEEET,
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Leave Administration @

Acronis C

Add a New Group Policy [ save [N

Mobile Access Search your directory and select a group for this policy.

Selected Group
Policies

Find group that | begins with Search

Copy Policy Settings from: v Apply

Sync & Share
>ync bl Important note: Certain Acronis Cyber Files policy settings apply differently to Acronis Cyber Files for Android, Acronis Cyber Files

for BlackBerry Dynamics, Acronis Cyber Files with Mobilelron AppConnect, and Acronis Cyber Files with Microsoft Intune.
These exceptions are noted below via the |1, A, & and @ icons. Hover over each icon to view details on the policy exceptions for that
setting. You can configure your Acronis Cyber Files Gateway Server(s) to only allow specific client platforms to connect using the
Users & ] Acronis Cyber Files server

Audit Log

Security Policy Application Policy Sync Policy Home Folders Server Policy

3. [2—H¥—m&E] 7« — L FIC, R —%/ERRT 2R D Active Directory T —HF —Z D —EF 7=
e EANLET, [KEOXEFE] £7-1F [EEFNBXF] ®FE% Active Directory T —H — [T L
TEITTEET, [KHBEOXF] 0RFRIE, [BEN2XF] oRLY BERHETETLET,

4, BRlZ220)v oL, BRENDERTCLI—YF—-Z2BOFTr7VvILET,

5. [FxaUT4 N [77UVr—2av  [EHL [F-L74L&] 8L [H—"—]DELTTa
BEREBREEZL TS (REFE]I 22Uy LET,

K)o —DEE

BEDR)—52WDOTHEBEIT RN TEES, RUY—0EBIL, BETIZERNMALTSY 21—
P—ARICENA LT T 2R LS IC2—YF— BRI NET,

EE

EREY

Acronis Cyber Files 7 2 A7 +H, 70774 ILDEH, YVE—FXZXT=FDUty b BLUY
T— k74 FOREZITELSIZIE. Acronis Cyber Files b —/R—~D 2y F T =0 7 V2 ADNET
¥, 7547~ bA. Acronis Cyber Files |27 27t X3 357IC VPN ICER T A EAH DIHEEIL. B
BaOT Yy REZUMAHITZE1IC VPN ICEHRTZ20EBLH Y £,

TN=F KR —%ZETBICIE, ROBEEZITVLET,

1. by 7T AZa—R=D[IN—FTRIVY=]FT arvrEs)yv s LFET,

2. BEGTBHION—T%0 Uy o LET,

3. [FN—F KU —DfRE] -V TRELRLTEEMA., [REFE] 2L X7,

4. R > —%—FNICENICTZICE. BROZL—T7D [BM F0oF v oRy s 2%&F7I2LE
T, COEBIFEEICEMICARY £,

5. FIL—70EEIBMNEZEY 51214, [Manage Group Profiles] U X b TLMAE £/ 1Z TR & DK
oy LET, INICEY, 7T 7ALDLNILNLDEFAIETICBELEXT,
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A—HY—RUI—%2ZLETBICIE, ROBEEZITVWET,

1. [2—=¥—=FKRU=] 2 T7%FRL T,

2. BB a—Y—-%oUv o LET,

3. [2—H— KUY —DRE] X—V TRBLREFELEMA., RE] 2L £7,

4, R —H—BHNICENICTSICIE. BROI—Y—0 [B#] 7oF vy IRy 7 2%+ 7I1CLF
T, FCICEMbINET,

RS —DHTE

TFXaVT4 R —

Security Policy Application Policy Sync Policy Home Folders Server Policy

App Password Creation: B 1 H
@ Optional

O Disabled
O Required
App Will Lock:  Immediately upon exit v
Allow User to Change This Setting
Minimum Password Length: | 0
Minimum Number of Complex Characters (such as $,&1): | 0

Require One or More Letter Characters

Mobile client app will be wiped after | 10 ~ failed app password attempts

[J wipe or Lock After Loss of Contact

Mobile client app will be | locked ~ | after 30 days of failing to contact this client's Acronis Cyber Files server

Warn user starting = 5 days beforehand

App Crash Reporting: @
@® Never send reports
O Allow user to choose to send reports

O Always send reports

Allow iTunes and iCloud to Back up Locally Stored Acronis Cyber Files Files I E

[J user Can Remove Mobile Client from hManagement

Wipe All Acronis Cyber Files Data on Removal
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EwEILET, A7 avnT7 TN r—ary RRAT—ROERIDEHEB LR T — FRT
KBICL D HEHEDHRTEIZ. [FFTVDNRRT7—FOER]% [E] ISRE LBEOAEBRINE
ER
" PFYUDAYIDRAIVT . T TS —2a vy RRAT—RDANDNRBRENIEBEERTEL £
4, —F—HF /N4 X LT Acronis Cyber Files ENXA LT FUDNSBIOT 7V Ar— 312
PYEZ %, COBRBFHEAUINIBNCZDENA LT TVICRDBEEE. 77V 5— 3
YAy INRRT—REANTEIREN GRS BYFEFT, SRT—FZ2EBEANT S EE2BAIC
THICIE. BRTH] 28R LES, 22—V -—PNENMALTTVORET[TZFVOAYIDEZA
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Require Confirmation When Deleting Files

Allow User to Change This Setting

[ Set the Default File Action

Default Action: | Show Action Menu

Allow User to Change This Setting

Allow Files to be Stored on This Device
Allow User to Store Files in the 'My Files' On-Device Folder

Cache Recently Accessed Files on the Device

Maximum Cache Size: | 100 MB ~

Allow User to Change This Setting

Content in My Files and File Inbox Expires after = 21 days

[] Block the download of files and folders larger than | 0 : MEO®
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Allow

These settings can be used to disable certain Acronis Cyber Files mobile client application features and capabilities. All copy, create, move. rename. and delete settings apply to files or folders located on Gateway Servers. Files in Acrenis Cyber Files's local
My Files folder are stored on the device and are not affected. All other settings apply to any files in the app, both server-based and locally stored

Only file and folder operation settings apply to Mobile Access data sources accessed via the Acronis Cyber Files web client interface. Acronis Cyber Files Desktop Clients will not be permitted to two-way sync folders in Mobile Access data sources if the

policy does not grant full access for file and folder operations.

File Operations &
File Copies / Creation
File Deletes
File Moves

File Renames

Folder Operations ©

Folder Copies

Folder Deletes

Folder Moves

Folder Renames

Adding New Folders
Bookmarking Folders
*mobilEcho’ File Links
Emailing ‘mobilEcho’ File Links B
Opening ‘mobilEcho’ File Links B

Hyperlinks in Documents @
Allow Opening Hyperlinks in Documents
Allow User to Change These Settings

Open Into
@ Inline Browser

O Default Browser
O Mobilelron Web@Wwork

O BlackBenry Access

Data Leakage Protection
Opening Acronis Cyber Files Files in Other Applications
App AllowlistBlocklist: | Nene
Allow use of Document Provider @ [ Bl 1
Sending Files to Acronis Cyber Files from Other Apps Bl
Importing Files from camera/photo library
Emailing Files from Acronis Cyber Files EYE
Printing Files from Acronis Cyber Files B G
Copying Content from Opened Files @ &1
File Editing
Editing & Creation of Office Files
() Editing of password protected files @
Editing & Creation of Text Files
PDF Editing & Annotation
O Allow PDF Editing @
Allow PDF Annotation
Allow Creation of Empty PDF Files

[ Apply custom PDF view settings

Allow User to Change These Settings

Fit to Width

Nignt Mode

Scroll Direction | Horizontal

Page Transitions |~ Slide v

Page Display Mode | Single
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Security Policy Application Policy sync Policy Home Folders Server Policy

1 Allow User to Create Sync Folders

The following features are not supported by older mobile client apps. Please see this knowledge base article for details on the mobile client apps
that support these features.

[ only Allow 1-way Sync Folders to be Created @

Default Sync Folder Type | 2-way |v| @

Client is Prompted to Confirm before Synced Files are Downloaded: | Always ~

[ Allow User to Change This Setting

[ Only Allow File Syncing While Device Is on WiFi Networks

1 Allow User to Change This Setting

Auto-Sync Interval: | On App Launch Only |+~

[ Allow User to Change This Setting

[ only Allow File Auto-Syncing While Device is on WiFi Networks

[ Prevent device from sleeping during file sync

[ Allow User to Change This Setting
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Security Policy Application Policy Sync Policy Home Folders Server Policy

L] Display the User's Home Folder

Display Name Shown on Client: = Home Folder

Home Directory Type:

Active Directory Assigned Home Folder

Gateway Server used for access to Home Folders:

Local (192.168.2.129:3000)
Custom Home Directory Path  Edit
Gateway Server | Mot Selected

Home Folder Path: | Mot Selected

Sync to mobile client: = None
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Security Policy Application Policy sync Policy Home Folders Server Policy

Required Login Frequency for Resources Assigned by This Policy:
® Once Only, Then Save for Future Sessions
O Once per Session

O For Every Connection

[ Allow User to Add Individual Servers

Allow Saved Passwords for User Configured Servers

Allow File Server, NAS and SharePoint Access From the Web Client
Allow File Server, NAS and SharePoint Folders to be Synced to the Desktop Client

Allow Two-Way Syncing of File Server, MAS and SharePoint Folders to the Desktop Client

L1 Allow User to Add Network Folders by UNC path or URL

Gateway Server used for access to user-configured Metwork Folders:

Local (192.168.2.129:3000)

Block access to specific network paths

Blocked Path List: Add/Edit lists Refresh lists

L1 Only Allow This Mobile Client to Connect to Servers with Third-Party Signed SSL Certificates

Warn Client When Connecting to Servers with Untrusted SSL Certificates
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Acronis Cyber Files 5
Group Policies User Policies Allowed Apps Default Access Restrictions
Mobile Access
Allowed Apps
App allowlists and blocklists specify the third-party apps that Acronis Cyber Files will allow files to be opened into. Please note: app allowiisting and blocklisting are not currently supported by Acronis Cyber Files for Android
Lists
o 9 i group proft P group p pecit
+ Add List
Name - Type
No data available in table
Apps Available for Lists
These apps will be available o add to allowlists and blocklists. If an app you need is not listed below, click Add App to add it
+Add App

Name ~ Bundle Identifier
netbox BoxNet

com dataviz.DocsToGo
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Add a New App

Add any app you would like to include in a allowlist or blocklist.

In order for Acronis Cyber Files to identify an app, the app's unique "Bundle Identifier” is
required. Click here for instructions on how to find an app's bundle identifier.

App Name: | |

Bundle Identifier:

Save Cancel
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2. Mac Tlg, 8%, x—L T4L 2 kYU®d ~/Music/iTunes/Mobile Applications/ (2% Y £7,

3. Windows 7 PC Tld. #®%. C:\Users\username\My Music\iTunes\Mobile Applications/ (Cd ¥ %
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4, TRARZT TV EZA YA =L LIzIEDY OFEIE, iTunes DEIAZETL THh L. ROFIEIC
EATLIZE W,

5. Mobile Applications 7 # L X THERT 7V BDIF %7,
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http://www.macroplant.com/iexplorer/

9. ZOPLIST77A4L%ETFRA b TT7 42 THEET,
10. U X F AT softwareVersionBundleld ¥ —%z &2 (7 £ 9,
11. ZDOTFI "%%)XC??UT H. Acronis Cyber Files TAAT 2B H DT U T —a>D/NNY b
ID DETY, BH. ZNHDfEIX [com.companyname.appname]| & WS FERICHR>TWET,

T4 DT Ut XE|R

IOty avTld BBY—N—LEREIND I 74TV MIHIREREST DI ENTEES, 20D
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Group Policies User Policies Allowed Apps Default Access Restrictions

Default Access Restrictions

Configure the client enroliment status, client app types, and authentication methods that can be used to connect to any Gateway Servers configured to use these default settings, and to connect to this Acronis Cyber Files
server.

() Require that client is enrolled with an Acronis Cyber Files server
& Allow Client Certificate Authentication

& Allow Username/Password Authentication

& Allow Smart Card Authentication

E Allow Acronis Cyber Files Android clients to access this server

& Allow standard Android client
@ Allow BlackBerry Dynamics managed Android client

@ Allow AppConnect managed Android client

@ Allow Acronis Cyber Files i0S clients to access this server

@ Allow standard iOS client

[ Allow 'I0S Managed App’ i0S client

@ Allow BlackBerry Dynamics managed iOS client
® Allow Intune managed iOS client

@ Allow AppConnect managed iOS client

@ Allow Acronis Cyber Files Windows Mobile clients to access this server

4 Allow Windows Phone client
& Allow Windows Tablet / Desktop client
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Enrollment Settings

Mobile Access Mobile Client Enrollment

Mmyserver. mycompany.com
Address ¥ y pany

[ Allow mobile clients restored to new devices to auto-enroll without PIN

Use user principal name (UPN) for authentication to Gateway Servers @

Device Enrollment Requires:

@® A PIN number + Active Directory username and password

O Active Directory username and password only

ync & Share

: Save
Audit Log -
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EEJESC N

R
FIFINLPOE—FEEIZ. 3000 T, FIAINLFDFE— FEZTFLEESIE. localhost F 71t
P7RLRDEBAIZK—FESEEBMNLET,

3. [BEB¥x—]zESBHET,

Administration

In order to configure this Acronis Cyber Files Gateway Server, it needs to be registered with an Acronis Cyber Files Management Server. To do this. visit the Gateway Servers
section on the Management Server to register a new Gateway Server using the following key:

FCHW-WX7R-ZHPFR




4. Acronis Cyber FilesWeb f v 4 —7 1 —XREHZ £,
5. [ENANTORR] ZTHFRLET,
6. [F—=bFozA == R—TUaHEEET,

7. LW —FryzAY—n—o&M] Ksre s Uy LET,

Add New Gateway Server

Display Name:

Marketing Gateway

Address for administration: €

hitps.// | 192.168.1.128

[1 Use alternate address for client connections €@
Administration Key: €

WTTR-JCAM-AAKY

Allow connections from Acronis ACCess servers using self-
signed certificates @

8. —bhwzA H—N—DXRFEELEANLET,
9. #— bV A H—N—DDNSHZELIFEIPTFLREANLET,

R

UN=R7AFIHY—NR—F g0 - NN TV ERBALTERMMLI AT 2T — bz A
1SRRI 2BE. (2747 MEBERICBIDOZ FLRZFERT B3] #BHIcLT, YNN—X70F
Y —N—FFA—FRIUYDODDNSEZEAIEIPT7RLREZANDLTLES U,

10. [BEBx—]1Z2AHLZET,

11. BEICS LT, [AB84 L1-iIAE%{ERA L 7= Acronis Cyber Files ¥ —/3—A & 0 % 551
EENCLT, BCBLLAEBREARFERTAILET, COF— b AICEBRET A ENTEE
ERS

12. ®RTFElR&>%Z20 )y LET,

F—bJzA b—N—5ZFFLI-EB. ZOTF—b T x4 bY—NRN—|ZHRAXLDOT 7 XEIBREHRETE
X9, COSICETAHEMOVWTIE, [F—FYxsA H—N"—0DRE| Eor ary28BLTEX
[
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A — /S — DB

TtV $=n—0 [F#l] -2 Z2RA L HFEDY —N"—2D21—-Y—ICBT5Z < DEH

BIEEAB S NET,

ART—Z R

Status Logging
Display Name

Address for
administration

Address for client
connections

Operating System
Gateway Server version
Status

Last Contact

Active Sessions
Licenses Used

License type

Expiration Date

Active Users

Local

192.168.1.128:443

192.166.1.128:443

Microsoft Windows Server 2008 R2 Enterprise Edition (build 7600}, 64-bit
5.0.0x365

Online

2013-10-15 03:29:21
2

2 of Unlimited

activEcho + mobilEcho Trial
2013-11-04, 20 days remaining

[RT—&X] 7> a>Tli.

T—bTxA Y—N"—BHICETIEBRIEONES, FRL—T 1>

T YRATL, A RAOEH, ERAINTVWE 7A€y 20K F—tb7xA Y—nR—DN=Y 3>

REDIEFERTT,

TOT47 1—Y—

Status Logging Active Users
User = Location 3
frank 192 168.11.28:49202
hristo 192.166.11.28:49211

Device < Model ¢ 0S5 2| mobilEcho Version < Policy < Idle Time <
i0s 451115 Frank 02:06:44
ainfan iPad 2 (GSM) 103 3.0.0127 02:03:57

BE.T—b72A Y—N=TT I T4 7RITRTOLI-—HY—DERIRRINET,

o A—H—: 1—H—0D Active Directory % (7)) ZFxKRrL £,
e Or—2aV: TNAADIPT7RLRERRLET,
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s TNRAR: A—Y—MNEELLT A RLEFRRLET,

s BT TNARDRAT/ET N EHRRLET,

e OS: TNARDFRL =T 4 7 VAT LaEFzRLET,

o VATV IFDN= a3y FNRARIZA VR F=ILENTWS Acronis Cyber Files 77U @ /3 —
YavaekrlLid,

e RYI— TNRARMERT AT ATV FORY Y —%FRLET,

o PARNMERD: 2—H—HATr— bz A ICEELZRETRBLAKREXRRLET,

T—br7zAY——HER

T=bTzAY—N—DEBREEETZICIE, BEAZ2—ICANTI2HENDY £7,

1. [BENXANTI2ER] - [F— b7 xAY—nN=] 27 I1BEL X7,
2. BERY—N—0 [Fl] 0EICHDEMNEI Yy I LET,
3. R&E] #8IRL x4,

AN ML LS
ianE

Edit Server: Local

General Settings Logging Search SharePoint Advanced

Display Name
Local

Address for administration: €

192.168.2.192:3000

[J Use alternate address for client connections €@

m Apply Cancel

s RNBA:T— b7z A Y—N—DRREEHELET, ZOEFIEHLEFTHLRRATHY ., ¥ —
N=%XBLPTWVELSICTEDICFEREINET,

o BMHDT F L X: Acronis Cyber Files ¥ —/N—E BNA T TA T2 DT 72 RATBERT — k
TIAY—N—DT 7N T FLRZRELET, IPT7FLRXTEHRL, DNS 7 FLX%&FERY
ZLEBITIHLETS,

EE
INE (2747 MERICRET7 FLRZER] BHICSNTOEWRY . ENALI 54T
FOT— b2 A —N—(CERT 2BOT 7 4L T FLRTY,

s VATV MERICKRBT FLRZER: BT DL, ENALIZFAT DT — T4 Y—
N—ZER T DBRICERT 27 LR E EEETEET,



R

ZDERTIE, BRESBEEE/-IIMsrOTOFY (l\/lob||e|ron HE) BATTOFI S~y
A Y —N—|ZHEHETIEBEDERDODATHERAL TLLEENL, BEOEABRETIZ. ZOEXRTEEMIC

TOLEEHY THEA,

°© ATV MERDT LR (747 MERICRET FLR2ER] 2BMICLBA. 0
TELRD, ENANITZAT Y I TT— b7 A —N—(ZHEfRT 27 HICERT 27 KL XIS

BYET, IPTFLRATIEAL, DNSTRLRZEAT5 28T IHLET,

e N Y=

(RS0 ay TR COBEDY — I sAY—A—DO/ XY FEEBEOSICRRT 555

haEGFETE, FLIOY—N—DOFT NNy O EBMITEET,

Edit Server: Local

General Settings  Logging  Search SharePoint Advanced

It is recommended that the Debug Logging setting only be changed at the
request of a customer support representative. Additional debug logging can be
useful in troubleshooting prokblems on the server,

Flease consulf the documentation for mare information on where log files are
focated

B Audit Logoing Archive Log File
M Cebug Logging

m Apply Cancel

BEDTF—FJzA Y=—nN—IC@ L TEER IS ZEICT BT

TrTAVER—T7 A RERAEET,

EEEL LTRSS ALET,
[ENANTORR] 27T HFRLET,
(F=broz4 b=n=] 2T7%2HAZ£T,
(BEERJ] BT HRH—N—%RERLET,
[G¥] Rx>v %o v o LET,

(A7l wsvave, [BERT]2F v ICLET,
URTE]l R&>x2o Uy o LET,

© N o bk wh =



REDT—br7z4 Y—nN—IcHLTTAy 7 O 2FHICT B0

EE
TNy T ATOT 74 DO —3 3 C:\Program Files (x86)\Acronis\Access\Gateway

Server\Logs\AcronisAccessGateway T9,

VI AVER—T7 A REREET,
EEELLTCRSA Y LET,
[ENAINVTIER] 272 FRLET,
[F=byzq Y=—nN=] 2 THEx£9,
[FRyoRdl #BMTrH—n"—%2RKRLET,
(4] Re> a2V s LET,

(sl wsvave, [Fysadlsz+icL 9,
Rl RevasU v LET,

© N o ok w DN

T—bT AV —N—DBRF T 3

=

Acronis Cyber Files |&. Windows Search #{£f L T, v F7—7F7—% Y/ —XARNORREAJEEIC L
TW* 9, Windows Search |, Windows Server (CfEAAE N/ MEEETT A, T 7+ F TIEERNIC
oTWEHA,

T BT ROBIEEZRITLET,

o BH—NR—Zx—I v TI77ANY—EREINAZEBNM/A VX b—ILLEFT,
e Windows Search Y—EZXAEE L TWB T EHHERL TLIEEI W,

IR

FREHIFH INEVWBEE 2Yy b7 =0T -2V - XA TRREZETTEEE A,

o, UTFICHT 2RRBL Y R—bIhEHA,

e« NAS 7 7 ALY —/N—_ CMIS, LU SharePoint 57 —4m45 —> 3>, 7272 L. SMB/CIFS
T77ANY == IW{T 2 R—rEHY £7,

o 77 ALY —NR—DIL— L (//server) . EEST D DIE (//server/share) WEDOEEDOHEE/ITT
ERS

¢ TRV IARY Y EDY—ERT ATV, UE-FHBEEZFRIFLTWVWE A E2—R—~D
7t A (Windows D7 72 REHRA]) %#F-TWARWES, INEERT HICIE, BEY—EX
ThH Y baEoTT— b7z AP —EXREZRITLTAHATLIES L,

UToimald, IRE] 74 — L EHAEICHY £9,

« ALADERTRRTERL
s AVTYIRANEDT ALY FUNETHD



77ANVBREREDOOA—HIL T—R V—=RADA Ty 7 A%k

Yy b T—0TF—&Y—XTO®EIL, Acronis Cyber Files #— b 7 = 4 H—/3— & Windows Search
ATy RKEFELTWET, Windows Search 4 T v 7 ZAHWMEARY 2 —LICH L TEMT,
ATy ZFFPED > TWBHEIE, T4 —7HRREAV T VYRROMA%ZZ I TETTEE
ER

T74NETE, AVTYIRABEDPTRTDT— T4 Y—NRN—TEHNTT, 1T v 7 RAER
. T= b7z AD[B=N=—DRE] XA 707 T — b7 A== ITEDEZITBEMICT S
ZENTEET,
1. Acronis Cyber Files 8#a> v —ILx2HEF T,
2. [BRNANTOER]>[F— b4 Y—n—]> [{RE] > [RFR] cBSHL T,
3. UPEFICLET,

¢ [Z77ANBRRDOA—HAN T—=R V=RDA YTy I R%EER] Fzv 7Ry 7R

o« F 7Y 3>, [FATEELIEA. Microsoft Windows Search 2B L TavyFrygEsy

R=FFzvoiRy IR

F7#IVE /SR

F7 AT, RE Y R7 A —"—T, Acronis Cyber Files A Acronis Cyber Files ¥ — k7 = A
HY—N=TTVr— 3> 74/ XAD [Search Indexes] 74 L7 bVICA YTV I RT7 74 L%ER
FLES, BIOBICA YT Y IR 77 AVEREFET ZHEIE. FILLWIFLZDARZE AN LES,

FIATIREZLISA. Microsoft Windows Search Z{ER L CavyF YR EYE— b

HET7 AL EOA VT YBBEDOYR—MET 7+ TEMICE>THY, TOF T ar&2FERHL
CHV/FT7HPYEZ DI ENTEET, IVTUYBRRITZ T— b Tz AY—NN=TC 2B /-1
BT DI ENTEET,

Windows Search TWELRT —X Y —R&ZA VT v 7 ZLT D LIICHKET BICIE. RE—FRX—=D
[Windows Search] 74 a>v%H7 Y v L. [Windows Search DF 7> av] #&#RL £7,
Windows @ Reshare T Windows O3 >» 7> ViRRZETTEEITA VE—F o viEr—Frbvz
A P=—NR=LRILFXAVIZBMLTVWERENHY £,

AR

Windows ® Reshare Ta v F v VR AZFERTIHEBAIE. T—XYV—ZADHRY 2 —LNRRFFR ML
DD FRICTIHNEAH Y £4, IP 7 FL XL Windows Search TlgHR—FanTuhx+
oo

Z Dt DR

AVTFUYRBRBA YTy 7RG BED T 7 ANRAT DAV T oY DHEA VT 72T DL

ICRETEET,

1. Y — b Tx2A Y —NR—%ZRIAPLTWBY—N"—7, [AY FPA=I RFZL] > [AVYTYIRDF
Toav]#REEY,



2. [FHMERTE] 2=IRL <. [Z7MVOERE] 4 72T £7,

3. AVTVVYRREE/ENCT DT 7 AILDOFEE (doc ¥ txt) #EL T,

b, RERB77ANOBEEZZRL T, [TO77ANVDA YTy RADERAEX] T 207 74LD
BEOI VT VYRREZBNCT 255 [FANRTAETZPANDAVYTYIDA VT v I R%E
KT 3] %, EHCTE258 [T7ANRTADRAVT Y I REZERTR] #RIRLET, BDERTA
TO77ALOBBICHLTIORTY 72 BYVRLET,

SharePoint%

Edit Server: Local

General Settings Logging Search SharePoint Advanced

Required to enumerate SharePoint site collections. Account must have Full Read privileges. If Kerberos is
used, enter the user principal name (e.g. account@example.com) into the account field and leave the domain
field empty.

Domain
Username
Password

Password Confirmation

Apply cancel

IO DBERIEHED AN IE—REHIZ SharePoint YR — L TIREETTA. Y4 b oL 223 %7
BT LHICIENETT, 72X RO2D0Y A baLvraryrHrdelLFT,

e http://sharepoint.example.com &

http://sharepoint.example.com/SeparateCollection.
BRIERE A LA E, http://sharepoint.example.com% KA > b 2K 2 —LEERT %5
&, R a—L%EHZES % & = (SeparateCollections L5 7 3 LEZDARRENEH A, 7THT VY I
. V777 = a vl T ATRTHEARY 772 AR ETT,



ThHY MCTRTHEAYFI%2 5% 51213 (SharePoint 2016 & U
SharePoint 2010 DIHZE) :

1. [SharePoint¥—~—EE] 2= £,
2. [77Vr—vaviBROER| 20y LT,

Application Management

Luaw Web Applications
Manage web applications | Configure alternate access mappings

Iﬁhl Site Collections
" Create site collections | Delete a site collection | Confirm site use and deletion | Specify quota templates | Configure quotas and locks = Change site collection administratars
view all site collections = Configure self-service site creation

Ldlﬁ Service Applications
; Manage service applications | Configure service application associations = Manage services on server

Databases
Manage content databases | Specify the default database server | Configure the data retrieval service

[Web7 77U 45— 3] ©[Web7 7V r—avnE@E] 270y LET,
4 9z T7 77V r—vavEYRhoBERL, [2—HF—FKYI=1%27Uv I LET,

'WEB APPLICATIONS
M x 2 [ Manage Features D [ Blocked Fite Types [ [/ = ¥
, W z BN
£t 3 Managed Paths " =4 &% User Permissions =7 V2
d Delete General Authentication Self-Service Site User | Anonymous Permission
- Settings - E}_Sem:e Connections Providers Creation [[;wEn Part Security Palicy Policy Policy
ute Manage Security Policy
ministration Name URL
lation SharePaint - 80 http://sharepoint2016.glilabs.com/
ement SharePoint Central Administration v4 http://sharepoint2016.glilabs.com:3000/
Seftings SharePoint - 3333 HTTP http://sharepoint2016.glilabs.com:3333/
ring SharePoint - 443 https://sharepaint2016.glilabs.com/
and Restore SharePoint - 4444 HTTPS https://sharepoint2016.glilabs.com:4444/

5, #EBAZ5Z2 22— HY—DFzv IRy I XEZF 2L T, BBIRLEA—YF—DIEROFE] 77
Jy 2 LES, 2—HF AU R MERINLWVWESIZ, [—F—D8M 22V vy 27 LTFD
I—H—%BMNMTEET,

Policy for Web Application m

Ok

=] Add U=sers X Celete Selected Users J Edit Permissions of Selected Users

[] Zeone Display Name User Mame Permissions

|:| (all NT AUTHORITY\LOCAL MNT AUTHORITY'\LOCAL SERVICE Full Read
zones) SERVICE

(1 cal Search Crawling Account NT AUTHORITY\NETWOR Full Read
ZONEs) SERVICE

1 cal SHAREPOQINT2010\administrator SHAREPOINTZ010VAdministrator Full Read
zones)

(Al GLILABSYadministrator GLILABSYAdministrator Full Read
FONES)
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6. [POERRFARYS— LRIL] €73 vhs [TRTEARY - TRTICHARVERAD T 7R
EEELETIOFzv IRy I REZFICLET,

. .. »
Policy for Web Application
Zone
The security policy will apply Zone;
to requests made through (Al zones)
the specified zone.
Choose Users
Users:
You can enter user narnes or
group names. Separate with administrator
semi-colons,
& B

Choose Permissions
Choose the permissions you Permissions:
want these users to have. [ Full Control - Has full control.

Full Read - Has full read-only access.

[] Deny Write - Has no write access.

L] Deny All - Has no access.
Choose System Settings
System accounts will not be [] Account operates as System
recorded in the User
Information lists unless the
account is directly added to
the permissions of the site.
Any changes made by a
systern account will be
recorded as made by the
systern instead of the actual
user account.

< Back Finish

7. ®REFElFR2vZ2s Yy o LES,

130 © Acronis International GmbH, 2003-2023



AR

Edit Server: Local

General Settings Logging Search SharePoint Advanced

It is recommended that these settings only be changed at the request of a customer support representative.

[ Hide inaccessible items
[ Hide inaccessible items on reshares @
Hide inaccessible SharePoint sites

[ Minimum Android client version

Minimum 10S client version
200282

Use Kerberos for SharePoint Authentication

[CJ Allow connections to SharePoint servers using self-signed certificates

® Allow connections to Acronis Cyber Files servers using self-signed certificates
B Accept seli-signed certificates from this Gateway Server @

[ Show hidden SMB Shares

Use user principal name (UPN) for authentication with SharePoint Servers €@

[ Perform Negotiate/Kerberos authentication in user-mode @

Client session timeout in minutes

15
Cancel

EFE
INOLDEREIFZ. HAZY—YR— MBEEDODERDYH - 1HEDAERT LT L a2BE8OL T,

s PO/ERRTELVEBEIERTICT S EHICLTVWBHA, - —ICHARMYHFALIRVNT 74
LELOT7HILTERTENEL A

* Reshare L7 7 A TELRVWEHBZIERTICTS: BN L TWBIHE, 2—H —(CHAEY A
M7y Network Reshare EICH 2 7 7 A LB LV 7+ LK IEZRRSINE R A,

ER
COWEZENMCTHE, 7ALVEDOHERICKELBZENELLAREMENHY £7,

o 7R TELL SharePoint 4 F#FERTRICT B ENICL TWBHE, I —F—ICHERFHFA
AL SharePoint A F IR REINFEH A,

e ®/MAndroid 7747V b R=Y a3V EHICLTVWEHER, ZOT5—bT A ICERLTWVWS 21—
¥ —I(ZlE. Acronis Cyber Files Android 7 547> b 77U D ZNUBED/NR—2 3 v HEREINE
ED

e MINIOSVFATYE R=Yav: BHCLTWEEE, 205 — b7 AICERLTWS I —H—
(Z1Z. Acronis Cyber FilesiOS 7 2 A4 7> b 77U D ZNUBEDN= 3 v HAEBEREINE T,
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SharePoint 5RiE I Kerberos Z{#R 3 %: SharePoint % —/X—T Kerberos R H B35 o))

REZBNNTIREN DY ET, £/l T— bz A Y—N"—VT7b+7z7T %%ﬁtfm%lé

F 713D Windows H—/3—®d Active Directory I E2a—4— F 7V 7 b2 T7 v 77—

ZRENBH Y £9, Acronis Cyber Files Windows Hr—/N—(Zld, 22— —DKIE & L T SharePoint

Y—N—CRERIBEBRZIRTT 2HFA 25X 20BN H Y £, Acronis Cyber Files Windows

H—/N—|Z & % Kerberos ZIEDETEERL:

1. [Active Directory 2 —H#—& QY Ea2—X—] T = bV ¥—NR=DA VX b—=ILEINT

51 EBF-IEEHD Windows H—N"—=%FEL T, Zho0H¥—/"—F BFE. Computers
THNLZICHY £,

2. Windows == [ZTANTF 4] 74 v RUARE, [BE] 2 7%ERLET,

3. BEENEY—ERADEETHOAINAVYELa—K—%EETB] #FRL £,

4. (EEOREZ7AFANEMES] #FIRL £F, ZNld SharePoint f—N—E DX T T—> 3>
ICHETT,

5. ZZ 7T, a—%—2"Acronis Cyber Files #FB L TT7 72X TE % L 529 % SharePoint % —
/\—%Lﬂﬂﬁ'éz\gﬁ HY £, SharePoint EENIERODEROE/ — FTHERINLTWS5
G, FoERIF a2 —%2—nY X FIZE SharePoint/Windows / — FZEMNT 2 0ELH
VES, (BM.J%Z2 Uy s LT, ADRTINSD Windows I ¥ E21—&—%&%RL, BIML

9, BINTH-CNC, Thitp] ¥ —ERX XA TDHEEIRL£T,

EFE
INLDEENAD ZN L TUEEL. BHINT, 7747 FOBEGEHEEZTAMTESEL5I1CRD
FT. 15~200B[FELEE W, BREFTCICERBINET A,

B E4IAE%FEM L 7= SharePoint Y —/N—~DEHEEFT: BV L TWBIHE. BCELL
T-EERREZFERL T, 2O — b7 A H % SharePoint ' —/N—~DEfK% EZF_JLié'
CDTF—b7 x4 Y—N—DL0EBEBRIMAELZEFT: C0F 7Y a v BERLEBE. IOT— b
VA Y—N—NECEBLIAAZTZEALTVWEHETH, IO AcromsCyberFHes "7‘—/\“—75:1
DTF—bTxA P—N—|ZERETEET,

BCEB4AAE%ER L 7= Acronis Cyber Files 4 —/N—~ADEHFEZHFA: COF 7> a VA BEWR
&, Acronis Cyber Files Y —RN—A'BEBLIAZEAFEHL TCWBEHEETH, ZOF—rT A
H#—/X—7h5 Acronis Cyber Files ¥ —N—~DEfHAEFAIL £7,

JERTD SMB HFORTR: BT L TWEIHE, FERTDV AT LSMBHEBEEZI—H—ICKRLZE
ER

94Ty ay RALTIE () k70T 4T HRA-Y P —bTxA ==
SHERENS ETCOBEERELET,

aA—H— 7Y g (UPN) %{ER L 7= SharePoint Y —/S—0F85E: B3hIC L TL 256,
I—Y—@FEEDI—H— UL (F: hristo@glilabs.com) %38 L T SharePoint #h—/3—
~NDRFIHEITVET, AWML TVARWVEEIR, FXMvEe1-F—20EiEabE (B
glilabs/hristo) %A L CRAEZITVLWET,
A—HY—F—FTHITLIT—F/KerberosBIE2ERITLET: BMICTHE. ¥~ bz A H—/—
lE. L TWd1—H—o Kerberos ¥7 v bZFERAL T, 7—82 Y =X L CRAEZITVE



4, IMit. Kerberos (37 ILHY A vF X B E) #ELTIERNTORMEBINE
ER

HhRZLT 7+t XH|R

B> —2o2arvnT7x0 T wREREY bEFERT LD T bz A —N"=TEITH
RAELT 72 AGIRERETEET,

BEDTF—F I AY—N—DHREZLT 7 XFIRDERTE

[ENANT IR = [F= b4 =N=] 2T ICBH L £7,
MBERY—N—0 [Fl] oEIch2ERME Yy 7 LET,
[772RFIBR] ==IRL £,

[(hRELBEDOER] 2 7%2HE£T,

IDT—=b 7 AY—N—ITHEAT R, FEDT 7 AFIRZBIRL £,
(ER] =\ L £7,

o ok w =

JI7RAR—=TI—"T
Acronis Cyber Files TlZ. “— bV 2 A Y —N—D ISR =7 IL—THEHTEZT,

0T AR=UN—=TFE. BLEBRERETI2ERDTS— b7z A Y —N—D&EFYTT, ZOTIL—T
ESUN 7»—7m®¢&f@€—kﬁ:%%—gtﬂm¢%7tﬁﬁg B —bv A ETERNIC
RICREZT D2HLEN B AN ET, BE. ENAMLIIAT7 Y MIeAUREERT—7E) T4 %18
HIT2-0, N0 —N—|FEASHEEDTRICEEEINE T,

7 7AZ—ALINTT — b T 2 AREDHZE., BADEEE. 2 2ULEDT— b7 24, BXU Acronis
Cyber Files y —/N—DREICHY £9, TXTDOFT— b7 AP —s3—[F Acronis Cyber Files Web
AVE—T7 2 —RATYIRX=TNL—7ITEML., BFPBEENERICEET 24EN’HY £7,
Acronis Cyber Files H—/N— (3, BEY—N— BLPERANNLITAT VDRI AT FEBIZE
I AP —N—C LTHBELET, 2OV —N—TlE. KU~ TNAR BLPEREDTRTHE
BxInfzd, —H. T—hF7ATIE, 77ANVEE~NDT VLI RBEINET,



Files Advanced Server Cluster Group

- Enrollment Managing Gateways Mobile
4 h — ‘ > Gateway
b Server
h / Mobile
— < N Gateway
Accessing files h > Server
' h /I.c:adbalanc\
Mobile
Gateway
Server

IFRZ—=TN—TERT BICIE. ROFIEEZERTLET,

FATT RIS, BT — b7z A L CELWEEDT FLANREFATHD I EHAERLTLIEE L,
NE. F—bJx2A BY—NR—DODDNS 7 FLRXF/IZIPT7FLZAXTY,

1.
2.

Acronis Cyber FilesWeb 1 v 2 —7 =t —XZHZ 9,
[ENANTORR] 2 THFRLET,

3. = bz H—n—] R—VEBEET,

N o ok

10.

[2FR&=TN—TDEM RE2>%57Uy 7 LET,

TIN—TDRREEADLET,

BEOEEBOFQDNEZ 2 IXIPT7 FLREZAALET,

WMHEIZI LT, Acronis Cyber Files U —/N—8GICHIO 7 FL X ZERT 52 & HTEET, HER
T2HEE. Fov IRy oREA LT, TRLRAEAALET,
TN—=TIEDDENETNDT— Tz ADF vy IRy VR —7 %2 FIF£T,
TIN—TDEREZHHT 25— b Tz AZERLET, ZOT— b7 24 LOBFEDOHREDT T
ENETONTVWET—R V—ZRFEENETH. BEOTFLAFEENELA) P JT—
TAOET =tz AIca—SnET,
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11.

12.

Add New Folder

Display Name:  Mew Data Source

Select the Gateway Server fo use to give access fo this data source:

Local (mycompany.company.com:443) o

Data Location:  On the Gateway Server v

Enter the path to the local folder on this Acronis Cyber Files Gateway Server that you would like to share. (Example: "E:\Shares\Documents\") You can include the wildcard
siring %USERNAME in the path, in which case the wildcard will be replaced with the user's username.

Path:  C:\New folder

Automatic Sync (Mobile Apps): None

[ Show When Browsing Server

Assign This Folder to a User or Group

Find User or Group that ~ begins with +~  Domain users Search
Common Name |/ Display Name ~ Distinguished Name % Login Name ¢
Domain Users CN=Domain Users,CN=Users,DC=bgtest DC=com,.DC=acronis,DC=com Domain Users
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Enrollment Settings

Mobile Access Mobile Client Enrollment

myserver. mycompany.com
Address y Y pany

[J Allow mobile clients restored to new devices to auto-enroll without PIN

Use user principal name (UPN) for authentication to Gateway Servers @

Device Enrollment Requires:

@® A PIN number + Active Directory username and password

Settings O Active Directory username and password only
Sync & Share
: Save
Audit Log -
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Sync & Share
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General Restrictions

These restrictions apply to the usage of Sync & Share storage for all internal and external users

[ Maximum allowed file size | 1 MB
Blocklisted file types

Specify file types not allowed, by file extension (e.g. mp3, exe).

Save
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Sharing Restrictions

Allow Collaborators to Invite Other Users

Single File Sharing

Enable Single File Sharing
Allow Public Download Links
Allow "All Acronis Cyber Files Users' Download Links
Allow "Shared to Users Only' Download Links

Require that Shared Files Links Expire
Maximum Expiration Time | 365 days

[CJ Only Allow Sharing of Single-Use Download Links

Folder Sharing

[JJ Require that Shared Folders Expire

Audit Log

Allowlist

When enabled, only users in the configured LDAP groups or with email domains specified in the allowlist can have files
and folders shared to them. Users are also required to be included in the allowlist to log into this Acronis Cyber Files
server. If the LDAP group or email domain for an existing Acronis Cyber Files Sync and Share user is removed from the
allowlist, they will lose the ability to log in to their account.

[C] Enable Allowlist

Blocklist

ITN—TEEEDMMD I N —TEEZEEZB/TEDLSICTS: COREVEDLBHE, 1—H—%2 77
WEIBET 2 EE [TN—TREEIMBO I N —TREEEZBHITEDZLSICTB] Fzv oKy s
RAFFRINFLA, INICEY, BEIN/ IV -—DPMBOI Y —Z2BFTEHLVLIICLET,

BE—7 7 A VEBOEHHEAR

B—77 M VEEEZEWNCT S COXRENBWNRBE, B—T 74V oaHETETL5 1R,
I—HY—DY > IDT IV AFESLOT /AR ER B zHE T 3,

e ZyvA—FORRYYIZHNTE: CORELVENRGE, EEZ77AL~DY v 7 %F>TW
BERTOI—HF—AT77ANIITI/ELRATEET,
o [T RT®D Acronis Cyber Files 2—H—] D& »O—F ) V7 %50 ZOXRENVBHRIGE.
Acronis Cyber Files DRRIFEHR A > TV B 1Y —DAAEE T 7 A LT VLA TEE T,
o WERD (AD) A—Y—RETEX V7 YA—F%ZHATB: ZOXRENEMAREE. Acronis Cyber
Files FH® Active Directory BIEHR A > TVWAI—HF — DAL HE 7 7 A NIIT /2R TEE
ER
s HEFAI—Y—FRHOLIO—FUYI%HFF: COXRENVBEMNRIGE, EEEFALI—H -0k
WUz fERATEET,
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o HETZ7 ANV IDEMHRELEBICTS: CORENENRIBE. 77 ALY > I ICEMERD
BARINET,
o RREMWERM: 7 7 A LVOBEMERIET I 2 EcoRREM (HEAM) #H8L £,

e IERYDAIYA—FRY Y I TOREORFRTZ: BMICLIHE. 21— —F1EZIFERTE
DUV DHERETEET, INHDY Y ZIFIAEOX 7y A— FEICEMICRY £,

JAILEZDOHE

HE7 A VX OFMARELEAICT S: COREVBENLEHZE. TXNTORE 7+ VL ICEDHRERE
TOLRENHY T,

s RRAVBE: 7 VX OBYPHPRAIKRT T 5 ETCoRRAME (HEMW ZH#EL 9,

FFAIY R b

HRY R MEEMICLIZEE. REBRAD LDAP JIL—7HOI—H—F7/- 13 R FTIERESN/ZET
A—IL R XA (fl: example.com) 2FERAT 21— —DHAHNOTA > TEET, FXAIZTAL
Fh—RAaERTEXT (#: *.example.com) , LDAP 7' L— 7%,
CN=mygroup,CN=Users,DC=mycompany,DC=com D £ 5 (CHAIZ TIEET 2HELHY £7,

Zay YR}

LDAP /N —T7AD1—H =737 0y 7 VR FTHEEINIZEFA—ILF XA (f:
example.com) #EHT 221 —H -3, FAUXMIZEHINTWTH, YATFTLICATA > TEEHE
Ao FAXANZTANLRA—FEFERTEET (B *.example.com) , LDAP 7L— 714,
CN=mygroup,CN=Users,DC=mycompany,DC=com D & 5 ICFHFIL TIETE T I2HEAH Y £,

ER
TANLRA=—FDOZVrVIE *Z 1 DORMEATE, NI XFENOERBICERBEININELH Y F
To TANLRH—FORIIFEYF FAEE £T (f: *.example.com, *.com)

LDAP 7’ovE>yg=—>74

CTICERRENTWBRITIL—=T DA R—=F, YEOTAVFICA—F—ThT Y FDBERICIERS
NEF, 207D T7HT Y M7 AR FEEICARY, BEEEFEIEI -V —ICBEE2XETIHNEN
HYEFA,



LDAP Provisioning

Members of groups listed here will have their user accounts automatically created at first login.

LDAF Group

CN=Domain Users,CN=Users, DC=test, DC=biz —Remaove

Search for an LDAP group and click on the Common Name to add it fo the Provisioned LDAP Groups list. Click save once you have added all desired
groups.

Find group that = begins with |~ Search

LDAP 7 v—7

BEERINTWE T L—T DY X FTT,

o HBH/RTHR-2—H—DIIL—TITHELTWBETL,
o BB - 1Y T IUL—TICKREL TWBEFNL, BRIEZIE TAaALI M) =D NYA
DEEDEHFITY,

J A —X

EREE, YATLADLI-—HF—ZLILEEZREBERECTEE T, A6 (KA 21—F—BLUR
& (Active Directory - LDAP) 1—Y—FHOEL 2T 7 4L FEENH Y £,

BEHL, 4 D1—H—F 714 Active Directory 7L —F A N=2y FITEDWTERDE 7 +—4&
BaENHTCHIELHTEET,

Enable Quotas? M

Default guota notification | 2 = ays
interval

Ad-hioc User Quota 2 = SH

LOAR User Cluota 2 = 5H

Enable admin-specific
quotas?

Admin Cluota 15 = 5H
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e VA—RZBMIILETH?2:.BEMITRE. —ADI—H—CEYETOND T + —XDERKEE

MHIREINET,

o F7ZANIMDI F—RBHREG: 7+ —Z ERISGE DWW AL —H — I T 3BANEF X —ILDFE
HEZZRET dRHERBER (HEM T,

o —BNBELI-—-Y -0/ r—% BN 1-—HV-Dr/+—2EXELET,

o LDAPA—H¥—DI #—%: LDAPL—H -0/ +—2%BELET,

o EMEBEBEDI/+—REFNCLETH 2. BT L. BEHICIIMO I +—22EYHTH
nNEd,
m EREDI A — R EBERDO I —RERELET,

EER
—ANDA—Y—DEHDITIN—T DAV NR—THIFEIE. BRD I +—XDADBERHEINET,

AR

I —ZIFENO I - L TEETEET, BDOI +—XDEREIF. BOTRTDI+—KD
RELVHEXINET, o2V —DENDI—Y— 753 —Z%ZBMNTEICIE. 2—H—-—T&I(C
[2—H -] R—VTa21—HF—%RELET,

ER
74 —RIE1GB L YNSWH AT AHNA PEUTRET SN TEET, $1:0.5. 0.3, 0.97%
L

77 AIEBERY > —

Acronis Cyber Files Tld, FF¥a X > b, 774, 7HILKIE, BROICHBRINAWLERY . —#&H
ISV AT LICRESINET, C0d, 2—Y—FHIBRLIE7 74 LEZEIBL, EDEI3LFFa Xy
P THREIN—2 3 v EHRFTE X9, Acronis BIEE X, CyberFiles &Y, KU —%2FHL T, HI
BB 7 7 AILEMFTIHB,. #FI2VEYavoRAE dWIEY avA28BT 221417
TRDHDDBIENTEET,

Acronis Cyber Files Tld, FEDRY y—2EHIZLTHWI EY a Vv PHIBRENI=7 74 LET7 7 AL
VRS P o BENICKEREIKRT 228N TEET, ZO#EEZFIB L T Acronis Cyber Files 12k -
THEAENZIA L —VOBREA*BE T ENTEET, HESNLT7 A ILIIETTEEEA,



Leave Administration @
File Purging Policies

Acronis Cyber Files can automatically purge old revisions or deleted files from the
file repository based on the policies below. This can be used to manage the amount
of storage used by Acronis Cyber Files. Purged files cannot be restored.

Note: the most recent non-deleted revision of each file is never purged, regardiess

of these settings.

Purge deleted files after | 2 months v

Purge previous revisions older than | 1 months ¥

File Purging Policies

Keep at least | 5 revisions per file, regardless of age

Only keep | 7 revisions per file

Allow users to permanently delete files and their revisions

Save

Purge scans run automatically every 60 minutes. However, you may click here to
save your settings and run a purge scan immediately.

AR
BT 7ANLDHIBRENTUWEWEFOYEY 3 vt UTOREICEGRLE CEESNEHE A,

o HIRpEHR 7 PANEEETIHR: EPICESNTVWEIHBE, TORELVEWTZ 7 A LIFEIBRENE
ER

e BEDVEY avEHEETIHR: EMICEINTVWIEHE, TORELVHFELWZ 7LD EY 3>
WEESINET,
°o ZFANTEIXUEDY EY a v EBRICERESRIET 2 BUICINTVWREHE, 7741

ORBAKICEREL, 77A4ILITEICBRD) EY a v BERFLET,

s 77ANTEIIXDVES IaVDHBERIFTS - BHINTVIHAE, 774 LI EILRIFT 2 &
KOV EY 3 VEAFIRINE T,

e 77ANBELUZDOVEY aVvORELHIRELI—Y—ICHRT I EMT 2L, 77MLEZD
JEY avhRDITHEEINE T, ZOREETICET ZLIETE A,

R

RTF] K22 EAL T, XTEFRFLET, REOREFEICNATCEREHBREED ICHBRT 2121
(222U I LTLESW AT avaERLES, 25 THVLWEAIE. BEDOXF v A 605
TEICEITENET,

I —Y—HRYINKEY > —

AR I —F =T ho > b REMABRFEINL LS CHRINICAZ LD ICRETEET,
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User Expiration Policies

Users who expire will lose access to all their data. You can reassign the data from the Manage Deleted Users page.

[] External user sharing invitations and password reset requests expire after 90 T days
[] Expire pending invitations after 90 > days

Send email notification about expiration 7 + days before the invite is due to expire
(] Delete external users who have not logged in for 90 > days

Send email notification about expiration 7 + days before the user is due to expire
(] Remove sync and share access for LDAP users who have not logged in for = 90 > days

-

Send email notification about expiration 7 > | days before the user is due to expire

e NBL—Y—DEHBEBRHFA—NLBLIUVNRZRT7—FUtEy bV IR I, XBRICERYINICEY
FTAHCLEBE ABLI—VF—FHOBEA—ILBELVNRZT—=FUEy bOU I TR MIERE
L7- B#oZEEICEDIBRINICAY £9,

o XHEICRBFOBHFA—LHFBHHRINICAEY T EMCLHE. ZELBROEBEIC,
TRTCDRBHDIBIEFA —LHEDHBRINICAEY £7,

o BFEDBEHEARD X BRTICHRYINICET3EF X —VBHMZEET S BMIcINTLIEHE,
BIEHEARYIANLICA B EIIC, BEICOW T OB EEINE T,

e AVAYLTULHEVLWARBI—Y—IXATHRINE T EWICLAHE RELLZBHKATA > L
WAABR - —HEIBREI N E T,

o A—Y—DFHHRD X BRTICHRVINICET3EF A —VBHMZXETS - BHICIN TN
Ha. BRUNICAZREL-BRIOBHAN—FI1—-—Y—IXEESNET,

e A4 LTWHEWLLDAP 2—Y—DREAE LVEFY K-+ 2EIBRT 2 TR X B: 3
ENTWBEHEAIF. RESNLAHOSA > LAHD -7 LDAP 2—F— DR EHET 7+ X &Yk
LEd,

o A—Y—DFEMHRD X BEICHARYINICET 2EF A —LBMEZEETS - EpcanhTns
Ha. BRUNICHRZRELZHAIOBMA LI - —I0XEINET,

HEYNOI—HF—T7hor boarvyTovigE o m) ¥4hH7

THT Y FOBHERIMINS P~ TRTCOAVTUYADT VLR ERBEZRVNETH,
AVTUVIEY AT LICREEINE S,

[HIfEH IV —DEE] ~—Th o, BEVETT 2D, TRICHBRT 20ELHY £7,




BE

RN I —F—THhHo b ary T oY EaRRICHIBRTSET, 03V T VIt THES N
HAR—RIBRENF A, 774 LD/—TlE, RN O 22— —ALETICEIBR Lz T~
Y DHRDHIFREINET,

774 YR MY

COREICEY, ABBLUOHBET 20107y 70— RSN 7 7M1 LDRESGAVRESINE T,
FT7HIEDERTIE. 77 AL RT L URY M UL, Acronis Cyber Files # —/X—= ¢ R LY —/3—
124 >R h—LENET, Acronis Cyber Files ® Sync & Share 7 7 A LB L UVLFEIO U EY 5 v %R
FTHICE. 774 LRI MY BFERL ET, Acronis Cyber Files D1 —F 4 UT 4 1d, 774
WYRIPYDTRLR, R=b BLOT7 7ML ITAT—2a v 2RESTHOICERALET,
TICRT[Z7PANRITPIYRS MYV FRA VM OFREF. BEL—TAVT4D[7 740 UK
PPIRTDEREE—BLTWRITNERY ERA, INSORELERRELEFEES 31214,
AcronisAccessConfiguration.exe ZZE{TL £9, BFIE. ZNIEITY FRA Y F H——ED
C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\Configuration Utility (& ) £,

File Repository

These settings determine where files uploaded for syncing and sharing will be stored. In the default configuration, the file system repository is installed on the
same server as the Acronis Cyber Files Server. The Acronis Cyber Files Configuration utility is used to set the file repository address, port and file store
location. The file store repository endpoint setting below must match the settings in the File Repository tab of the Configuration Utility. To view or modify these
settings, run AcronisAccessConfiguration.exe, typically located in C:\Program Files (x86)\Acronis\Configuration Utility\ on the endpoint server. For more

information, consult the documentation.

File Store Type Filesystern v

File Store Repository

; http://127.0.0.1:5787
Endpoint

Encryption Level AES-256 ~

File Store Low Disk Space 50 EE

Warning Threshold  File Store Status: Free space for file store nhttp://127.0.0.1:5787 = 77.7 GB (83441704960.0 bytes)

Please go to Server Settings to configure admin notifications.

¢« Z7PANARITP RAT KRB 77 ANV RATLDOYRY VY TERTIZR M-V -3 vk
BIRLET, 7> a i [774 0 RF L] [Acronis Storage]. [Microsoft Azure Storage].
[Amazon S3]. [Swift S3]. [Ceph S3]. LUV [S3 L HEfttDH B DX L —Y] T,

EE
[S3LEBREDHBMDRINL =] 723> TCZDY R MIBHINTWAWSIZML—CF
AONA R&HFEATEET, LAL, TRTOBEDEEABEIZRIIINTOEL A,
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EE
MinlO0S3 R L =Y 2 A Y R—branTHY, [S3 LHEMEDHZMBDR L -] T3
CLTERETEFITN, X2V T4 CREISNTOLWAWVWHTTPEGRB CIZYR—FENEH A,

R
BEROA—-Y—HIRIL77ANET Yy 7A—FLEGEIE. BEINDZRX ML —V0EEAINLD
AV —DEx T 7 ANY A RE—HLES, 2F), FRASNEAR—AFI—Y—LT7y 7A—
FOBICHBIL &S, HESNDZX L -2 IXRTOSMI-—F—IC&k->TT7 v 7A-Fahi
TRCDT77AINDEFHRY 2 —LICHEELET, 7L, EFINZX bL—YDEIE, EFRIN
BNYTIVRRML—=—YDRATEZNOHWRL 7 7ANLET v 7R—FT2EVIEEITKFL
Ft Ao

o« 77ANRIPYRPIMITIVIRRA VM 77 ALY RTL YRS MIDITY RARA > D URL 7
FLZAESRELEY,

e BEILLARIV BB 7 7 ALY RTLDYKRY FVITIEINESNE 7 7 A L EZBESLT 2RICERT
EEbDRA TEIEELEFT, 7> avid, [# L], [AES-128], [AES-256] ©F, 7 74 /L I
[AES-256] TF,

e 7F7ANRAINTEEREELELEWME ZERENCOLEWMERTEZ ., BEEIZT 1 X7 HEE
TROBHMZZELET,

Het

Acronis Cyber Files 7 24 77> k

UTFRTRY by 777472 FORETT,



Force Legacy Palling [l

Mode

Minirnurn Client Update 60 —
Interval

Client Notification Rate 240 —
Lirnit

Show Client Download M
Lirk

binimum Client “ersion 7.0 l

Prevent Clients from Il

Connecting
Allow Client Auto-update Latest l
to “ersion
e LAY— K=V T E—FZEH: ERBPY — - oBHT2RDYIC. 7747 ML -> TR

RIS —A—#$—U/7éﬂiTop®T7va/u\ TI/OZRAYR—-MEoTIERENE
BIZOAEBIILTLIEE N,
©O GFATUVINR=UVT RAL: VAT b DY —N—%R—-U /T I2BHOBBEREL
F9, C0FA TV aviF[LAY— K=Y T E—FEEH] PEWIA-TWEEZDORFAT
TEY,
s RINZFATY Ty 7 T— MR 7y TSNV T UV EERTER L E I TAT
MIBBHMT2ETICY—N—FET2R/NEEZRELES BEMD .
e VFATY FBHOBEERR: Y — NP1 N EICRKETEITATY N Ty T T— bBHORK
BaZELETS,
e VATV F X vA—F YV I ZRRT BEVCINTWVWEIHE, Vo7 1—H—ICIFTRI by
TOTZAT VDB E Ty yO—-—RFTEBRY VIR RENET,
e RIN FAT UV NR=Pay -H—NR—(IFEGTEIRNIFAT b N=2 a3V ZRELET,

AR
Acronis Cyber Files %+ —/N\— N—=2 3 v 75 LIBETIE, "= aY 61 UEDTRI by 70747
Y EDOADERTEET,

o VI3AT YV IFPERTELRVWESICTE: AEMCENTWIEHE, TRV by T4 T7 > MaH—
ICERTEE A, MRS, CNIEBEBEZEMNETEHEDAEHICL TLIZEWL, Web 1~
X—7 1 —ANDERFKIIHIFONE LA,



« UFAT YV NOBEEBIN—Ya v Ty 7T bR BNV 3Ty T TN F oy U RERL
T, TRTCDTRI YT IZAT Y MIBASNDEZTRI MYy T 0747 b= 3 v EREL
F9, VATV NOBE T v ST b EZEETLZICE. [Py T T—FEEFATLEV] ZBIRLF
ERR



A—Y—eTNRAR

FTINA ZDERR

Acronis Cyber Files = —4 —#% Acronis Cyber Files Web 4 —N—CEfr T2 &, ZDT/NA AN [FN
ARl YR MCERRENETS,

Tl FREENTVDITRTOTNA ZICETIHMAER T — X AEBRERRTEET, Acronis
CyberFiles 77V AT A7 L), ZONRRT—FA2ZEBELI-YVTBZEHTEET,

2—H—%: LDAP 2 —%—® Active Directory (AD) RREZF /I EI—BHHHRI—HF -8R L7-4
EI S

TNARG: 1—HF—DRE LT /N[ R4,

ETFN AV —DENRALTNA ROHRE,

OS: ENANFLEBFTRI Y THARL=FA VIV RATLDRA T ENR=Y 3,

N—=L g v FERINTWS Acronis Cyber Files 77U £/ T7 A7 by T 9547 v b —2 5
Vo

AT =R R: Acronis Cyber Files 77U DA TF—& X, UTOEEZIRY £3,

o &3g

o B, UE—bFTATOREH

o FEE, VE—FTATHEBICEITINE LS

o FEE, REFOVE—F+TAT

o A—HY—CLoTEEINTLEEA

o A—P—HAELLBWVWRRT—=RFZAALRICTA TINFE LT

TRINY T 74T bOBEIE. BE—DXF—XZXH Sync & Share TT,

BEOER: EEY —/N— & Acronis Cyber Files 77V /TR by 70547 v FEOR%DER

D B & B,

R)Y— 2—H—ICEHAINDIBEERY >—D&ZR1E Y > 7,

B

o FHRER: TN A XCIRERREA T /N A 2D [FREA] 7 4 — L FICEET 2 EMOFERIFERARRIN
£,

o PZYVDNRRT—=FDVEy b (ENALTNAZREFER)  FIRENF=T /84 X ED Acronis
CyberFiles 77U By 7R 7—F%Uty bLET, TNETSICE., T—F—DT /A RE
EICKRTRINDNRT—F Uty b a—F2FERALHERI-F2ERTI2LENHY £,

°o YE—FTAT (ENANLTNARER) (BRINLBEIE, TN IDNEBY — N — (CEf S
7= & ZIZ, Acronis Cyber Files 7 7URD T RTO 7 7 AL & ZDEBDFRENBIFREINE T,
tOT 7V 0S DT —RICIEFEEEZ FHE A,

o YRMOOHIBRT B:[TNARIVRIDOTRI by T o747 FZHIBRLES, ENALTN
A ZRDBEIEF, VRO RBIREINSTNA ADBIBREN, 74 78T ICEEBERLrOASINE
9, Z 4Lk, Acronis Cyber Files EEBHY —N—(CBEERIT LI L dHWERBbNE T /N1 R & H|
Be27-DICRITT 20N TT, [BENANIFATY FEFHLOLT NS RIZET LSS



TH, PINI—FLALTHBERIND LI ICTI] 2ENCLAHEE. 0L BHFLLTA
AZDY == CEiR T 5 L BFMNICEBRNRE L TRRENET,

TNARICEAT B T—X2DIT I RF—F
ZOYRMADTNARIZET BT — X txt, csv. F7zldxml 77 ATV XRR—FTEET,
INEITHICE, [TIRR=F] K& %Z Vv 7 LT EBER77ALERZERLET,
IVRKR—bPEINBZT—2DEHER:

1-H-%

FRENTOWBEERAILTANLA REIFAVE 2 —Z —DEFE

ENAILTNAXDET IV

TNAZDOS DRA T EN=T 3>

Acronis Cyber Files 77U £ 7cl3 TR by 79547 b= 5>
ENANTNARELWETRI MY T T7AT Y PORT—RR

Acronis Cyber Files Web #—/X—~® Acronis Cyber Files 7 7" Z§ 0 B 1S & B

Acronis Cyber Files Web % —/X— & Acronis Cyber Files 77U £7137 X7 by 72547~ M
DEREBEOEREO BT LK

9. BHEINAI-—Y—KRIT—DHHE]

10. X%

G N o ok w D

DE—F 77U — 3> X7 —K Uty hDEFT

T7YORSEICOY 7R T = FDOANEERT 52 &L > T, Acronis Cyber Files 77V % {R5&
TEZENTEET, TDONRRT—=FEENTLE -7 5. Acronis Cyber Files ZfER TR &Y
9, 7FUVNRRT—KlE, 2 —H—D Active Directory 7h7 > b2 7 — K & (ZERBEZRTT,

TRy YRR =R EENBEIE. UE—MRT =Rty b2RITTED. T4 AN D
Acronis Cyber Files 7 /U %7V AV R =L LT, BEA VYR F—=LTBLAHY EFEA, TV
Ab=NFEE BEOT—EZBLUVREIFTANTHIBRINES, N> TEFxa VT4 IFRERS
NETH., - —IZFH L VLEBBEF A —ILHE S5 F T Acronis Cyber Files ¥ —/RX—(ZT7 /£ X T
Sl EFS,

T7Vr—oay R"XA7—Fo)+Ey b

Acronis 7 /34 X _Ed Cyber Files 7 7 1 /LI, Apple Data Protection (ADP) 7 7 A /LEES{LA2EAL
TEIRESINTULET, iTunes BLWiCloud ISRy 7T v 7ENTWBETNRAREDT7 7 AL &
TNAZLNLOAY Y A= FBEDICARS>TOEWT NS R EDT7 7 LOREZRILE LT, B&
VC—fEM 7+ 2 U 57 1 58{biBE L L T, Acronis CyberFiles 77U r—> 3 viCk-TEEERS N
D7NEALDHRRX LSO 2 DEORBENEAINE LT

ZDBESIDEED 1 D& LT, Acronis Cyber Files 7 7 021 —%—(3, ERETT U r—>ayv
Ay R T—=R&2 Yty b F2ZENTEEHFA, TDZEITLY, Acronis Cyber Files (2 & 3%
T—ZR=—ZDBEER, BLOLI—HF—ICL2HLVLWT T NRRT - FOREZAREICT 57-5,
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AICTRRINTVWEBNRT—FRYEy FA—-F2EIET,
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NRZ27—F Yy b aA=FE2ADLTHS, [BROER]I A7V v 7 LET,
FRINT-BERA-FZOBX L EEFA—ILTI—F—ITEAXT,

A—Y =BT T7VTDONRRT—=K Uty F XATRFICZOI—-FEANTDE, FILLW/AIRT —
FEEET DLIICHERINET, 21— —DBULET7TY/NRRT - FZBRELTICZ DML % T
L7-%& 14, Acronis CyberFiles 77U ~ADT7 7R A#EFEFEIN, 77U RIT—FD Uty ML
Bzi@)RInELHY £7,

© N o gk W

Reset App Password

Enter the password reset code displayed in this device's Acronis Cyber Files app, then
click "Generate Confirmation”. A confirmation code will be displayed that can be
entered into the Acronis Cyber Files app to authorize a password reset.

Password Reset Code:

Generate Confirmation

Close

UE— T4 TDET
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TO77ALDEIBRENET, IXTOTFUEREN YLy PEINTUFIOT 74 MIRY, 77U

THRESINZTRNTOY—N=1EIkhanEzd,

INZEITHICE, RDELSICLET,

1. Acronis Cyber FilesWeb 1 > 2—7 . —XZHHZ X9,

2. [2=Y=,eTFNRAR] 2T7%FNT, [THRAR]ICBEL 7,

3. UEBE—MT7ATRETTET A REFEL T, BRMEI R %2BLET,

4, (WE=F74 7.1 52BLET,

5. [7471%#BLT, VE—FT7ATHHEELET,



6. [VE—FT7ATDREBHR] T 2D, ZDTNARD [RF—LR]FNCERREINET,

s o)
TTUNEBY —N—lHERT I CHNIE. BEBENRBIOVE—FTA T eF v L TE
.a—

¥4, Z0ATvavid, UE—FT7ATHAETENLBICHRME] X2 —ICFKRENFET,

7. VE=FT7ATE THRNAZDY—N—ICBEERLAEZICRETLEY, ZORT Y FIETICRY
ZENTEEEA,

R

EREG

Acronis Cyber Files 75 A 7> A, 70774 ILDEH. VE—FRXXT—FoUty b, LY
E— M7 A TOETREZIFTENS 21X, Acronis Cyber Files 4 —/X—~Dxy T — 20 7 7 XHRET
o 7547~ kD, Acronis Cyber Files 2727t X T 381IC VPN ([T 2MENH BB, B
By P22 T 28010 VPN ICERT 20ELHY £9,

> P
1—HY—0DEE
TARTD Sync & Share 2 —H—% [2—H =]/ a vV TEBET LI ENTEET,

[2—HF—DEM] A2 A OHFHEI—Y—%2BEFLY. BE] R2 o S0BEOI—F —DiRECY
BAERITTHIEHNTEET, IV —DORERKIC, BEEEERONS EREVHZ5H5E) . EX—IL
DEE, NRXT—RKOLEE, 7HIY bOEN/ESHONYBEZ 0 EAETTEES,

I F—REFMILTWBIHA, 11— —I2 Sync & Share D7 7 £ AEN H BIHEDH, T D1 —
I LCHRE LS 4 — R ERETEET,
Sync & Share 21— —D %A 7

Sync & Share D2 —HF—TH IV bE32DKA S ITHITONET,

N (7 Riky o) 2a—H%—=7hHo vt
CDTHT Y M, BEFEICLVEEEIND EXA—IIZLZBE, Fdboa—F—cL23HEF5a
TV (TF7ANEZETHLE) ~OBFICLY FETERTILELND Y £,

NBT ATV MCERDES BT RATHHY) £ 8R & 742 XDFEH,

HRRIAERSINT=AET A7 > MET 740 b TIHFERTY, Acronis Cyber Files EEEE DA, FRIHL
BTHO Y b e Z7A 0y REBEAINLT H T MIEBTEET,

TAEVREBEARTHT7 Y b EF>I-Y -3, BED Sync & Share BIEO 7 7 AP T+ L& %
fep. 7y 7 A— K, fRE., BIfkTEXxd, AvFrVEMOI—T—HBETZIELETEXT,

R h v hEFDI—H—(21% Sync & Share 3 H V) T A, WL 2ERDH 5. ER
Th7Y O —H—| \Aﬁént7wwﬁmf@& R 7 7 AILDIER. BIDOBFAASD T 74
N7y 7a—R, BEV77AILVORELEIGRETZAET, AR BERERYHZHBE. 771410



fERR. 7y 7 A—F, RE. HIRIZITAT. HET7AILEARAD 774 ILDSR, FLa— XU
D'_ |\ @ﬁ?:fKi—a—o

ERTHT L bOI—Y—F, RV —2HEVY-—RIIBFITZZEH. Uy—EHFLTL
DMDI—HF —%FERT D EHTEEFRA, IV —DOT7ho v bAMERRENIZE T2 — (2%
D &S BIERIEY Y ToNHBETHRERKETT,

TPALDERT AT DAY - HEINTWEBE, 01— HF—F77/4LDTLE1—¢&
XA —RORMTZAFET,

mRl 7 A D —H—14. Acronis Cyber Files DT X7 by 70 5A TV bHENALT T BH{E
HATZxHA,

IR
MR EINIARLT H T Y PETRTFHTEMLS 20ED DY £3, 2—Y—E 7HU V%
BT 5FIREZZRHLICEA-ILZERELET,

W& (LDAP) 2—H#—7Hh7 > b

ZDTH7 > ME, Active Directory (AD) #HiaZFRALTWES, 7HU Y MINEBTH T bEL
TFEHTERLETAH., BEEALDAP Z/L—T 070y s> 7%y b7y 7L T, AD 21—
Y =84 T Acronis Cyber Files (A7 A v Lz & EICEBMERRSND L5 D2 &b TEET,

WEBT7 H 7> MIEREFICEEICZ A £ > RABRBAARICRY £,

NEBT7Ho > bEFOI>ZI—HF—3. BEHD Sync & Share BEF/-EHEB 7+ LERND 7 7 AL T7 #
IWEDER., 7y 7a—F, RE. BIRZTAEd, IV TV aO1—HF—cHBFFT L L HTE
9,

Acronis Cyber Files DF X7 by 707 AT FEERAUT Y RERBTEET,

T vAER LAY —=ThHhT7

ZMiE Sync & Share ~DT7 7 REDLHWEBT AT Y b TT, T7A4ILMTIET A€y AFERH#
TlrHYETA, TOTHT Y b EFDODI—F—|E, Acronis CyberFiles DF X7 by 7o 747> b
EENALT TV EFERTEE A,

EE

Sync & Share ~D 7 7 L XED IR WEBEIZ, BEDT ATV FHDEX—LT L A%ZHRET 5 db
ElIHY FHA, LDAP ERIBEBOATATA v TEET, TOLS5HTHT >~ ~iE, Acronis Cyber

Files == SMTP %2+t v b7y 7HFTITERTEE T, FEMICOVWTIE, [BEEECER] 25
BLTLZE 0,
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Sync & Share Users

Active Users Deleted Users

1 LDAP User, 1 Ad-hoc User, 0 Pending LDAP Users Add User | Export ~
T Filters
Name - Admin Li d < Disabled ¢ Authenticati | Last Logged in < Owned Content i
administrator ® ® Ad-hoc 2013-10-15 04.00.49 0 Folders / 0 Files / 0 Byles
hristo@t soft biz ® ® LDAP 2013-10-15 04:00:38 0 Folders / 0 Files / 0 Bytes

[2—%—] 27T, UTOWHLRRCTE £,

o BEI: 11— —% (LDAP —H—o Active Directory (AD) RR&., FHET7 Rky 71— —#

BIRL 724D PERRINET,
e A—Y—% (7> 3) LIDAP A—H -0 R I/F U ENRREINET,
e UPN (#7>3>) :LDAP 2—H—Da2=N—HILT7Y v/ LEAERRENE T,
e FXq4Yy (7> 3>) :IDAP A—H—D R XA U HERRENET,
e EX—N2—HF—DEAXA—LTFLRAMVPKRRENXT,
* Sync & Share
° RF—=RRFERINTWETA L ROBHEZRLET,
o EHE: 1Y —arTrVOARTFY A INERRENET,
s REDOOJA V. BEODRITA Y OBEAEBMIERREINET,
o BE
o MBI 1Y — LRI AFEMABEARTRINE T,
o IATNRAREZRT: COA—HY—2FERALTVWET NS RICETZEBRIRTRINES,
o Sync & Share D/XRXT7—F%VEy b: X7 —FKUty FDEX—LEXRELXT,
° FALVAMBEHER: BRI Y- 7/t XMBELLI-—Y—ICEBELET,

o A—H—DIFE: 1Y —ICHTREA—ILDOEE, 7HYU Y oEML/EH. EBERDOT
NRTCEREF—EDHE, VATV FDARZLI +—RDEBFEETAETS, ALLI—F—DIFA.

FAIEREN 2 T BEES 2 LET DI ENTEET,
o HIBR: 1 —H—ZHBRLXT,

A—H—[B@TBT—XDT I RFE—F

TRTCOBFIA-Y—ICETET—X%, txt. csv. I xmERO7 7 AT RR—bTEZE

ER
INETIICIE. [TZ2RBE=F] A2 %227y LT REBEE7 7ALEREZBIRL T,
IVRE—PINBT—2DEBRESR:

1. 2 —HY—DEH]

2. A—H¥—nasF % (LDAP 2—H—0Diga

3. 2= N—HILTY sy (LDAP 2—HF— s
4. LDAP K XA > (LDAP 2—H—0DiH4&




BFAXA—IL

Ry —4£

REBRF—HK R

EEEER

T4 AREEALI—Y—DIXT—4X
10. #Eb1—HY—-—DXT—% X

11. LDAP %3

12. 2—Y—DFBET S 7+ILEHK

13. 22— —P2mMETSH7 741K

14, 2—H—0avsFr oA X (NA FER)
15, =Y —D I+ —KDHY A X (/A b EAL)
16. R#oORn T A > 0B LK

© 0 N o o

NEB (7 Rky o) 22— —D8M
NEE (P FFy ) 2—F—%BMTBIC1E. ROBEZITVET,

1. Acronis Cyber FilesWeb 1 v 2 —7 xt —X%ZFHZ 9,

2. BEET AUV ITATA Y LET, A—Y-EBERIVHZT7HV Y P01 —bEHROBREN
EITTEEY,

[2—Y—ETFNAR] X T5FEEET,

[2—¥—-]427%2@AZ£T,

[Sync & Share 2 —HY—miEH] F2x %L £,

I—Y—DEX—ILEAHALET,

BREA—ILOEBERERL £,

GEm] Ra AL ET,

o N o b~ W

I—HY—ICU Y IPREHEINTCEX—LULPEEENTT, U IICT778RTBRE, AT —RERE
FTELIKOONET, FOB, A—Y—ZT7HT7 Y bOEREZITHOTZODEX—ILAESEFELEFT, E
A —J)LICRBEH SN I %&HCE, TH7 Y FOBEFENAETLET,

AR (LDAP) 21—+ —mDIiEM
WE (LDAP) 1—%—%&MT 3Iid, ROBEETVET.

1. Acronis Cyber FilesWeb 1 > 2 —7 . —X%ZHZ 9,

2. BEETHU v bTRIAVLET, A—Y—BEBERI»H DT HTV > bO1—H —EEKROBIEN
ETTEET,

[2—H =, TFNAR] 2 THFAZET,

[2—Y—-]427%2@AE £,

[Sync & Share —H—miEM] F 2% L £,

A—YP—DEX—ILEZAALET,

© vk~ w



1. BEX—ILDEFEERLET,
8. [&m] Aar&=WMLET,

12— - LDAP BRRIEREEAL TASA > TEB LS ITBY E L, I—H—ARTA VT B,
THhov FOBEFHARTLET,

EER
LDAP AE®hcanNTH Y., LDAP BEE /L —7A7AaEY a7 anNT0WaiEEalE. 0 LDAP
IN—70a—H—|t, LDAP BRIEBR CEEO S A T, T2REEEERNMTEINET,

NARLY #—R%ZHET HICI1E. ROFIEZETLET,
Sync & Share 77 RERDH 2 1 —F —ICHh XX L +— R ERETEET,
INETI IS, ROBEEZTVET,

LTz TAV =T ART, [A—HP—ETNAR] 2T EHEET,

W RELDBZI-Y 2RO, BEIFx27 v LET,

1
2
3. [2—YV—iRE] 2=RL. [hREZLI+—2%ER] 2EMILET,
4. BRD I+ —2 A X AhL. [REFE] 2L £7,

R
[(BRELIF—2FBFER] Fzv /Ry 7RG, 7O—NLATS 3> [ 2+—2FFHILET
2] AEFNCEICE > TWABEDOAFERATEET,

A—H—&znarrry ol
ATV ERERWA—Y—%HKRTEE. ThHUY D REICHIBREINET,

ATy VEELI—Y— HRINO1-F—%288) 2HBRT2BAE. 20V TYVEESTD
hEERT DHENDHY 7,
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Delete User?

Are you sure you want to delete hristo <hristo@test. biz=7
[User owns 1 Folder / 10 Files / 4.90 MB]

This user's content can be reassigned to an existing user or deleted immediately. If
you choose not to reassign or delete content now, you can reassign or delete it at a
later time from the Reassign Deleted User Content page.

What would you like to do with this user's content?

® Save and reassign later
Reassign to another user

Permanently delete

BELTETCHIAYYTTEZ - 1—HF—0arFrVii—BmIco RFLAIEEN, [HBERL—
Y—avsrvyBaYNETTR| 47 TCEBETEEY, Z0L5ARaVT Vi, BEIYYTT S
A, TEICHIBRT B EATEET,

EE
ZOIAVTUVICIEBIERE, 7T 471 —HY—0arTrVERLCLSITHERY > —AEA
INFEI,

MOI—Y—ICBEYLETTE— 2T Vi, BRLZZ-Y—ICBEBICEEIVYECINET, £
DIL—H —D A_—2Z|Z DeletedUserName <deletedusersemail> MSEEELI=a T MVE LS ZEID
FR 7+ IVEDERSNET, BRL7-I—Y -3, BRIz —ALEIicEBL TV 7+
LZEEL, ASNIA VT YDFREEICKEY £7,

R2ICHIRTEZ - 1YV -—DT7hU VT UVOmMAEELICHIBRLET,
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H—nN—DEH

Y—N—DEE

BEEDGE, Web A/ V4 —7xz—RIATA VT3¢, EBET-—Fa—HF—T—FA29UEX3Z
ENTEET,

o BHME—RNICABICIR, 22— —T7A4av%2 27Uy LT, [BBaAYY—L]ZBLET,
e A—H—FE—FICABICIE. ELICH [EHEE@mEHLBZ] A2 2L ET,

Leave Administration u '3

Server Setti ngs administrator (Administrator)

MOBIEAcEEss Notifications Leave Administration
Sync & Share Manage Naotifications

Manage Quota
Server Name Acronis Cyber Files

Audit Log

Change Language

core 8 Navicoc Web Address https:#/
Users & Devices Download Desktop Client

General Settings Audit Log Language English v Download Mobile Client

Server Session Timeout in Minutes 15 Sign out

EE
BEEL API FFaX VM MITI/E2RXTEET, BEE—FAEMCTA->TWLBIHEE, Web 1 & —
TI—ADT7YR—IZFDY) v IHRKRREINET,

EEE L ER

EBR—D 7 0t RER

o BHERDIP7FLRAEEDLSDIEGORKCEER—SADTI/EREHATS: EEEHNBFED
P7RLRAODAKIZEEWeb 1 VR —T7 1 —A~NDT IV AEZHATEDZ LS IR Y T,
o BER—IUADTI/CREZFHATBIPTRLR. BEBR—VICT IV EATESIPT FL 22 EEH
PAALET, AV<RXUWDIP, Y7 %y b, £ IPEBEAERATEEY (H: 10.1.2.3,
10.4.*,10.10.1.1-10.10.1.99) ,

EE
localhost "> DEBET7 7L XA 5HIRTEZ LI TEEH A,

pE =
ZDOEBEIZ. — b7z A Y —/N—%{FEHL T Acronis Cyber Files H—N—~DERZ7OF> LT
L —nN—TlitEELEEA,
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7REYaz=rvJEFH LDAP EEBEISN—T

Provisioned LDAP Administrator Groups oo Croup

Members of groups listed here will have their user accounts automatically created at first login and will be given administrative access for as long as
they are a member of a provisioned administrator group.

Full s Manage s Manage Mobile s Manage Mobile s View s
LDAP Group ~  Rights Users Data Sources Policies Audit Log
CN=Adminisirators, CN=Builtin,DC=glilabs,DG=com
CN=SecurityGroup,CN=Users,DC=glilabs,DC=com
25 per page v Showing 1 to 2 of 2 groups

DI arTE, BEINL-TEEEITLIENTEFT, oD dIL—TROI—HY—F, 7
=T OEBEER BENICZITERY £9, §RNTOERITRICERIN, BEEMNLIERICIZETED
=TT nEd,

BRIE]l R > 2E->T V-7 OHBRELESRENTE LY, JIL—TOENEREZRETE £7,

7O 3= 7ERD LDAP BEBE S V-7 %E8NT 31T

Add Provisioned LDAP Administrator Group

Selected group: Ch=Administrators, CN=Builtin,DC=glilabs,DC=com

Administrative Rights

Full administrative rights?

¥ Can manage users?

+ Can manage mobile data sources?
+| Can manage mobile policies?

¥ Can view audit log?

Search for an LDAP group and click on the Common Name to select it as a Provisioned

Administrators LDAP Group

Find group that = beqgins with v | | Administrators Search

Cancel
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[FreYaz=vIERaIN-TDEM %7y 7 LET,
TIL—TICEE HBOMEEZNET 2558 IEF v/ LET,
IIN—7 A—HF— I E5ETE2ITRTCOEEEERE®F v 7 LET,
IN—TERELET,

TIN—T2x7Vy I LET,

REIZ#2V vy o7 LET,

BB —H—

DXy avTlE, BEEERAE D IRTCOI—H—_ FERA4T (7 FHy 27 712 LDAP) .
EHIE HBEDERDEE, HLUZDRE (EHEIEER) 2—BFXZRLET,

o ok w =

[BEEEDEM] R4 %E->T, TEAERIZIEIPNEERZF >HLLWI—HY—2BEFTEX
T, BBEl R4 v%fE->T, 21— —DHIRELIIRELNTE £, BEEER, KB, £/3/ X
T—FERETEES,

IANDEBEZBFT
1. AcronisCyber FilesWeb 4 v 4 —7 1 —X %= £ 7,
2. BEET AU bTCRZA Y LET,

3. [&MRE] 4 Ve EFL T [BEE] ~—YzeHz£7,
4. [BRBaA—Y—] T [BEBEDEN] F2v%27 Vv o LET,

5. EDRATDA—H—%BFHI DO E BHEITH21I—F—ICAZEBILE2ONITLLET,
[Active Directory/LDAP] % 7' £ 713 [EX—VIC & B8BF] 2 7% ERL £,
a. Active Directory/LDAP %#&L THB#HFT 25/, ROZE%2ETLET,
1. Active Directory ([C BT 21 —H —%&FK L, 2 —H—0 [HBLZ] 27V v I L TGRRL %
ER

EE
[LDAP 2—H—=] 7 4 — L F& [EX—N] 74— L RIZEEBNICADENE T,

2. AR L B EEHN/EICT DHEET
3 A—Y—ICHE 2 EREEREZERLET,
A B Z7Yy s LET,
b. EX—LZBLTEBFTZHEIE,. ROZELEETLET,
1L EBEELTEMT 22— —DEX LT FLRXEZANLET,

EER
EX—ITBEFEEIND T Fhy 7 21— —(21E, &I Sync & Share D#EEN S 5N F T,

.20 —ICT7M Vv REHEETENEI N ETRIRL T,
3. Y —ICH/- U2 EEEEREZERL X7,

L IBREX—ILOSEBEZERLET,

5.8l zs 0 v LET,



EMEER

Administrative Rights

[ ] Full administrative rights?

[] Can manage users?

[] Can manage mobile data sources?
[] Can manage mobile policies?

[] Can view audit log?

s TRALEBHER 1V - ICE2AEEEEREZMSLET,

e A—Y—%2EERTZ 1YV 2EEIIEREZI—Y—IIHELEFT, ZNITIE FTLLI—Y—
D1BEF,. LDAP Z)L—7n7akE Y 3 =>4 Acronis Cyber Files B8IBEDEE. BLU0EHEIN
TWBENALTNAZDEBIEENE T,

s ENANT—R V—REEETE ENAMILT—R V—RE=EBTHEREI-V—ICHFE5LF
To INICIEFE FILWS— b7z b—NR=bFT—2 V—2DBM, WY TERY—R, 774
Ty TCRRAELRS — b7z A, BLOLAY—T—% V—ROBEEBEINEENET,

o ENANKRYS—%EWEWT B ENAIL KUY —%2BEBSZEREZLI—F—IFE5LET, TN
ld, A=Y= L—=TOR)>— HFASNETTUTr—>ary, BLOT 740 0T 01 RH|
BROBEAEENE T,

s EFNJ2RTT B EEN/ 2RI IERZI—Y—-IIHE5LET,

EE
TOEYa v EL LDAPBEBE S IIL—TE, O a S FLOREE - EEBD LDAP Z—7
DOEAICBTH2HLWI—F—ICiF, FrALFLHTREINDE LS ICHY F LT

A—HY—|CEBEERZFET S

(R EHB] 24 7R E£7,

[—¥—-] 47 %2F=£7,

RET21—Y—0 [BEI L2227y LET,
&Ll 7 Vv s LET,
A—H—IINETEIIRTOEEREEEREZT v I LET,
’EFElZz2voLES,

o ok w P

EREDOERDERZNTE5T SIS

1. MEI22—Y—0BEIF 227Uy I LET,

2. fREI &V Yy o LES,

3. A—H—IINETEIRTOEEEERZF v LET,
4, REIZ2 VY7 LET,



E"‘7'<|:|7

a2

ZITIE AV MY ZERLAEREDA Ry bOFMEERATEET CEERY Y —IC& V. BH
HIRNEZ D e HY £T) ,

EER
T=brDz2A B=—N=0OFEOT7DLRNLERETDHEICOVWTCE, [FT—F T4 —1"—0nO
7] ASBLTLIEE W,

as YR

Timestamp ~ Type  User Message Device Name  Device [P Gateway Server  Gateway Server Path
2022-07-14 155704 Info . File ' xisx' downloaded iPhone7 Local hitps/fexheciisaginal sogaseanis ssesizan Qagridks
2022-07-14 15:56:25 Info - File ‘am docx' was previewed in a Web browser.

2022:07-141556:47  Info File ' docx' was previewed in a Web browser

2022-07-141556:00  Info Downloaded fle 'a= docx.

2022-07-14 15:56:00 Info File ‘s docx’ downloaded iPhone7? Local ttps 7 el
2022-07-14 165554 Info . Updated file 'mn docx’

2022-07-14 15:55:53 Info - @ logged in iPhone? NG TSR Local

2022-07-14 165545 Info Updated file ‘a2 docx’

2022-07-14 165428 Info Updated file ‘20 docx.

2022.07-1415:49:29  Waming ;rszjfﬁagc: 4;04’ gﬁi?z:;‘:ﬂ:’ng s low: 9.6 GB

2022-07-14 154402 Info . - iilogged in iPhone? 1 Local

o RALRRY T ARV OABERLEYS,

o RAT ARVIFDEREERLET,
-J—Ef4&Vh@ﬁ&%ﬁil—f—?ﬁﬁyh&ﬁbiﬁo
o Ay—U:BELLZEICETIBRERLET,

T=br7 A Y=—NR—TEEFEOTEBMNLIHE. ENAL ITAT VDT I T4 ET 4 HFRRS
NEF, TROMYTIZAT VR T2T VATV IDSENAIIL T—X Y —RICTIVEIXTE
5&5CLBE. cNoDRTEEOTICHERMENET,

o TNRARZ-FEHRINTWET/NA RDELH],

o TNRARIP-EHRINTVWEITNAZRDIP 7 RLREFRRLET,

o F—=bJxA Y=NR— - FTNAIPEFINTWET— b7 A Y—NR—DZFIEFRLET,
o F=b Yz A Y=NR=DNRRX - T =724 Y—N—LDT—Z V—ZA~D/NREFKRLET,

AJYRFD7 1404

T Filters

A7 TF—7IIRRENDZIATI VM) EZTAILETEFEFT, R—=YDOLEWICH D
avEHI7Yw 7 LT, 7A4LREESXIILEZBEBLET,

~
N

169 © Acronis International GmbH, 2003-2023



Y Filters

Filter by User: All T From: =]
Filter by Shared Projects: | All N To: =
Filter by Severity: All ~ Search for Text:
Filter by Gateway Server: All % Filter by Device Name: All

Filter by Device 1P: All

o A—HY—T74NVE%ERATS-[TRT] G [2—Y—HKL] ZERT 21, FRAUELZVTN
hOLI—F—ZERTEET,

e HEFAVI I P T74NREEATS - [TRT] X [(REAL] 2BIRT 20, FEAATELRL
ThroHBE7OP s FEERTEET,

s EEET74NV2%ZEBRATS - [I~T] [ER]. [BE] [Z5—] [Fatall] ctLW 5 44 7AHY %
ER

o F=FVxzAY=—N=T74NRZBRTS - [ITRT] £/ [P=—nN=K L] ZERT 2, LT
NHDT— b7 AP —N—%RIRTELS,

o TNARIPTZ4NR%EBATS - [TRT] [FRAARIPLEL] ZERTZH. F/ldns/T o b
UEERLEZTANARIPOWTNAERIRTE T,

« A AT 7 4L LET,

e TXRMERBE QS AV E—VDORETT7ALEZLET,

o TRARZT7 4 NZEBATS - [IRT [FHAM1RBEL] 2BRT 2H, £/ldnsTr Y
EERLETNANAREDOVWTNAERBIRTE £7,

=L

axX A&
Leave Administration u .:l

Audit Log Settings
Mobile Access
Acronis Cyber Files can automatically purge old logs and export them to files based on the policies below. It is recommended to export
Sync & Share the log files to a folder outside the Acronis Cyber Files server directories so they will not be lost when the software is upgraded. The
export file path must be a folder where the Acronis Cyber Files Tomcat Service user has read and write permissions.
Audit Log

[ Automatically purge log entries more than 6 months ~ old
Settings Export log entries to fleas  CSv  ~  before purging

Users & Devices Export file path

General Settings

Show timestamps in exported audit logs using: = Local server time

Save

Acronis Cyber Files Tld, HEDKRY X —ICEDE, LA ZBFNICTELHIBRLEZY 774 0ICT
JRXR—=bLIZVTBZENTEET,

s XY#BBLAEOSIV M ZEBNICKELHIBRT 2 BEMICLIBE. BELLBE B £/@
B e L0/ BEBNICTEREIRaNET,
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° HETAMMCXDZF7ANMERATRAS TV M) 2TV RKR—bT2: BEMLHE. OB
INBEICCSV, TXT, £EIEXMLoWIThhOEATaAL—HPITI/RK—bENEFT, TIX
R—MEY—N—DRA—HILZALTO03:00 ICHEIMICERESNE T, COREREETTEH
Ao
B JPANNRNREIVRAR—PFTB: 07DT I RKR—beEHRELET,

BEE

Ty 7oL —FBicashkbniunng 512, Acronis Cyber Files A > X b —L 7 5 L ZLUAD
THINKICATH TR R— TR 2EE8DLET, BET S 7 +/LX(ITIE. Acronis Cyber

Files Tomcat ¥ —E XA ETT 2321 —H—T7H T FDRAIY /ZERLHZDT 72 RENKET

o T7ANPEREAZBELTVWAWEE, THVY MEIR—HLSZATFLTHT Y MZHRY T,

« TVRFR-PEBOEEATDRXALRR Y TE#RTTSH X 2#ER) (BEER/TH—1"—0R—
HLVEREXEERT 2 RloKEERL (UTC) 2ERAT 20 ERRTEXT,

H—/N—

Server Settings

Notifications

Sync & Share

Server Name Acronis Cyber Files

Audit Log

e s Web Address https://myserver mycompan
Settings Audit Log Language English v

Session Timeout in Minutes 15

Enable Sync and Share

"
Support 9

Y —N—DRE

c =R VT HA DK bLELTERSN, EEEANDBHA —ILTIOY —/—ZH5|
THEBICHERAIND, RRAOY—/1—%,

e 7x7 FRLR: 2= (http:// £7=1F https:// TWHEE2) V27 YA MIT7I7ATES
DNSZF7/-IZ IP7RLZAZBELET, T ZTIE localhost] ZFEALAWVWTLFE N, ZTOT K
LXIE, BFA—LBFY I THERINET,

s BEERNJDOERE EFTO/OT 74N MEBEERLES, BAEOF T > a it [EEL [F4Y
BBl [77 v RE]L [BFEL [12YTEL [RRSAVE] [FzaE]L [BYTEL [K=-5F
B, [BEE]. [PEFE (#HGP 1. [PEFE (@EFF) ] ©d. 77+ MBEIE [XEEE] TF,

e By avRALTILN () (KT TATA-Y AT TIIEINDETOBEORIEZRE
LET, BRSNFHBERNICT 7 a v AETINED - T2H/IE. T2 aryaETIHH1-RTT
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T hETDLSRIFRSA T ATHERREINET,

pE o
A=Y=ty arZA L7 FLYRVWVERENDD 2Ty A —FE/IEX 70— FERKBL
BB Ty 7A— R RTISETASA KRR ﬁ’ﬁ’éﬁéﬂiT

e A - HBEDOYR—F2BEWT S COF v /Ry 7 ATRE - HEOHEEZ B E 7213 8(C
LET,

If enabled, notifications will be sent using the configured SMTP settings.

Email administrator a
summary of errors?

Email Addresses adminname@mycompany.com

Notification Frequency 30 mins

BEIDERTE

e IT7—NDHEZEEEICEFA—NLTEELEIHI?2: BAMIINATLIEIHEIL. BESN/ZET
A=IL T RLRIZCZ T —DEENEXEEINET,
o BFA-MNTFLR IZ7—OBEEZETS 1 ODULOBEFA—ILTFL X,
o BHEE: L7 —OBHEAXKETHIHEE, TT7 - DHIBEEICOABTFA—IINEESINET,

SMSD 2% %#5E

Webs 247> bATA Y TSMSICK 22BRBADH 7 a v AR ENF LT, ADEFEEES
FFA Y RBEDEBEESEHEATZIENTEET, 2ERFIAZERT 201E, BRIOAT A~
Fr. #EE L7-BHEOR@E,. £7EFHLWI 709000/ A VFORITDHIENATEET,

SMSa—FDEEICIE, TwilioSMSA vy =SV Y —ERTT7h Ty FA2HEIIL THEL 2 ENBE(
By Ed, FEMICOLTIE, https://www.twilio.com/smsZE BB L TL & W, TwilioORBRDEIT
FEIZOWTIE, TwilioEREAZSB LTI N,

EE
Twilio TIE 1 207 AT b LHARESHY FHA, TDT7 H 7V bH Acronis Cyber Files —/N—T
FERIND =D, IRXRTCOA—YF—DThT > F42BAETIHEINH Y A,
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https://www.twilio.com/sms
https://support.twilio.com/hc/en-us/articles/223136107-How-does-Twilio-s-Free-Trial-work-

SMS 2-factor authentication

Require web client SMS 2-factor authentication | For initial login to new browsers ~
Require for Internal / LDAP users
Source of mobile phone number  Active Directory v

Fallback behavior if maobile phone number does not exist in Active Directory;
O Use Acronis Cyber Files account - Prompt user to enter a mobile phone number
® Allow login without 2-factor authentication
O Do not allow login

Require for External users
Email mobile phone number recovery requests to

Twilio service settings for SMS messaging

In order to send 2-factor codes to users, you will need to establish a Twilio SMS messaging account and configure a
messaging service that can be used by Acronis Cyber Files. View more details

Twilio Account SID
Twilio Auth Token

Twilio Messaging Service SID

EE
[AERL—H—/LDAP 2 —H—I|CEK] /-1 [AEBL—H—ICEKR] b B —FDF T arv%
MITBEIRL TEE 0,

V279747 MISMS 2ERZBIAZERT 5:

e FILWIT F9HADMEANS M4 > DIFHE: # L L1 —H —5 Acronis Cyber Files % —/X—® Web
R=—VZPOHTHLCEZICSMSBAZERLE T, BRI—FZAALTCT 77 E2EHFRLEL
ROT7ZoHFEFIFAVE2—KEFRLAWVREY, ZEELSMSI—-F2AATE LD M%F}Zéﬂﬁ
ZElEHY xHA,

o BELEMRT: 0/ 14 vRAToRKICERZ <, BE L-KFEMRETSMSRIaZERL £7,

s BEIOOSA YT 12— -1 EHeHITT 57 VICSMSTEEZEK L £7,

TwilioDERE:

o Twilio7Hh ¥ FDSID: D Twilio7 A7 > btF 217 4 3E5F (SID)

o TwiliofRFE b —2 > LD TwilioFREE b — 7 >,

N s OmAAhttps://www.twilio.com/consolelld 2 Twilioa > —ILTRE2HM Y £F4,

e TwillioXyt— Y —ERSID: 2ZHRFTAA v -2 7 —EZXDSID, ZDSIDIF
https://www.twilio.com/console/sms/dashboardiC® V) £3, EHDOTwilioX vy E—> v 75 —F
REFEAL TV RHEIE. 2BERDAICERT 2 —EXDOSIDIEIFZFERLE S, TwilioX vt—
VO —EREFERT D EEIL, [A—RT—R] Z2ZEOXXIT2h. 2ERTAMERIRL £9,
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ER
Twilio A> Y =T Xyt —Y Y7 Y—EXOEREZFATLIEEZERTILENHY £, HELT
DEDF v IRy 7 REBRL TS,

T 7UIDOHRAZ<T AR

Acronis Cyber Files b —/N—0D O I¥H 7 — A —LEBEIZHALZTA X TEET,

R
INHDHREZTA X%, Acronis Cyber Files APl 2L TETT 22 &HTEXT, SFMICOWT
IZ. TWebUIAPI h R4 ~vA X 2#F5HBLTLIEEL,

Acronis (

Web Ul Customization

Mobile Access Use customlogo O
Sync & Share Color scheme Blue v

Audit Log Display custom message on
web login page

Users & Devices

General Settings

HRZ L AITDER

1. Acronis Cyber FilesWeb 4 v 2 —7 x—2 %R, 8BEL LTI/ 1 v LET,
2. [BBRE]I - [Vz7UIDOHRERAX]IBELET,

3. [AhREZL ABT%EB]l Fzy /Ry X E5FIZLET,
4, ZEHOAT 77ALERERL, FAY X7y AZa—TERENTWEZ EAEERLET,

b5 )

BIROBRARY A ZHHEM () NISRESNET,

5. I®RFl 2o Vv o LES,

DAZLDED T ZFA Yy - %(FEHRTS

1. Acronis Cyber FilesWeb /1 v 2 —7 =z —X%#Hz, gBEL Lo /4> L£T,
2. [BBRE]I - (V7 UIDOHRETAX]ICBELET,

3. [9x70A5AVvR=—JIZARRLAYE—CRKRRLET]| Fzv IRy o RE2FICLET,
4, TERIMRY IRABOA v E—SHANLT, RBFEI A2V Yo LET,
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Hho7— XF¥F—LDEH

1. Acronis Cyber FilesWeb 41 v % —7 =z —X%f&, BBZsLTns/1 L Ed,
2. [BMBRE] - [7z7UIDHREZ2AX] ICBELET,

[h7—RF=L] FOvTRIv%s )y oL, AF¥F—LEZERLET,
4 REIZ2V VI LET,

YT T7DTLE 21— IRE

Acronis Cyber Files Tl&, —fHAE XA 7D RF 2 XA FPEGRN Web 754 7 DA > & —
T1—ANTTLE2—BIMRETZEET, 771452 KX 70— FT20EEHY FHA,

Web Previews & Editing

Acronis Cyber Files displays common types of documents and images within the web client interface, without requiring download of these files for viewing.

Enable Office Online integration

Office Online URL | https://officeapps.mycompa

You will need to configure an on-premises Office Online server or you can use Microsoft's Office Online server if you are an Office Cloud Storage Partner. Members of the Cloud Storage
Partner program can use their custom WOPI discovery URL to provide a more seamless user experience by not requesting users' Office 365 credentials.

Use Office Online for | Editing ~ | supporied file types
[0 Enable Microsoft services for Bing spelling, proofing and Smart Lookup
Allow connection to Office Online using self-signed / untrusted certificales
[] Preview PDF files in Office Online

Enable built-in document previewer in web client

) Only allow previews of files that do not require server-side rendering (PDF, images, text files)

Maximum cache size for recently rendered previews = 2000 MB

IMaximum concurrent generation calls | 2

Allow connections to web preview services using self-signed certificates
[0 Use custom URL for web preview service
Enable media playback
O Play media after loading
Loop media
[ Mute media by default

Enable media playback controls

Save

« Office Online & DFEEZFMICT 3: Office Online HAEREZBHICL £ 7,

o Office Online URL: Office Online ® WOPI #&H URL Z AL £9, > 7L I XD Acronis
Cyber Files 4 ¥ 2 k —LD3FH, ZO URL ZFATES L5 1CT 2101, > 7L 20 Office
Online £y b7y Z7OWTNAEFERL TWALELNDH Y £3, Microsoft @ Office Online 7 7
TRY—ERIE, TANA X —TORARICEAPFIRINTEY . FHAMBAELFATY X MO
TS T7 7 RIETEEHA,

o [Office OnlineDfER]: [{FE] #EMAJ % &, Microsoft Office 7 7 4 /L (DOCX. PPTX.
XSLX) ZiR&EST 22 &N TE, [RRBLVRE] 2EAT 2L, B0 7 71 LDIRE L
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DOC. XLS 8L U PPT 7 7M1 LDFLE2a—HTEEFT, TOREEEWNT B L, Office 77
A L& PDF 7 7 4 )L1E 9~ T Acronis Cyber Files RE8 7L £ 2 — e TCHRE £ 7,

o [BinglckBdRARI, F—7, R7— MERAICMicrosofty —EXZF#MICT 3] X~
F v 7 KEBEIC Microsoft @ Bing ¥ —EXZ2ERL £,

° [BCBAMAEEIIETFSATULLAWIEEAE %2ER L 7= Office Online ~DER % &FAI]: %)
ICF 5 e, EEINTVWAVIERAEZERT % Office Online Y —N—CaA—H—MNT7 /LR TE
£,

o [Office Online TPDF Z 74 V& 7L Ea—]: Bihic$ % &, [Office Online OfERA] »° [RTE
SUIRE] ICHEFEINTWLWBIEFESIC, 2—F—7A Office Online TPDF 7 74L& L E2—T%&
9, ZOMDBEEILT T, PDF 7 7 A JLE Acronis Cyber Files RER 7L £ 2 —t&feT 7L
Ea—3hxd,

e [(Web 2547y FTHARAAFDERF2AAV T LE2—T—%2FMITB]:Web 2L E2—T=E

EQERN

EE
NRRAT—RFTREINIZ T 7AIIZIEH LR AP WH, TLEa—TEEHA,

o Y=—N—TORTEHLELLEWVWZ 74 (PDF, BfR, TFRAF774)L) OTLE2—DH
EHAEBNMORTEMREE LEWVWI 7FALDTLE 2 —DAEHFATEHIET, 727 7L
Ea—ICEWELCP2EREBBRLET, HREHRDB 7 7 A01E, PDF, EtR, > 7ILTFF X+

77 ANTYE,

° BRIARTENETLE2—DBRRF Yy vy a AR V7ML s 7L Ea— Lz ZICREIND
Frv P aDERAYAXEZHRELEFT, INICKY, REBW 77407 LEa—LEED
REANKEICMELET,

o [RARBERFEVCHLE: ARFOSL L1 —4EHBEROBAKERELET,

° HEEBAMWAEE2FERALEYz77LE2a—DY—ERADEREZHFA: ECELTHEAFEAL
TWA T x7 7L Ea—Y—EX~NOEREZFHFILET, I oldfttod Acronis Cyber Files
Tomcat ¥ —EXTT,

o 9x77TVLEa—DY—ERICHRZ L URL %ER: 18249 Acronis Cyber Files # —/N—% {5
LTWBIHEIC, Web L E2—%NBT 20— N—%EBETZTET,

xr4“ﬁ$%EWLvé-r7ﬁ»b®xT4 TLANy VEFEEHETEET, INICLY,
TALSHEERX T A—REFICT 77 TCETAN T L E2—TEET,

o HMBRAATBICATATEBE TR [(BEIRZ V20U v 7 LB THETHEBEEHRICEKBL
9,

O AFTATENL—TBETE. T A EAEHMIRYVRLBELET,

° T7:1-)l«i~’CX7-4 #Ia—bMITB ETHEHIFA—TAFEBETINESINEIBEL

BT, BERLTETAPBESINET,

° X7"-“4 THEFNEEZEHICTS: [BE/—BEL] [FVa—L+/-]14HE ETFTBELEFEHT S

REOERZHFAILETS,



SMTP

Acronis Cyber Files 4 —/N— (&, B aE N/ SMTP H—R—%FRL T, BV Y -2 —Y—%4F
BFLEYVENALTNAREZF LY TEODOEFA—LAEXEL, - —PEEHE(ICYH—/N—
TOTAETAZBALET,

Acronis r ; @
SMTP

Licensing

Acronis Cyber Files Server uses the configured SMTP server to send emails to invite users
to share or enroll mabile devices, as well as notify users and administrators of server
activity.

SMTP Server Address myemailserver. mycompany
SMTP Server Port 25
Use secure connection?
From Name Acronis Cyber Files Admink

From Email Address adminname@mycompany.c

Use only this address for all

) ) (i
email notifications

Use SMTP authentication? [

Send Test Email Skip SMTP Setup

« SMTP #—s— P FLR: BEA— LA 1—H — S5 F BBICEAE NS SMTP # —/3— DNS

ZEADLES,
o SMTP #—/"— FR—PF: SMTP H—N—R— b ZANLET, TOXREDT 7 4/ MEIZFE—
587 T,

o XA UT A TCRESIN-EREFEALEIHN?2: ZORTEIF. SMTPY—NR—~ADtF1UF 4T
REIN/SSLERAAGEICLES, 774000, BHICH->TVWET, ¥ 2 T4 TRES
N7 SMTP ZESICT BICIE, Ry I X&EF7ICLET,

o EHABZ VT —N—ICL-oTEEINIBEFA—LD [EHA] TICERREINDZ 21— —-ZTT,

o ZEHADEFA—NLTFLR Y —NRN—ICLoTEEINZIEFA—LD [EHA] TICERRIND
BFA—LT7RKLZRTY,

s TRTODBEBFA—NBHICZOT FLRDHZZERT %: B3hIC L7235 E. Acronis Cyber Files (£9
NTDEFA—NBHEZDEFA—LT LA OEELET,

o SMTP RAEZFEALEXITH?:SMTP 2 —H -7 — FaFRAL TERT 2H81E20F 7
TavERMICL, TNOAEFERALTICERT 2H5EIEEMCLES,
°© SMTP 2—%—%: SMTP RitAD1—H -5 AHL 7,
°© SMTP /%27 — F: SMTP ZAEAD/XR 7T —FZ AN L X9,

o SMTP /X7 — FDERAN: SMTP RRT7—RK2#BFHAHL THERLET,
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s TRAINADEFA—IVDRE: TR TOREHNEE
A—NEEELET,

LDAP

RO —H—
Microsoft Active Directory 4 5 Z &N TE X9, LDAP X
FfAH L OHBYR— MWL TEIARETT DY

[CE'/NAIL T

Afiﬁ%&d)%xw LT

ICHEBE L TWB T A HERT 27201, B

7R, AT IR, BLIUOHRET /A ARMET S,

. BEWRADENAIL T I 2R,
JERICEBEIZRY) T, £

DD Active Directory &5 (Open Directory %2 &) [FIRESTIIERATE £ A,

LDAP

An LDAP connection to your Active Directory can be used to provide mobile access and syne and share acoess 1o users in your organization. LDAP ks not
requirad for unmanaged mobile accass or sync and share support, but ks reguired for managad mobile access. Only LDAP connections to Microsoft Active

Diraciory ane supporbed

Enabla LDAP?

LDAP Server Addross

LDAP Sarver Port
Usa Secure LDAP
Connection™
Disable LOAPS SSL

cerlificabs validation

LOAP Usamams
LDAP Password
LOAP Password Confinmation

LDAP Search Base

Domains for LDAP
Adithantication

LDAF infomaton caching
rEral

Proactively Resalve LDAP
Email Addresses

Usa LDAP lockug for typs-
ahaad suggestions fof invles
and downlosd links.

Allorw lag in from the wabs
charit and deskiop syne clisnt
using existing WindowsMac
hagn eradantials

LDAP users and groups are cachad for performance. i recent updates to LDWP ame not reflecied, click here io clear the LDAP cache immediataly.

COMPANY. MY CHTIRATY.CAMm

mycompanyijohn

desmycompany, descam

&0 mycompany.com. Users with email addresses whose domains are in this ist must authenticate against LDAP.
Usars in other domains will suthenticate against the Acronis Cyber Files database:

Regure exact maich

178
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o LDAP ZFB#®ICLXIH? -BEMT &, LDAP 2R TE £,
° LDAP Y4—=nN=FFL R -7 XDOEFNEHT % Active Directory —/N—d FQDN F 7z
P7FLRXZEZAADLET,
o LDAP H—/s— F—F - T 7 4L D Active Directory K— (£ 389 T9, BEIXINEZLTET
DRNEIEHY A,

ER
BHORAA v ZYR—FLTWEEE, JA—NLAXATR— b 2ERT2U0ELH 25
nHY XS,

o X a VT4 TRESIN/- LDAP EHGEZFERALEIH?2: 77+ b TEHH-TVLET,
FalTFaCREIN/ LDAP (LDAPS & H M EN %) %A L T Active Directory (2T %
IZiE. TRy 7 RE=FICLET,

AR

¥ a2 U T 1 CREINT LDAP IERMEEEZ B MICT 2355, Acronis Cyber Files Tld, LDAP
H—N—DTREEE XA 27, £8B& (CN) EV 7Yz o FRE% (SAN) & L TEEHA
ZICEELTWIRELHY £7,

o LDAP SSL SERAEDIRIE % EMIZT B - LDAP U —/N—(THEfi 9 % & (2 LDAPS SFFAEZ % HESR
LBEWESIE, CORYy I RZFICLET, N, LDAP 4 — N—ZEBRENRHIRFRALRIC
Lo TEBENTULAWEAIENTT,

N=2 a3V 8T0LUE, ZOFT>avEFHRA VA M—LTET 74/ TEHA>TVET
(LDAPS ifFRZ IZtREE S NET) , 7=75L. 8T.0 Lo NR= a7y 7oL —R L5
BlE. T7HNETEICHRY £3 (LDAPSIIFAZ RIS ELA) o %T@&E IN—
Tarv8I0LENSDT Yy UL — FEICHEINETS,

IR
AL TWAIAREOERE LG XA THDh ik Wga, £7:13 LDAPS GAEFAEAMERE I N 5 A9
BICE > TRITINTLWAWGEEIE, ZOF T2 araEMICLA0TZI 0,

°© LDAP 2 —H¥—=%&//"RX7—=F - 00/ 4 vERERIE. TXTOLDAP 7 TV ICERAINE
T, BEY—EXTHT Y DB TENZERTI2RENH DN EDINICDONTIE, AD BEEE
ICEWEDhE T I,

°© LDAP RBER—Z - 1 =Y = JIL—TDRBHEHRDOZIL—PLRLEANLET, RAA V2K
%4 535 E1E. [de=domainname, dc=domainsuffix] & AH L £,

o LDAPSREED =D KK ALV ZDH Y <EXPY URMIEENBI XA VYDEX—IL T L R%E
FRLTWAI—H—k, LDAPIC L CRIATI2HELNDHY EFT, O XM - —
Acronis Cyber Files 7 — & R—Z (I8 L TERAEL £ 9,

AR
Tl ABRAAVIEYR—bENFTA, N7V Y TRZEFDEX—IL F XA DIRHEFA]
INEd,




B BRIC-BLTVLWRRLELRHY FT: G351 L TWBHE. [LDAP READ-HD K XA ] TA
AENTWERAA > DA—HF—DHH LDAP 2 —HF -~ L TUEBEIhET, O R XA >
BT RAA YDA YNRN=THB1—HY—F, —BFLEI-—PF - L TUEBINET,

o LDAP 1&#R%E ¥ v v 29 BB&E: Acronis Cyber Files T Active Directory &2 v v > a&h
LEfEEREL £9,

o LDAPEX—LT7 FLRESEHICHRART S COREEEMICT 5 &, Acronis Cyber Files (£, A
TA VAR MFEBEFANRY MFIZ, EX—ILT FL XD —EF % 21—+ —% Active Directory
THRRLET, TNICEY IV —FEPDEX—IL T RLRATASA VY LIEZBERICBHEXA—IL
T74—FNRNy BB TEETH. LDAP h X O IHIEFICKE WHEFEITICE™MA L2 S T
ERBYET, RAEBBETA T4+ - ADEBIREET 2R ENENGEIL. ZORE
ZA7ICLET,

° BEHEBLUVLIYA—FY Y I TRITANRED LDAP SBEERT 5: LT ASD LDAP 58
ld. EX—=ILT RLADA—HIT21—F—%2RRBLFT, KELLDAP hx 07 DFE. IORE
ISR DB EAHY) FT, BITANTNRN 74—V ZAOMENIRELZHEIE. COREE
F7ICLTLEEE N,

o BE7E®D Windows/Mac A 4 Y &EigEHREZFEAL T, Web 7747 FBLUVTRI vy 7REA
V7AT7V o0 TAVEFALET, ZNICLY, EREBREANDLELCTEH Web (>
R—T1—RBLOTRI MY T I IATY MIATAVTESLLSIC, TTDH LDAP 21—
P—DEMHEYET, [T A rFonlEp] 288 LTIZE 0,

LDAP ¥ vy> a7

=D LDAP OZEE 3T XTLDAP H—NRN—(TfREINE T, =72L. AEBVICRFINTWLS

LDAP ¥ v v ¥ 2 DBEFICIIOTHBEBEAH Y £4, R—TDTFHICHEA v L= N—=%7 )y

JLTLDAP *# v v 2% 270 732¢, LDAP DZEBEAT CICFATES LS ICHY ET,

LDAP users and groups are cached for performance. If recent updates to LDAP are not reflected, click here to clear the LDAP cache immediately.

EX—J)LFT>7L—Fh

Acronis Cyber Files [ EX =L A v =P Z [REHEICERA L, 12— - BEBEICXAF I v 7 RIER
EIRMLET, TNETNOA XY MIE, HIMLERETF R MEROT > FL— 2B Y £3, [E
A=W TUvTL—=FTNEIy AZa—%0)vodHE ANV IEERLTBAOT Y 7 L—F
TiRETEET,

Cyber Files ¥ —=N—(CL > TEEEINBZTARTDEX =L, Z—XIZTEDETHRETAXTEX
To BEX=NIZOVWT, HTML ETFRMERDEX—LT YL —bA2EETIHLENHY T,
Ty 7 L— ORI, Liquid NICREIRT 20ELAHY ET, T74L DT 7L — FEREZL T,
FUTL—FDBRERARZTA X EELRL TS,




Leave Administration (,.?

Email Templates

All emails sent by the Acronis Cyber Files server can be customized to meet your needs. For each email, you will need to provide both
HTML and text-formatted email templates. Template bodies must be written in Liquid. Please review the default templates to determine
how best to customize your templates

Acronis C

Mobile A«

Select Language English v

General Setting Select Email Template Enroll user for mobile access ~

invitation.email - User's email address

invitation.pin - User's PIN

invitation.display_name - User's display name

management_server_address - Acronis Cyber Files server address

expiration - PIN expiration date

url - Acronis Cyber Files URL

url_scheme - URL scheme to use for links (mobilecho://)

invitation.user - Username (User principal name)

app_name - App name ("Acronis Cyber Files" or "Acronis Cyber Files for BlackBerry Dynamics”)
is_good - True if application is for BlackBerry Dynamics

send_ios_instructions - True if invitation should contain I0S instructions
send_android_instructions - True if invitation should contain Android instructions
send_windows_instructions - True if invitation should contain Windows instructions
has_web_access_to_shares - True if invited user has web access to network shares
email_templates_left_logo - URL to the image used for the left logo in the email templates
email_templates_right_logo - URL to the image used for the right logo in the email templates
locale - Locale code for this template

product_name - Product name (always displays as 'Acronis Cyber Files')

[ Use configured Server Name ‘Acronis Cyber Files' as product name

Available Parameters

Email Subject Welcome to {{ product_name }}
View Default = Preview

To use parameters in the subject, surround the parameter name with {{ }}, e.g. {{ parameter_name }}

EE

Acronis Access Advanced M/X—2 3 > T3 LUIETIE, Liquid AT 74 L DT> T L—h =0T v
7TTY, ERBICEERAENTWEINRZLT YT L= HH2HEE $—N"—%2T7v 7L —FLT
WTH, ERBAT7H L bDTF > T L— b= Ty FIThY £9,

EE
EX—LTF VT L—bMIHhRZLEBEBREFERLTWSIEBAE, INODOBE®RIFA > Z—%y F ETHRX b
N, TIERAAREAGREICLTBAELRHY £7,

o EEDEIRBEA-—ILNDODT 7L IEEZEEHEIRLET,

ERBHELCRIABRGEEZXETL2HE. £1LBE—D7 7ML 2/HETIHBIE. BHEXAT7AT
FEERTEEY,

e EX=NWTFTYTUL—LOBIR RRELIIRET DT 7L —bEBERLET, T 7L — MEE
FEDARY MIEALEST (A—H—DENAIL TFI/ELRADEH, 12— —DXXT—RFOBERTEHL
E) o
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EE

Ty TT—hLIERIC, ADRELT VT L—FAEENICT vy 7T—haN2ZEIEHY FE
Ao Acronis IC&BT7 v 7T — b EERTZHBEIE. Ty 7T — b2 hRAKXLT YT L — MIFEHT
ERETINEIHY FT, ZOFEIE. Y R—FBLWNMERATEIIARNTOEEICN L TETT INE
oY ET,

o ERTIEER/NTA—R FRAFENSTA—RFT > TL— T EIZBRY, BIRLAT V7L — I
EOWTEDbY £,

o EX—NVOHR: BEHEA—ILOHS,

[F7ZANLPDRRI OV I 52FTE ZOEBETOT7A4LFDOBRZELVEFA—IL T 7L —
FEFREINET,

e HTMLEX =WV T 7L —F. HTMLI—FDEX—IL Ty 7L — AR RENET, B34 HTML
A—RFZANT B L, ZNPERRINET,
[FLvEa—=]KRavias )y o35 BEOT Y L—rO7LEa—RRREINET,

e TEFRMEA=NLFUT =M TFEIAIR—RDEX—IL TrTL—rHRERRENET,
[FrEa=]hgrva2s)yvodde BEDTIL—rD7LEa—ARRENET,

IR

FUTL— FDRENRD T, BT [FYTL—FDREFEI REZ > Z 70w 7 LTLEE N,

et

]
EFEOTYTL— P ERELTH, OSTEEMET LAY FtA, SHEILLENOT VT
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It is recommended that the Debug Logging setting only be changed at the request of a customer support
representative. Additional debug logging can be useful in troubleshooting problems on the server.

Please consulf the documentation for more Information on where log fles are Jocated.

General Debug Logoing Info l
Lewel

Enabled debug modules akvays 1og at the debug level, regardless of the general debug logging level above.

Available Debug Modules

authentication

cluster — RENEE
cormet

data_base_cunnectmns = Rernove Al
email

encryption

Expiration

Enabled Debug Modules

Acronis Cyber Files 4 —/X—®D/N—2 3 > 7.0 LIETIL. exceptions Y 1 —ILHMERAIEREY 12—
LY R LEIBRIN, T74LFTEICEMCRY 3, LIEID/N— 3 > ® Acronis Cyber Files
PoTy 77 L—=FRLia—%—0DFae. INEFTDL S IZ exceptions T2 12 — LAY R MIERRE

NTWBZENDBYET, O7F T avzBBEL, RE 23T LT ZOEY2a—ILHhERRIN
WY EYS,

v g

S of

X2

anh

SEGBEDOERPS L UABRBRETHER LBV TILS L,

MHET Ny AS LR 07 ICRHFTEIEEL AL (Info, B4, Fatal T5—%E) #HRTE
L9

ER
TRy B 2—LEEWCT DL, EROEKNABT Ny S A7 LRLICERECEICT Ny &
L~ cASIcZmkEanEd,

o FERTAEEAT Ny S EVa - FERAELREY 2 - LDOY X MERRLET,
e BHICEATWATFNY T ES 2= TIT 47T 2a—IPERINET,
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FRA VA b—LTREL, B@RETy7T—bL7EE. B2 77 AL C:\Program Files
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EHAEEMIC L. NewRelicYMLZ 7 A LD/ X %&IEE L TL A& L, New Relic Yl\/IL77’/f}l/’5:
HX F5121%. New RelicTT7ho v b &2{ERRNT 2ELH Y F3,

Leave Administration (’3

Monitoring

The performance of this server can be monitored using New Relic. If you would like to monitor this server, please enable monitoring and
provide the path to your New Relic YML file. To obtain a New Relic YML file, you will need to create an account with New Relic

It is highly recommended not to put your New Relic YML file into the Acronis Cyber Files server directories to avoid having your file
accidentally removed or altered on upgrade or uninstall.

If you make changes to your New Relic YML file, or change New Relic YML files, you will need to restart the Acronis Cyber Files Tomcat
service for the changes to take effect

Enable New Relic monitoring?

New Relic YML Path

E.g, c\path to file\newrelic yml. Make sure the user Tomcat is running as has read access to this file

Save

su

E =
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o server.xml, 7 7 # /L T C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-
tomcat-</\—U3>\conf ICECBE SN TWWE T, TomcatDRELEENTULET,

o krb5.conf, 7 7 #JL bk T C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-
tomcat-</\—3>\conf ICIEBEINTWET, ¥V ILAY A VF U ORENEENTVLET,

e login.conf, 7 7 # /L T C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-
tomcat-</\—I3>\conf ICECE SN TUWE T,

« Acronis Cyber Files (2 d 35FBAE & ¥ —,

e acronisaccess.cfg, 7 7 # /L F T C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access
Server ICECEENTWE T,

o NARXRLAT—RF¥—L, T 74/ FTC:\Program Files (x86)\Acronis\Acronis Cyber
Files\Access Server\Web Application\customizations\ ICEEE SN TWL£ T,

e pg_hba.conf, T 7 #JL kT C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\PostgreSQL\</\—3>>\Data ICEEBE SN TWE T,

e newrelic.yml 7 7 A Jb, Acronis Cyber Files #—/N—DE18(Z New Relic Z{#EH L TL 255,



Cyber Files 7— &2 X— X D1ETT

1. [Y—ER] a>¥ ba—L/82L%&BIWT, AcronisCyber Files Tomcat ¥ —EX&{Z1EL £,
R
BITDEHER Tld. §_TD AcronisCyber Files Tomcat % —EX % {1 L £ 7,

2. AcronisCyber Files PostgreSQL Administrator 7 77U —>a v #RE, A—ALT—EZR—2X
P—N—CEHEL. [F—2~R—2R] %#3EIR L T acronisaccess_production & W) ZEIDT — X R —
ANHDZEEERLET,

3. T—ER=RxAFT Yy LT, [EHFH ZERLET,

4, T—2R=2_ [RF—=] [Public] DJEICEBFEAL T, [F=7N] ICEEN RV LZHRLET,
o TAR=RIIT—TILHLHEHBEIE. T—EZRX—REHI Vv I LT, 4Ei%

oldacronisaccess_production (CEE L £¥, REIZ, [T—ER=X]ICBEHL. 57U v oL
T acronisaccess_production & W) ZRIOH L WTF — A RX—X&ERRL 7,

5. PostgreSQL Administrator2FA L., BEERFECOI~T Y N/ 0> 7 M2 EE T,

6. Zha~<w> F7Aav7 kT, PostgreSQLDObinT 4 L7 F U ICHEEIL £9,
f5l: cd "C:\Program Files\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—>3>\bin"

7. T—ARX=ZDNy 7T v 7774 alldbs.sql (F/lF2—F—HFHF7=7 74 I1L4%) % bin
TALZM)ICOAE—-LET,

8. A~ F7OY7 b, ROy FAZEITL £9:psql -U postgres -f alldbs.sql

9. postgres /XX —FzaRKHLNT=HANLET,

R
T—EAR=ZAPAXTL>TIE, BETICLIESLKEEII D2 DY £,

10. EA T L, axvy Ay bova v FU%BALET,

11. Acronis Cyber Files PostgreSQL Administrator 77U —> 3> %3 5 —ERE, O—hHLT—%
R=RY—N—(CERLET,

12. [F—4R—-R] #FRL X7,

13. acronisaccess_production 7 — X XN—X %z E, [RF—=]. [Public] DJEICERLZT, [T—7
W] o#H,. [Acronis Cyber Files DF—&X—XDNy o7 v 7] €73 >DFIES £RELETH
T EERERLET,

R

F—RZR—2X%1EITTT % Acronis Cyber Files Server D/X—= 3 v, T—ER—=ZXNy 77 v TTD
N=2 3> &) B3 L WEBA. £7- Acronis Cyber Files Tomcat Y — E XA BEICBA I N T W BB AIC
I&. # L U Acronis Cyber Files Server T — 2 XN—XDF — 7 IWEIZ/Ny 77 v TETED T — 7L
LV BEL L BGEENHY) £,




B k2 Y= N DT — R R — X DIETT

Acronis Cyber Files ¥ — bz A —EX%ZEIEL ET,

mobliEcho.sqlite3 7 — F VA Y —N=FT—ERX=DN\y 77y TZfHLWTI— Tz (¥ —
/N— database 7 # L& (F 7 4Lk TlE C:\Program Files (x86)\Acronis\Files
Advanced\Gateway Server\database) (CItE—L. BIFO 7 7ML EBEHZ 7,
TRTCOT— b7z AP —N—CHLTCZOTALRZERYIRL T,

FOMD T 7 AINEAHRZRTA ZXDIETT

Acronis Cyber Files ®#p 7 7 4 )L (web.xml. server.xml, krb5.conf, EFBAE., Hh XX LHT—X
F—L, EFA—ILT 7L —F, pg_hba.conf, 7l newrelicyml) ~DITXRTDHRETA %
AE—=L T, FHILLWTZ 7ALICHIRATLEE 0,

185t L 7= Cyber Files ¥ —/N—DF X b

Ny g7y T/ETERRNOI Y E2—2—~DOBITICHRINL 7= 5. Acronis Cyber Files 4> 7 A

>
il

1.

a

—

ICRL., IXNTOREANELWVWT EZRERLET,

BEANDF T A 1L

Acronis Cyber Files SREA—T A UT A 2L T, IRTORENPEL W L AHERL TL/EE
LY

TRTOY—ERZFHET 5121 [OK] 2L £,

INICEY, TRTOY—ERPREICAY T A ITH Y, TTD Acronis Cyber Files #REHVE
TENBIETTT,

—WOAVE—=F Y FAFIDA L E 1 —X EICHFEET ABEIE. Z0AYE2—RIIBHLTENS
ARBTINENDY £, ZDFEIL. PostgreSQL H—EXAETL TWAELE, Acronis
Cyber Files Tomcat Y —E XA EBICHIBEINEE A,

ADBEANDF 74 1k

774 <& LTHBET B Acronis Cyber Files H—/N—D 1 2%&EIRL T, 2OV —N"—F. &
WA ZA T BEVNSIBRTOAT T4 UICHRY £T,

PostgreSQL ¥ —E XA R0 2 —Z—EICEET 225G, 20OV —EXERAICEKBL T,
Acronis Cyber Files 4 —R—|ZEZEA5X WL S ICLET,

75 4 <Y Acronis Cyber Files ¥ —/"\—Fdm a2 — % —(ZF#& L T. Acronis Cyber Files 3%7E
A—T4 VT 1 ZRABLET,

ZZILHBDZITRNTORELSEL W EZHERL 9, MEIGRITNIE [OK] 2L TIRTDH—
EXzR®mLET,

Acronis CyberFiles 77 2>y —LzREE, BEHLLTAIA VY LET, IRNTORENIEL
WZ EZRERLET,



6. REXHERL 75, Acronis Cyber Files AV R—% > FABFEET 2RIV E 1 —X—DABITEA
T, BEL—Ta4 VT4 RBRATZENLDOIAYR—3> b aRBALET,

Windows T® Tomcat A 7 &8

Tomcat ITBEDENMEO—EE L THERZIER L. EOOT 77 A IICEZAHKET,

EHMISEEINBWVWRY, I 7 7ALIEEBLTVWE, BEELRREXHELEY, — MBI

FOITERTIE, Thooa P RETZ2EROMEIMBEVEEZONDLDICHY EF L, BFEDOKR
Dy =% FEROL S BRIBOBEREABRLTOWAWRY ., ho0RT 77 A LEHHRBEDHED
MY RTLICRFELTHEEET,

iELC&HIC

Tomcat (TBEDEMED—ERE L THEREEMR L. EROOT 774 IIZEZAA T T, Windows T
. INSDT7AILIETBERDT 4 L7 FUICREENTULET,

“C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-tomcat-7.0.34\logs”
Acronis Cyber Files DA 713, M—DFT 4L 7 FUICBIHED 7 74L& L TREFEENE T,

EE
Acronis Cyber Files @10 27 7 4 JL |4 acronisaccess_date & L\ 5 ZRI T,

REROT 77 ALOHBROZR 7 #BEMLT 2HELZIF OV —LIESHBAEINTWET, =& X
£, Windows ICHEAAENTWS ForFiles 3~y RaFERTLIZEANATEET,

EE
ForFiles XD EEA & F1IC DL T L. http://technet.microsoft.com/en-us/library/cc753551
(v=ws.10).aspx LB L TLIZE L,

Hyy77aex
COYYTILTOvRA TR, BEOBEEREL/-OT 77/ L EBBNICEHET A2FIEEZSAL I,

YU TINDNRYyF 77 ALRICIEZDEENRTA—ZELTERINTEY, HL0BEHINLTWS
RV —ICBETALHICEREIEDLZENAETT,

R

Yo TNRIUT N (NyF) 77 41E Windows Server 2008 TEMES 2 & S ICRETES T &
T, A7V T AL A—FT2ICIECHb0E20 )y LTLIEE N,

Fid, RV ba—-FEIE—-L T, ZOTFAMRFaX Vv MIBYHIF2Z B TEET,
[AASTomcatLogPurge.bat] & &ZBIZ{HFTTREL TLIZE LN,

EEHENYFRZY T La—F:
ECHO OFF

REM RZJJk: aETomcatlLogsPurge.bat

REM 2012-05-12: /N\—23>: 1.0: MEA: {ERFEH
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ECHO ZORVTb(F. —F B MR B LI=I7MIVETALINUDSEIBRLES
ECHO TMZEAVR SAVE IR 2—ShoERITLET

ECHO TOERITH R IAHIVINS T IVEBIR T Rl A xR LET

REM ===== EQ E

REM FE: ZERZECIANTON\RIZESIAFTHOLEIHYFETS

REM CDI7AIVERELT. T2 D LogPath & NumDays ZFERELFET

REM Tomcat DT RTDOTHEHZTAIVEIANDI SR

set LogPath="C:\Program Files (x86)\Group Logic\Common\apache-tomcat-7.0.34\1logs"
REM NumDays - NumDays &Y L\ATT7A)LAYLEE ShEd

set NumDays=14

REM ===== E&ﬁ-‘:_ ﬁ}g T
ECHO
ECHO ===== F*H tﬁ —===========

REM ForFiles A< 3.
REM "/p": Z7AIVEBIBR T 55T D/ R
REM "/s": INUF D7) SR TR ENDTHIE Dt DH I THIVIRNEB IR (TREZELET

REM "/d": IREXYZDE BT EH TP IVEEIBRLET . 1=E&(K. "/d -7" DIBE .7 BRiKYEWI7(ILE
BB LET

REM "/c": F7AIEERRIHIFRTSHITUR: "cmd /c del efile".

forfiles /p %LogPath% /s /d -%NumDays% /c "cmd /c del @FILE"

:End

ECHO ===== /\YFI7(JULT

-

=R

DY TINEHA R SA Vv ELTREBEETIHEDTT, I—F—DEREBBOEGICEOVWTHLELR Y

AEXZEEL, BALTLEEIL, Y7, IRTCOFHPRETIETAIINTLEYA, 72
BWET2HOTIEHY FBA, YT IVEERE LTIARWELE, 774 LVEIBROEEEITI—
P—DEFICEDIET>TLESL, Y TNE, 774V THOLHLHRELICT X FLTLELER
Y, FBEERBETERLLEVLTLES L,

FlE

1. Acronis Cyber Files (Tomcat) #&8fELTWAarv a2 —&2—(ICXZ7 U hZ2aE—L, X iR
M BB TNBTFRNI T4 2R L TCHEZ,




2. TRICR&EN/I-t 7> 3% LT, LogPath ®fEEL NumDays DfE%# 1 —H —BEHBD/RET 7
ANRBORTEDEICREL £T,

REM =—==== CONFIGURATIONS
REM Note: all paths containing spaces must be enclosed in double quotes

REM Edit this file and set LogPath and NumDays below

REM Path to the folder where all Tomcat logs are

set LogPath="C:“Program Files (x86)“Group Logic‘Common'apache-tomcat-7.0.34%Togs"

REM NumDays - Log files older than NMumbDays will be processed
set NumDays=14

REM ===== END OF CONFIGURATIONS
ECHO

ECHD ===== S5TART =—========—=
ER

Acronis Cyber Files Tl, Tomcat ER—D 7 # LKA T 7 7 A LA REENET (C:\Program
Files (x86)\Acronis\Acronis Cyber Files\Common\apache-tomcat-7.0.34\logs) o

Tr7ANLNERELET,
4, 7OLREBET BICIE, [FRIVRFPa2—F] 2#HE, 22 05FHLLERLTLEE L, £
2T DHLWEETESRBATELET,

Create Basic Task Wizard n

E Create a Basic Task

Use this wizard to quickly schedule a common task, For more advanced options or settings

Trigger such as multiple task actions or triggers, use the Create Task command in the Actions pane,
Action Marne: aETumcatLogPurgel
Finish

Description: | Purge Tomeat Logs Older than 7 days

= Back | Mext = I Cancel




K2V DBHEITINDLDICKREL XY,

Create Basic Task Wizard I

3 Task Trigger

Create a Basic Task

When do you want the task to start?

& Daiy

Action Wkl

Finish =exly
= Monthly
 One time

© idhen the cormputer starts
= WhenTlag on

" When a specific event is logged

< Back | Mext = I Cancel |

6. RRIPBBINIBANATELET, 2O7ALRIE. AT LIIBMHTEVWAFTAAA->TWLS

REC, DA VT F VR AR ETRTHRVWE XIIETT I EA2BHOLET,

Create Basic Task Wizard I
@B Daily

Create a Basic Task

0 Start: I af1742012 j I 2:DD:DDM ﬁ r Synchronize across time zones
rigger

Recur EVEry! |1 da},ls
Action
Finizh

< Back | Mext = I Cancel




7.

TovarviA4T7% (7057 LDORME] ICKRELET,

Create Basic Task Wizard
(D]  Action

Create a Basic Task
Trigger

Daily

Wihat action do ywou want the task to perform?

% Starta pragram
i* Send an e-rmail

" Display a message

< Back | Mext = I Cancel |

(B8

Bl Rg> %2y oL, RZUTE (NyF) 774 0L%

ZRLOERLES,

= N

\)

(2| Start a Program

Create a Basic Task
Trigger

Daily
Action

Start a Program

Finish

Create Basic Task Wizard Ed I

Prograrm/script:
"ChvPrograrmn Files (xB6)\Group LogichaE ScriptshaETomecatlogPurge b Browse... I

Add arguiments (optional): I

Start in {(optional): I

< Back Mext = Cancel




9. Kbk [ET]IZ27Uv I LET,

Create Basic Task Wizard I
O Summary
Create a Basic Task
Trigger Marme:
Daily Description; | Purge Tamcat Logs Older than T days
P 4 g ¥
Action
Start a Program
Finisn
Trigger: IDaiI},-'; At 200 A0 every day
Action: IStar‘t a prograrn; "ChPrograrn Files (B0 Group Logichak ScriptshaETaomeatlo
r Open the Properties dialog for this task when I click Finish
Wehen you click Finish, the new task will be created and added to your Windows schedule,
< Back | Finish I Cancel

10. 227 VRMTERRVZHIV Yy 7§28, 7ANRT 4 ZERL, 12— —0O 74 REICED
LY, HEXI—F—PATA Y L TVWERLLTH, RRIDNETINDINIRIET DI ENTEET,

11, 227 %ZFRL AV Vv L, [ET] 2BRT 22T FRIHPERBICERI N, BIICEITS
NEIDEERTDHIENTEET, XATTV21—TFDATIZIE. FEVELE IXTOIT—ARES
nxd,

T—RX—=XOE8/NNY T T v T
Windows # X7 X4 ¥ 12 —Z %3FM L T, Acronis Cyber Files T— X RXR—XDBEEI/NY 77 v TRy
Vo)L EMBBEICRECTCEET,

T—RZR—=Z Ny 7Ty T A7 ~DOVER

1. XER (X130 TFR N TT04) 2B&E, UTZ2ADLET,

@echo off
for /f "tokens=1-4 delims=/ " %%i in ("%date%") do (
set dow=%%i

set month=%%j



set day=%%k

set year=%%l

set datestr=%month%_%day%_%year%

echo datestr is %datestr%

set BACKUP_FILE=AAS_%datestr%_DB_Backup.sql
echo backup file name is %BACKUP_FILE%

SET PGPASSWORD=password

echo on

bin\pg_dumpall -U postgres -f %BACKUP_FILE%

move "%BACKUP_FILE%" "C:\destination folder"

2. DAY R F—JLEFICAT L T- postgres 1 —H—D/¥X 7 — KT "password" # EERR £9,

3. RNy o Ty T EIREEFET DT A IILEA~D/CXT C:¥destination folder #E =¥z £9,

4. 7 74 4% DatabaseBackup.bat (CL. 77 M LDOBEET [TRTDT7 7M4I] 2FIR L TREFL
¥9 (LEFHAEETY) o

b, W= a3 vESDT AL MY (¥9.3¥ &) 1THD PostgreSQL DA Y R b —JL 74 LZIZT 7
ANEBELET,

A2 —IL XX DIVER

1. [aybra— R"2xN] 2HE, [BEBY—MV] 2FHEFT,
2. [4R9 Ry a—F #@HExd,
3. BBEl 220Uy o L. [RRIVDIERK] #FIRL £9,

[£fi%] 27 TROBAFEEITLETS,

1. 2RI DARTEFAZEASDLES (f: AAS Database Backup) ,
2. [2=H=HOTF Y LTVBHEIDICHDDLOTEITTE] AERLET,

[FUH=] 2T CROBIFEEZETLES,



1. FERl A7V vy o LET,

2. [ZRIDEAR] TIRTZ 2a—ICH#S] #BRLET,

3. [BR]Z&ERL, R UM aETIRME. ROV T FOBETHEE (T—A4X—X%&/Ny 7
Ty T7IREE) #RIRLET,

4. [F¥MERE] < [A#] #&R L. [OK] =3 L £ 9,

[181E] 2 7 CROBIEEETLES,

1. IRl #2VyoL %S,

2. [l c 7RI 7 LORMK] #RIRL £,

3. [R5 L/A2 )7 ] T [8EB] ##F L. DatabaseBackup.bat 7 7 1 L% EIR L £,

4. [BAEE (AT2av) 1T ROUTEHPHETHNE~ADRREANALES, F2ezld, 27U
b AD/XZX A C:\Program Files (x86)\Acronis\Files Advanced\Common\PostgreSQL\9.3\PSQL.bat
DiFE L. [C:\Program Files (x86)\Acronis\Files Advanced\Common\PostgreSQL\9.3\] & AFL
ES I

5. [OKl#z2Uvy o LET,

6. DX T TCEBMDEREZZEL., [OK] 2] L £,

1. BEDT H7V v b OFAEBERVEREINE T,

T—RZR—XOBE8)/NNF 12— L

ZDOHA FTIE, PostgreSQLT—XRXR—XEE{TL, NFa1—LTBERTY2—ILERIEERTEH
EICDOWTEHBLET, BICT7TAAMICKELRT —2ZR—X (HFEHANA L) APHZEBEEICIE, N
Fa—LNEBIREEERY FT,

AR

PostgreSQL IR 7 7 ALV THEBNRNF 1 —LETSLSICREESNTVWES, T—"—DEFRIASL
BICIFLEBZTHOAEVWL D ICEFIN TV S-S, @EEOT 7AAICEVWTIZEENF 2 —LAE

ﬁéﬂ?ﬁ.ch\ﬁl%'l‘ém%‘)i?c ZDEDIHAEIC Li\ REAICIENINF 2 —LNBERTTH LI

AT 21—V ERAIERET DONRERTT,

PostgreSQLDER & X7 U 7~ DIEBK

R R HDEITAIBER T & DHET

ZTHEB® PostgreSQL /X7 — KA, pgpass 7 7 A IWIREFEESNTWDE I LA HERTIHELRDH V)
F9, BRESNTLARWVEEICIE, RZUTMHPEEL EH A, BEICFERT 2I21E. Acronis Cyber
Files PostgreSQL Administrator v — L&A L £,

1. Acronis Cyber Files PostgreSQL Administrator B8 & £9, Z Ml Windows @ [R & — k] X
— 1 —® [Acronis Cyber Files] 7 # L &ZI2H 1) £ T,

2. TRAN=RIZERL, FATAIPHLLENRRT—FEANLES, [WRT7—FZ&RE] Fzv
gy 7 ZEBFMLT, [OK]Z2 YU v 2 LET, PostgreSQLD /Y27 — KA'pgpass 7 7 A LI
REFEINEFT, ZD7 71 /lE. C:\Users\<currentUser>\AppData\Roaming\postgresql ICYER & M



Y,

s o)
RENZT—FICBATZBEWMERLIEZATAITHARRINDZENHY £IH. TNIFEET
3, OKIZ27 Vv s LT,

f# Connect to Server >

Flease enter password for user postgres
on server localhost (localhost)

Store password
Help Cancel

o F7lE. FHTpgpass.conf E WS EZEIDT 7 A ILEERHRL, TFR b
localhost:5432:*:postgres:yourpassword 7 7 A JLIC AN L TRET I H T2,
o TEE, MTERED postgres T —H— /XX T—FEELWR—FZADLTLEE L, 774
WeRFLET,
3. ZoflTix, pgpass.conf” 7 (/L% JE— L TD:¥Backup¥7 # VX ICEEEFF, AT P a—&
AV HRTTHA—Y—E, TOT77ANIHTEHAERYN TV CREZR > TWARENHY £
ERS

271 7 b DIYERR

T o Tld, PostgreSQL bin 74 L7 b U /XX A C:\Program Files (x86)\Acronis\Files
Advanced\Common\PostgreSQL\<VERSION>\bin\ I[CERTE N F ¥,

EE

FEANREZLAVRA N =ILEIEEWA VR b= ILEZFERT 5355214 PostgreSQL bin 7+ L& %
ET LI REBET Z2HELHY £3 (] C:¥Program Files
(x86)¥Acronis¥Access¥Common¥PostgreSQL¥9.4¥bin¥) ,

1. O 774NVERET 274V EEERL. RRI7EEITT2LI—H—ICZDT7 A ILEITHT DEcdk
Y, BEEAA, BLUOETT I/ AEEZERAET, vV VOEBEL L TRET 2 LaB8DL
9, ZofTIZ, OF 7 LKL D:\Backup\ T3,

2. FEDTHFRIIT 42 (B AER) 2HAE. UTFTORI YT MEMYFITFET,
SET PGPASSFILE=D:\Backup\pgpass.conf
"C:\Program Files (x86)\Acronis\Files Advanced\Common\PostgreSQL\9.4\bin\psqgl.exe" --
host=localhost --port 5432 --username=postgres -d acronisaccess_production -c "VACUUM
VERBOSE ANALYZE" >"D:\Backup\vacuum_report_%date:/=.%.log" 2>&1

3. ZORVVT I ETTRAARRICEI LS ICREL£T,
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e psql.exe 77 AINADNRREZDT 7 AP EET H/RICEBELET,

o TIUANIMEZEBLTWDEHEEIF, --port DRELXELWVWKR— FESICEEL X,

o B PostgreSQL 2 —H —%EHR L T 215514, postgres ERNDI—F —|[CEXER 5 &
I2& > 7T --username=2#Z & L £ 7,

o AJF®D/YZX®D D:\Backup\ DENZMHELO T 7+ INKXIZEBEL X,

e pgpass.conf 7 7 A JLEBED /XX D D:\Backup\ DEDZEZZD 7 7 A IL~DNRRICEEL £,

4. vacuum.bat WS ZHITT7 7 A LA REFELE T, RETIRICE. [Z7M4V0EHE] T [TRTD
T7AN] ZFIRL TWBZEAEFETLTLIEE L,

EE

BffoERIcLY, ZDlog7 7 A LVDIERICKKT 25HE5A”H Y £3, BTOEAZHRT 51

i, x> F78> 7 F%BIWTecho %date% ZETLET, AFICT7+T—FRTvraikmED

TNEBXFENEENTWEHEEICIE, MOXFICEET 2LELNHY £9, LOFITIE. RAK /=
HNEWIEHTY, MEIARLELIBEIZ. 770V R—MIBHAVWEDLBELLEE L,

RRAPAT Y 1 —5DRTE

1. [aybra—nnzn] - [BBY—L] - [2R7 RFPa2—F]DIEICZU Yy LT[RRI Ry
Ta—-J)xHEET,

2. [4R9 2R va—5 @—-hn)) a7y oL, [RRIDERKR] #=IRL 7,

(L) Create Task x

General Triggers Actions Conditions Settings

Mame: Automated Database Vacuuming
Location: \
Author: MYSERVER\Administrator

Description: | Vacuuming the Postgre5CL Database

Security options

When running the task, use the following user account:

MYSERVER\Administrator Change User or Group...
() Run only when user is logged on
(® Run whether user is logged on or not

[] Do not stare password. The task will only have access to local computer resources.

[] Run with highest privileges

[] Hidden Configure for: | Windows Server 2016 w

3. [#f%] % 7 DERE:
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o [&EN] & [BBAl 2 AH L £,
o [2—H—HATFLYLTVBRHESIHICHDDOOTEITTR] 2RRLET,

e [ARVDEFTFHEICESII—HYF—THIYV M E, COXRIEETTI2I—F—ICKELET,

v v ®O NETWORKSERVICE VA7 v b &ERAT & ab@H L £9,

Select User or Group >

Select this object type:

|L|se.-r. Group, or Builtdn securty principal | Object Types...

From this location:
|I'u'IYSEH‘ufEH | Locations...

Enter the object name to select (examples):
NETWORK SERVICE] Check MNames

Advanced. .. Cancel

[FUFH=] 2T DFE:

Mew Trigger
Begin the task: | On a schedule w
Settings
() Onetime Start: | 1/19/2019 [EH~ | |'|3'2:m:'|}ﬁ = ||:| Synchronize across time zones
i Daily
0 Weekly Months: I,lanuar}r, February, March... =
(® Monthly O Days: I -
® On: IThird - | [Saturday =

Advanced settings

[] Delay task for up to (random delay): 1 hour

[] Repeat task every: 1 hour for a duration of: |1 day

[] Stop task if it runs longer than: 3 days

L] Expires | 17 8/2020 12:35:30 = Synchronize across time zones
Enabled

Cancel
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s Rl AU I LT "F2—LAEETTIRTY2—LERELET, —N—~DEFH
BOWEBE®EICITI 28T IOLET, NFa1—L0RE, RERICIAERTTEZIEE2ETT
HLET,

5. [i&fE] 2 7 0% E:

Mew Action >

You must specify what action this task will perform.

Action: | Start a program w

Settings

Prograrm,/script:

cmd.exe | Erowsze...

Add arguments (optional): |.-"C "ChScriptsiwacuum. b |

Start in (optional): | |

s FERl 2oV v o L. BE]l T [7RIFLOBMK] #RIRL £,
e [ZRISL/ZAHZVT P, Temd.exe] EAHLET,
o [BI#o&m] (. [/c "C:\Scripts\vacuum.bat"] & AAL FT,

AR
ZoaAv Y FICIBET /52X & fRE L. vacuum.bat 7 7 A L DEBRDO N ZAAERRTE L5 LTLE
T Uy,

o [l 2T HBLVIBRE]I X TET 7A4NLFREDETEICLETS,
e [OK]I LT, ILWEZ XV A2REFELEY, BEBERT—FDAhEROONET,

KRR DEREE LY OEIEHHED

1. [BRT RT2a—F]hoN\Fa—LEZRVEFHTERITLTCTA ML, BYART7+LEZICOT
T7ALVHPEREND T & AR LT,
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2. ATV a—ILENTZRZRIDBRELIBLICEITIND 2R LET,
. . — <> /,—
Acronis Cyber Files ®R]—H —/N—D 4T
ZDOHA FlE, RED~ > T Acronis Cyber Files £ k7 v 7% 8B{T4 2 DICEIIb £,
HE
AREY—N—%BITT2HIC. TRAMNRETINODOFIEAEITTZI 28 BBOHLFT, AFR

BEORMEEERT 5701, TRAMRETEH., TANEOI-—Y—TRI by TEENMILT T4
Ty heWKOPABLT, RBEY—N—CRALT7T—FTI7FvICT2RENHY £,

B—4 — /N — OBITE BT BRI

-3

=1

FERBEATOTRAIN Yy 97y 7/EROET2E<EBHLET,

REOBRICEALTAET 2XELVHHEEFA:

o Cyber Files Web % —/Y—_ PostgreSQL, ¥—r Tz A4 774N VRI MNUDRTRTLIEDIV
Ea—%—FLIZhYETH?

e Cyber Files Web #—/x—® DNS, IP, R—rEXELFT,

o« =+ Tz AY—NR—DDNS, IP, R—FrZEXELET,

e J7ANYRIPIDTFLRER—bZEAELET,

s J7ANLRETOORT—YavEXELET,

o WIEDY —/N—DPostgreSQLN—Y a v EF5E#ATLET,
PostgreSQL X A > 7 # )L KX (577 #JL b TC:\Program Files (x86)\Acronis\Files
Advanced\Common\PostgreSQL) DH D 7+ ILX % (9.2, 9.3, 9.4 &) 7H' PostgreSQL O A ¥ v —
N=2avESILR->TLWIOTHEICHRETEET,

3=
AR

INODEROKRFEIIHRELI—T 1 VT« CHERTZTET,

F—Y—/N"—0BT70t ROEFEE
BITERBT 2RIIC. CNODFIEOITANTEEITTIEFEEZTEWLTILEE N,

PostgreSQL /Xy 7 7w 7L X9,
TF=b T2 AP —N=—DT—ZR=RENy o7y LET,
—EDEMT 7 ANENY T v T LET,
Acronis Cyber Files z7 A > X =L L £T,
PostgreSQL Data 74 L 7 b U ZHIkR L £,
(A7 av) Java zHIBRLET,
ToAVAR=IBFERLNN= 3> DA v A F—F%{ER L T Acronis Cyber Files 4 > X k—
WLET,

N ok w e



8 T— bV zAY—N=TFT—Z_R—-DIETT

9. ¥—N—%HEL £,

10. Acronis Cyber Files DEEREZHERL £,
11 FLWERET A M LET,

Acronis Cyber Files D47

Acronis Cyber Files OB{TIERDFIETETLE T,

1. PostgreSQL /Ny o7y 7

a.
b.

209

[—ER] v b=/ )L %EBWT, Acronis Cyber Files Tomcat Y —E X &=L L £,
Acronis Cyber Files PostgreSQL BY — Lz E £9, ZMNld Windows O [R & — ] X

— a2 —® Acronis Cyber Files 74+ L ZIZHY £F, T—ER—=A Y —"—|ZEHKEL X T,
postgres 1—HF—D/RXXT—FANZRHLNBHELH Y FT,

[F—%2~R—R]%#EB L. acronisaccess_productionT —ZX—X%H7 U v o7 LET,
[(XyTFFYyR]ZFRLET,

[NFa—L] ZBRL. (9] 2 NIV ISRELET,

Options
Maintenance operation VACUUM ANALYZE REINDEX CLUSTER
Vacuum

FULL |m FREEZE |m ANALYZE m—|
Verbose Messages m-l

i ? X Cancel « OK

[OK]l&Z2 Uy o LET,

F—a~N=2_ [RF—==], [Public]lDJEICERBELET, [FT—FN]€/7>a>0HFEXAELE
To INICEY, BIHBRICT—EZR—IAEBICETINZZ L ABERTEEZT,

PostgreSQL Administrator vV —ILZF L., EBERFECOIY Y F /oY 7 b 2REEX T,
Zoawy K78y 7 k7T, PostgreSQLDbinT 4 L7 VU ICBEL 9,

f5l:cd "C:\Program Files(x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—_3>

>\bin"
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a.
b.

C.

EE

FEANRZLA VAR =L FEEWA VR N =LA FEBT 515451213 PostgreSQL bin 7 4 /L
RaigT LI RERET 2HENH Y £9 (ff: C:\Program Files (x86)\Acronis\Acronis
Cyber Files\Common\PostgreSQL\9.4\bin\) ,

O< > N pg_dumpall --host localhost --port 5432 --username postgres --file alldbs.sql

T ANHLET,

e alldbs.sql Xy T v 7D 7 7 AINZFIZHY £FF, INiEPostgreSQLDbinT 4 L7 kU
ICRTFEINET, FIOBAMICRET 2HENH2HEIE. EROIYY PR TR %ZFERTE
F9, X ATV RFOEREERD LS ICEFEL 9 --file D:\Backups\alldbs.sql

o TI7AHNLIMUANADKR—FZFERLTWEHEIE, 5432 Z ELWR— FESICEBELET,

o TTU7AINNDPSQLEEET HT b postgres EFEALTWLWAWSEIF, EEEa~> FRD
postgres & CEADEBET HT > FZICEEL TLEE L,

o ZOFIETIE. postgres I—HY—DNRXRT—RZ@EAINMANTELSICKOLNES, ZD7-
KN RAT—FZ AL CEnter¥ —% L T2,

EE
NRZT—RZAALTH, A=y F7Ary 7 b4 v FODBRENLEEIEE /< HVY EE
Ao

= b I AY—NR—DT—ER—=ZDNRNy T Ty 7

Acronis Cyber Files ¥— b7z 44—t X% {=IEL £T,
F—hr7zAY%—/N—Ddatabase 7+ LXICBEILE T, T 74/ FTIEROFBATICHY £7,

C:\Program Files (x86)\Acronis\Acronis Cyber Files\Gateway Server\database
mobilEcho.sqlite3 7 7 A LDy 7 7y 7FaA—%EKL £,

ZDMDINYy STy TRR7Z 7 AL
UTFTO7 7 A NTEEEZMAT=HDHH 5355 1E. Acronis Cyber Files 8 A BT E - 13817 L7

IZ?‘Z

CREZEmETEDLLSIC, Ny Ty TafRlLTHEL L aBHOLET,

postgresql.conf 7 7 A /by TDT7 7 AINICIE, T—ER—AEEOCBEELAZEINSEINTWLSIG
GhHY F£9, BFEIE. C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\PostgreSQL\</\—_3>>\Data ICECESNTUWE T,

web.xml, 7 7 # /L bk T C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access
Server\Web Application\WEB-INF\ [CFEBESNTWLE T, ¥ I LY A VF Y ORENEENTL
x7,

server.xml, 7 7 # /L kT C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\apache-tomcat-</\—3>\conf ICEEBENTWE T, TomcatDHEAEZTENT W
x7,

krb5.conf, 7 7 #JL kT C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\apache-tomcat-</N\—3>\conf ICEEBEESNTWET, Y7L A v F v DE
NEENTHET,

%o
it



e login.conf, 7 7 # /L b T C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\apache-tomcat-</\—3>\conf ICEEBENTWLWE T,

» Acronis Cyber Files IZ{EHJ 3 EFBAE & F+ —,

» acronisaccess.cfg, 7 7 # /L kT C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Access Server ICBEESNTWE T,

e WRZLHZ—AF¥—L, T74J)kTC:\Program Files (x86)\Acronis\Acronis Cyber
Files\Access Server\Web Application\customizations\ ICECBE SN TWE T,

* pg_hba.conf, T 7 #JL kT C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\PostgreSQL\</\—_3>>\Data ICECESNTUWE T,

. Acronis Cyber Files D74 X =1L

a. Acronis Cyber Files 1 > X b =2 %R E£9,

b. ZA4 Y REICABL TS, [FYAIVYR =] ZI Vv I LET,

C. INTOAVYR—FY FZBERL, [PYAYR =] ZIUV I LET,

. PostgreSQL Data 741 L' 7 F U DHlIkR

PostgreSQLY —N—DF =& 74 L7 MV IZEEICIZHIBRSNEL A, T 74/ FTC:\Program

Files (x86)\Acronis\Files Advanced\Common\PostgreSQL\ |CECE & 115 PostgreSQL 74 L2 kU

2Rz FETHRLET,

EE
BWA YR M—IVELEHREZ LA VR =L EFERLTVWSHEIE. ZO/NRERET 2HED
HYFEFT (:C:\Program Files\Acronis\Access\Common\PostgreSQL\) .

(FF>¥av) Java ol
Acronis Cyber Files Web ¥+ —/N—IZ4 v R b =L &7 Java #BIfRT B¢ HTEET,
Java by FA—LRRLASEIBRTE T,
. Acronis Cyber Files ®BA4 X =L
a. # L\ Acronis Cyber Files f Y X h—5%#EBIL T, [RAN] 227U v 7 L X,
b. 74 R EZTH, AEL XTI,
c. [MYRP=W]ZBIRL, 41 VR b—FEERDERICHENET,

P
Acronis Cyber Files Web —/X—_ PostgreSQL, 5LV — b7 x4 ZBl4 DT>V TEITL
TWaiGEIE, [ARZL] #FBIRL T, BMOIYR—3> b 2BIRLET,

d. [PostgreSQL m#5L] EE T, BAIERAL TW=D &R L PostgreSQL X —/8— a2 —H —F3/<
AT—FZAALET,

e. [(RAN1ZEO Vv LET,

f. AR b—anzavR—3xv bziERL. [M¥Rb=N]Z27Vv I LET,

g. AVAF=—FHARET LD, BT1Z7Vv I LET, RICKELI—TAUTA2ETTEED
ZATATHRRINET,

h. BEL—T 14U T4PFEWH, [OK] & [BA] B FICHAVZEEICLES,

i, [—ER]a> ba—L/ZIIL%EBWT, Acronis Cyber Files Tomcat —E X% {=1E L ¥ ¢,



EE
BEOEIER TIZ. T XTD Acronis Cyber Files Tomcat Y —E 2 %#{E1EL 7,

j. Acronis Cyber Files PostgreSQL Administrator 7 7)o —> a3 VA&, A—HLT—ZR—=2X
HY—N— (B L. [F—2R—2R] %8R L T acronisaccess_production & L5 ZEID T — &
R=—2ANHB L =HRLET,

k. T—&R_R=2%H7 Yy LT, [BHF] 2ERLET,

T—2~R=2Z, [RF¥—==]. [Public] DJEICERL T, [F=7N] ICEE RV L 2R L X

ER

T—AR—RIIT—TADH2HEE. T—E2X—2R%H7) v LT &%

oldacronisaccess_production [CZE L £9,

o RIZ, [F—=aR=R]IZBH L. H2 Y v 2 L T acronisaccess_production & L5 ZBTDH
LWTF—&Z_R—%zE L £7,
m. PostgreSQL AdministratorZ2B L., BEBEFECOIT Y R Ay 2B 9,
n. 2mav> K7a>7 k7T, PostgreSQLDbinT 4 L2 FVIZEHL FT,
f5l: cd "C:\Program Files\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—3>>\bin"
0. T—RAR—=ZADNy T v 7T 774)alldbs.sql (F7/-F2—F—HIFF/=7 741L%) % bin
TA4LZRUICAE-LET,
p. Ax> F7ary7hT, ROAT Y FZEITL £9:psql -U postgres -f alldbs.sql
q. NRT—=FDANZEKD N5, postgreSQL /XX T —FZANLET,

I

=y
T—AR=2ZP A XL >TlIE, ERICLESKKBND DD ENHY £,

w
ol

r. BhET Lo, axvy 7y 7o v R EBALCET,

s. Files Advanced PostgreSQL Administratorz BUHE. O—HILT—Z X=X Y —/— [Tk
LET,

t. [T—R=R]ZBIRLET,

U. acronisaccess_production 7 —Z X—X %[ Z, [RF¥—=]. [Public] ®JEIZEFEL 3,
T—7TNLNOEIPBRNERLTHEZ EEERLET,

8 F=FIzAY—N=F—2R—-Z2DER
{ERL L 7= mobilEcho.sqlite3 7 — b V2 A Y —N=F—EAR=XDODNRNy 7Ty 777 A NEF LW
F— kA —/"—0 database 7 # /LK (T 7 # /L kTl C:\Program Files
(x86)\Acronis\Acronis Cyber Files\Gateway Server\database) ([CIE—L. BIEDO 7 7ML EE
TR FET,

9. Y¥—N—0DIER



10.

EE

Acronis Cyber Files TER X415 DNS ZEEFHT, KAV MEDIP T RFLRDOAEEETH
EEBEIOLET, LUTOFIETIE, Acronis Cyber Files DLBID A > XA & > 2D DNS & % B{EH
THIETFHRE L TULET,

a. W F £ITL THUWL Acronis Cyber Files Bl 1—T 4 UT 4 ICRY ., =tV A H—
/X—_ Acronis Cyber Files H—/N\— BLO 774 ILVYRI M) DEREEITVET,

b. EHA] [OK] &2 Uy LET,

c. Xo&xAT7ATT, [OKI%Z2 Vv %9, Acronis Cyber FilesWeb /1 > 2 —7x—XT77
THAEBL XTI,

d. Accesst—n—(cOs A4 LET,

e. [BEBEm@|Z/YVvsLET,

[(ERNAINTIER] > [F= b7z 4P =—N=] R=DIIBHL X,

T—=b7zAY—N"=DUX M, FRLTWAT =Tz A —NR—PERRINET,

T=b7z2AY—N"=DOT7 FLZAADNS T Y DFEIEF, TODNSTY FUHH—nN—T

VEELTWARRED, Y—N—%ZEETILEIEIHY EFEA, T— T2 ADTFLRAIP TR

LROBEF, =72 AV —N"—DIPT7FLRTHDILEBERLET,

Acronis Cyber Files D'EERE DFER

T—AR—ZDETHTET Lo, HiTTHH1IC. Web A v X—T7 2 —RITHA AL, BED

ELLCETREINTWSEZE, BEUREMRKAEL LTHEHYAZ L ZERT DL H>BLEBHDOLET,

WRTIBERTATLOFIZRISRLES,

o BEHENS:H L\ Acronis Cyber Files A7 7 # LK, O DEEAARIIHERIRTDHOT I+
ZHENRESNTWEZ E#MHERLET,

o BERE: §NTHOLDAP, SMTP, &ML EBRENEL W EZ2HERLET,

o bz AY—NR—bT—RY—ZELWT FLATT = b T2 AV —N—|ZT7 /LR TED
T, BEOTFT =RV —RDONRZDBER EEERLET,

5 @

HTLWBE DT X b

BITHTT Licn, WCODDBFERITL T, INTHEGRSEBET 28R L £,

Web 4> Z—=T7 2 A XDFET =2 avBFEaETLT IXNTHELGLSEET 2R LET, &
ENZEBINTVWAWI L ARERLET,

Web 4 V& =712 —RX%NLTC774/)% Sync&Share s> avic7y7a—FLET, v k
Ty 7T LlcZzofnzry b7—2/—FRIZOWTHRILELIICETLET (L LN .
BITRIICEEL = Sync & Share 77 M LAa KXo A— KL T, BEO 7 74 )L X b7 ~DEHHE
ET 22 & xMRLET,

FRINYTO0ZAT Y bERIEZERALTI AT b (B LLIEZOMA) #EALTHLWER
ICEEfT L £ 95

TR TOZ7AT Y bERIEERANLI AT R (B LLEZOEA) W DHhDT 74
LWaTy7a—RFELUE7yo0—-FLET,



DY —/X—~D Acronis Cyber Files D17

ZDHA FTlE. BEFED Acronis Cyber Files £y b7 v 7% LW ¥ BT B AEICDWTERRR
LEY,

BE

RKEY—N—IBITT 2RI, TRAMNBRETINSOFIEEZETT LI Lzl 8L ET, TX
BEEIAEY—N—CRELT7T—FTI7FvIIT2EN. TAMNEBOI -V —FRI My TEERNAILY
TATY FEWCOPAEBEL T, ABRBELOEBELARERL TLIEE W,

BHIAE T DRI

s

FERBEATOTR Iy 97y 7/ ERORTER<EBOLET,

REOBAICEALTAET 2XEDVHHEESFA:

o Cyber Files Web #—/3—_ PostgreSQL, ¥ —+r7 A&7 74N YRS PUDATRTLIEDIY
Ea—&%—LIZHYETH?

o Cyber Files Web %+ —/"—®d DNS, IP, R—FrZAXAELET,

o« =Tz AY—NR—DDNS, IP, R—FrZEXELZET,

e 77ANYRIPIDT FLRER—bEXELET,

e JT7ANARINTORT—TavEAELET,

o WEDH —/N—DPostgreSQLN—L a v EBAAELET,
PostgreSQL M X A4 >~ 7 # LK (77 #J/L kT C:\Program Files (x86)\Acronis\Files
Advanced\Common\PostgreSQL) DHF D 7 L X% (9.2, 9.3, 9.4 %4 ¢&) H PostgreSQL D X ¥ v —
N=2avEBILR->TLWIOTHEICHRETEET,

EE
INODEROKREIIHRELI—T 1 VT4 CHERTZTET,

B0 R0EFEE:
BITHFB T 2E1IC. SNOLDOFIEOITANTEETITAIEREBEZTEWLTLLIEZ W,

LW —N—<2 v ZRA b 2LIICDNST MU ZEELET,
BHEDT—AN—ZRT7 74N EHREENY Ty 7 LET,
T—RRN=277AIEFGREZHFLLI S VICBEL T,

T7ANVA T EBITLET,

Acronis Cyber Files Web #—/R—%ZF LW A YA =L L £,
SREEFHL LYY ICBEEIL T,

F—RZR—ZX7 74 )L%&F L\ Acronis Cyber Files Web H—/N—D A v X F—ILBIEBICEREB L
ER

N gk w NN e



8. J®EI—T 4 YT« %HEAHLT, 3L\ Acronis Cyber Files Web b —N—%&E8) L £ 7,
9. Acronis Cyber Files ENA LT — b T2 A DT RFLRADPELWZ EEZERLET,
10. FTLWHEREZTXFLET,

Acronis Cyber FilesWeb ==& 45— h D2 4 T—EZRXR—2 D

s —

3

Tomcat/'— 7 = 1 /PostgreSQL AIREBRE L TLWBTDY—/~"—T, ROFIEEZETL
7,

EE

Acronis Cyber Files Web # —/R—DF — 2 XR—ZXMIEBIZKE L EFHAA b)) BEICIE, BlD

Ny 0Ty 7ELMETOAENDBEICRLZENHY £T,
NILTRFIBIZOWTIEEHEDT 7 Z ALY R—k (https://support.acronis.com/mobility) (ZHRWL
HEhEL7EE 0,

1. Acronis Cyber Files Tomcat ¥ — & 2 D{Z 1k
i. Acronis Cyber Files PostgreSQL B2 — L% Z £9, Z#4Id Windows @ [R&Z— k] X
— 2 —® [AcronisCyber Files] 74 L &ZICHY £F, T—XR—B—N"—|TEFKL T,
postgres 1—HF—D/IXXT—FANZRDOLNBHELH Y £T,
i. [F—#~R—R]%EBH L. acronisaccess_productionT —ZX—X%&EHI7 Vv o LET,
ii. [XAYTFYR] ZFRLET,
iv. [SFa—L]ZBIRL, 9] %2 TEW] ICEELET,

Options
Maintenance operation \ZAe0N|VEN ANALYZE REINDEX  CLUSTER
Vacuum

FULL |m FREEZE |m ANALYZE m-|
Verbose Messages @

i ? ® Cancel v OK

v. [OKlZzZ2VUv o L%7,

vi.. 7= X=X [RF¥—==]. [PubliclDlEICERLEZT, [T—=FN]EI>a > oHFEAELE
T, INICkY, BIRBICT—ZXN—XAEBICETINI-T EA2HERTEET,

vii. PostgreSQL Administrator Vv —/L AL, BEEFECOaAY Y Ry 7 b 2EZET,
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vii. Zoawy RF7av 7 T, PostgreSQLObinT 4 L7 b UICEBBL T,
ffll:cd "C:\Program Files(x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—3>

>\bin"

EE

FEANRZLA VAR =L FEEWA VR F—IILEFEBY 5155121 PostgreSQL bin 7+ /L
RaigT LI RERET 2HENHY £9 (ff: C:\Program Files (x86)\Acronis\Acronis
Cyber Files\Common\PostgreSQL\9.4\bin\) ,

ix. A< K pg_dumpall --host localhost --port 5432 --username postgres --file alldbs.sql

T ANHLET,

e alldbs.sql Xy 7 v 7D 7 7 AIINZFIZHY £FTF, INiEPostgreSQLDbinT 4 L7 kU
ICRTFEINET, FIOBAMICRET 2HENH2HEIE. EROIYY PR TR %ZFEHRTE
F9, LEZE, ATV FOKRERZRD LS ICEE L £ --file D:\Backups\alldbs.sql

e TUHFNIUADE—FEFERALTVSEEIE, 5432 2 ELVWKR— FESICEELE T,

o TTUAINNDPSQLEEET HT b postgres AFEAL TWLWAWSEIF, EEEa~> FRD
postgres & CEADEBE T HT > FEZICEEL TLEE L,

o ZOFIETIE. postgres I—H—DNRXRT—RZ@EAINMANTELSICKOLNES, ZD7:
WITNRRAT—=RZ AN L TEnter¥F =% L TL7ZE 0,

EE
NRZT—RZAALTH, A=y F7Ary 7 o4 v FODBRENLEEIEE /=< HY EE
Ao

2. F=bFIzAY—NR—DTF—ER=2ONYIT 7
a. AcronisCyber Files ¥ —F Vx4 —EX%2EEL X,
b. ©'—F7V A H¥—/N—0Ddatabase 7 # L XICHEILE T, T 74/ b TIEROBAICHY £7,

C:\Program Files (x86)\Acronis\Acronis Cyber Files\Gateway Server\database
3. mobilEcho.sqlite3 7 7 AN AT — b Tz AY—N—DKRA P EBRBHFLLTIVIZaE—-LET,

FDMDINY T Ty TH/HRT 741

UTD77AILVTEEEZMZTI-H DA H SHE L. Acronis Cyber Files R #E T £ 7= 15847 L 72BRIC
REZFEIRTED LI, Ny o Ty 72 ERLTHEL I EEBEOHLET,
postgresql.conf 7 7 A /by D7 7 AL, T—EAR—XEEDEEREZENEENTLDEHED

HYFET, BFEIL. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—
3>\Data ICECEINTWE T,

e web.xml, 7 7 # /L kT C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server\Web
Application\WEB-INF\ ICECESINTWE T, ¥ Y IILY A VAV DERELNEENTVET,

o server.xml, 7 7 #JL kT C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-
tomcat-</\—3 > \conf ICBEE SN TWE T, TomcatDERENEZTEFNTWLWET,



krb5.conf, 7 7 #JL b T C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-
tomcat-</\—3>\conf ICIEBESINTWE T, YV ILY A U F U DERENBENTULET,
login.conf, 7 7 #JL kT C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-
tomcat-</\—3 >\conf (CEEE SN TWE T,

Acronis Cyber Files IZ{EBJ 23HE & F —,

acronisaccess.cfg, 7 7 # /L kT C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access
Server ICEEEENTWE T,

WRZLDZ—RF¥—L, T 74 FTC:\Program Files (x86)\Acronis\Acronis Cyber
Files\Access Server\Web Application\customizations\ ICEEE SN TWE T,

pg_hba.conf, 7 7 #JL kT C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\PostgreSQL\</\— 3 >\Data ICECE SN TWE T,

newrelic.yml 7 7 1 JL, Acronis Cyber Files %t —/N— D &8 (Z New Relic #EB L TWL 2155,

Acronis Cyber Files 4 —/"—DH=R b L2 LWLWH—/N—LT

Acronis Cyber Files D4 > X b —JL

1.

10.

Acronis Cyber Files 1 v X b =2 ZEE L T, [RAN] 2L ET, 71t R ZFTA. AEL
E BN
[MAYZAPF=] Z&IRL, 41 VX F—FBEERDIERIZIEVNE T,

EE
Acronis Cyber Files Web ¥ —/X—_ PostgreSQL, ¥— b+ 7z A/ ZRl4 DT > TEITLTWDH
BlE. [HREL] ZFRL T, BOI Y R—F>v FZ2RIRLET,

[PostgreSQL DiERL] BE T, JTTOH —N—TEHEAL TW=D & [F L PostgreSQL X —/¥—1—H—
BANZAT7—FaZANLET, [RN]Z2RLET,

AVAF=LENZAVR—2Y b EHERL, [MAYRAF=N] 2HLET,

AVAP=UART Licn, BT]ZHLES, RICKEL—TAUT 4 Z2RTIHEDXA(TA
ThERRINET,

BREI—T 14V TarFRRINEL, [OK] & [EA] RS FICAVW -EEICLES,

[—ER] ar bE =L EBWT, AcronisCyber Files Tomcat Y —E X %=L L £ 3,

AcronisCyber Files PostgreSQL Administrator 7 7’V 7 —> a v AT, O—HILT—4ZR—2

P—N—CEHE L. [F—2~R—2R] #3EIR L T acronisaccess_production & W) ZEIDT — X R —

2B BH xR LET,

T—AR=2%H7 Yy LT, [EH Z2FR/LES,

T—a~—2, [R¥—=] [Public] DJEICEEL T, [T—7N] ICEHEA LW LZHERLET,

¢ TAR—RIIT—TLAHH2BHEIF. T—E2X—R%EHI7 Y v I LT &Fi%
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12.

13.

14.
15.

16.

17.
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T acronisaccess_production & W) ZRIOH L WTF — X RX—XZERRL 7,
PostgreSQL Administratorz B L, EEEZERECOaA~Y Y N/ OY bzl E£9,
Zoavwy R7Aa> 7 kT, PostgreSQLDbinT 4 L2 FUIZEEHL £7,
f5l: cd "C:\Program Files\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—>3>\bin"
FT—RR—=ZDNy 7T v 7T 774)alldbs.sql (F/lF2—F—M{FHF7=7 74 1L4) % bin
TALZM)ICOAE-LET,
axvryr7avy b, Roavwy F&2ERITL E9:psql -U postgres -f alldbs.sql
postgres /XX — RZaRHOLNTOAALET,

pE )

T—AR=ZY A XL >TlE, ETICLIEKK@ADD DD ENHY £,

BATET Lo, axr 7oy 7 rov v FozEALET,

Files Advanced PostgreSQL Administrators U X, A— AL T —EZRXR—XH—/N—(TEH L
x4,

[F—R—=Z]EZRIRL £,

acronisaccess_production 7 — X N—XXZH . [R*¥—=]. [Public] DJEICERHL X4, T—7
WOBDTDY —N—E,RUTHD I EZERLET,
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et

T —RZR—2%{EITT % Acronis Cyber Files Web ' —R—DNN—2 3 v, T—ZRXR—ZNy 7
T v 75 d Acronis Cyber Files Web —/X—d /=2 3 > L ) # L <. Acronis Cyber Files
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AZARDT =T IWEH Ny 0Ty TRITFOT -7 LVE L) L L2068 L1H Y £,

B— Rz AP —N— T — ZR— DT

HUWH —N— (2B L TL 7z mobliEcho.sqlite3 S — F T 2 A Y —NR=F—E X=X EFL LI —+
T AP —NR=—DT—ZRXR=XT7 LK (F7#I)FTC:\Program Files (x86)\Acronis\Acronis
Cyber Files\Gateway Server\database) |[COE— L TEHED 7 7ML EBEEIZ £7,

LW —N—DRTE

EE

Acronis Cyber Files BT % DNS ZIZZEEHETIC, ZNHIELTWBIP T RLADAAEFET
ZEEBICBEOLET, UTDOFIETIL, Acronis Cyber Files DLUBIND A > A& > XD DNS £ % FH
FRYZLzmRELTVET,
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Acronis Cyber Files —/—_ BLUVT7 74 IL YR MY DREEITVWET,
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5. #'— b2 A Y —NR—DY XM, EHALTVWET— YA —N—DKRENET,

6. '—hr x4 —N—DT7 FLZXHADNS T FYDIBAEIZ. TDODNSIT > FUAHL LY —/N—
TUVEELTWDD, YN EBTIXLBEHY EFEA, T— b7z A DT RKLANIP T
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T—REZR—ADETHEIN L6, tMDBREZITIRNICWeb A v Z—T7z—XICAT AL, RED
BlEMAINIZ e, BLIUREIMMRAE L TRYAGZEAHERT L)@ BEOHLET, ERITIE
BERTATLOBAZERISRLET,

o B2 O L L Acronis Cyber Files A7 7 # L &I, AT DEZAARIIHERTRTDT 7t XHE
NEREINTWHZ & ZHRLET,

o New Relic: New Relic #A L TW3IFEE. newrelic.yml 7 7 A ILEFHWLWI I U LEFILWLVT Y >
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ZHERLET,

o BEERE: $NTOLDAP, SMTP, £RHIAEEREAEL W L 2R/ L £7,

o = b zAY—N—b TRy~ ELWTRLRATT = F T2 AV —N—[ZT VLA TESZ
L BEOT =RV —RDNRANBH I L EERLET,
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LW —N—DRENTT Lcn, WCODDELIRIEEREITL T, §NTIRRICHEKRET 2 1 HERD
LEY,

e VITAVR—TIARADFTES = a vBEEEITL T IXNTHELLEET 2R LT,
BEAZLTBEINTUVEWARERL £,
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PostgreSQL H—/X—_ Acronis Cyber Files & — b 7 = 4 %t—/3X—_ Acronis Cyber Files File
Repository %+—/3X—_ Acronis Cyber Files Web % —/Y—_ Acronis Cyber Files 5% aL 7> a v/ —
). Acronis Cyber Files S8 E1—7 4 U T 4. LU LibreOffice 7> A XA b= LET,

o PostgreSQLY —N—DF =R 74 L7 bV IZBEIRICIFHEIBRENEE A, T 7 4L b T C:\Program
Files (x86)\Acronis\Files Advanced\Common\PostgreSQL\ (CFCZi& & 115 PostgreSQL 7«4 L7 kU
2K FHTHIKRL £,

AR
WA YA M=LVFEREHRRLA VA =L ZFERLTVWEIEEIE. ZONXRZRET D2HENH
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B‘ External

Network

Internal Address:
10.27.81.1

External Address:
mylb.mycompany.com

< N

Load balancer

Cyber Files Web Server on: Cyber Files Web Server on:

) 10.27.81.3 Internal Network | 10'2?'81'4
Mobile Gateway Server on: 10.27.81.0/24 Maobile Gateway Server on:
10.27.81.10 10.27.81.11

File Repository and
PostgreSQL Database on:
10.27.81.2

ZDOHA FTlE. ZERDOBEIET Acronis Cyber Files LR # BY)ICBRHOE T 2 7-DICHELFRIER
ICDOWTEBAL £9,

PostgreSOL 7 — &2 R—XAEBL V7 74 YRS MU EH KR T EHH—/—
DHE. ROFIEEZETLET,

1. Acronis Cyber Files 1 Y X b =ZZREL T, [RAN] 2L Ed, F4 2B EFTH, AFEL
9,

2. Acronis Cyber Files 1 > X b —=F T [HR KX L] #FIR L. [Acronis Cyber Files Z7 4L VKR b
J] & [PostgreSQL Database Server] %##iR L T [RA] 2L £,
T7AN YRS PV ERFEIA—TAVTAZA VR N—ILTBHFMERIRNLET,

4. PostgreSQL %A Y X b =L BHATAER L, R—/X—21—%— (postgres) O/XX 7 — K% AN
LET,

5. TCPR—+ 5432 #B& ¥, ZDR—bE. UE—F ¥ >H 5 PostgreSQL 7 —4 R— X (27
JERTHERICERINET,

6. A X b=LFEHIPTT LIzb, HELI—T 14U T 4 TCEREZHRITLET,
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co>WTiE, [REI—T 4V T740ER] BLOX T7740 VR FU ] ORFEESEBLTL
=X,

C. 774N AMTADNRREFRLET, TONRRIZEBOT7 74 ILDREFEINET,

@ Acronis Cyber Files Configuration Utility *

Files Web Server | Files Mobile Gateway ~File Repository ]

Server Endpoint Service Account
Address | All available addresses ﬂ & Local System Account
Port 5787
(™ This Account
File Store Path | C:\ProgramData‘\Acronis\acrol ...

—

Configuration Log

oading settings for File Repasitory

Gettings for File Repository loaded successfully
oading settings for Files Mobile Gateway

Settings for Files Mobile Gateway loaded successfully
oading settings for Files Web Server

Settings for Files Web Server loaded successfully

Help 0K I Cancel | Apply |
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# TYPE DATABASE USER ADDRESS METHOD

# First Acronis Cyber Files & Gateway server

host all all 10.27.81.3/32 md5

# Second Acronis Cyber Files & Gateway server

host all all 10.27.81.4/32 md5
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Files H—/%—(10.27.81.4/32) A& L TL\OTATOI—H—AY nd5 BEBLERENL TR LLHE
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ZEERMLEY,

e. postgresql.confichlZ7-ZEAREFEL X7,
f. Acronis Cyber Files PostgreSQL +—E X = BEE# L £7,
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BZTIFET,
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1. Acronis Cyber Files 1 ¥ X b —=ZZEE L T, [RAN] 2L XxT, 74t XBWEFTA. AEL
A
2. Acronis Cyber Files 1 > X b =5 T, [HRKZ L] #:#IK L. [Acronis Cyber Files Web H—/3—]
& [Acronis Cyber Files ENXANT—F V2] DA ZFIRL T, A VR =L FIEZHFEITLET,
3. AR M=LAFIBEITET LTz, HEL—T 4 U T 4 TEREZHRITLET,
a. BEI—Ta4UVT14%2FEHIkoonizs, [OK] #BL£7,
b. [AcronisCyber Files Web %+—/"—] 2 7 TRDIFEEZETLE T,
o 7UHXRTEDLSIZT S Acronis Cyber Files BBY —NN—DT7 FLRER—FZADLE
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@ Acronis Cyber Files Configuration Utility

Files Web Server | Files Mobile Gateway I File Repository
—Server Endpoint
Address

All available addresses

Port

Certificate
Chain I
certificate

[T Redirect requests from port 80

Service Account

€ Local System Scoount

Configuration Log

| oading settings for File Repository

ettings for File Repository loaded successfully

| oading settings for Files Mobile Gateway

Settings for Files Mobile Gateway loaded successfully
| oading settings for Files Web Server

ettings for Files Web Server loaded successfully

Help I

o]

Cancel I Apply I

[Acronis Cyber Files ENA VT =+ x4] 2 7 TROBEEZERTLET,
s TUEATEDLSICT AT —bT A B—N—DT7FLRER—FEADLES B

10.27.81.10 £ 08 10.27.81.11)

o AAEZEERLEY, BEDEERED DNS 7
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- (BRI Z7V v LET,

NLXIZBEMIF SN T WS SSLEFBREE R L
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EEBRBETIEERALAVTIEE W,
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@ Acronis Cyber Files Configuration Utility >

Files Web Server  Files Mobile Gateway | File Repository I

—Server Endpaoint Service Account
Address All available addresses -
I —I ¥ Local System Account
Port 3000
Certificate IAcrunis Arccess |

[™ Proxy requests for Acronis Cyber Files Server

[T redirect requests from port 50

Configuration Log

| nading settings for File Repository

Fettings for File Repository loaded successfully

| oading settings for Files Mobile Gateway

Fettings for Files Mobile Gateway loaded successfully
| oading settings for Files Web Server

Fettings for Files Web Server loaded successfully

Help | oK I Cancel | Apply |

4. Acronis Cyber Files 1 > X k=T 4 L2 U (fl: C:¥Program Files (x86)¥Acronis¥Files
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DB_USERNAME =postgres
DB_PASSWORD =passwordi123
DB_HOSTNAME =10.27.81.2
DB_PORT =5432
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LDAP EREN—RZAHLE T,
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b. [EBOT7FLR]ICIE, BEIHEEOETRONET FLRZBEETH2HENHY £3 (F:
10.27.81.11)
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X T pg_hba.conf ZFHEX £,

2. Acronis Cyber Files Tomcat ¥ —N—ZNZFNDHRA T > b U % REBT7 KL X%EER L THMA
H. 7T7ANVERELET,
pg_hba.conf (HBA [F7R A PR—REBEARKRT) 77 A Lid, 7747 bR A2 HIHT2H DT,
T—RR=RAYFAR—DT—RT 4L FVICREINET, L_0)77/f/l/[jﬂ IZ. BEfRZEFFAd 5
Y—N—CIERZEBELET, &2 X ROLSICBELET,
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R
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ALy FOGHEEARETIEER I DORTIH. UToeEY TT,

* acronisaccess.cfg 7 7 4 /L Cl, DB_POOLSIZE = 200 TY, 250 LLEDMBEICIRET DI & a2 BT T
HLET,
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T—AR=RIZRAZ—DT =T 4L 7 FICRFEINET, ZO7 7ALRNIC, EfReFAIT 2
Y—N—CIEREZBELF T, & IE ROLIITE|ELF T,
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b. [fEniEE] < [REG_SZ] #&EIR L £7,
c. EF—2%]I12RkD b= /X2 % AJJL %9 %USERPROFILE%\Desktop\AAS Data Folders
9. BET v 7T — b
a. [fEd4#i] (- [AutoCheckForUpdates] & AH L £9,
b. [fENTEE] < [DWORD] %#:&R L £7,
c. MEFT—4%](2 100000001 *AALZET, & [1] TZOERENBEMICARY, 7747~ MEB
BMICT vy 7T R LES, B% (0] ICERET DL, ZOXREIFEMNICRY £,
10. FERAE:
a. [fED4HE] (= [AllowlnvalidCertificates] & AL £7,
b. [fENTELE] < [DWORD] %#:&R L £ 7,
c. [{EF—4%](2 100000000] * AALET, fE [0] TTOERENEMICKRY, 7747~ bZE
Bh72EERRE % £ > T Acronis Cyber Files b —/N\—(CHEETE R R Y £9, E% 1] ICRET
&, ZOREIEBMICHY FF,

UMY A A DERTE
ZDHA FTlE, Acronis Cyber Files T > LY A > F v ifkbe A Bshb 3 2 7= DEEMRTE D A EIC
DWTHAL XY,

ER

UL A VFVIEBER AL TORMEBTEE T,

ER
Acronis Cyber Files #BE—R— FRETEITL TWVWBIEHEE (F—F 7 x4 % —/X=H Acronis Cyber
Files U —N—D ) 7 TR b2 7AFVNBLTWBIHE) . Y ILTA AV IdBEELEEA,

AR

Acronis Cyber Files " R XA >3y b O =5 —ICA VA F=ILENTWVWBEHE, V7L A vt
BEELEVA, /2. SSO DHIRFEAEET IHETH, X7+ —< X LDOEHRD S, Acronis
CyberFiles 4 —nN—% R XA Ay bA—F—ICA VR =L LW EZBIBEIOLET,

UMY A A OBEEEERT S L. B LDAPA—HY— 3T RT, BERBEHREADLAELTD
Web A > Z—7x2—RBLUPTRI by 7747 McpdA vy Tc&FEF$, 2—H—I(4 Acronis
Cyber Files 7hw > bDEICHAY F3, £/-1E. LDAP 7O EY a Z v Y —R—THEHIZINT
WERELADHY £,

e Acronis Cyber Files oo 74 > R=(CY v ophpRRanEzd, 21— —g, 20oara—%—~
OOTAVIERLTWETAY Y FeasA v LET,



AR

SSO MIEBLEIMED /-1, FQDN (https://access.company.com % &) %#{EMA L T Acronis
CyberFiles 1 v 82— 7 z — Rz BELNHY £, IPTFLRZFERLTA > RXR—T7 2 —X%H
IHE, T A A IFERELERA,

I—Y—HPENA LT TV r—2arhn KCD ZER L T Sync & Share 7+ L XIZT V2 RATE
55512927512, UPNIZXA>SSODtEy k7Y 7ERMUERXA VICHIZBERH Y FT,

o FRUMYTIFA4T v FDIFA, SSOEEFMI ‘T‘%é%ﬁtb?*‘/“?}‘f’}?\/b“%‘)i?o a—H—
I&. Acronis Cyber Files ¥ —/X—®D URL Z#ANT 3717 TT, ZO#REICLY, a2 —%—~
DATAVIERLTWA T AT Y FTEENICA S A Y TEET,

AR
Z DEEEEIE Windows 7 4 7> F TORFBTEE T, Mac TOHR—FEFSHBOU Y —ZTEM
Enxd,

EE
TR TIOFZATY DO Y TN AFICIE, DERY N T—0~DT 7€ AENNE
T3, INlE. SSOZ—HY—ZBHDXY FT—I~NDT7 7 RXLMEBETHDIZ EEEBKLET,

Acronis [a]—~ > L@ Cyber FilesWeb H—/N—&¢ 4o — b f H—/N—
ZORERIZ, 1ZIFHET, R—<> > EiCH D 1 EDAcronis Cyber Files Web —/"—& 1 5D
Acronis Cyber Files 7 — b7 2 A Y —NN—THERINE T, INIE. 77+ DAV X =TT,
FXA >k

Acronis Cyber Files Web %t —/X— & KX A > D Kerberos Y —/N—%Z8T 570 ‘%ﬁ@'éﬂ\%—ﬁ

HHFIEEHRALET, COFIEEEITII2DIE1LIERLITTT, SSORAF v 7D T URELIZH
LLDAPT7 h v b EIET BI21E. [setspn.exe] ZEAL £J,

EE

SEEAERAEZfER L TENANVI F4 T b2 ERT 2355, Acronis Cyber Files Web 4 —/X—d

DNST>vhUetarbeai—2ZIERALICLEWVWTL XV, Acronis Cyber Files Web % —/Y—®d SPN

AAVE1—RZERLUTHBHE. 7 — b7 4% —/X—=7TIF Acronis Cyber Files Web % —/N—%
ALCavEa—REIlH2ED] & LTHKD 729, Kerberos WAEDEITIFEATSINE T A,

7= & Z1£. computerAccess.domain.com / computer.domain.com 3 & U' computerAccess.domain.com /

computerGW.domain.com |[EEI1E L £ 3 A, computer.domain.com/ computerGW.domain.com (ZENEL £

Ao
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SSO%ZMIET BLDAPT7 H > P DERTE

EE

SMB % 7= 1$SharePointd 57— %V — R & {EB T %354, Active Directory 7 h > F %3 E L T, SMB
L USharePoint7— & Y — X Z & (TKerberosBEZHFAI L TL & W, FMICO>WTIE, [EHlEE
HRE] EBBL TS,

1. avwrR7o0vy7hEREEET,

IR
setspn 2T 2ERDH D KX AV THY Y FTATA VT IRERHY X7,

2. A< > K setspn -s HTTP/computername.domain.com account name Z A L ¥ 9,
f5l: Acronis Cyber Files Web $—/X—#" ahsoka.acme.com |24 R k=L ENTH U . FOREEH D
LDAP 7> k& LT john@acme.com Z{EF L T Kerberos ¥4 v B8 d %45 v Rz
RDEDITHY) £,

setspn -s HTTP/ahsoka.acme.com john

R
FsEma~<y RIZERY 2 LDAP 7 A7 > F&E. web.xml O spnego.preauth.username 7' A/
FTATIETDTHT Y bE—BRESEIRELFHY £T,

R

WE., ZDO7 A7 biE, Acronis Cyber Files Web 4 4 —7 = — 2 ([&f%i&*E] — [LDAP] —
[LDAP 2 —#%—%/LDAP /27 —F]) OBEBEICL>TIEEINTWS LDAP 7H T v b &—E
LEd, 7272L. 2T LI —EESEINEEFHY T HA,

3. Acronis Cyber Files Web %+ —/X—=DF 7 4 L FUAD KR — b (B43 LUIADR—F) TEITSATWL
25 R— b ES#FERLTSPN 2&8350ELH Y £9,
Bl: b —R—=HR— b 444 TEMEL TWBIHA, A~y NIk &L Sk £9,

setspn -s HTTP/ahsoka.acme.com:444 john

R

FROaAT Y FOHTTP (X, HTTP 78 b3 TIEAC HTTP Y —EX 7 I X %EL TV E T,
HTTP % —t X2 2 XTld, HTTP &£ HTTPS OMA DY 7 TR bHLEBINE S, ¥—ERX I Z
ZDZFNCHTTPSZ (A L TSPNZER T 2 EEH Y A, 7o EFERLEBEWVWTLCEZ L,

4, RxA4>varta—5c727t &L, [Active Directoryr—H—&arvka—4%&]2#H&£7,

5. FEEoavwry FToEREI AW A—HY—%2KKRLET (ZDHA. john) ,

6. [BfE] 27% 71Uy oL, (ERDY—ERADEETINDI—Y—%{E8ET 3 (Kerberosd ) |
EBEIRLET,

7. [OK] #3# L £,
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T—=brT7 A —=/N—DSPNDETT

KDC ( [F—EHmtE>r&—] ) Kerberosh—N"—(Ck 25— r7 2 A —N—~D21—H -5 % AJRE
(29 2IC1E, setspnZETL T — b7 A —N—%KDCH—N—[ZEHF L., [2—H¥—] &L TE
TFEINTWBRY—N—DHRX M %&setspna~v >y FTEETAHNEAH Y £9,

DRENEEET 270, T— b7z A Y —N"—ITEMDODNST Y b Y ZBRETIHEHNDHY X
ER

1. DNS % —nN—=T, FXA YD [fHEBRY -] ZHWTAHZ Y v oL, F— b7 A% —/N—(T5H
LWERPTY MU La—R)ZERL T,
2. ZEIEAALES, ThE T— b7 AP —N—~DT7 7L XIERINBDNST FL XY
x7,
5l: ahsoka-gw. acme. com
3. = bTxAH—N=0DIPTFLZRZEANLEYS (F—FEIADLEEA) . ALIPTFLRT
7— b A% —s3=¢& Acronis Cyber Files ## —N—=%R{TL TWBHEEIE. ZDOIP T FLR%EA
HDLET,
[BERFIF o=KL %2 (PTR) LA—FZERTZ] 2ERL. [FR &M 2L £,
Acronis Cyber Files "1 v A b —=ILENTWBTT VICRY £9,
axvy Ry N EREEE T,
setspn O~ > F & L T setspn -s HTTP/gatewaydns.domain.com computername = A1 L £
ER
F2eZE T b7z A —=R=A R A A DKRR Flahsokal TEITEINTWT, DNST>» FU A
ahsoka-gw.acme.com DIFEIE, ROAT Y FERITLET,

N o ok

setspn -s HTTP/ahsoka-gw.acme.com ahsoka

8. F—hIxzAY—N=DTFT 74 FUANDK—F (43LADE— ) TEITINTWEIHE, K—
PESZFERALTSPNZBRTZLEBLHY T, /XX 7— b7 oA Y —"=AK—+444T
RITENTLDHBE, ROLICEHRLET,
setspn -s HTTP/ahsoka-gw.acme.com:444 ahsoka

9. BT =tV x A Y —N"—0 [EBOTFFLR] & [9F74T7 MERGDT FLR] % FIE4 TfF
L7 LW — b7z A —"—DDNSTY FYICEBELET,

AR
WMADT FLRZRLICT208LHY . F/ELWDNS T FUICEHRTI2LEZLHY £,

Acronis Cyber Files % —/X— &

WY AV F VRS TERINDE N AA VT T FDERTE

1. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server\Web Application\WEB-INF\
ICEEIL £,



2.

3.

4.,
5.

77 AN web.xml TR L CHEET, TDT7 74, SSOY—ERNEITIND P XA D1~
Y—ZBBLUONRRT—FERELET, ZOTHT Y ME, [FXA4YE] D732 T,
KerberosICHTTPH —EXZ BT 2 L EIERALITH T P E—HLTLW2RELFHY X7,
web.xml (CId, BBEHLVDEICRZ 2 DD 7 O/T 4 (SSOY—ERWERT 2 XA vD1—H—
BELIONRRT—F) BHYEd, ROTEELET,
<init-param>
<param-name>spnego.preauth.username</param-name>
<param-value>yourusername</param-value>
</init-param>
<init-param>
<param-name>spnego.preauth.password</param-name>
<param-value>yourpassword</param-value>
</init-param>
yourusername# BHJDLDAPI—H —ZICBEE#Z £7,
yourpassword%. L TIEEL7ZLDAP7H 7> FDLDAP/RRX 7 —RICBEEHZ T, /SR 7 —
FIZE DORHELTF, & > "\ | <OLITNHAHLAEENTVWEHEIL. Thoad XML RFa x>
PRNTELLIRT—TI20ELNHYET, INZITHICIE. ROLDICEERR ILENHY £
ER
o <&t
o >(3&gt;
+ "|Z&quot;
» 'lZ&apos;
o &lFE&amp;
7= & 2L, /XX T — KA <my&best 'password" DIFE. web.xml 7 7 A ILITIERD LS ICEZ AT L
ENHY £9, &Lt;my&amp;best&apos;passwordiquot;

Kerberos KX A > ILy 77w TDHRTE

1.

2.
3.

4.

C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-tomcat-7.0.59\conf |[ZH&)

LEY,

krb5.conf 7 7 AL ZRR L CHREE T,

krb5.conf (ZIZ, BEENORITBMENHZ T ONT AN 2D7FHY) £9,

a. YVINYAVFURD XAy (Bl ACME.COM) o H—/N—ODDNSETIEHRL., ZFERAD K X
AVDEZBITHD Z EITEBLTLEZI L,

ER
krb5.conf D KA A V23T RKEXRZEFEALTLEEI W, AXFEAFERALAWES. Kerberos F
Ty bDOSBICKART BHELHY £T,

b. Kerberos ¥ —fHmt>4—D7RFL R (B%. 7747V kA4 bA—F—DF7 KL RE
—Z L £9, f: acmedc. ACME.COM)
AV Ab=ITF B krb5.conf 7 7 AILORBIETRDL S (THY FT,



[libdefaults]
default_realm = ACME.COM
default_tkt_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

default_tgs_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

permitted_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc
[realms]
ACME.COM = {

kdc = acmedc.ACME.COM
default_domain = ACME.COM
[domain_realm]
.ACME.COM = ACME.COM
5. ACME.COM DI NTDA Y XX X% F XA Y (KXF) ICEEHAFY, ¥Y—/N—DDNSEZTRE
. ZFEROFAAYOAFTHDB I LITEREL TLEI N,
6. "kdc =" DIEZ R AA YAV PA—F7—DHFICESHEIE S, FXAVIIAXFICT2HENDH Y
9 (#: kdc = yourdc. YOURDOMAIN.COM) o
7. LROZEZ77ANDT v 77— b, BEENRZHEAT 572912, Acronis Cyber Files #—/3—
(Acronis Cyber Files Tomcat —E X)) ZBEE#}TILELAHY £7,

L TAVR—T 2 ARTDY YT AV F > DEH:

1. Acronis Cyber FilesWeb 4 v 2 —7 z—X%#f&, EEZEsLTRIA4 L ET,

2. [2MERE] 2 7% EHEL <. [LDAP] ~—> %&£,

3. R—=YOETEHT. [Windows/MachEEFEDO S M v ERIEREFERAL Tz 77547 B4
VTR by 7RI FATV bDORTAVTERIEEHFALETIOF v /Ry 7 X% A V(T
L£9d,

4. ®REl 22V v LET,

T—=bhTzAY—/"—DEN

AR
F—rJzAY—nR—%KX T 57 H Acronis Cyber Files Web H—/X— ¢ R L KX A4 Y RICH
DHEIDH, UTOFIEAIER £,

KDC ( I¥—FHt>4—] ) Kerberosh—"— 2L B35— Tz A —N—~D1—H T % AJBE
(29 2IC1E. setspnZETL T — b7 A B —N—%KDCH—N—[ZEFEL., [2—H—] &L TE
TENTWBEH—N—DRRX b &Esetspna~ Y FTHEETIHNELAH Y £,



T — b7 AP —/3=7%" Acronis Cyber Files Web ¥ —/N— & (IR S~ >
ISFFET 235G

1. axr 7oy b z2EEET,

2. setspn I~ > F & L T setspn -s HTTP/computername.domain.com computername = AJJ L £
ER
F2eZIE T b7 AY == R A AV DHRR Fcody] TEITESNTWVWBHEIL, Roavw v
FaEITLET,
setspn -s HTTP/cody.acme.com cody

3. = bV AY—=N=DTFT 7L FUNDKR— b (43UADKR— ) TETINTVWEHE, K-
FESZERLTCSPNZERT 2MBLHY £T, 7&RE 7— b7 A —"—HK— 44T
RITSINTWDHE, ROLSICEFLET,
setspn -s HTTP/cody.acme.com: 444 cody

4, BIOT = bF Tz AP —N=FRTUIDEI>avOFIEER)ELET,

FXAYv 7L X NED1ERY ORER
TI29VD TS A A YIR— b EEMICT B, 1ERERY O A F—REREITI MELDH
Vx9S,

EE
INENDOTL >y TA—H - LICETIHRELHY £7,

AR

BRFIETIE, Hl& L Tacmecom ZFEBLET, BRO XA VICH—EXLRHBZHEIE. TTD
FXA 23 LT acme.com 238TE T2 FIEEEYIRL £5, (Bl: . acme. com, *.another.com. HEELW
*.yetanother.com) ZE&ML ¥ 9,

Acronis 75~ > F® CyberFiles b —/N—¢ 45— b7 24—/ —

FAA Y E

Acronis Cyber Files —/X—& KX A > D Kerberos 1 —N—%2EFT 57-HICEITTI2HENH S
FlgxRBALEST, COFIBEEZERTIT A0 1ELIFTTT, SSORAF v /DI T VUREKICHKD
LDAP7 h v h%#¥8ET 5121k, [setspn.exe] ZEHAL £7,



EE

SERAEREZERA L TENMNVI FAT Y b aEAT 25 E. Acronis Cyber Files Web 4 —/N—d

DNSTrhrUékarvbEa—4—%ZIZRLICLAEWTL 7Z& L, Acronis Cyber Files Web %r—/X—®

SPNAQYE2—R—ZLAMUETHZGZE., 7 — b7 A ¥ —/1—=7TIL, Acronis Cyber Files Web

H—nN—% R~ EICHDHD] & LTHNEBEIND /-5, Kerberos IR ITEINEH A,

7= & 2L,

computerAccess.domain.com / computer.domain.com # & U computerAccess.domain.com /

computerGW. domain.com (& 1EH (CALEE X 41 % 9 A%, computer.domain.com/ computerGW.domain.com (X1E
IZABINFEH A

SSO%ZMIET BLDAPT7 Ho > P DERTE

AR

SMB % 7z 1$SharePointd 57— % vV — R & {EBT %354, Active Directory7 h > F %3 E L T, SMB
L USharePoint7— & Y — X Z & (TKerberosBEZHFAI L TL & W, FEMICO>WTIE, [EHlEE
HLE] mBRBLTLES L,

1. avwrR7o0vy7hEREEET,

IR
setspn Z (T 2ERDH D KX AV THY Y FTATA VT IRERDHY X7,

2. O< > K setspn -s HTTP/computername.domain.com account name # AL £,
51: Acronis Cyber Files % —/N—7" ahsoka.acme.com |21 > X b —LExNTH Y, FIAEFHD LDAP
THhr k& LT johneacme.com Z{EFH L T Kerberos ¥4 v F&2EIS 3 23545, I~ FIZRD &
22 £9,

setspn -s HTTP/ahsoka.acme.com john

R
FsEma~<y RICERY 2 LDAP 7 A7 > F&E. web.xml O spnego.preauth.username 7' A/
FTATIETDTHT Y bE—RESEIRELFHY £T,

R

BE. ZOT7H7 > biE. Acronis Cyber Files Web 4 >4 —7 = — X ([£#%%E] — [LDAP] —
[LDAP —#%—4%/LDAP /27 —F]) OBEHICL>TRESINTWS LDAP 7H 7> b &—5
LET, 7L, AT LE—BSEILEEIHY FHA,

3. Acronis Cyber Files 4 —/N—HDF 7 4L FLAD K=+ (443 UADKR—F) TEITESNTWBH
G, F—+ESEFEHBALTSPN 2EFT20ELHY £7,
Bl: —/N—HHE— b 444 TEEL TV BIBA, AT FIERO LS ICAY £7,

setspn -s HTTP/ahsoka.acme.com:444 john
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R

FROaAT Y FOHTTP (X, HTTP 78 3L TlEAC HTTP Y —EX 7 S X %L TWE T,
HTTP 4 —t X2 2 XTld, HTTP & HTTPS OMmA DY 7 TR b HMLEBINE S, ¥—EX I Z
ADEFINHTTPSZ A L TSPNZER T 2 ZIEH Y £ A, 7o LBV TLEET W,

4. FxA>varbto—=ZIic727+2X L. [Active Directoryxr—H—¢ava—4&] 2@ £7,

5. ERRoaxry FeERInhTWba—H—%2@RLET (ZDHFA. john) |

6. [(BE] 47% 20U v oL, [[EROY—ERADHRETIDI—Y—%(EHET S (Kerberosd#) |
TERLET,

7. [OK] =# L x£7,

JF—b7 AP —/N—DSPNDKTE

KDC ( [—FAHtr2—] ) KerberosH—N"—2 k25— b4 F—N—~D21—HF —5B5F % AJBE
2T 5121, setspnEERITL T — b2 A —N—=%KDCH—N—[ZEHFL, [2—H—] L LTE
TENTWBEY—N—DKRX FZ&Esetspna~y FTHEETILELRH Y £,

77— b7 A Y —/3—=7%" Acronis Cyber Files  —/N—=¢ [FEL BT VITTF
£9 B

1. axvy 77 b z2EEET,

2. setspn O < > F & LT setspn -s HTTP/computername.domain.com computername Z A7 L £
ER
F2ERUE T—=b T2 A —NR=DPFEAALVDHRR Flcody| TETSNTWBIHEIF, ROoav v
FaETLET,
setspn -s HTTP/cody.acme.com cody

3. H=bF T AY—N=DT 7+ FUNDK— b (443 DFR— ) TEITINTWVWEHE, K—
FESZERLTCSPNEZERT 2MBLHY £T, 72&RE T— b7 A —N—HKR— 44T
RITENTVWBHEE, RDOLS ICEHFLET,
setspn -s HTTP/cody.acme.com: 444 cody

4, TRTCODT— b Tz AP —N—I2ZDE 7> avOFIEZZEYERLET,

7 — k7 = A% —s3—5Y Acronis Cyber Files U —/N— ¢ RIL VY VICHFEET

iG55

F— k7 4% —/"—7h Acronis Cyber Files U —/N— ¢RI VICHEET IHEICDIA, ZOFIEE

EITTINEADHY I, ZOMOEBERICIE., OIS a3vZXF vy 7L TLEI N, ZDOBRTENHE

BT A7DICE. = b7z A —N—|2E8IMODNST Y U ABRET I2HELAHY F7,

1. DNSH—nN=T, FXA>D [MABRY =] 2BVWTHI Yy oL, F— b7 A==
LWHERMIZY MU La—R)ZERL T,

2. BEIEANLES, N T— b2 A —RN=~DT7 72 XIEAENDHDNST K L ZI(Z74 Y
i—a—o



f51: codygw.acme.com
3. = b7z AY—N=—DIPTFLZEANLET (F—hMIAALELA) c ALIPTFLZRT
— b =A% —sx—¢& Acronis Cyber Files # —/R—%ET L TW3HEEIZ. TDOIPT7FLREA
HLET,
[BEFIFohf=RA % (PTR) LaA—FZERTZ] Z2ERL. [FRFOEM] 2L £,
Acronis Cyber Files "/ Y X b —ILEaNTWBT T VIZRY £9,
axvR7ary SN EREET,
setspn 2~ > K & L T setspn -s HTTP/gatewaydns.domain.com computername = A1 L %
ER
7o ZE = b7 2 A== XA VDKRA Flcody] TEfTENTWT, DNST> FUH
codygw.acme.com DIFE L, ROAY Y FZERITLET,

N o o &

setspn -s HTTP/codygw.acme.com cody

8. T—rTxzAY—N=PT 73 FUANDR— (U43UADK— ) TETINTVLEHE, K-
FESZERLTCSPNZERT2HELHY £T, 7. 7— b7z A Y —"N—HKR—444T
RITINTWBIHEE, ROL I ICEFLET,
setspn -s HTTP/codygw.acme.com: 444 cody

9. FLEEFTLAWEAIX, ENOT— b7z AH—N—DEBOT7 LR %, FIBATERLZT — b
TxAY—N"—DODNST» FVICEET HHENDHY X9,

Acronis Cyber Files % —/X— E

web.xml 7 7 1 L DHREE:

1. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access server\Web Application\WEB-INF\
ICBEL X7,

2. 7A N web.xml ZRLTHEZET, ZOT77AIC, SSOY—ERAE[TINE AL DI~
#—%%;0/\7\7—%%&%[/&?0 ZDThTvbE TRALVE] ORI 32T
KerberosiICHTTPY —E X% &89 2 L EIERALITH '7 YhE—HLTLWEIRELRHY ET,

3. web.xml IClE, BREHIPDBEICHRDE 2 2070/.74 (SSOH—EZANERTE KA Da1—H—
ZELONRRT—=F) HYET, ROTEHRLET,

<init-param>
<param-name>spnego.preauth.username</param-name>
<param-value>yourusername</param-value>
</init-param>
<init-param>
<param-name>spnego.preauth.password</param-name>
<param-value>yourpassword</param-value>
</init-param>

4. yourusername?* BRIDLDAPI—H —ZICBEHZ 7,

5. yourpassword%. EEETIREL/ZLDAPT7 H 7> FDLDAP/RRA T —RICEZ#Z T, /N7 —
FICE DOFHEXF. & > " L <OLWITHHALNEEINTLEIHEIR, Thoa XML FF 24>
PATELLIRT =T 2RENDHY ET, INEITIICIE. ROLDICBESRAZHNELNHY £



ER

o <|F&lY;

o >(3&sgt;

o "|Z&quot;

» '|¥&apos;

o &IFx&amp;

=& ZIE. /XX 7 — R HY <my8best 'password" DIFE. web.xml 7 7 A ILIZIERD & S ITEZ AL
EHNH ) £9, &1t;my&amp;best&apos;password&quot;

krb5.conf 7 7 4 L DiREE:

1. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-tomcat-7.0.59\conf |CH5E)
LEJ,

2. krb5.conf 77 A IV ARRBRL THEET,
3. krb5.conf IZld. BEENSZITERLZMNELNH D7 OXT 4 D227 1FHY £,
a. YV ITNYAFVAD R XA (f: ACME.COM)

ER
krb5.conf D KA A V23T R EFEALTLEEI W, AXFEAFEA LA WSS, Kerberos F
Ty bDSBICKART BHELHY £T,

b. Kerberos #—fHhtr2—D7FL X (BB, 7747 XA >vyarybo—7—-DOF7 FLRE
—3L £9, B: acmedc.ACME.COM)
4. AR b=IF B krb5.conf 7 7 A LDOABRIZRD & 51278 Y £9,
[libdefaults]
default_realm = ACME.COM
default_tkt_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

default_tgs_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc

permitted_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-crc
[realms]
ACME.COM = {

kdc = acmedc.ACME.COM
default_domain = ACME.COM
[domain_realm]
.ACME.COM = ACME.COM
5. ACME.COM DFTRTDA Y AEZ Y A% F ALY (KXF) ICBEHBRIET,
6. "kdc =" DfEE XA > AV PO—F7—DEZFICBEBRIEF T, FAAVIEIRLFICT E2HLELDHY
9 (#: kdc = yourdc.YOURDOMAIN.COM) o
7. FROBEZ77ANDT v 7T — e, BEENRZHEAT 572912, Acronis Cyber Files H#—/3—
(Acronis Cyber Files Tomcat ¥ —t'R) #BESHTI2HLEI,NHY £7,



DL TAVR—T A RATDY VYT ILY A v F > DEML:

1. Acronis Cyber FilesWeb 4/ v 2 —7 + —X %=, §BELLTO/1 v LET,

2. [&MRE] 2 7% ERAL T, [LDAP] "= %= £,

3. R=YOFRTET. [Windows/MacHBIFEDOR I [ Y EREREFEAL TV 77747 bB&
VTR by 7RI AT bDOATAVTRIEEFHALET]IOF v /Ry 7 X% F (1
L3,

4, REIZ VY7 LET,

FAXAY 7L XA NED1ERY O
FSIFDL Y TN A A Y FE— R EENICTBICIE. 1ERY Ov A F—AERETS HELH
SR

BEE
ThEhovwrTca—H—ZEICETTRELNHY £7,

AR

BFIETIZ, Bl& L Tacme.com ZERALET, EHDO FAA VI —EXNHZHEIF. TXTD
FXA 2 LT acme.com ZIEET AFIBEMEYIRL £J, (Fl: *.acme. com. *.another.com. HXU
*.yetanother.com) Z@&M L 7,

Acronis K X A4 > 7+ L X FR®D Cyber Files

Windows Server 2012(ZZMicrosofth 5 U vV — X R — X D KerberosHl#fT 2 EEIEBMENTE Y,
THIZEY 74 L X MESIRM EEELTREICE>TWET, TDH, EABET (A—7#+L X b
RD) EHDRAAL VICU Y —RBHBBETHLY VIS A v F V2 ERTHIENTE, UV —2R
ST = b2 AP —N=% A VR =ILTEIRENDHY FHA,

EFE
COMEEEFIAT AT, 7L AFRDODTRTDOR XA VAR AL BEBEL RV 2012 LLETHE L
TWBRELDHY T,

g_@uﬂ%( i Jv{—F@'f"E;ﬁ%/:f57'j—/f% Hﬂﬂbi—g_o

e Acronis Cyber Files +—/X—% SSO BHict vy b7 v 79 3%,

e F—bTxzAY—N"—%SSORICEY bT v 7T 2,

e 7L X IMEABNGEREEZBEIED12OD N XA TOTRTDER,
o SSOZEAT2-DICI—Y—PTIVEDHL LY T v 7



Forest Root Domain Controller
(acmedc.acme.com)

(tree-root trust)

Tree Domain Controller
(treedc.tree.com)

Acronis Cyber Files

File Share(s)

BF

CODHARTIE B—DT7 LA MRNTILATFRAA VEBRBIE27-00BRICOWTEHABLET,
IRT, LDAPAELKERENTHY, - —PBE LR RAAICAT(A Vv TE, 74 LR MR
DRAAVEOEGNELLEHRINTVWEZ EARHRELTVWET,

o ZDRATDEKMEETIE., FAAVEEEEL RIIL2102U FTHEIT S XA >3y A —5TDH
FMABTFETT, UV —XX—=XDKerberosHlli{T = Z1E(x. Windows Server 2012 T#1& THRIBEIZ AL
WEL7,.

e [FB—NNHLAT]IHEHTEEL TV IRELHY £,

XA 75 L ZXNEDL1ERY ORERK

T39I TN A F Y R— BT B LERY O~ A F—REBREITILEDNH
VET,

BEE
ThEhovwrTca—H—ZELICETTRELNHY £7,
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IR

BRFIETIE, Hl& L Tacmecom ZFERBLET, BERO A VICH—EIXLRHIZHEEIE. TTD
FXA 23 LT acme.com 2#38TF T2 FIEEEYIRL £9, (Bl: . acme. com. *.another.com. HEELL
*.yetanother.com) ZE&ML ¥ ¥,

Windows FH® 1 [B]BE V) D#EEK

Microsoft Edge 3 & Of Google Chrome Di5&

Microsoft Edge & Google Chrome A DKL, Microsoft Windows @ [/ v & —F v bF+ 7 3
V]IEFERALTTIThhES,

Windows @ [ & —% v bF T a3 v] OB

1. Windows @ [A¥ FA—=MNSFRII] ZRHZX £,
2. [Mvya2—Fy bF7T¥av] %#&RLET,
3. [EFaVYFq)l 7. [A—ANAVYESFRY M EZZY Yo LET,

@ Internet P

General Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

{ pod

s

W

Internet Local intranet

VAN

Trusted sites  Restricted
sites

Local intranet

This zone is for all websites that are

found on your intranet.

Security level for this zone

Custom
Custom settings.

-To change the settings, didk Custom level,
-To use the recommended settings, dick Default level.

[ ]Enable Protected Maode {requires restarting Internet Explorer)

Sites

I

Custom lewvel. .. Default level

Reset all zones to default level

K Cancel

Apply
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4. [YA4 b [FEH] DIEICZ U v 7 LET,

5. Acronis Cyber Files —/x—dD 7 KL X (], https://ahsoka.acme.com F 7=|£E [ *.acme.com)
ZBMLET,

6. [OKIZZ2 Vv o L%,
1. 770 eBEESL T,

Chrome TEIRIEHROEFEE2HFATBICIE

BE

Web /> Z—=7 2= o3xy bT7—7/—F&E8RBT5IC1F. EREROZEHLNVLETT,
Microsoft Edge Tld. ZTHIET 7 4/ F TEWIZHE>TUVET, Chrome TERIBEROEEEZEICT
5IClE. HFATHELSICT7 TV EEBRT H20ELH Y £,

1. LYZ MU ITT 4% (regedit32.exe) #FZ %7,
2. HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome £ THEIL £,
3. FLEHFELBEWIHBEICIE Google\Chrome ¥ —Z1ER L £ 9,
a. RUY—=7xL&zxhHmo YUy oL, [FR] - [F—] DIEISERL £,
b. 7#/L&Z%&IZ [Google] EAHLET,
c. GoogleZ7 #L&%FHv Uy oL, [FHRR] - [F—]DIBIERLET,
d. 7#)WXZIZ [Chromel EADLET,

e. ChromeZ7 W &% 27Uy oL, BAICHZFTA 2L TEZY v LT EHR] - [F-10
JEIEIRL £ 9,

f. F—0&F% AN L £ 7 AuthNegotiateDelegateWhitelist,

4, K XA 4 (=& ZI1E. ahsoka.acme.com %> *.acme.com) % AuthNegotiateDelegateWhitelist Lo
ZAbhYF—DEE LTHRELET,
5. ChromezHikg L £9,

Firefox M4

1. 7 FL X/N—(Z about:config E A L. Enter ¥F—%3FL £9,

2. network.negotiate-auth.trusted-uris DFREZERFR L THRE L. https://ahsoka.acme.com ¥ 7= 1
just .acme.com (W ~XEPYn U R +) #EBMNLET,

R
TRTCOY T RAAL HBMNT SI21E, [.example.com] ODFR%EEHAL T (*.example.com Tl
HYEFLA) .

3. XYy bT7—=0D[F=RY—=R] YR—bEZBIZT BITIE, network.negotiate-auth.delegation-
uris #iIRETI2ELH Y 3, fRETIE. ahsoka.acme.com F71E K X 4 4 acme.com 180 L
9,

4. FirefoxxHBiLgL £,



Mac BB 1 [BIFR ) DAL

IR

ThEhovyryTca—H—ZEICETTRELNHY £7,

Safari DIE4S
ZOEEBELES,

Firefox M54

1. 7 FL Z/N—(Z about:config & AAAL. Enter ¥ =% L £3,
2. network.negotiate-auth.trusted-uris MXEZEZE L THE L. https://ahsoka.acme.com X 7= (L
just .acme.com (H>~<~XEPY DY X b) ZEMLET,

iR
TRTCOY T RAAL HBIMNT SI21E. [.example.com] OFR%EEHL E£FT (+.example.com Tl
HhYEEA) .

3. Zy bT7=0D[F=RY—=R] HR—bEZBIITT SITIE, network.negotiate-auth.delegation-
uris ZMRETHLEELEH Y £J, RETIL. ahsoka.acme.com 721 F X 1 > & acme.com ZiBHIL
9,

4. Firefoxz BiELE L £,

Chrome ®F4&

1. Ticket Viewer7” 7' 4 —< 3 > (/System/Library/CoreServices/Ticket Viewer) %/ L T,
KerberosF7 v bW H 2 EI D ZRERL. BEIMIERINTOWAED >HBEIIERT 5 2 AT
EEE S

pE )

kinit &/ XX T —=FZAALTH B, F—IFIEBHTFT Yy bE{ERT B &L TEET,

2. FRAT2INTDORAAIIHT HREAZFFAIT 572512 Chrome DFFR] Y X b ZRET 5 121,
—IFNERAVWCROaT Y FEEFTLET,
$ defaults write com.google.Chrome AuthServerWhitelist “*.acme.com”

$ defaults write com.google.Chrome AuthNegotiateDelegateWhitelist “x.acme.com”

3. Chrome7 7 vH#zHiegh L £9,
Acronis Cyber Files Y —/N— D&

VTN A A VRITTEREIND RAA T Hh > b DER

1. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server\Web Application\WEB-INF\
ICBELx7,
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2. 774 web.xml TERLTHEET, CDT7 7ALIC, SSOY—ERAETEND AL DI—
P—BBLUORRT—FEREL XY,

ZDOTHT v ML UBEDE T > 3 TKerberosICHTTPHY —EX %2 &89 5 L EICFERT 7 HY
YREHLTVWARENRHDDT, TITESBOTHELZLabHdLET,

3. web.xml IClE, BREHIPDLEICHRDE 2207074 (SSOHY—EZANERTE A DI —H—
ZBELVNRRT—F) bW ET, ROTERLET,

<init-param>
<param-name>spnego.preauth.username</param-name>
<param-value>yourusername</param-value>
</init-param>
<init-param>
<param-name>spnego.preauth.password</param-name>
<param-value>yourpassword</param-value>
</init-param>

4. yourusername?* BRIDLDAPI—H —ZICBEHZ 7,

5. yourpassword%. EEZTHEL/ZLDAP7 H 7> hDLDAP/RR T —NIZBEBZ £Y, /XX 7 —
FICE DOFHEXF. & > " L <OLWITIHALNEEINTLEIHEIR, Thoa XML FF 24>
FPATELLIRT =TS 2HRENHY ET, INEITIICIE. ROLDICBESHRAZHNELNHY £
ERS
o <IF&lt;

o >(3&gt;

o "|Z&quot;

» 'l¥&apos;

o &lFx&amp;

Bl: /X277 — KA <my8best 'password" DIHE L, web.xml 7 7 A JLIC
[&1t;my&amp;best&apos;passworddquot;] & EXATLMELDH Y £,

Kerberos K X A >y 77 T DERTE
1. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\apache-tomcat-7.0.59\conf |Z#5&E)
L£9d,
2. krb5.conf 7 7 AL EZRBL THZXJ,
3. krb5.conf IClE, BEENORITRAIMLENH D TANRT A D2 D7Z1FHY £,
a. YYIINYAUFUED R XA (F: ACME.COM)
o ZHd. Acronis Cyber FilesWeb ==& 5 — b T2 A Y —N=0H2 N XA > THDHib
EZNHY ET,
o H—/N—DODNSETIREL, THEADODFAAVDZRITHD I EITERL TLIEI L,

ER
krb5.conf D KA A V23T RIXREFEALTLEEI W, AXFEAFERA LA WSS, Kerberos F
Ty bDSBICKART BHELHY £T,




b. Kerberos ¥ —EHt>42—D7FLRX (B, 774U RKAX4>a3>»ba—7—DDNS 7 F
L A& —EL F£F, f5: acmedc.ACME.COM) , Z#Lid. Acronis Cyber Files & Zm > R—F > k
BHDEXAVARND R AA A FE—F5—DOT7 KL XTY,
4, AV RAb—=)LF 5 krb5.conf 77 AILDODABRITRD LS IZHY £,
[libdefaults]

default_realm = ACME.COM
default_tkt_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-

crc
default_tgs_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-
crc
permitted_enctypes = aes128-cts rc4-hmac des3-cbc-shal des-cbc-md5 des-cbc-
crc
[realms]
ACME.COM = {

kdc = acmedc.ACME.COM
default_domain = ACME.COM
[domain_realm]
.ACME.COM = ACME.COM

5. ACME.COM DI XTDA Y RAZ Y X% P XA v (KXF) ICBEHRAEY, ¥—/N\—DDNSEZTRE
{. THEADFXA VDB THD I EITFR LTI,

6. "kdc =" DEZ FX A>3 bA—7—DDNSHZICEZTWMR £, FAA VEDIFAXFEICT D4
EMNHY FT (B kde = yourdc. YOURDOMAIN.COM) ,

7. FROBEZ77ANDT v 7T — M, BEENRZHEAT 572912, Acronis Cyber Files H#—/3—
(Acronis Cyber Files Tomcat ¥ —t'R) #BESHTI2HLEI,IHY £7,

Web 4 > X =7 =R TDOY > IILY A »F > DEMIL

1. Acronis Cyber FilesWeb /1 v 2 —7 . —X %%, EBELLTOSM Y LET,

2. [&f&&E] x 7%#ERL T, [LDAP] r—>%#RE £,

3. R—=YOETEHT, [Windows/MachEEFEDO S M v ERIEREFERALTYz 77547 B4
VTR by 7RI FAT VMO ORTAVTERZEEFALETIOF v IRy VX %EH V(T
LET,

4. [RE] 2L X,

SSO%MIET ALDAPT7 A7 > F DERTE

Acronis Cyber Files Web %—/S—FH®3:EM® DNS T V) OFEE

RIS =T oA —=N"N=1B 33551, Acronis Cyber Files Web H+—/X—F (25 DNS =
> b UBBETT,

1. DNSH—nN—7T, FAXA > [fASBY -] 2BWTHEIZY v L, Web H—"—(ZHFH L LK
RAbT UYWL EERLET,



2. ZEiEAHNLEd, TN, Acronis Cyber Files Web 4 —/N—~D 7 7 X IZERAE NS DNS 7
FL gkl 29,
fll:ahsokaccess. acme . com
3. Acronis Cyber FilesWeb H—1X—D IP 7 FLZXZADLET (R—FEAALERA) . RLCIP
7 F L XATH— k% A% —/3—& Acronis Cyber Files Web 4+ —/N—%E{T L TWBIBEIE. D
TRLREADLET,
4. [EE] gfirohrzR4 42 (PTR) La—F&EKRT ] 2:ER L. [FRX o] 2L £,

AcronisCyber Files Web H#—/X— @ SPN D% E

1. Acronis Cyber Files AAE{fT&NTWE <> ¢, av >y F7ary 7 2HE£7,

pE )
setspn Z(ERAT 2HERDOH D E XA ThT v b TATA VT HRENHY £,

2. a< > K setspn -s HTTP/access_DNS_name.domain.com account name # AL £,

xR
ZoaAX Y RICERESMNE LDAP 7H 7> &, web.xml 7 7 A ILTIRELIZTHT > F&—EK
TERERHY ET,

o 7-& z 1L, Acronis Cyber Files Web H —/X—7" ahsoka.acme.com (21 > X b=l THY, R
EEEHD LDAP 7H > b & LT john@acme.com %= fFEFE L T Kerberos F47 v b %153 %15
&, avr R
setspn -s HTTP/ahsokaaccess.acme.com john @D &£ 5 (2744 £ 3,

o 7=& Z X, Acronis Cyber Files Web % —/X—7" ahsoka.acme.com |24 X b—iLanTH Y., R
SEEAD LDAP 7 A > b & LT jane@tree.com #{#MH L T Kerberos 747 v L 259 215
A, ax>r Fi

setspn -s HTTP/ahsokaaccess.acme.com tree\jane D & D (27 £9,

=
BE. ZOT7H7 > biE. Acronis Cyber Files ® Web f v &% —7 = — XA DEEH(C L > T [LDAP
DRTE] TIHEESNIZIDAP T ATV FE—BLFEFT, 7272L. BT LIRS EI2LEEHY

)

3. Acronis Cyber Files Web %+ —/X—=DF 7 4 L FUADKR— b (443 LIADR—F) TEITFESATWL
55, R—ESZFERAL TSPN 2559 20ELHY £,
Bl — N —=AK— b 444 TEITSINTWLBHE, a7~ FiE
setspn -s HTTP/ahsokaaccess.acme.com:444 john F 7=(%

setspn -s HTTP/ahsokaaccess.acme.com:444 tree\jane (Z72 Y £9,



R

FROaAT Y FOHTTP (X, HTTP 78 3L TlEAC HTTP Y —EX 7 S X %L TWE T,
HTTP 4 —t X2 2 XTld, HTTP & HTTPS OMmA DY 7 TR b HMLEBINE S, ¥—EX I Z
ADEFINHTTPSZ A L TSPNZER T 2 ZIEH Y £ A, 7o LBV TLEET W,

4, 2—HY-—PHPHFAELTWBE XM >3y bO—=7—(27 27X L. [Active Directory 1—H—& >
Ea—&=]zf&xd, 2—Y-—2FET 2 XA P EHHZHEEIE. IORTy T TEALE
A—Y-—NEEND P XAV EZREET,

5. FRoavry FoERshTwda1i—H—2BRLET (ZDFHA. johnEljane) ,

6. [éfi] 27% 7))y oL, EEODY—ERANDFRETIDL—Y—%E8ET 3 (Kerberosdd) |

BIRLET, COXREEEMCT DL, LDAPF 7V 27 bARAEEREDOY —ERICEMETED
i') IRV ES, Z2TTE T b7 A —N—HY—ERIIEZFELET,
7. [OKlZz2 Uy o LT,

Acronis Cyber Files (O A v TE 3 Z L %2 HERT 5

1. FXA >y kOo—7—F71% Acronis Cyber Files Web = X—LIA D~ v ICBEIL £,
2. AcronisCyberFiles 7z 7 av Yy —ILzZRE, OTAVR=SDNRRAT—RK74—ILRDOTFIZHD
V> o zfERLET,

R

Acronis Cyber Files ICHBF SNz R A A v a1 —Y— BRICAZA YL TLWBFXAva—HY— &
7237 REY a2V IEHRLDAP SIL—T DAY N=THE R XA vaA—H - LT, ZOTI ¥
ICRTAY LTWARENHY £T,

EE
7IHPRSSO VI TR FEBYANB LIS, [1-F—vo v k] £ 2> OFIEET AT
75 XELBY £7,

B b A Y—N—F

T—br7 A —N—DSPNDOETE

KDC ( [F—FEfmt>r2—] ) KerberosH —R—I1C& 25— b2 A Y —N—~D1—H —ZR3 % A HE
129 %I21E. setspnzEITL TS — b7 24 P —EREZKDCH —N—[2&HFL., [2—%—] £ LTE
TENTWBEH—N—DKX L %setspna~ > FTETETH2HEL’H Y £7,

= gAY —1N—0DENMDNST Y Y DR

CDERDERES B7c0ICIE, T — bV A Y —/"—DDNST > U BRHIEICKRES 2 ELH Y &
ED

1. DNSH—N—T, RAA>D [MHFBRBY -] 2BV TEIU vy oL, ¥— b7 oA —N"—TH
LWERRPFIZY FY A LR EERLES,



2. ZEIEAALEFT, TNE T— b7 A —NRN=~DT7 72 RIEFENEDNST FL Xk
9,
5l: codygw.acme.com

3. = b7z AV —N—DIPTRFLRZANLEFT R—MIADLEFLA) o RAILIPT7FLZXT
77—+t A% —/"N—¢& Acronis Cyber Files # —/\N—% T L TWLWBHBEIE. TDIP 7 RLX%EA
HALET,

4. [BEMIFOhfizRA4>»%2 (PTR) LA—FZEKXTZ] 2BIRL. [FRM0EM] 2] L £7,

O—ALT— b7 A —/"—DSPNOHERL

1. Acronis Cyber Files "4 Y X b —=LENTWB YT VIZRY £9,
2. axvr7arv7 b EEEET,
3. = b7z AY—N—DSPNDKIE:

a. T—=FrI7 AV —N=PDA—DILYZATLTHTY FELTEATLTVLEEHEEDITY FIZROD
LI/ Y £,

b. setspn -s HTTP/gatewaydns.domain.com computername

T2 ZIE =T 2 A Y==K AL VDERF 'cody' TEITENTWT, DNSZT> MU

codygw. acme.com DIFE L,

setspn -s HTTP/codygw.acme.com cody A< ¥ RZEITL £,

C. T—=bFTxAY—N=DT 7L FUADE—F (43 UANDKE—) TEITIN TV IHE
i, R—+rESZERLTSPN 28R T20ELHY T, 7oexE F— bz A8 —1—
DR — b 444 TEITIN TV EHEIL,
setspn -s HTTP/codygw.acme.com:444 cody & L £,

4, FEEFTLTOVAVWEEIR, FLTE25— b7 A —N"—DEBOT7RFLR%Z, EK LT —+t

7 AH—/"=DNS T FrU (codygw.acme.com) ICEET Z2HEBLHY T,

SPNAT — b7 2 ARBICIELCERESINIZZ L Z/ERT 5

1. A—=HAAT— b7 ABOBR—HLRY 2—LAH 555, SSOAERLTRIA>FTHIEICE
V. SPNEZRENEBEL TWB Z L ARERTEET, ZORERIEZE L, Acronis Cyber Files % —
N=bt FAXA oy bA—Z—LADOTY U TITVWES, £O LAaW0E, SSO ITHREEL £HA.

2. A—ANSF—FI A DFRY 12— LEBRBLET, BBTE3ADL. RICEAET, SHTEHLS
ElE, BYIRA TV 20 MOEYASPNALEL KBEBRENTVWEDERERL TS,

AR
VE=—Fr77ANY—N=—LDFRY2—-LZzBRLLOETEE, TI/ERRESTTI—IIHY X
ERS




Uy —ZAR—HFF EREDHETE

EE

ZDRA TDEFUTEREIE, FAA HEEBEL N 2012R2 AL THEIT 2 KX/ >»ary A —5—T
DHFFARBETT, KA A vEDKerberosHl#{t = &REIx. Windows Server 2012 T#& THJBEIZ A Y
L7,

Y —ZIRN—RGMEEEEFERBL T, 77 AW —NR=FEZRDO R XA ZH BBy b7 —
TJUY—ZA~NDT IR RAEELI—YF —|IfE5T5ZENATEXT,

1. 7740V Y—=NR=DBERAALDR A4y bO0—=F(C8EHL T, PowerShell#5Z 3,
2. ’—hr7 x4 —EXHLocalSystem7 H 7> b ELTEFTLTWRFBEDIATY FIFRDL SIS
HYET,
a. $computerl = Get-ADComputer -ldentity <gateway_server_computer> -server <domain_
controller_for_this_domain>
f3: $computer1 = Get-ADComputer -Identity cody -server dc.acme.com
AR RETF— b2 A Y —NR—DaAvE21—X—F TP/ FEBRBL, EHETSAD K
AAY—ERAVRE Y ZERE L. ZDIEHR% $computerl ZHICREFEL T,
b. Set-ADComputer <file_server_computer> -PrincipalsAllowedToDelegateToAccount
$computerl
f5]: Set-ADComputer cody -PrincipalsAllowedToDelegateToAccount $computerl
coaAvw v R, 7740 ==y E1—&—F7Y 7 bd [Principals Allowed To
Delegate To Account] AT 4 A5 — b2 AP —NR—DAVE21—Z—FTP 7 MK
ELET, COLDICHRETHZLICKY, T—bUzAY—N—avE2—REFT77A4LH—
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rullsoft Imstall Systemn w251

< Back | Mext = Cancel

3. £ YRM=IHET L5, Acronis Cyber Files B’/ YR b—lEdhTWwbaArvEa—4—ET,
Acronis Cyber Files D4 > X k—L 7 # L& (F7 #JL kT C:\Program Files
(x86)\Acronis\Files Advanced\Access Server\) (C#EL 7,

. AccessPreviewServlet” #+ /L & % Apache Tomcath 4 Y X k=& n/FHFL LW 2 —4&(C3
E— L T, Tomcat®Owebapps” # /L& (77 # /L kT C:¥Program Files¥Apache Software
Foundation¥Tomcat 9.0.54¥webapps) (2854 517 £ 9,

5. Apache Tomcat 4 X b —JL® conf 7 + L& (77 # L kT C:¥Program Files¥Apache Software

Foundation¥Tomcat 9.0.54¥conf) (C#EB)L. serverxml 7 7 A IL%E/Ny 77 v 7 LET,

6. ZTD7 7AIL%ZE LT, <Host name="localhost" appBase="webapps"unpackWARs="true"

autoDeploy="true">{TZH L. ZDFT S TICUTZEML £,

~

<!-- for Access Web preview -->

<Context path="/AccessPreviewServlet" docBase="C:\Program Files\Apache Software
Foundation\Tomcat 9.0.54\webapps\AccessPreviewServlet">

</Context>

xE
T 7 #I M UANDEFTIZ Apache Tomcat A > X b—IL L1=HEIE. 1V A F—ILDELW/IR %
K4 % & 512 docBase="" /XX 4 {RET ZHLE,LH Y £,

7. 7740V EREFELTKRTLET,
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Tomcat Service #Bt49 %1214, [Av b= 7820 ] -> [FBY -] > [V—FER] 2L T,
Apache Tomcat Servicez=FA L £ 3,

7 —h A 7 &t 7-Apache Tomcat{ > X b —IILDfEFT

1.

64 £y b/N—2 3> D Apache Tomcat 9.0.54 & zip 77 A V&KX 7 A—FLET, /N—
23 vD XKL Apache Tomcat D5 A FTR2DY £, EBRN—a Vv E2IELTENE S
Dy 7 LTHh B, bin7+ILZEFE, TEA.zip7 7 4/ (apache-tomcat-9.00.54.zip7% &) % 4
7rAa—kFLET,

7 —h4A 7 DARE%C:¥Program Files¥Apache Tomcat’: & 07 X RIiGFTICER L £ 9,
C:¥Program Files¥Apache Tomcat¥apache-tomcat-<version>IC#%E L T, bin7 + /L X ZF &
9,

EE
EBHLED 7+ ILEZITIENR=avESHNEENTWSB -, <version>% Tomcat D/X— 3~
TE=#Z. C:¥Program Files¥Apache Tomcat¥apache-tomcat-9.0.54 ® £ 5 (L £7,

T¥ X MRET QST LT startup.bat 58 Z. setlocal IT%2FEL £7,
ZDTFICRDITZEML £7,

set "CATALINA_HOME=Your Tomcat Folder"

e.g.set"CATALINA_HOME=C:\Program Files\Apache Tomcat\apache-tomcat-9.0.54"

EE
TARTCOFREICHTET 74/ FD Tomecat 7+ ILEHBREINE T, Apache Tomcat7 #/LE D
WYX ZFERLES,

set "JRE_HOME=Java main folder location"
e.g. set "JRE_HOME=C:\Program Files\Java\jre1.8.0_112"

xE
TARTCOREICHTET 74D IRE 7H#LEHRESNE T, Java7Z # L X D@EY /S X & AE
ALEY,

b5 )

IDK ZERA L TW2HEIE, 3~ KA JRE_HOME Tid7%: < JAVA_HOME (27 Y) £9,

77 AN EREERELET,

A VR =IHTET L7=n, Acronis Cyber Files B’1 Y X b=l TWd a2 —%—ET,
Acronis Cyber Files D4 > X k—JL 7 # L& (57 #JL k TC:\Program Files
(x86)\Acronis\Files Advanced\Access Server\) IZBEIL £7,

AccessPreviewServlet 7 + /L & % Apache Tomcatx % 4 v X b—JL L7z L WO a2 —%&(Z3
E— L <. TomcatOwebapps” # /L& (57 #JL b T C:\Program Files\Apache Tomcat\apache-
tomcat-9.0.54\webapps) [ZEGY HIF T,


http://archive.apache.org/dist/tomcat/tomcat-7/

9. Apache Tomcat 1 > X b —JL® conf 7 + )L &Z (C:¥Program Files¥Apache Tomcat¥apache-
tomcat-9.0.54¥conf 72 &) (CBEEIL. serverxml 7 7 A& Ny 0T v TLET,
10, TD7 74 I)L%&BF\W T, <Host name="localhost" appBase="webapps" unpackWARs="true"
autoDeploy="true"> {TZH L., ZDFT S TICUTZEML £,

<!-- for Access Web preview -->

<Context path="/AccessPreviewServlet" docBase="C:\Program Files\Apache Tomcat\apache-
tomcat-9.0.54\webapps\AccessPreviewServlet">

</Context>

11, ELWA YR b=ILD/RRERIRT D & 52 docBase="" NR&ZMRELFT, 771 ILEZREFL THK
TLEY,

=
P—N=DY Yy R LTWBT 7N R= b EZTBLAEI->7HEIF. —7L v FiZ8080 LT
Uy X LET, R—FEFETBITI1E, server.xml 7 7 A L TROTEREL £,

<Connector port="8080" protocol="HTTP/1.1"

connectionTimeout="20000"
redirectPort="8443" />
8080% WEHKR— M ESICEETMIFT,

12. Tomcat¥ —E X %[BT 5IC1E, bin7 A L XICEEL T, startup.bat”7 7 A LEZ XTI Y vy
LEd, TomcatOETH L, ZEDODOST 4 ¥ FUaHWEEFEICTILENDY £,

Acronis Cyber Files 4 —/N— D% 7E

1. Acronis Cyber FilesWeb 4 > &% —7 . — X %[ E, [2KEEKE] > [z 7D7 L Ea—] zEZF
ERR

2. [Vx27 7L Ea—DY—ERICHARZLURLEZER] #F530CL, FiLLwuz 7L Ea—H—7
Ly b7 FL X% AL ETWI: http: //accesswp. company . com: 8080) , 8E L 7= URL (ZR— +
BBNEENTVILENHY FT, BESBBEBREITI 7R Z—BREFERALTWSHE, 20
URLICE—=FNZHDT7FLAZAALET,

3. V77 bEa—Y—TLy bEETITDELIICEY Ty T LY —N—DEICK > T,
Acronis Cyber Files 4 —/N— 2R E T % [BRARIBEREOE LEH] 0B %80T nELH Y £
ERS

4, [BRARFERFUOHLE] ZEAXRL T, TNICEYAELZZEL T,

T7 AN MEIR2TT, FFaxYbOL YRVl 20 78ty A7 ORBHIERESNDS
Al B Y £9, LU 7Ry FOHIE, EAAEAETAL Yy a7 D50%BUTICKRET %
RBELNHY) FT, COHEREZBRGEIE. Y- N"—LOHOY—EXDNRT7 35—V IAMETT
DAL B Y £T,



7D L Ea—Y—T Ly FOBEOEL
[Vz7Do7LEEa—=]H—7Ly bZA—FKARSUHOERICERETIHNELAHY £,

3
B
S

1. BENOBEETCHEAR—XOtyYay A7 vF2R (FEREITEROBFRHBEET
BE) ZBEMICL. BRUNICAESBEVWESICRELET,

2. "NWAF vy (HTTPRT =X RZ2000REIND Z & 5MERT 5) D ERIE
http.//servername.yourdoma|n.com.port/AccessPrewewServlet/generate_preview/L: ping%
KETHZETHREICAEY T,
f3: https://servletl.acme.com/AccessPreviewServlet/generate_preview &
https://servlet2.acme.com/AccessPreviewServlet/generate_preview,

3. 77U TA—RFASIUYDOT FLA%E, BRABREL WS LZ2ERLET,

f3l]: https://loadbalancer.yourdomain.com

PostgreSQLOX MY = v oL U5 —2 3>

ZORFa2 A FOBMIE, 268 DPostgreSQLY — = TR MY =2 L YT —2 3 BT
LZFIBEFHEMICHBT A ETT, AU —I L 7Ur—3 303, PostgreSQLT— & R— XD F
VI VIREEE T A OICEET AL DA EDLIDTYT, FOMDOAEICOVWTIE, T2 TIEELY
FFFEHA

AR
ZDKRFa Xy kTlE, PostgreSQL %° Acronis Cyber Files A > X b —JLALEBIZDWWTIEERAAL £ 8
Ao APU=IVTLTVr—>a v OBROAEFBLET,

ArY)=v LU= 3>

APY=Iv LU= avii, ATZEITEEAHR (WAL) 74 MIZEDSLWTWLWET, WAL
E. T—ROBEUAHRT IIZENLTETT, WALOEANAEZ X, T—27 74 (F7—7
LELTA Ty I RDBEHINDHAT) ~DEF L, %f%ﬂ%@%%#ﬂ7uiﬁéﬂt&(0i

Y, ZEETHRLAZAZL I—RAKEHR L —JICEBEAENALE) ITThNEEWVWS ZETY,
COFRICHEZIL. 77y ahREFTCHOI7EFERALTT—EXR—X%ZETTLTELDT, I H7
2aryOAIy bDIERICT —ER=—V T A RTICT7 Ty aT20BEHY)FEA, T—ER—Y
ICHERAINED 72T RTOEEL, AL aA—-FhoBETEET,

WALZFERTIIE, TA4 RIADEZAHLDNKIBICERSINE T, TARIICAT 77 AL ET Ty
aREUTErI VY ar0aly b ERIETESSD, IV a vy TEREINT—X
T7ANETRTCT T v adREN RN ET, AT 7 740G =T v v LEZTIAHLDT:
B, A7 7ALNDEIOARMIT—ER=2DT7 7y aDaAR LY EDPRVELRY FF,

WALICK Y, 740Ny o7y 7 FERROETEL TV r—YarodR—MHA[REICHRY £
T, AbV—=Iv L7 r—aviix, LU —2 3 viER Twalsender7 0 b O AR L.
TI5ATV Y —N—,RZ Y NAH—N—DEDTCP/IPE#H % L TWALL O — R Z#EHICEET
52¢8TY, AMV—Iv L7 )= a AL ARTT A, RPBEICLELY Y —RELD



T =TV ANDEEREZ R, ENAGSFVFE LRI Y- L U= 5
VDI EERTLIEIZLE LT,

1

o 2B ®MPotsgreSQLY —/N—: ZOFIERNTIH, 79T ATV —NR—% [To74< Y —nN—] LIF
O, Ny TH—N=—% [REVNAY—=NR—] EFVET,

AR
Acronis Cyber Files D#EfICIZ, 774V —N—LHIERATEE LA, XXM H—N—%
FRTEDZDIE, 72 ALF—N=DFEL, REZVRNAY=—N=DT AT VICEELI-HEDH
<7,

o PostgreSQL11.6: LU —> 3> Ay ] a¥, PostgreSQL 11.6%mE L 3 2 #EEZEEL
F9, TD/X—= 3 3 Acronis Cyber Files 8.7 LIBBICHHAAFENTEH Y FBA > X F—ILDIFE
ICOMEBEINES (Fy 77 L—FOBREREINIELA) .

o 1 DDA IP ((FE) : Z DR IP . Acronis Cyber Files ¥ —/\— D& E 2 ETT 2T RTD7 0
Y hEIVRTERIN, BICTIT47HRRAN (747 VH—N=) ICL->THBEINZBLEND
VET,

o ZEHIIC Acronis CyberFiles # A4 Y A =L L, 774U G —N—DF—EX—XEFPHAWL L TH
CZeznsBEHLET,

774 <)== F

L7 r—y gy a—Y—nfEs
CO0A—H = LTV =2 a VIBTWALEZ 774 2 )Y —N=D DR XN, H—/N—|TEIES
DEBICERINE T, X2V T4 LOBEIL, T74LFDRX—N—a—H%—-THhHhT v+ (B
postgres) TlEm<, L7V Tr—2a v 7 /v RFAAFO>ERA IV —42ERTEH52BTTOH
LEd,
1. 774~V Y —n"—TRDavr FZRITLET,
psql -c "CREATE USER replicator REPLICATION LOGIN ENCRYPTED PASSWORD 'XXXXX';" -U postgres
ROFTvavaEFERLTC VE—-— DL I0aAX Y FERITTHILHTEET,
psql -c "CREATE USER replicator REPLICATION LOGIN ENCRYPTED PASSWORD 'XXXXX';" -h <IP_OF_
PRIMARY_SERVER> -U postgres

xR

PSQL &, PostgreSQL A Y X b= 74 LEZD bin 477+ L EXRNICHY £9, PATHEBIEZH
IC&->TiE. XY FOEFTHIC, Ay FADONRIDEER. FLLWT A L2 FUADBEINL
BB DBYVES, COFER. COFETHERITIUATOaT Y FICHBERINET,

7 U AMEDREEL
TI7ARIV Y —NR=—EDT7 7 RGEHAEREL T, REVNAH—N—D5DEHFEHFILET,



1. Zo7=®I2ik, pg_hba.conf” 7 1)L (datatr 7 7 + LX) AiREL T, ROTEEML E T,
host replication replicator <IP_OF_STANDBY_SERVER>/32 trust

2. TAR=ZY—N—HTLYELtEF 21U T A AROONZIBEIIE, BIADERICZ 4T bIC
BE5L/XXT7—F (md5) 2FERT 2 TEET, ZDFEH, 723 LTSSLESE
(hostssl) #ERT 2L BRI b TEET, Al
host replication replicator <IP_OF_STANDBY_SERVER>/32 md5
hostssl replication replicator <IP_OF_STANDBY_SERVER>/32 md5

2R =TT r— 3 DR
1. PostgreSQL DA Y R b= 7+ LZIBEIL£T, 7 74/ DB,
C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—_3> T,

2. [T—31 7 4#/)LX T, postgresql.conf 7 7 A IWNIZEBHLTEEL T, ROTICEHL TREL X
o

xE
INOLDITORNZ# ZENTNTVAEWNWI EEZERL TLEI L, [fLWTWBHE, av > KA’ a
A hELTIHRbON, BRhCHY FHA,

listen_addresses = 'IP_OF_PRIMARY_SERVER, 127.0.0.1'
3. LEROEFEAMZ T4 T, PostgreSQLY —EXZ#HBHEL X7,

L7V r—arZ2ay b OER
1. 794~V —N—TROAY FZETLET,

psgl -U postgres -c "SELECT * FROM pg_create_physical_replication_slot('access_slot');"
2. Roa~wr FaERALT, A8y FAMERENTWE I L ZHERLET,

psgl -U postgres -c "SELECT * FROM pg_replication_slots;"
RZVNAY—n"—F

DERITNTOY—NN—DHEET 7t X DHERR
TI—LF—=N=0DRIZIE, REYNAY—=NR=DT T4 <) H—N—|ZFEL. T TD Acronis
Cyber Files ¥ —_X—D U 7 TR MZHFELE T,

FRT®D Acronis Cyber Files ¥ —R—D AKX NAH—N—|IWFTET7 /A5 5TCRETDHI L%

BEHLET, BHETHE. 72— ILF—N—DBIZXZ VNN H—/N— LD PostgreSQL ¥ —E XD
BREBNANEICKEY £7,

AR

AZYNWNAY—=NR=PRREVNRNAE=FDEEF, ZOT—ZR=IHAMYVERE—F (kv bR
RUNRA) Ty BoTARYNRNAY—NR—PERET —ER—RE L TEHRESN, FHEINDZZLEH
EHA.




1.

RRNAY—N—FEDT 7 24 %EREL T, TTD Acronis Cyber Files H—/X— /5 D3
masFaLxd,

ZD1=HIZ1E, PostgreSQL A > X b= 7+ L ZIZEE L. pg_hba.conf 7 7 1)L (data U7
7#»&W)%%%LT\%#—A—;OmT¢®ﬁ%EMLi?O

host all all <IP_OF_CYBER_FILES_SERVER_1>/32 md5

host all all <IP_OF_CYBER_FILES_SERVER_1>/32 md5

=27 L 7V —2 3> DR
PostgreSQL A Y A b =L 7 # L RIZBEIL £, T 7 4/ k DIFATIE
C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\</\—3>> T,

[T—3] 7 # /L X T, postgresql.conf 7 7 A IWIZBEL T, TNEZEELFT, XDTEERRLT
mELET,

=
NOEDITOFIZ# BENTVTNAEWNWTI EAERLTLEEI L, FVWTWBEHEE, av > KA a
v hELTEDN, BMICARY TEA,

e listen_addresses = 'IP_OF_STANDBY_SERVER, 127.0.0.1"

* hot_standby = on

hot_standbyi%E(Z. AU =L U= avFIlERLTI/TVEZETTEINE I %
BELET, COREZANCTDE, T—EZX—XEHZARYVERYV VT X M 2Z T AND 120
?—&&—xéﬁﬁﬂmuanTo%Lr\T—&«—ZT—7w®W@%§%LTV7U7—
vaviEBEAEREL TWB I EAERTEET,

R

listen_addresses /¥7 X — & |22 W T, postgresql.conf 7 7 4 LN TITOEEHNRIEETT, &
DiFE. AAY MESNARPDITIET 74 bD7 7 4w7/7v—h@—%ttffft =

AV MEENTOWAW2 BHOITIFEROA VX M=JICLYBMEINET, TDL I EFEIL.

BDITOHREREL, AA Y MIHRSTWLAMBDITIEAXA Y FPDFEFICL TS,

R
77 4 <% —/N—"T postgresql.conf 7 7 1 /LD max_connections FRXE% T 7 # /L MELUANDIE
ICEBLHE. RZYNAY—NR—THLREKICEET 2HENH Y £7,
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R

pg_hba.conf TIEE SN/ AEE LT mds /23 SRO—KA2FEAT 2B EE. FOEHRDI-DIC
NRT=RFHBBEICHEYES, TONRT—Fz [AN] $2I12FE REy AN, H—1R"—0
recovery.conf 7 7 A JLIZRD AT Y FEENMTEZ2HELRH Y £

primary_conninfo = 'host=<IP_ADDRESS_OF_PRIMARY_SERVER> port=<PORT_OF_PRIMARY_
SERVER> user=<USERNAME> password=<PASSWORD_FOR_USERNAME>

7=& Z £, 1P 10.0.0.1 ®R— bk 5432 ©, 2 —H — replicator &/XX 7 — K 1234 TEITENTWLS
Postgres #3354 (Z1d. primary_conninfo = 'host=10.0.0.1 port=5432 user=replicator
password=1234"' &7l £9,

3. TF—RR—ZADWA—T A4V T #EFTLTRAM - 5LV r—> a 0B ERIBET 3121,
HYZ)Y—/N—LED PostgreSQL 4 —ERZFILEL TL S L,

B 7 7ANDNy 7Ty T
pg_hba.conf, postgresql.conf, pg_ident.conf= &L X TD.conflEK7 7 A LD/ 7T v T %AE

BRLET, INSDOT7 7AWV —FT 4 v OB LEEEZIND-H, ZOFIBEDOHRIZETT S
WMEIZHY FH A,

datas4« L2 bUDIY—>T v

dataty 7 7+ WX % HIkR (X713 EICARIEZEE) LEFT, 7HILEXOLFHEEIL, LEIOBKD O
E—%ET2ICIERVWFERTY, 74LXOELHERICLY, > —T 14 >/ FElET—2R—
ZDERHFICHBEIRLELIIBAIC. RZUNRAY—N—DF —EAR—IEBEMD ENTREICRET
ZENTEET,

MRS —F 4 2

WMEY —T 4 v E, T5ARVT—ER—ZADNRNy 7Ty THFERLT, REZNAH—nN—FD

T HILETIThvEd,

1. 7724 IVY—=NR=PT 74 77T, FHBTHENI EEZHERL TLZE W, Acronis Cyber Files
Tomcat Y —EXZE W TABILEL, Y—FT AV IHRT LEOHEBT 20N ELBEELAETT,

2. RARVNRAY—NR—LRILTHHR—T 14 7 5FBT5I1C1E, kRoav >y FEERALET,

pg_basebackup.exe -h <IP_OF_PRIMARY_SERVER> -D <PATH_TO_NEW_DATA_DIR> -U replicator -v -P

--slot=access_slot

EE
<PATH_TO_NEW_DATA_DIR> |¥. #TL \’Data 7 # /L X D/XRXTHEIRLENHY £F, (B
C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\11.6\Data)

BT 714 ILDIETT

FTRTO .confi#Ep 7 7 1 /L (pg_hba.conf, postgresqgl.conf. pg_ident.conf &) %, Ny o7y
TT7ANEHSH LWData 7ALKICAE—-L T, IEOIRTOT7 (I EEEXLET,



L7 — a0y bDYERR

1.

thy XU —nN—TRODAT FEETLET,
psgl -U postgres -c "SELECT * FROM pg_create_physical_replication_slot('access_slot');"
ROATY FZERAL T, 2Ry FAMERRENTWS Z LR LET,

psgl -U postgres -c "SELECT * FROM pg_replication_slots;"

Y=L 7T —3 3>l

Data 7 # L X %#BIZ. recovery.conf 7 7 A L EAERR (F7-I13MBIE) LT,
FREEFEELARVGEICIIRDITEEML T,

* standby_mode = 'on'

e primary_conninfo = 'host=<IP_OF_PRIMARY_SERVER> port=5432 user=replicator
password= <PASSWORD_USED_FOR_REPLICATOR_USER>"

* primary_slot_name = 'access_slot'
o trigger_file = '<PATH_TO_TRIGGER_FILE>' # As an example 'failover.trigger'

® recovery_min_apply_delay = 5min

FEROEEAMZ-#IC., R Z > /NAH—/"— FTPostgreSQLY —E X %#EIA L £ 39,

3=
AR

7 =LA —/R—DIFE, recovery.conf 7 7 A ILDZRID recovery.done (CEEIMNFE T,

ENNEER

standby_mode X T. PostgreSQL H—NRN—% X 2> XA & L CHBITZEENTEEST, TDH
A, T—hAT7ENEWALOKREIELTH Y —NN—3ETEELEL FH A, primary_conninfo %
E (REVNAY—N=p 0T T4 )Y —N—~DEHXFI]) TEREINZTTATVHF—1N—
ICEREL. ILOWWAL X P 2B L TETTZIEL LS & LET,

primary_slot_name XEZFERBL T. 774U Y —N—ETUBIORA Ty 7THEREINIZL Y
F—iarzZay bEERLEY,

trigger_file %ElX. PUH 7741 (FETBIERZNAY—=NR—=TOETHIETLTREZIN
AY—N=PT AP —N—(Ch?) ZHRELET, TORER>T = A LF—/N—DIBH(fE
BHahxzd,

f£E=T. recovery_min_apply_delay RELFERATEE T, T7 AL FTlE. REUNRNAHY—=R—37
TARUY = N=—DOAERRYEWALLOI—-F%2ETLET, T—XOEBREIC—%2FHT 3
. T—RIBRII—ZBETIENEON. BALBGHENHY £T, ZO/NTA—2%ERL
T, BEL/PABETEZEBETCEZEY, BAZHEELRWGE, IR EeHRBINET,

TONRT A= [bmin] ZIEET DL, 774V —nN=—nbLR—bInfza Iy LD
REUNAY=N=DY ZT LKA LY HEPULBED N Z 0 HF 2 a v THEIHBEDH, XAXV
NAH—N—|C&k>ThrFvH oo avaIy bABRITEINET,

P—N—EDOL TV =2 a3 VBENIDONITA—ZEZBXTCWHAEELHYET, TOLIR
BE. BIEFEBMENE A, BEEF, 774U —N=—TEZRENTWALEZ A LR Z T &
AZVNAY—NR—DORIEBRTHEINE ZLITEFEL TSN, XYy FT—0 TP hRT—



FLFUS =2 3 v aREETIHBELICE > T, EROFEBBARELERBINDE Z LN
HVET, 774V Y —NR=bRZNAHY=—NR=—DY T LBAAEE L TWARWEEICIE, &
TRICFHIZ2LVECLI-FPERAINSAIREL DY £, 72720, =" —HO—MRayRE
FELVDH, CORTA—ZTERAMEINBEREDIZDNIEDNICKENWLSD, KELRMBICIEE
DEHEA

TrAILF—NRN—DF Xk

TzANLF—NR—%KEOLy b7y T TEETIHEIZ. FRICLZORETCTRAMEITW, 74
WA —N—PIEEICHEET 2 AR T I EA2BTTOHLET,

TI7ARVY—NR=PZ 7Y LTVWRWNERIE, TICT T4V —N—%EZIEL. Zhrb, 774
RUY—N—DERENZF| EMC LD ITRE U NAY —N—ZRETILELNHY ET, ZhiF. 774
RUY == TV DNBEFITH I ETEL2MBEOREZMEET 5720 TT,

AZYNWNAY—=NR=%TZ74< )P —=/1"—|2F B(2L. recovery.conf (CEREHINTWB U AT 7 A

WEERRLET, 774XV —=N—DFBEN XX /N A H—/N— (25| ZfEA 7= 5. Acronis Cyber
Files 4 ==X EZVNA Y —N—%FEHATELIICEREINTWDL I EEHERLET,

EE
T1—LF—N—D7OvIAHPEHINTEFICTE T TS &, recovery.conf 7 7 4 ILDEZRIH
recovery.done ICEEINF T, FUAT7 7 A NIFHIBREINETS,

Z DEAEEITS IZIE, C:\Program Files (x86)\Acronis\Acronis Cyber Files\Access Server (&) L
T acronisaccess.cfg Z#RE L £ 9, DB_HOSTNAME & DB_PORT H', IRIET 74 <~ U H—/N"—(TH->TWL
55D PostgreSQL #—N—DT7 FL R EFR—bZIHLTWEZ 2R LET, EEEZMATHBAEIC
l&. Acronis Cyber Files Tomcat Y —EXZ BRI 2HEL’H Y £7,

AV ARV ZADBEIT

1. 27 v 7L —K%&4T5(Z1. Acronis Cyber Files #1F1E L THX T v XA LETERT I2HLELH
VET,

2. 774U ERZNADEAD PostgreSQL Hr—"—H =21 L T,

3. "PostgreSQL DFF L WAL v —NR—= 3 v ~ADT vy 7L — K" (2208%—2) HhoDFEICHK -
T 7747V —N—=%Tv 7L —FLZET,

4, AL PostgreSQL DAY v —N=2a Vv EXX VY NA Y —NR—|[Z4A VA b=ILLET,

5. 7IARIY—NR— 22N\ A Y —N—DOWATEAARELER M) —I I L TV r—2 3 vFRB
ICHREWET,

JE— k7 27t ZXHPostgreSQLDH#E R

BE
JE— FEIRBIL, PostgreSQLI Y —NN—ThHAYER—FINTVWET,



PostgreSQLOEH DA v R AV A% EBT 255, F/-IET —4RXR—RZB(IC)ET—-FTEELAWVE

AN
=

ICiE. VE— 77 ERDERILBET,

Z DPostgreSQLA Y ARV ZAADY E— b7 7 X HHRIC IZ1E. RD
FEZERITLTLEZT W
1. PostgreSQL A4 > X F—JLFT 4 L2 ;U C:\Program Files (x86)\Acronis\Acronis Cyber

5.
6.

Files\Common\PostgreSQL\9.4\Data\ (CE L £,

pg hba.conf# T+ X +FT5F 4 X TiREL 7,

VE—FT I/ EREZBWICTEHRKAVE2—KX—DKRZA T MU % NET FL XAFERL THEA

AB, 77 ANLERFELET, pg_hba.conf (HBAIZHRR hAR—XEBEFAERLXT) 7 7ML, 7

ATV IRIAEFET DI DT, T—ER=—RITREX—=—DT—XT4 L7 PJICREINET,

IDT7F7ANT, BEZFHRI T2 —N—CHERZEELET, 7R E ROLSITEHEELET,

# TYPE DATABASE USER ADDRESS METHOD

# First Acronis Cyber Files & Gateway server

host all all 10.27.81.3/32 md5

# Second Acronis Cyber Files & Gateway server

host all all 10.27.81.4/32 md5

In these examples all users connecting from the first computer (10.27.81.3/32) and the

second computer (10.27.81.4/32) can access the database with full privileges (except the

replication privilege) via a md5 encrypted connection.

B8 L C. postgresql.conf=BiZ 3, ZMlL. 7 7 4J/L bk TC:\Program Files

(x86)\Acronis\Acronis Cyber Files\Common\PostgreSQL\9.4\Data\ [CEEEINTWLE T,

a. #listen_addresses = 'localhost' & WO ITZIEL 7,

b. ITOEFEICHS [#] BEZHBRLTaAY Y FEEMLET,

c. FIAABELT FLRAT_TEY v A>T 57HIZ, [localhost] Z [*] ICEEHMZ X7,
PostgreSQLTHETED 7 FL ZADHAZEY v 2> T 5I121E. [*] OrbYIZIPFRLRZAALE
ED
e fll. listen_addresses = '*' - PostgreSQL AFAHAIEER T RTHOT FL A ETY v RV F 3

ZEEBHERLET,
o ffl: listen_addresses = '192.168.1.1' - PostgreSQL A"Z D7 FL X ETHOHAY v RT3
ZEEEHKRLET,
postgresql.conflCiNX 7-ZE%#REFL £7,
Acronis Cyber Files PostgreSQL +— X = B8 L £ 7,

EFE
PostgreSQL &, T 74/ FTHR—F 5432 2(FEALET, FRITZ2IRTOT 7477 4+—ILET

L—

TAYIY T Tz TCIDOR—IPHBEINTVWEZ EZMHERL TLITE L,




HTTP £— K T® Acronis Cyber Files ®EST

Acronis Cyber Files ¢ RESH —E X (BfanE/ Yar—ra>re/axsy)a—avhy) OfT
EELINTULWRWHTTP BEZFERT20ELNH I GEIHEARENSARINTHEST, T2
T4 TRESNTLWAELWA—HILZY FT—=00( X —%v F TBIE%1TS Acronis Cyber Files % —
N—lF, BICHTTPS E—FCEBMEI 2wENHY £F, AETHTTP E—FTEELTWL B &, AR
v b7 =027 02 AARETHNIL, HETD Acronis Cyber Files 7y b7 —2 b5 7 4 v 7 R FHHEIC
Bond & ICh-TLEVWET,

HTTPS o HTTP ICHI Y B ZICIE, RO T7 7 AL T—HDREZZLZET 20BN HY £7,

e Tomcat @ server.xml 7 7 4 /L, Z#LIE C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\apache-tomcat-7.0.75\conf ([CH V) £,

pE =
Tomcat D/X—> 3 &S, EHRAFD Acronis Cyber Files D/N—2 3 v (IC k> TERZGEDLH Y
9,

e acronisaccess.cfg 7 7 A4 )L, Z#LiE. C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Access Server |ZH Y £,

server.xml 7 7 A L DIRE
ZO7 P ANAT, WA HTTP A2 24 %4%E L. HTTPS a2 X4 EMIT 2LEAHY 7,

1. 7740 TFAMIT 4 X THE, BFEOHTTPS %7 2% B217Fd, UTD L5 AARIC
Bo>TWBIET TY,
<Connector maxHttpHeaderSize="65536" maxThreads="150" enablelLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https" secure="true"
SSLEnabled="true" SSLProtocol="TLSv1.2"
SSLCertificateFile="${catalina.base}/conf/AAServer_LocalHost.crt"
SSLCertificateKeyFile="${catalina.base}/conf/AAServer_LocalHost.key"
SSLHonorCipherOrder="true"
SSLCipherSuite="ECDH+AESGCM: ECDH+AES256 : ECDH+AES128: RSA+AESGCM: RSA+AES: 'aNULL : 'eNULL: ' LOW
:13DES: !RC4: !MD5: !EXP: !PSK: !SRP: !DSS" connectionTimeout="-1" URIEncoding="UTF-8"
bindOnInit="false" port="443" address="0.0.0.0"/>

2. HTTPS a% 7 X% EEhICT 272012, <1-- & --> THAET, DF . <Connector maxHttp. DFE]
IZ<!-- ZBMM L. -->% address="0.0.0.0"/> D&AIZEBMNL 7,

3. UTOLIAHFHLWHTTP a7 X2 /ER L ¥4,

<Connector maxHttpHeaderSize="65536" maxThreads="150" enablelLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="http" secure="true"
connectionTimeout="-1" URIEncoding="UTF-8" port="80" address="0.0.0.0"/>

4, TT7HIILADR - ERIRT BB TEET, ol FRATELATRTOT FL XA —ER
ICERENBVWE S BERAOT FLRAZRHEDT FLRAICHIRT 2 &b TEXT,

5. AT AZHR— M7 74T 7+ —LTHIMTVDE I EZBERLTLIZI W,



6. serverxml 77 AN, UTOVEAL I AR ZNPEENTVWEINE I L ZHERLET,
<!-- <Connector port="80" connectionTimeout="20000" protocol="HTTP/1.1"
redirectPort="443"/> -->

7. VAL baAxI ZAEENTWBREHEE, R— 80 ZFEAT2ICIF. EARDLSIT<!-& > %
FARALTIXMETRZEICE T URA L bax I REEHICLETS,

8. MELEEZ(To/t, 774 LEREFELET,

acronisaccess.cfg DR

DT T7ALTEFRLETNEE SR LWDIE, 77 A ILDKREIZH D REQUIRE_SSL 7217 T4, T DXRTE
% true »' 5 false ICEBE L F9, ZERIIUATOLSICHY £7,

REQUIRE_SSL = false

1. REREEZT-E. 774V REFELET,
2. Acronis Cyber Files ® Tomcat Y — bt X ZBEE L T, INTHOLEHZBFAL£T,

HTTP €— N O#IREIAE

e S kY A1E HTTPS CIET 248 5 270, HTTP E— FCHA— k7 2 A H—/— L O
EHYH— FENECA 97 Ul EFBEAALISATY FERLTRY b T =2/ — FIZT
TERSTDHIEFTEXREA,

o YYILNYAvFEIYR-—FEhELA,

o FRUMYTIIATY FAFBHALTWEEE, Y—N"—F L X7 4 —)LRIZF8THTTP 2EE
TOLENHYES, ZOLICLBITNIL FERAKBLEZT, B http://myaccess. com: 3000

LT WTLS /N—2 3 > %{ER L 7= Acronis Cyber Files Tomcat @
=T

EE

DY) —RTEBASNLEBICLY, EWN—23 0D TLS 2EHTI3RENFBENIGELH Y
9, UTOEMEEREERL TLEEW, 72750, Acronis TIEZD LS A R—FLAR<HRY
¥ L7

Acronis Cyber Files 8.8.0 LIfE, T RXRTOFRA VA b—ILBLVT vy 7L —FTIE TLSV1.2 DA%
FERI S LIFEINET,

INLOFIBIEFTR—bEINT, TNODRETHEWVWTLS N—= 3 VA FERATINELNH LI —H—|(C
SHLTTLSVI L TLSVIL #E#NCTA7-HICRBIRDF FIRHES A TVWET,

Tomcat9 @7 v 77 L — FiED TLS B 0EHE

AR
O3 ZEROBIEF -IZEH A EIZ. THTTP E— K Td Acronis Cyber Files ®%E17] B LU [E#
DR — kT®d Acronis Cyber Files Tomcat®E17] THBINTWSAEELRETT,




EE

TLSV1 HBX ' TLSVL.l ZBICT BHIIC. TNDERICHNETHHHLEI D ZHERL TLIZE0, 13
AED Web 77 7HTld TLSvl & TLSv1.1 ABRICELE SN TEHEY ., T 74/ T TLSVI.2 AMfERE
£ 9, Acronis Cyber Files LB ENTWSMBO—EDY —E X%, TLSV1.2 TEMET D LS EHT
2P METY, 72& 2L, Office Online TIZ/ /<y F KB5001973 AAETY,

1. Acronis Cyber Files Tomcat —E X #{=E1F L £ ¢,
2. server.xml 77 AIIIBELET, ZNIET 7 4L b TIE
C:\Program Files (x86)\Acronis\Cyber Files\Common\apache-tomcat-9.0.54\conf |[ZH Y £,

R

Acronis Cyber Files D L WA= 3 (27 v 77 L =R LTWBHEN, hRZL A VA=
HFETLISEICIE. XADRZDA8EELH Y £3, Windows ¥ —E XD Acronis Cyber Files
Tomcat T kU Z{EMA L T Apache Tomcat 7 # L X ~AD/IREZERTEHTENTEET, TNIC
It conf 7+ ILEZDEENET,

3. U R=—PFPINTLBEN=TVaVIIRDHBEICHEA T, MEINTULARLITD server.xml 7 7 1)L
. Blogaiaffircar—L T,

4. B L7740 Connector 7> a>T, ROAVTYVERDITET:
<Connector maxHttpHeaderSize="65536" maxThreads="150" enablelLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https" secure="true"
SSLEnabled="true" SSLProtocol="TLSv1.2"
SSLCertificateFile="${catalina.base}/conf/AACert.cer"
SSLCertificateKeyFile="${catalina.base}/conf/AACert.key" SSLHonorCipherOrder="true"
SSLCipherSuite="ECDH+AESGCM: ECDH+AES256 : ECDH+AES128: RSA+AESGCM: RSA+AES: 'aNULL : ! eNULL

:'LOW: !3DES: !RC4: IMD5: !EXP: !PSK: ! SRP: !DSS" connectionTimeout="-1" URIEncoding="UTF-8"
bindOnInit="false" relaxedQueryChars="[,]" port="443" address="0.0.0.0"/>

5. ROLDICTFRAMZEELET,

SSLProtocol="TLSv1.2"
LB
SSLProtocol="TLSv1+TLSv1.1+TLSv1.2"

6. mBIC, 77 ALERELET,
7. Acronis Cyber Files Tomcat Y —E X =& L £ 7,

Microsoft 7 = —/LF —/N—7 5 X %X — _ET®D Acronis Cyber Files @
Ty 7oL —FK
Acronis Cyber Files Server 7 5 2 % —% Acronis Cyber Files DX SZHFL WA= 3 (27 v 77

L—FR33iCiF. RORTy TH&EIILBEET,
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https://support.microsoft.com/ja-jp/topic/description-of-the-security-update-for-office-online-server-july-13-2021-kb5001973-d9f20977-c147-4022-9087-5f90380e39f5

IR
TYy7IL—FEETTBEIC. [Ny o7y 7] OREZEABLTHOBRENYITYTLTLE
W,

1. 70747 /—FICBHLET,

2. [Cluster Administrator]/[Z = A VF—nR"— ISR REEB] 2HE £,

3. Acronis Cyber Files % —E X% 3 T (postgres-some-version H&8) FIELET, HBET «
RIDBF A4 TRIFNERY £ A,

= Summary of mE Cluster
i)
Status: Partial Orline

Alerts: <none>

Preferred Owners; =T, =TH
Current Owner: T

|_Mame | Status
Server Name
(=) 0% Mame: mE Cluster (%) Onliree
3:' IP Address; 172.27.11.55 @ Orfiree
Dizk Drives
[ & Chaster Digk 1 @ Onfine

Other Resources

4% postaresql«64-9.2 (#) Offliree
“"g Acioniz Access File Repository Server @ Offlres
i Actonis Access Gateway [AcronisbocessGateway) [ATHT> (#) Offfine
"'é: Bcioniz Access Tomeat @ Offree

4, AV AP—ILENTUBTAILAREY 7 b2 T7 2T NTEMIILTLEEN, EHCLAEWVES
lE. 41 VX b—ILFIEXTR I N, 1 VA F—ILAKRETBEI8EELH Y £5,
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5. RTAEAA VA —5588TL0 Uy o LET,

Welcome to Acronis Access

9 Acronis

Welcome to the Acronis Access Setup Utility

Acronis Access is the comman platform used by both
mobilEche and activEcho. This wtility will install,
update or remove Acronis ACCess.

5.0.0x466 Cancel

6. [RN]Z2 Uy LTHBLET,
7. 7A€ A2 EZH. AELET,

8. [Py 7y L—FlxsUvsoLET,

) Acronis

— Acronis Access Server

Click Upgrade to upgrade your software to Acronis Access server, which is the
common platform used by both mobilEcho and activEcho.

Naote: The Custom options should only be vsed for specialized configuralions.

Uninstall. .. Custom... | | Upgrade... I Cancel

9. A YA b=NFTBAVKR—FV FEHERLT [AYRA=N]EIY Y I LET,



Acronis Access Install Warning

9 Acronis

Setup will now install or upgrade the following products. This process may disrupt
users of this system by starting and stopping the Acronis Access services.,

Acronis Access Server v. 5.1.0.171 —=> v, 5.1.0.172
Acronis Access File Repository v, 5.1.0,171 —-=> v, 5.1.0,172
Acronis Access Configuration Utility v, 5.1.0,171 —= v, 5. 1.0.172

< Back | ] Cancel

10. postgresX —/X—1—H—D/IRXT—FEZAHL T, [RA] 2L £,
11, AR b= ET LIS, BT]ZBLTA YR =2 2FLC T,

AN
NI 13

AR—=TN—="T%AF>Z 42 LENTLIEE N,

12. V7RZ TN—=T%F2/—FIZBELET,
13. 20/ —FLET, ALA YR b=LFIEEERTLET,
14. Acronis Cyber Files DY —EX &2 F_RTH >V Z A4 VICLFT,

Microsoft 7 = — /LA —/"N—727 7 X X —_E7T®D Acronis Cyber Files @
AR b=

Acronis Cyber Files #27 5 22— FIZA v R b =T BI21F. UTOHA RAZIBET,

Windows 2012 (R2) Microsoft 7 £ — /LA —/"—% 5 XX — _ET® Acronis
Cyber Files DA > X k —JL

AcronisCyber Files A > X k —JL

FAAVEBEL LTRIA > LTWSZ & %ZHERL THh S AcronisCyber Files 4 > X b —JL L TK
7= Ly,

1. AcronisCyberFiles 1 v X b= &2 &7>a—KFL£9,

2. AVAP—ILENTWVWEITAILRATEY 7 b7 2T 2T RTEMILTLLEEI L, EHIZLEWVIES
X, 41 VR b—ILFIBEFR SN, 1 VA =LA KRETERIEELH Y F5,



3. EfTR[EERA VAN —FHKXTILIY vy LET,
Welcome to Acronis Access

ﬂ Acronis

Welcome to the Acronis Access Setup Utility

Acronis Access is the comman platform used by both
mobilEche and activEcho. This wtility will install,
update or remove Acronis ACCess.

5.0.0x466 Cancel

4, [RAN1Z27 U w7 LCRBLES,
ALy R ETH, EKELET,

5. [MYRbP=N]ZIUY I LET,

ER

#B# D Acronis Cyber Files 4t —N—%BEB T 2550, IZEBRUN TS VX F—ILET5HE
Z. [DREBLLAVYRP=L] RE D BA VR I—LTEHAVR—Z> FEBIRTIENTESE
ERR

6. Acronis Cyber Files XA > 7 L Z DT 7 4L bR EFERTZH. FLULWIRERIRL T, [OK]
Uy LET,

lAcronis Cyber Files Install Information

Acronis Cylber Files

Setup will now install or upgrade the following products. This process may disrupt users of
this system by starting and stopping the Acronis Cyber Files services.

Acronis Cyber Files Server v, 8.6.1,1028

Acronis Cyber Files Gateway Server v, 8.6.1,194

Acronis Cyber Files File Repository v, 8.6,1,1028

Acronis Cyber Files Configuration Utility v. 8.6.1,1028

Acronis Cyber Files Configuration Collection Tool v. 8.6. 1. 1028
Acronis Cyber Files PostgreSQL Server v. 11.6.3

< Back | Install | Cancel |

7. 1% — Postgres D/X2 7 — FEREL, BEROTHEET, TONRT—FlE, T—&R=2
DNy o Ty FEERIIDEERY £9,



8. HET 4 X/ D> H Postgres T—& 7 AL Z DDA — 3 v EBRLT[RN]Z2 U v o
LEXd,

PostgreSQL Configuration

ﬂ Acronis

Baze Path: | C:'\PostgresqLie. 2 Browse. .. |

PostgreSQL Install Location:

Data Path: | SPsQLData’ Browse, .. |

PostgresSQL Super-User Credentials: (will be created if necessary)
Postgre5QL Super-User name: | postgres

PostoreSOL Super-User password: | FEEERRERRRE

Re-enter password: | TEETEEETTEE

PostgreSQL Port: | 5432

< Back | Mext = | Cancel

9. A YR F=LENDZAVE—ZV FBRITRTYRIEINEZT 4 VY RFIRRRENET, HITTDIC
i, [OKl 227Uy o LTSN,
10. Acronis Cyber Files DA > X b —=ZH T Lizn, [T1 27Uy 7 LET,

EIDVER,
1. [Zz=NWF == 5R42—3x=C¥] 2Rz, (B A2E57Uy I LFET,
2. [ZOZREDER] %EIRL £7, ®KENSED AL Z(TIFE 3 (Acronis Cyber Files, AAS 7 7 X



File Action View Help

= 7@ =

B Failover Cluster Manager
1 Qi.glilabs.
PR gR:Ja s.com S— ? o ~ |k -
i Configure Role... f
P _? l:o - d . | Status Type Owmer Node Priority Information
b ica Sto Virtual Machines... » (® Partisly Run__ Generic Service YANG Medi
b [ Nel |
@ Cly Create Empty Role
View »
Refresh
Help
< [ >
b %'Ei Preferred Owners: Any node
Name Status Irformation -
Server Name
& 0% Name: mE1 (® Online
Roles =
|5, mobiiEcho (mobilEc. (@) Offline
|2 mobilEcho Manage.  (¥) Offiine
Storage
e Pt B A -

This action creates an empty clustered role, Cluster resources will need to be added manually. This option is intended for advanced users.

TU0T47 /—FKTOEE

L F=bF72A4A Y=—NRN=—DT—ER=—ZAPEBFT AR/ LOOT—>a v R E5ICRELET,
a. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Gateway Server\ (CBEIL ¥,
b. databaseyml 7 7 (/L% BDIf, TFA b TTF 4 X TCHRTET,

. database_path: './database/' D1TZEDIf. ./database/ %, T 5 /SRICEERZX T
(database_path: 'S:/access_cluster/database/' 75&) |

EE
RADEPYIZIER Ty a (/) 2ERLET,

R

B1/—FTERELT databaseyml ZaE—L T, 2 /—RICEHY T2 2 &P TEET,

HE T RTOY —E X% Acronis Cyber Files D&Z|(2EBMNT S

Acronis Cyber Files Gateway. Acronis Cyber Files PostgreSQL (Acronis Cyber Files ®/X—2 5 >/ (C
5L TE%A %) Acronis Cyber Files Repository £ & U Acronis Cyber Files Tomcat @& H —E 2 (2D W
T, UTOFIEZETLE T,

1. Acronis Cyber Files #&ZlxH 27 ) v o LT, [VVY—RDEM] ZFRL £,
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2. RAY—ER] Z2:RL £7,

o Failover Cluster Manager
File Action View Help

&= 7w 3

L Failover Cluster Manager
4 BF Qi.glilabs.com >
Qt,—_; Roles Search J Queries vIH Vl@ |
b ; Modes Mame Status Type Owner Node Priority Infomation
v = Storage & mE1 £ Dagtinlh: Cor,  Garie Sanicn YANG Medum
I 58 Metworks €5 | start Role
Cluster Events p
(5 | Stop Role
| | Add File Share
Ej Move Lo
@ Change Startup Priority [
g'% cta
@ Show Critical Events
._?. Add Storage
|ﬁ Add Resource 4 Client Access Point
< >
B3 | More Actions » Generic Application
v 02 mE1 K | Remove Generic Script Owners: Any node
il Generic Service
m Proparties More Resources » -
Status: Partially Running
Priority: Medium
Owmer Node: YANG =
Client Access Mame: mEl
IP Addresses: 17227.33.85 ™
Summary | Resources
Roles: mE1
3. BUBRY—EREZBIRLTC[RN] 22Uy LET,
ﬂ New Resource Wizard E3
=~ Select Service
Select the service pou wank to uze from the list
Confumation
O Name | Deseription | =]
Acroniz dccess File Repository Server File Repository Server for Acroniz Access
S e Actoniz Aocess Gateway [AoronisbocessGatewa . Mobile Gateway Server for Acionis Access
imay - T To . — — —
Application Expenence Proceszzes applcation compatibility cache reque..,
Application [dertity Determines and verifies the identity of an applica. .
Application Information Facilitates the nnning of interactive applcations...
Application Layer Gabteswray Service Provides suppost for 3rd party protocol plugens f...
Application M anaoement Frocesses installation, removal, and enumeratio...
Background Inteligent Transfer Service Transfers files m the background using idle netw,,.
Baze Filtaring Engine The Baze Filtetng Engine [BFE] iz & service that,. T

Pt I Cancel
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4, HRI4 VY FITRN]Z7V vy LET,

5. ¥~x UV v FUT[RT]I 22 ) v o LET,

TIRERRA Y FNDEKTE

1. Acronis Cyber Files & E| 2BV v 7 LT, [VUY—ZRDEBM] &R L £7,

2. (9547 PR BAVIN] 2#FIRLE 9,

I File Action View Help

4 =| 7(m]

ﬁ glgﬂlflzﬂer Manager Roles (1)
4 B Qi.glilabs.com - 5
1 ot [Quers ~ 1 ~ i~
4 g :‘od“ Mame Status Type Owmer Node Priority Infomation
E & h::tr;zsks i mE (T Pagislh Fun Gensds Senica_ YANG Medium
% | Start Rol
Cluster Events % ®
0§ | Stop Role
| | Add File Share
@ Move »
@ Change Startup Priority [
Bl | Information Details...
4] | Show Critical Events
3 Add Storage
|@' Add Resource 4 Client Access Point
< I . . . >
More Actione » Generic Application
v {02 mE1 #K | Remove Generic Script Owners: Any node
Generic Service
Lonethes More Resources » [l
Status: Partially Running
Priority: Medium
Oumner Node: YANG =
Client Access Mame: mEl
IP Addresses: 172.27.33.85 |
Summary | Resources

3. TOTUOERRAY FOEZFIEANLET,
4, v b7 —0%FBIRLET,
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ﬁNew Resource Wizard E

’::r‘_:] Client Access Point

Erter Mebwork Mame and IP Address:

Canfirmation

T JaasChusted

One or more IPw4 addresses could not be configured automatically. For each network to be used. make sure
the netweork is selected, and then type an addiess.

Configure Chent
Access Pont

Surnmary

| M etwaorks | Addiess
2 172.27.0.0/16

I Mest > I Cancel I

5. IPT7RLREADLTCI[RANIZ Yo LET,
6. ERIA VY RIT[RNZ2UYy I LET,

7. YxU s RFoT [T %22V vy LET,
HET 4 27 DB

1. Acronis Cyber Files D& E|%2 %527 1) v 7 LT, [RFL = DBIN] ZRIRL £,
2. BOEBRFZA4 72BN L £,
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Add Storage Ed

Select the disk or diskz that you want bo add.

Available dighs:

Mame | Status _Capacity
[l # o Cluster Disk 1 (%) Oniline

KFRERDERTE
1. Acronis Cyber Files D#&E|ZEIR L, [VY—=R] 2T7% 7V v o LET,

PostgreSQL # & U* Acronis Cyber Files 77 4 LU RS P YUY —ERIZOWT, ROBEEEZETLE
ER

1. BYURY—EREHI Yy oL, [ZFANT4] Z2RIRLET,

2. &kEER/RlI 275Uy o LET,



3. [WY=R]%z2sVUv oL, BMLEHET A R EBRLEY,

Acronis Access File Repository Server Properties

Advanced Policies | Fegsty Replication
General Dependencies I Folicies
Specify the resources that must be brought online befiore this resource can
be brought online:
AND/OR
g
#* | Chck here to add a dependsncy
Insert I Delete l
Cluster Disk 1

n ez work
[0k | cowst | apw |

4. [BR] =7 Vv s L T4 F7ZRBALCET,

Acronis Cyber Files = b7 2 4 ==Y —EZXTlE, ROBIEEZEFTLET,

L @ay—exea7 Yy oL, [FANT 4] ©BRLET,
2. kEFRRl 2720 v LET,

3. WY=R]E Iy LThD, BMLAEEET AR, $LUV0FRY b T7—98 (05477
JER KAV FOZE) #RRLET,
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Acronis Access Gateway (AcronisAccessGateway) [XT]<XT> Pro.. [E3

Advanced Policies | Reoistry Replication
General Dependencizs I Policies
Specify the resources that must be brought online before thiz resource can
be brought online:
| ANDJ/OR | Resource

M amme; AASChuster

» AND Clusgter Disk 1
#¥ | Click here to add a depen deric)y

Insert I Delete l

ame: A4S Cluster AND Cluster Disk 1

ndencias work
[ ok | ol | osb |

4. [BR]Z#7 Vv s L T4 F7ZRALCET,

Acronis Cyber Files Tomcat ¥ —E X T3, RDIEFEERITLET,
1 @Ay —exzg6s7 )y oL, [ZFANT4] BRLES,
2. IKTFBRl 27 %20 ) v o LET,

3. [Wy—=R]1%2YUvo L. ®EBFKE LT, PostgreSQL 3 & U Acronis Cyber Files 45— k7 = A
Y—NR—DY—E2%BRLET, (BHIZ7V v 7L T4 RUEHLCES,

AR

'— k7 A Y —s"—¢& Acronis Cyber Files 7= 7H —NN—% R4 2 IP 7 KL XA TETTIHEE.
F21P %Yy —X&LTAcronis Cyber Files &E|ICEBML., ZNExy b7 —7 ZDEEERMHRELT
HELETS,

313 © Acronis International GmbH, 2003-2023



Acronis Access Tomcat Properties

Advanced FPolicies | Reoiztn Replication
General Dependencies | Folicies

—_—

Specify the resources that must be brought online before thiz resource can
be brought online:

ANDJ/OR | Resource |
Acroniz Access Gateway [AcronizfccessGateway] ...

# |Click here to add a deper dency

Inzert I Delete l

Acronis Access [ ateway [AcronsdocessGateway] BT [T > AND
postaresalugd-3. 2

r 125 work

[ ok | cawsl | apen

HEDOFBERELI—T 14U T 14 DEA
1. AcronisCyber Files ®#&Z|&2H 27 U v 7 LT, [REIDRIK] 2L £7,

2. FEA—TAVT4%2REILET, VU —VAYRAb—LOBE BECOI-T 1T 11k
C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\Configuration Utility (Z& V) £
ERS

3. Acronis Cyber Files 5 — k7 =z A B —/N—H—E XA, IP 7 KL X_ET Acronis Cyber Files ¥ —t
AIN—=T% Yy AT HEIICEELET,
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Gateway Server | Access Server | File Repository |

Server Endpaoint Service Account
Address IThe Client Access IP address| LI ’Vﬁ' Local Systern Account
Port I 443
Certificate I Acronis Gateway Server - |

Configuration Log

| oading settings for Gateway Server
| oading settings for Access Server
| oading settings for File Repository

Help OK I Cancel Apply

4. Acronis Cyber Files —/N—H#—E XA IP 7 F L X £ Acronis Cyber Files t —EX 7L — 7%
Dy A3 BLIICERELET,

R

[F—F 80 CoERZHFALET] VBRENTLDHE,

Gateway Server AcCcess Server | Filz Repository I

—Server Endpaint Service Account
Address IThE Client Access IP address| LI ’VF Local Swstem Account
Port 3000
Certficate | Acronis Access Server ... |
r Accept connections on part 80

Configuration Log

| oading settings for Gateway Server
|oading settings for Access Server
Loading settings for File Repository

Help OK. I Cancel Apply
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5. Acronis Cyber Files 7 7 1)L YR b U A localhost ETY v X925 & 51258 E L. FileStore ~
DNRAPNEET 4 X7 LD ESICEBLET, ZO/RIE, 220/ —FTRLICT 2HELNH
VET,

Gateway Server I Access Server  File Repository |

Server Endpoint —Service Account
Address I 127.0.0.1 ;I ¥ | ocal System Account
Port 5737 " This Account I
Password I
File Store Path I E:\FileStorePath Confirm Password I

Configuration Log

Loading settings for Gateway Server
Loading settings for Access Server
Loading settings for File Repository

Help | QK Cancel Apply

6. [OKIZ2 Vv s9d5E FBENTT L. T—EXHLBEBLES,

FB2/—KFTOA VR PF=ILBELVERTE
1. 4AVAF—ILENTWVWEITALRAWREY 7 b7 275 TNTEDCLTLEE L, EFHIZLAEWES
3. A VA F—ILFELFRITEN, 4 VA b—IILHAEKTEEEEEAHY £,

2. 82/ —FIZ Acronis Cyber Files #4 > X b =L L E T, 7=72L. SElE. 77+ /L kD Postgres
F=RO5—>av, BLUE1/—RFERL postgres 1—H— KR 7—REFEHLET,
3. AVRM—LEETLET,

b T=b7 A Y=—N=—DT —ZR=RAPHEFT 4R EOATr—2aveha L5 ICRELET,
a. C:\Program Files (x86)\Acronis\Acronis Cyber Files\Gateway Server\ (CBEIL ¥,
b. databaseyml 7 7 (/L% BDIF, TFA b TTF 4 X TCHRTET,

. database_path: './database/' D1TZEDIf. ./database/ %#. T 5/SRICEERZX T
(database_path: 'S:/access_cluster/database/' 7&&) ,

EE
RADEPYIZIER Ty a (/) 2ERLET,

EFE
B1/—FTERELT databaseyml ZaE— LT, 2 /—RICEHY T2 2 &ATEET,
TDONRRFEL/—FTREINTWEBRRXEBLTHITNIESRY £8 A,
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PostgreSQL Tld. RDFEEZETLET,

1.

6.

[ZzANF—N—USR2ER] ZHAZ T,

PostgreSQLINAY —E R YU Y —ZXZELTERIRL T,
Thovbaehos Uy oL, [F7ARTA] ZBRLES,

[LYRMY LTV T—=vav]aTz0) v o LETS,

[EhN] %4 L. SYSTEM\CurrentControlSet\Services\AcronisAccessPostgreSQL\ @& 5 ICAHL £
¥ (IB/x—=< 3 > @ Acronis Cyber Files @154, #—E X4 postgresql-x64-9.2 D &k 5 18K 3 2
EDNBHYET)

Acronis Cyber Files D1&E1%5 2 / — FICBBL £,

F2/—FOREL—T 1V T 1 DER

1.

2.

AcronisCyber Files &Z|&H 27 ) v 7 LT, [REIDORIR] #3F L £,

BEIA—TAVTA5RELES, 7)V—VA VR F—LDOBAE BEIOI—T14 YT 41
C:\Program Files (x86)\Acronis\Acronis Cyber Files\Common\Configuration Utility & ) £
ER

Acronis Cyber Files 7 — b 7 2 A/ H—/N—=H—EXH IP 7 K L X £ T Acronis Cyber Files % — &
RIN—=T%HV Yy RVTBEIICEHRELET,

Gateway Server |A::cess Server I Filz Repasitory I

Server Endpaoint Service Account

Address IThE Client Access IP address| LI ’VF Local Swstem Account
Port |443—

Certificate I Acronis Gateway Server _I

Configuration Log

| oading settings for Gateway Server
|oading settings for Access Server
Loading settings for File Repository

Help | 0K I Cancel Apply

4. Acronis Cyber Files ¥ —/N—H—E XA IP 7 K L 2 LT Acronis Cyber Files Y —E X 7L —T%

Dy Rvd5L51CKELET,

AR
[R—F 80 THOERZHFALET] VBERENTLEHE,
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Gateway Server Access Server | File Repository |

—Server Endpoint Service Account
Address IThe Client Access IP address| LI ’Vﬁ' Local Systern Account
Part 3000
Certificate | Acronis Access Server =
[~ Accept connections on port 80

Configuration Log

| oading settings for Gateway Server
| oading settings for Access Server
| oading settings for File Repository

Help OK I Cancel Apply

5. Acronis Cyber Files 7 7 1)L YR b U H localhost LT v X925 & 51258 %E L. FileStore ~
DINZADNEBT A A7 LD ESICEBLET, ZO/NRIE, 220/ —FTRILCICT 2HENH
ET,

Gateway Server I Access Server  File Repository |

Server Endpoint —Service Account
Address | 127.0.0.1 | % Local System Account
Port 5787 " This Account |
Password I
File Store Path I E:\FileStorePath Confirm Password I

Configuration Log

| oading settings for Gateway Server
|oading settings for Access Server
Loading settings for File Repository

Help oK Cancel Apply

6. [OKIZ2 Vv o9d5E FBENTT L. T—EXHLBEBLES,
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IPv6 Dty b7 v 7

FIAT S HIIC - BEXIDHIR

BE. BRI —7T 414U T4TIEIP IZEENICHR— SN TWEHEA, server.xml 7 7 A JL & SSL

NAVT AV TIZFHTEREMADE, U THR=FINTOLWRVWTRTOEBEHIEIBREIND 720,

BRI —T 4 VT4 ZEATERLRYET, BRI—TAUTAICE>TIPV6E Y R—bINB%T
iE. IRTOY—EXOBRE Y —N—BROFREITFETITILELNHY £,

server.xml BL P web.xml 7 7 A IVICHBERFEOEE(L, Ty 77 L—FRICRFEINELA, TN
5D 7 7 AL, T Acronis Cyber Files —/N—D A v X b= ILUADIBRFICNNYy 7 T7 vy 7L TLEE
SV, Ty 7oL —Fg FHTRELZ 7 7ANEFHLLA VA= LT 7ANLEERL, BE
BREBBETD2HENHY £T,

IPV6 ICERARENETRTDOT FL XL, webUl TDNS 7 FL R &L THEETINELRHY £,

AR
BEENR—Y — [BER—IT 74 IR #EEICIE, BEX—VADT /L RAEHFAT S IP OHHE
PBETT, BED Ul AT P OHAYR— F SATUET,

IPv6 v k7w 7DELT
IPv6 Y R— b ZEMICT BI21E 3 DOFIEANETT,

FIELIP6HHYR— b 25—rT7x2ADEy TV

F—rxA% IPv6 TEMESEDICIE. SSLANA T4 v 7 E2ERLTH S, BRDOT KL X%
iplisten U X MZEMT 2HELH Y FT,

AR

ZOFIEZETETT 5%, Acronis Access SERAZ DOEEID certhash (B, FE T 25 IPv6IP 7 KL X,
T—brTz2AMNY v AT B R— FABETT, certhash BEEEE T 5 AEICDOWLWTIE,.  [Acronis
Access iFFAEDIBENDAF] 2 ZTEBELTE LY,

SSLANA > T 14 > T DOVERK

TRTCDIPV6 7 FLRXE/IIFED IPV6 7 FL XL TANA Y FTEET,
FTRTDIPV6E FFLRADNRL VT4 VT,

avy RiE, MFo L5142 1E9 T,

netsh http add sslcert ipport=[::]:YourPortNumber certhash=YourCerthashValue appid={72876ec6-
d443-48ef-add3-fa7abcbc4762} certstorename=MY clientcertnegotiation=enable

dsmapperusage=enable



BE
FT—=r T2 AP v RV TER—bEANL, certhashBZEDOIHAEN L DEICEEIRZ 2 HEH
HYFET

ER

BEDIPE 7 RLRITNA Y RFTBI21E """ 2#FLETET7FLRICBEEZBRIET,

EE

SSLNRA T4 v 7 %BIBTI2HEAHZHEIE, Ko<y FEFERL. 7 LR ER— FZHIBRT
2Hb0ICEEMRZFET,

netsh http delete sslcert ipport=[AddressToRemove]:PortToRemove

LT B IPv6 7 KL X% iplisten U X ~ZEML £7,
TARTOIPT7RLREFLIIEEDIP 7 KL X% iplisten U X MBI TEFE T,
FTARTDIPV6IP 7 FL X% iplisten YR MIZEBIILTWET,

1. koa~x > FZEERBL ET, netsh http add iplisten ipaddress=::

R
FHEDIPVEIP 7 KL X% iplisten U X MIZBIT 21T, """ 2FHLTHIP6IP 7L XICEE
Mz EF9,

51 : netsh http add iplisten ipaddress=fd59:ffdf:9580::3

2. Windows 4 —EZXHa 5 — b7/ —EXEBELET,

EE

INT, B—hHIERE (1) EEBDOIP7RLZOMAEBERLTY -T2 AICT77E2RTES
L3Ry FT,

BEDIPWGIP PRLAZHRETSE, O—HILKRRAMEATTY — M7z AIZT7 7 RTERIAY,
BELETRLRATORT I/ EATEET,

g

=

[=]
A—ALERMEETT— bV (ICT 7R TERLICT2HEIE. HEDIP 7L XZREL
7=, Roa~xy REERL Tiplisten YA MO SEED T KL X%EHIBR L. Windows f—EXH 5
T—h7zAY—EXZHHETILELNDHY £,

f3): netsh http delete iplisten ipaddress=fd59:ffdf:9580::3

Acronis Access FEFAEDIRENZ AFT 5 (21

Acronis Access SFBRZ DRI A AFTEHEIL2 2H YV £9, 1 DIk, GEBREXRF v 71 >] @ [GEHA
ZNHFME] 2 7HhH,. O 12E, ARy AEFERL T, $TICERESNTULS SSL /YA >~
TAVIDBAFTEEWIHETT,

SEEAERF v 7A U HIIAEDBHNEAFT S
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4.

321

[Z7A4NEB%ZBELTET] 4707 %2E &, [mmc.exel & AL T Microsoft EEa>vY —IL
=T ET,

[Z7AN] >[RFyTAvoEMEER.]JEZ7 )y I LET
[GERRE] # 3 IR L £ 9,

£dd or Removwe Snap-ins *
‘You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n Vendor - [ Console Root Edit Extensions...
ActiveX Control Microsoft Car... Remave
Auﬂ'uorization Manager Microsoft Cor...
I:ﬁl Microsoft Cor...

5. Component Services  Microsoft Cor... Move Up
;é' Computer Managem... Microsoft Cor...

) i Mowe Down

HDEVIEE Manager Microsoft Cor... Add >
i Disk Management Microsoft and...
@ Event Viewer Microsoft Cor...

| Folder Microsaft Cor...
_Ej Group Policy Object ... Microsoft Cor...
g IP Security Monitor Microsoft Cor...
@. IF Security Policy M...  Microsoft Cor...
% Link to Web Address  Microsoft Cor... CimrEmil

Description:

The Certificates snap-n allows you to browse the contents of the certificate stores for yourself, a service, or a computer.
Conc

g4y EBmMl =2 ) v o LET,
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Select Computer

Select the computer you want this snap-n to manage.
This snap-n will always manage:

(®) Local computer: {the computer this console is running on)

() Another computer; Browse...

[[] Mlow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

| <o

Cancel

of snap-ns. For

Edit Extensions...

Remowve

Move Up

Move Down

Advanced...

r a computer.,

oK Cancel

5. [AvEa—2—ThHyY P #ERL, [RA]EFL, [A—ALa>E1—%] 2FBRLT[ET]

#HLEI,
6. [RFvTAvoEMEYKR.] X477 TOKlIZ27 Yy o LET,

Coensolel - [Console Root\Certificates (Local Computer)\Personal\Certificates]
@ File Action View Favorites Window Help
e ARl o (W= RERENE 7o

| Console Root
v Gl Certificates (Local Computer)
~ [ Personal
| Certificates

| Trusted Root Certification Authorities
_ Enterprise Trust
| Intermediate Certification Authorities
| Trusted Publishers

"] Untrusted Certificates

-~
Issued To
anAcrUnisA:cess

Issued By Expiration Date

20.10.2021

Intended Purp...

Acronis Access <All>

<None>

" Third-Party Root Certification Authorities
“ Trusted People

| Client Authentication lssuers

| Preview Build Roots

_| Remote Desktop

" Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices

= Windows Live ID Token Issuer

Friendly Name

Status  Certificate Te...

7. ERICH B [FERE].
ERS
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&

@ File Action View Favorites Window Help
o HE 4= XE 2 HE
| Console Root lssued To

v _131 Certificates (Local Computer)
w || Personal
| Certificates
| Trusted Root Certification &uthy
| Enterprise Trust
| Intermediate Certification Authg
| Trusted Publishers
| Untrusted Certificates
| Third-Party Root Certification A
| Trusted People
| Client Authentication Issuers

cronis Access

| Preview Build Roots

| Remote Desktop

| Certificate Enrollment Requests
| Smart Card Trusted Roots

| Trusted Devices

| Windows Live |D Token |ssuer

Issued By

Acronis Accesy

ah Certificate x
General Detalls  Certification Path
Show: | <all> ~
Field Value 2
| valid from 21 okToMspy 2016 T, 19:15:15
Valid to 20 okToMBpM 20217, 19:15:15
Subject Acronis Access
Public key RSA (2048 Bits)
Public key parameters 0500
Thumbprint algorithm shal

30d04203 4eed 99 30 f2 3c...

J0d042034eedB930f23cfbBc26T520a2d 51 Jeda

Edit Properties... Copy to File...

8. ABREE LT LY ) vy LT, [l 27 &=IRL.
TNZRDGFRICaE— L, A= ZHIBRLET,

ld. AR=XABLIZCTEIZREIH Y T,

WExcxso—)LL £,
SSLNA YT 4 v TR ERTHATY RT

Biicty b7y 7ENF=SSLNA T4 v T %ERAL TGIEAEDOBEZAFT S

1. aw»rRF7av7rEEE£9,
2. ROLSIZAALET,

netsh http show sslcert

3. SSLNNA VT4 v IHFES DHBAIE. TNMAKRRINET,

EH Select Administrator: C:\Windows\system32\cmd.exe




IR

BARTEINIXFIE, BBAGARENY > 2T,

FIg 2: IPv6 %R — k3 % Acronis Cyber Files #—/x—
Y—N—DFTRTOIPV6 PFLRATA—ANMZIY vy RV TEBLS5ICLET,

EE
FFEDIPV6 7 L RIS FF2I21F, FIE4DFZSRL TSI,

1. server.xml 7 7 AL EREDITET,

R

T7AIETIE, ZD7 7414 C:\Program Files (x86)\Acronis\Acronis Cyber
Files\Common\apache-tomcat-9.0.54\conf |[ZdH }) £,

NRIZADES (7.0.70) &, Tomcat DNRX—=2 a3 VI - TERDZBEL DY, Ty T I7L—FFE7
EHRRLA YR F—=ILEETLIZBEIZ. XRADERDIFEHNDHY £3., Acronis Cyber Files
Tomcat > + U % Windows ¥—E R TERL T, Tomcat 7B 7 L7+ LEX DN EREFETE
9., ZHICIE conf 7HILENEENET,

2. server.xml D/Ny 77y FAE—E{ERLET,

3. T¥RMIT 42—, JTD server.xml ZHEFT,

4, TRTCOIPV6 7 FL REYR—FF3I1%, address="" #FERALTAX 7 X —%2 X5 I0EBML F
ERS
i. server.xml C. ROLHIB77ANDO—E%ERDOITET

<Connector maxHttpHeaderSize="65536" maxThreads="150" enablelLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https" secure="true"
SSLEnabled="true" SSLProtocol="TLSv1+TLSv1.1+TLSv1.2"
SSLCertificateFile="${catalina.base}/conf/AAServer_LocalHost.crt"
SSLCertificateKeyFile="${catalina.base}/conf/AAServer_LocalHost.key"
SSLHonorCipherOrder="true"
SSLCipherSuite="ECDH+AESGCM: ECDH+AES256: ECDH+AES128:RSA+AESGCM: RSA+AES: 1aNULL : 'eNULL: !
LOW: !3DES: IRC4: IMD5: !EXP: !PSK: ! SRP: IDSS" connectionTimeout="-1" URIEncoding="UTF-8"
bindOnInit="false" relaxedQueryChars="[,]" address="0.0.0.0" port="443"/>

i RIS, FLWITOBEFEO IR 2 —DREIC, ZOBIMNI% Y7 % —% address=":" TEBIML £
Jo
<Connector maxHttpHeaderSize="65536" maxThreads="150" enablelLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https" secure="true"
SSLEnabled="true" SSLProtocol="TLSv1+TLSv1.1+TLSv1.2"
SSLCertificateFile="${catalina.base}/conf/AAServer_LocalHost.crt"
SSLCertificateKeyFile="${catalina.base}/conf/AAServer_LocalHost.key"
SSLHonorCipherOrder="true"



SSLCipherSuite="ECDH+AESGCM: ECDH+AES256 : ECDH+AES128 : RSA+AESGCM: RSA+AES: 'aNULL : !eNULL:!
LOW: !3DES: !RC4: IMD5: 'EXP: !PSK: !SRP: !DSS" connectionTimeout="-1" URIEncoding="UTF-8"
bindOnInit="false" relaxedQueryChars="[,]" address="::" port="443"/>

ER

TARTOIPV6 7 KL RZBITS () RbYIS, IR0 Z—TAy 7T " 2FLTHT7 L
RBERRADZETHEDIPVE 7T FLRZZETEET,

f1):

<Connector maxHttpHeaderSize="65536" maxThreads="150" enablelLookups="false"
disableUploadTimeout="true" acceptCount="100" scheme="https" secure="true"
SSLEnabled="true" SSLProtocol="TLSv1+TLSv1.1+TLSv1.2"
SSLCertificateFile="${catalina.base}/conf/AAServer_LocalHost.crt"
SSLCertificateKeyFile="${catalina.base}/conf/AAServer_LocalHost.key"
SSLHonorCipherOrder="true"
SSLCipherSuite="ECDH+AESGCM: ECDH+AES256: ECDH+AES128:RSA+AESGCM: RSA+AES: 1aNULL : 'eNULL: !
LOW: !3DES: !RC4: IMD5: IEXP: IPSK: !SRP: IDSS" connectionTimeout="-1" URIEncoding="UTF-8"
bindOnInit="false" relaxedQueryChars="[,]" address="fd59:ffdf:9580::3" port="443"/>

5. ZENBXREFE L. Windows @ [H—tE X] /¥F LA 5 Acronis Cyber Files Tomcat % — E X 2 B2
BLET,

BE
server.xml (CXF T 2T XRTDHDZEFE TIE, Acronis Cyber Files Tomcat Y —E X ZBEHT 20BN DH
NEY,

i

-3
INLDFEFCLZEEEF, Ty 7 7L —FRIREINEEA, IhoD 7 74 LiE &9 Acronis
Cyber Files 4 —/R—D A v Z b = IWHADIBFRICN Y 7T v T LTLEEW, Ty 7oL — K&, FE
L7 7 ANEFLLAY A=A L7 7ALDEVEFGTY—V L, BRELREEEFHFLL
server.xml 7 7 A JLICERX T HMENH Y £,




FIE 3: IPv6 % B — k3% 7= D Strict Transport Security (HSTS) D+ v
N4

1. web.xml 7 7 AL ZEZRDITET,

3=

pE Y=Y
F7 4 F T, web.xml [ZRDIBFFICEEB E N TULWE T, C:\Program Files (x86)\Acronis\Acronis
Cyber Files\Access Server\Web Application\WEB-INF

2. BFED web.xml 7 7 AND/Ny I Ty FAC—HERL T,
3. TDO web.xml Z7 ¥R FLT 4 X—THE, XO7Av I/ ZEBIML XY,
<filter>
<filter-name>httpHeaderSecurity</filter-name>
<filter-class>org.apache.catalina.filters.HttpHeaderSecurityFilter</filter-class>
<init-param>
<param-name>hstsMaxAgeSeconds</param-name>
<param-value>31536000</param-value>
</init-param>
<init-param>
<param-name>hstsIncludeSubDomains</param-name>
<param-value>true</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>httpHeaderSecurity</filter-name>
<url-pattern>/x</url-pattern>
<dispatcher>REQUEST</dispatcher>
<dispatcher>FORWARD</dispatcher>
</filter-mapping>
4, BEEANREZRELET,
Windows @ [¥—E X] /¥ JLH 5 Acronis Cyber Files Tomcat Y —E X ZBEg L £9,

EE
TV THRREY —ILEERETSE, TNTOEKRD Strict-Transport-Security ~v X — 2R TE S
x99,

i

-3
INOLDFHCLBZEBIL, Ty 77 L—FRICRFINEFEA, TO7 7A4)LIE, 47 Acronis
Cyber Files 4 —/N—DA Y X b = LUADIFFTICNy 27 v T LTLEI W, 7y 77 L— K&, FH
TIRELZ77ANEFHLLA VA=A LETZ7ALELRL, REARZEAFH L web.xml 7 7 A
IWCHBHES D BEDHY £,




Mobile Device Management

Mobile Device Management (MDM) (&, SO ENA LT NRA R BLEZNSDT/NA ZIZA > R
P—LEnTWa77VDFEREEF2 VT4 2BRLET,

Acronis I, X® MDM 72w b 7 #— LT CyberFiles 77U 7 X kL F L7

« [lvanti Neurons for MDM] (|E Mobilelron Cloud) :
o i0S A Cyber Files 7 7°V.
o Android A Cyber Files 7 7'U (AppConnect BEAERLAWL)
o lvanti AppConnect XJit:/3—<° 5 > M Android B Cyber Files 7 7' U

IR

Ivanti Neurons for MDM R a2 XY MCT 72X T 3ICI1FE. CbHbox 7Y v o LTLIEEL,

« [lvanti Endpoint Manager Mobile] (IB Mobilelron Core) :
o i0S A Cyber Files 77"V
o Android A Cyber Files 777"V (AppConnect B¥EA R L ARLY)
o |vanti AppConnect XfI&/X— 3 > ® Android A Cyber Files 77"V,

EE
Ivanti Endpoint Manager Mobile (EPMM) RKF¥a x> MIT77€RXT5IC1F. 2boxz2sUv oL
TLEE L,

* Microsoft InTune:
o i0S A Cyber Files 7 7°V.

EEEXRT 7 VK
Acronis Cyber Files 7 7V 3B BN RT7 VR E Y R—FLTULET,

X FEINTOLBEHREEINH I N TWBIHE, FFEDF —% Mobile Device Management
(MDM) HmICEBMTEES, TN HDF—(F Cyber Files 77U TERICA Y £7,
AREMH
o TNAREMDM Y —NR—TEEINTWIRLELRHY £,
o T7UNAFUNRMDM Y —N—CE>TTNAREICA VYR P=ILENTVWERELHY £,
« MDM #—/3—7_ ApplicationConfiguration :%E. ¥ &' ManagedApplicationFeedback o~
VDB R—FENTVWBIRELHY £,

YHR—bIhTVWEF—

*—% WHZA? fil SR axXv b
enrollmentServer Obligatory DN a—Y—HEFHT B Cyber Files

TRLZR | H—_"—DDNS 7 FL X2



http://mi.extendedhelp.mobileiron.com/90/all/ja-jp/LandingPage.htm
https://help.ivanti.com/mi/help/en_us/core/11.x/gsg/LandingPage.htm

ETHI2HELNHY £T,

enrollmentPIN

F7av

PIN

Cyber Files Y ——=10 247
v FEFICPIN O— RA2ERT
255 1F. BT +— Lo [PIN
A—F] 74 —LRIczDfE%
BEIANTEET,
AppConnect (. 7> XA L
PINOI—RFTlEh<, 2—%—
N7V X%BET HRIDRE
DZRERELTHERETZSD
T. %< DA Cyber Files

P —/N—D PIN EXRIFEMIC
ToTWEd,

PIN E(1Z, Weba» v —iLD
[BBE]| ~—YTHELET,

userName

F7av

Cyber Files B8 7 + —L®D
[2—¥—R] 71— L FIZAH
LET,
THAEFERT 2. BEL—
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