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The billing for Advanced File Sync & Share does not start when you enable it.Billing starts only after
a customer starts using its advanced features.The enabled advanced feature set will be accounted
for and included in usage reports, but will not be billed for, unless its features are used.
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1. Select services

Select the services and editions that you want to enable for the selected tenants,

Cyber Protect

@ All-in-one cyber protection solution that integrates advanced data protection, file sync and share, ()
file notarization and e-signing, and physical data shipping functionality.

Protection

Provides all aspects of cyber protection for workloads through backup, antivirus, antimalware, anti-ransomware, monitoring,
management, and disaster recovery functionality.

Per workload
The billing is based on the number of protected workloads, and cloud storage is charged separately.
Add advanced protection:
Advanced Backup @
Advanced Management @
Advanced Security + EDR @ ( Eap
Advanced Security €
Advanced Email Security @

Advanced Data Loss Prevention @@ ( EaP
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Services Roles

One role per service

Management Portal can be assigned

O

Cyber Protection
O \

w - Administrator
4 O
User File Sync & Share
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Update channel

O current
The most up-to-date version of agents.
Previous release

COMPANY The latest version of the agents from the previous release.
MANAGEMENT

Automatically update agents
REPORTS

Agents will be automatically updated during the specified maintenance window.
SETTINGS

Maintenance window

Locations

New versions will be installed only in the set timeframe.
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Protection status

® Protected 2

® Unprotected 0

® Managed 2
Discovered 0
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Discovered machines

Device name t IP address 0os Organizational unit  Discovery type

~ Windows Server 2012 R2
win-6g34mv70qa3 10.248.90.221 Windows Server 2012 R2 - Local Network

~ Windows 10 Enterprise 2016 LTSB

devicel 10.248.90.238 Windows 10 Enterprise 2016 LTSB ou1 Active Directory, Local Network
device2 = Windows 10 Enterprise 2016 LTSB ou1 Active Directory
device3 10.248.91.243 Windows 10 Enterprise 2016 LTSB Qu1 Active Directory, Manual, Loc...
deviced 10.248.91.125 Windows 10 Enterprise 2016 LTSB = Active Directory, Local Network
device5 - Windows 10 Enterprise 2016 LTSB - Active Directory, Manual
~ -

10.250.41.189 - - Manual

10.248.44.199 - - Manual
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#CyberFit Score by machine @

Metric #CyberFit Score Findings {3
~ B DESKTOP-2N2TRE8 625

Anti-malware @ 275 You have anti-malware protection enabled

Backup ® 175 You have a backup solution protecting your data

Firewall @ 175 You have a firewall enabled for public and private networks

VPN O o No VPN solution was found, your connection to public and shared networks is n...
Encryption O o No disk encryption was found, your device is at risk from physical tampering

NTLM traffic QO o Outgoing NTLM traffic to remote servers is not denied, your credentials may be ...
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Top Incident distribution per workload
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Security incident burndown

Average close rate: 77.8% @ Open: 40 (-1.1%)
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o SMART 9 - [ #5885 .
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Machines SMART Disk health

parameters of hDi5k he"."m..' widgets
disks characteristics
Disk Health Monitoring /\/\’
Prediction Service Service 0 [D
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Disk health overview

Resources

HV12-long
Total size: 2.27 TB

Warning: 1/3 disks

o T HR JE A
BRI R, B P A HARR AT 00 B AR e AR U0OIR BB o B AR [ R R R A o —

18] B T8 A i PR 0 TEM e HL A = (7 0 L)
" RE AR
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"
Disk health overview

Resources / HV12-long

WDC WD1003FBYX-01Y7B0 WD-W...

Disk size: 931.51 GB
Forecast: will be degraded (55%)

ST31000333AS 5TEODDTP
Disk size: 931.51 GB
Forecast: will stay stable (85%)

WDC WD5000AAKS-00D2B0 WD-WCASYF284499

Disk size: 465.76 GB
Forecast: will stay stable (58%)

o AR AR POAR BB — {0 B0 B 5L 00 /0N R, AT SR IR R B R
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Disk health status

@ Calculating disk data 0
® Critical 0

® Warning 0

® OK 2
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o BN PR -t 85 CREORB R R % 5, SR A 5 OR T IR AR 06 2B A .

Data protection map B X

Customers

nikita
#® Protected files 2 (256.74 KB)
® Unprotected files 6919 (778.73 MB)

[ Protect all files

nikita
6919

o FEKE AR - BT R SRR AT R, B EE B S OR A IR BB B0 R B R

N
X

Data protection map

Devices MNIKITATIKHOCAES
® Protected files 2 (256.74 KB)
® Unprotected files 4060 (253.86 MB)

Last scan: Feb 9, 2020 2:08 PM

® Protect all files

NIKITATIKHOCAES
4060 unprotected files

HERERZRERR R, HHERBEZER, A% T IREBEFEER]. EHFEHE T, &
T LA B R 32 (R AR R OH S AL B A B A e R R R R, e T IRET AR R

et w] LUR G CSV A% 3R S A R A .
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55 A5 A5 5L /N TR

5y 5 BB 1) 7R M
S5 THT /S TR 0k 55 4 T B 5 R O B
B0 ] 55 8 Y 20 R A (CVSS) V3.0, S BLAY 55 86 7T BB LA S M B AL —

o SRV A B 55 2L

e ¥ :9.0-10.0 CVSS

e :7.0-8.9CVSS
H:4.0-6.9 CVSS

e f£:0.1-3.9CVSS

o f%:0.0 CVSS

Vulnerable machines

® Secured 1
Critical 3
® High 1
Medium 0
® Low O
None 0

BUA [ 55 B

RN T EgHREK EEHATHA M. /£ BRAE NSRS S/ TR, A R R R E
B

o B YRR BN - Fo) 78 8 LA R0 55 RS 59 H YA IR R
o BRERIBIR - b OcrE I b 59 8 Y E AR R
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https://nvd.nist.gov/vuln-metrics/cvss

Existing vulnerabilities

Machine name

DESKTOP-NUO0I945

DESKTOP-NUO0I945

DESKTOP-NU0I945

DESKTOP-NUO0I945

DESKTOP-NUO0I945

DESKTOP-NUOQI945

DESKTOP-NU0I945

DESKTOP-NUO0I945

DESKTOP-NUO0I945

DESKTOP-NUOI945

Vendor

Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft
Microsoft

Microsoft

Product

Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB
windows 10 LTSB
Windows 10 LTSB
Windows 10 LTSB

Windows 10 LTSB

Vulnerability name/ID

CVE-2019-7096
CVE-2019-0856
CVE-2019-0688
CVE-2019-0739
CVE-2019-0752
CVE-2019-0753
CVE-2019-0806
CVE-2019-0810
CVE-2019-0812

CVE-2019-0829

Severity 4

Critical
High
High
High
High
High
High
High
High
High

More

Last detected

06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM
06/12/2020 5:16 PM

06/12/2020 5:16 PM

First detected

06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM
06/12/2020 5:15 PM

06/12/2020 5:15 PM

1Al R 22 B L 1T /N TR
7 DU {514 2 X A D 0 ST D R

(ERREE N SN
ST /1 T B B A X 2 R R 00 T

« BRE-EMECHENA K EAHHER

- REENHM -k m, BT EERHE
o RE - 1R b B AR R

Patch installation status

® [nstalled 1
® Reboot required 0
® Failed 0

18 A o2 e 4
ST /1 T B 1 T TS 1 X 3R B B 0 1 A R

Patch installation summary

Installation status

© Installed

Total number of machines

1

2

Total number of updates  Microsoft updates

1

Application updates Critical severity High severity

1

2 0

Medium severity

0
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Patch installation history
Machine name Update name Version Severity Approval status Installation status
NIKITATIKHOCAES FastStone Soft FastStone .. 5.9 Medium New @ Installed
NIKITATIKHOB524 Mozilla Firefox 7201 Critical Approved © Failed
NIKITATIKHOB524 Mozilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved © railed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOCAES Oracle Java Runtime Envir..  8.0.2410.7 High New © railed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved @ Installed
NIKITATIKHOC4ES Mozilla Firefox 7201 Critical Approved © railed
NIKITATIKHOC4ES Moxzilla Firefox 7201 Critical Approved O Failed
More

Installation date 4

02/05/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020
02/04/2020

B

T8 IR ) 5B (1)
ST /N T B O B X 4 S B SR T A

o waVEEH
o HAKHEH
o Hit

Missing updates by categories

Other 2
# Critical updates 0
® Security updates 3

5
Updates

15 03 J7 4 A0 R
W 5T /N T B ST o (2 2 A 3 A
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Backup scanning details (threats)

Device name Plan name Backup Date and time Contents type Location Threat name Affected files Date and time o
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer /m0@c05cs0dG  F:\382a04265361d588801b35..  01/21/2020 11:40 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2p2e30abe71f9a93d6ad7...  01/21/2020 11:40 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer|/m0@c05cs0dG  F:\882a04265361d588801b35..  01/21/2020 11:45 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2p2e30abe71f9a93d6ad7...  01/21/2020 11:45 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer|/m0@c05cs0dG  F:\882a04265361d588801b35..  01/21/2020 11:50 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F\2f2p2e30abe71f9a93d6ad7...  01/21/2020 11:50 AM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur PonyStealer In0@c05cs0dG  F\882a04265361d588801b35..  01/21/2020 1:10 PM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenerickD.3947747 F2f2p2e30abe71f9a93d6ad7...  01/21/2020 1:10 PM
NIKITATIKHOC4ES New protection plan (1) 01/20/2020 11:00 AM Full Gen:Heur.PonyStealer/m0@c05cs0dG  F:\882a04265361d588801035...  01/21/2020 1:33 PM
NIKITATIKHOCAES New protection plan (1) 01/20/2020 11:00 AM Full Trojan.GenericKD.3347747 FA2f2b2e30abe71fSa93d6ad7...  01/21/2020 1:33 PM
More

Bﬁlﬁx&v

b SR T /D TR BEUR 2 B R R U R R O 2 R B AR A R A . T
DL F A A [ 35 A6 355 1600 0 0 B R R BB R, DA RS2 IR R .

Recently affected

Machine name Protection plan Threat Affected files Detection time el
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 15 27.12.2 Folder
Ubuntu_14.04_x54-1 Protection plan Bloodhound.MalMacrolgi 274 27.12.2 Customer
dc_w2k12_r2 Protection plan Backdoor:Win32/Caphaw... 13 2712.3 " Machine name
Win2012_r2-Hyper-V Protection plan Wa7M.Downloader!g32 5 27123 ~ Protection pldl‘ﬂ'ﬂ
HyperV_fori2A Total protection Miner.XMRiglgeni 68 27.12.2 Detected by
vm-sql_2012 Total protection BackdoorWin32/Caphaw... a1l 27.12.3 " Threat
vm-5ql_2012 Protection plan Adware.DealPlylgen2 L] 27.12.9 File name
MF_2012_R2 Total protection M5H.Downloaderlgend 73 27.12.2 File path
MF_2012_R2 Total protection Bloodhound.MalMacrolgi 182 2712.3  Affected files
MF_2012_R2 Protection plan Bloodhound.MalMacrolgi 18 27123 ~ Detection time
ESXirestore Protection plan MSH.Downloaderlgen8 682 27122007 1123 AM
MF_2012_R2 Protection plan Miner.xMRiglgen 13 27122017 11:23 AM
Ubuntu_14.04_x64-1 Total protection Adware.DealPlylgen2 3 27.12.2017 11:23 AM
Win2012_r2-Hyper-vV Total protection W3I7M.Downloaderlg32 27 27122017 11:23 AM

Maore Show all 556

i Esia 2 NR(SSEIiN g
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L F 85 1 URL

SN TR & ORI BUR DB 82 URL Mt Bk, 4075 A B URL fifi 388 A7y S8R0 SE A Al
B AR it O o A5 ) 4 7

e
W

Blocked URLs g X

® News 14

® Jobs/empl... 9
® Email 5

® Advertising 4
® Malicious 1

LSRR TR NS

KBS ] A% S T /D T H & R 22 B /5 & 5 A4 P Windows #1 macOS #5 & b 11 T 47 i 11 7%
A AR

Software inventory

Folder name Customer name Machinename +  Software name Software version  Vendor name Status Date installed Lastrun Scan time Location User System type
5> ACP-QAZ03-A01
> ACP-QAZ03-AD1
v ACP-QAZ03-A03

foldert rharf4 ACP-QAZ03-A03 Microsoft Visual .. 9.0.30720.6161 Microsoft Corpora...  New - - 11/28/2020,11:39 .. - System X86
foldert rbarfa ACP-QAZO03-A03 Cyber ProtectAgent  15.0.25065 Acronis New - - 117282020, 11:39 .. - System X64
foldert rbarfd ACP-QAZO3-A03 Cyber Protect Agent 15025965 Acronis New - - 11/28/2020,11:30 .. C\Program Files\B...  System X64
foldert rbarfa ACP-QAZO3-A03 Mozilla Firefox 4501 Mozilla New = - 11/28/2020,11:39 .. C\Program Files\..  System X64
foldert rbarf4 ACP-QAZO3-A03 Mozilla Maintenan...  45.0.1 Mozilla New - - 17282020, 11:39 .. - System X86
foldert rbarfa ACP-QAZO03-A03 VMware Tools 10.0.6.3560309 VMware, Inc. New - - 11/28/2020,11:30 .. C\Program Files\V...  System X64

~ ACP-QAZO3-A04

foldert rbarfa ACP-QAZO3-A04 Google Chrome 79.03945.130 Google LLC New - - 11/28/2020, 249PM  C\Program Files (x..  System X86
foldert rbarf4 ACP-QAZO03-A04 Google Update He. 13.36.31 Google LLC New = - 11/28/2020, 249PM - System X86
foldert rbarfa ACP-QAZO3-A04 Microsoft Visual C...  9.0.30720.6161 Microsoft Corpora...  New - - 11/28/2020,249PM - System X86
foldert rbarfa ACP-QAZO3-A04 Cyber Protect Agent 15025065 Acronis New - - 11/28/2020, 249PM - System X64
foldert rbarfa ACP-QAZO3-A04 Cyber Protect Agent 15025965 Acronis New - - 11/28/2020, 249 PM  C\Program Files\B...  System x64
foldert rbarf4 ACP-QAZO03-A04 Notepad=+ 674 Notepad++Team  New = - 11/28/2020, 249PM - System X86
foldert rbarfd ACP-QAZO3-A04 Microsoft OneDrive  20.201.10050009  Microsoft Corpora.. New - - 11/28/2020, 249PM - System X86
foldert rbarfa ACP-QAZO03-A04 Mozila Firefox 4501 Mozilla New - - 11/28/2020, 249 PM  C:\Program Files\..  System X64
foldert rbarfa ACP-QAZO3-A04 Mozila Maintenan_.. 4501 Mozilla New - - 11/28/2020, 249PM - System X86
foldert rbarf4 ACP-QAZO3-A04 Microsoft Update .. 268.0.0 Microsoft Corpora...  New = - 1112802020, 249PM - System X64
foldert rharf4 ACP-QAZ03-A04 VMware Tools 10.06.3560309 VMware, Inc. New - - 11/28/2020,249PM  C:\Program Files\...  System X64

More Less Show 1000+

[EREEREER] 5/ CEeE R EMIE (7 X.30 RalE H), & F 44+ Windows F1 macOS #
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Software overview
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Hardware inventory

Machine name

Folder name Customer name
vs_folder vs 1

ilyal1
vs_folder a1

iyall

Hardware details
Folder name Customer name

~ Acroniss-Mac-minilocal

vs_folder Vil
vs_folder Vsl
vs_folder vs1
vs_folder vl
vs_folder Vil
vs_folder Vsl
vs_folder vs1
vs_folder vl
vs_folder Vil
vs_folder Vsl

[(EREME] RS/ LRSS R EE
Windows 1 macOS £ & | #r |
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Machine name

A
A
A
A
A
A
A
A
A
A

M
M
M
5
M
M
M

05 name
Mac0S X 10154
mac0s 11.0.1

Mac0S X 10.14.6

Microsoft Window.

05 version CPU cores Disks total size
10154 0 93232G8
10.16 3 23347GB
10.146 3 2312068
10.0.16299 2 476,94 GB

Hardware category

Motherboard
Network adapter
Network adapter
Network adapter
Network adapter
Network adapter
Disk

Network adapter
Disk

Disk

Hardware name

Part Component
Ethernet

WirFi

Bluetoath PAN

Thunderbolt 1

Thunderbolt Bridge -

dliskS
Thunderbolt 2
disk3

dliske.

FIIH (7 R\ 30 REE H), &P
o (55 1 558 B 16) A5 8 PO A B I

YRR A

RAM total (Gb)
8.00GB
8.00GB
400GB

11.83 GB

Manufacturer

Mac-35C5E08120C7.

Apple

Apple

Apple

Motherboard name

Part Component

Base Board

Hardware detalls

Motherboard seria.

Base Board Assel

LIHF8ACO8PY

Staws

Macmini7, 1, Base Board A -

Ethernet, 00:00:00:00:00:00 -

EEES0211, 00:00:00:00:00:... -

Ethernet, 00:00:00:00:00:00 -

Ethernet, 00:00:00:00:00:00 -

Bridge, 00:00:00:00:00:00

Disk Image, 805347328

Ethernet, 00:00:00:00:00:00 -

Disk Image, 134217728

Disk Image, 134217728

BUREE AR T RS

W o 2T ' A P ﬁ%
ALLETE R RS, T [EEFL A
T [ERERE ] > [BERE A A

LI - /\%ﬁ@ﬁﬂﬁﬁ%ﬁ’ﬁ

H 4% g Bl B R 35t Windows

BIOS version Domain Registered owner o]
0.0
ol
0.1 -
NTCETBTIW (1.49) COrp.acronis.com &, User
Scan date o

12/15/2020, 205 PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 205 PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 2:05PM
12/15/2020, 205 PM

12/15/2020, 2:05PM

Ak T T B B



Hardware changes

Folder name

~ DESKTOP-OFF9TTF

Customer name

PICtest.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK test.Customer
PK.test.Customer
PK test.Customer
PICtest.Customer
PK test.Customer
PICtest.Customer
PK.test.Customer
PK.test.Customer
PK.test.Customer
PK test. Customer
PK.test.Customer

PK test.Customer

Machine name

DESKTOP-OFFOTTF

DESKTOP-OFFITTF

DESKTOP-OFFSTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-OFFOTTF

DESKTOP-OFFSTTF

DESKTOP-OFFOTTF

DESKTOP-OFFITTF

DESKTOP-OFFOTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-QFFOTTF

DESKTOP-OFFSTTF

DESKTOP-OFFOTTF

DESKTOP-OFFSTTF

A 8 BURE F2 RO 8%

A2 5% T /N TR, 8 B 48 R TR AR S5 T i A A b AT

it A A

Remote sessions

Start time

12/15/2022 4....
12/15/2022 4....
12/15/2022 4....
12/15/2022 4:...
12/15/2022 3....
12/15/2022 3....
12/15/2022 3....
12/15/2022 3:..
12/15/20221...
12/15/2022 1...

i i

End time

12/15/2022 4:4..
12/15/2022 4:4..
12/15/2022 4:4..
12/15/2022 4:1..
12/15/2022 4.0...
12/15/2022 3:5..
12/15/2022 3:4..
12/15/2022 34
12/15/202212....

12/15/202212:...

Duration

a few seco...

a few seco...

2 minutes

16 minutes

a minute

a few seco...
a few seco...
a few seco..
a few seco...

a few seco...

Hardware category

Network adapter
Network adapter
Disk

Network adapter
RAM

Network adapter
Motherboard
GPU

Network adapter
RAM

Network adapter
Network adapter
Network adapter
GPU

RAM

Network adapter
Disk

CcPU

Connection type

Direct
Cloud
Cloud
Cloud
Cloud
Direct
Direct
Direct
Direct

Cloud

A B ST AT B AR s A IR D AN AR SE R

&

Status

Removed
Removed
Removed
Removed

Removed

More Less Show 309

Protocol

Screen Sharing
NEAR

NEAR

NEAR

NEAR

RDP

Screen Sharing
Screen Sharing
RDP

NEAR

More

Old value

New value

‘Windscribe.com, Ethernet..

Realtek Semiconductor C

(Standard disk drives), W...

Realtek, Ethernet 802.3, C...

Samsung, 985D7122, 4.00.

Cisco Systems, Ethernet 8...
LENOVO, Torronto 5C1, P
GeForce 940MX

Microsoft, Ethernet 8023, ..
Samsung, 98507122, 4.00.
TAP-NordVPN Windows P...
Realtek Semiconductor C
Qracle Corporation, Ether...
Intel(R) HD Graphics Family
Micron, 00000000, 4.00 GB
Windscribe.com, Ethernet...

(Standard disk drives), W...

Genuinelntel, Inteléd Fam...

Modification date and time O

12/29/2020 9:35 AM
12/29/2020 9:35 AM
12/29/2020 9:35 AM
12/29/2020 9:35 AM
12/29/2020 9:35 AM
01/04/2021 2:37 PM
01/04/2021 2:37 PM
01/04/2021 2:37 PM
01/04/2021 2:37 PM
01/04/2021 2:37 PM
01/04/2021 2:37 PM
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Services

@ Cyber Protect

All-in-one cyber protection solution that integrates advanced data protection, ()
file sync and share, file notarization and e-signing, and physical data shipping

functionality.

Protection

Provides cyber protection, monitoring, management, backup, and disaster recovery that satisfy most
users' needs. The same advanced functionalities are available on both Per workload and Per gigabyte.

Take 10 minutes to review Migration guide before you migrate to the advanced licensing.
Select a billing mode

© Perworkload (New | | Currently used

The billing is according to the number of protected workloads, and cloud storage is charged
separately.
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